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Supported Protocols

* 5G —NIN2, N4, N8, N12, N13
* SIP-3261

* Megaco3525

* Megaco3015

* MGCP

e H.323

¢ SIGTRAN (BICC, CAP, INAP, MAP, M3UA, M2UA, M2PA, MTP2, MTP3,
SCCP, ISDN, ISUP)

* GSMAover IP
* GSM-R

* GPRS over IP
e UMTS over IP
* LTE, Diameter
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HG Protocol Stack

I
NAS : I
. NS PFCP . PFCP
. I
Relay N NG-AP ,
| UDP I UDP
SCTP : SCTP T
5G-RAN 5G-RAN ! !
Protocol Layer Protocol 1P i IP P | IP
Layer 12 E 19 :
! MAC , MAC
L1 L L1 |
UE gNodeB N1/N2 AMF SMF N4 UPF
! | |
! 1
JSON - JSON JSON : JSON JSON , JSON
I |
I | |
HTTP/2 ! HTTP/2 HTTP/2 : HTTP/2 HTTP/2 ! HTTP/2
I | |
TLS ! TLS TLS : TLS TLS : TLS
1 1 1
IP : IP IP : P IP - IP
| | I
1
MAC : MAC MAC ! MAC MAC : MAC
I | .
AMF N8 ubDMm AMF N12 AUSF AUSF N13 UDM

* Decode and analyze 5G protocol stack
* The protocols supported for decoding across all these interfaces are NAS, NGAP, PFCP, SCTP, UDP, TCP, and IP
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Protocol Specifications

Supported Protocols Standard / Specification Used

System Architecture for the 5G 3GPP TS 23.501
NG Application Protocol (NGAP) 3GPP TS 38.413

Non-Access-Stratum (NAS) 3GPP TS 24.501

GPRS Tunneling Protocol for

User Plane (GTP-U) 3GPP TS 29.281

NR and NG-RAN Overall

Description 3GPP TS 28.300

Packet Forwarding Control

Protocol (PFCP) 3GPP TS 29.244

UDP IETF RFC 768

IPv4 IETF RFC 791 [5]

IPv6 IETF RFC 2460 [6]

JavaScript Object Notation

(JSON) IETF RFC 8259
IETF RFC 7231

HTTP/2 IETF RFC 7540/RFC 7541

TLS IETF RFC 8446

TCP IETF RFC 793
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Detail View — 5G NGAP Layer

2 PacketScan 64-bit

File View Capture Statisticc Database Call Detail Records

Configure  Help

| 0] S| Alw(w@ (e H/cn(snH g8 F | S0 b ] [0 GaTo

Device Frame# TIME (Relative) Length (Bytes) Emar Length.Protocol Type Packet Type Source |P Address Destination |P Address
MAC MAC IPvd IPvd

LA 54 00:00:04.07717183000 g0 ARP

A 55 00:00:04.073305000 =] ARP

/o 56 00:00:04.53001 0000 217 Internet IP(IPw4) 1521681210 239.255.255.250

.o 57 00:00:04.530250000 217 Intermet IP(IPw4) 1921681211 239.255.255.250

A 53 00:00:04.6791 83000 158 Internet IP(IPw4) 192.168.13.101 192.168.13.106

LA 59 00:00:04. 756284000 g0 ARP

A0 EN 00:00:04. 769177000 120 Intemnet IP(IPw4) 152.168.13.106 192.168.13.107

/o E1 00:00:04. 779202000 126 Intermet IP(IPw4) 15216813101 19216813106

0030 Length

o032 TSN

0036 Strean Identifier

0038 Stream Sequence Humber

0034 Payload Protocol Identifier

HGAP-PDU
Extenszibility Marker
Choice Index
Initiatingle=ssage
FProcedureCode
Contents
procedureCriticality
Contents
Yalus
Length
InitialUEHes=zage
Exten=ibility Harker
FProtocolIE-Container
Iteration Count
Frotocol IE-Containsr
FProtocollE-Field
ProtocolIE-ID
Contents
procedureCriticality
Contents
Valus
Length
RAHN-UE-HGAP-ID
Length Determinant
Contents
Frotocol IE-Containsr
FProtocollE-Field
ProtocolIE-ID
Contents
procedureCriticality
Contents
Valus
Length
HAS PDU
HAS-PDU

112 (=0070)

448 (=000001C0)
0 (=0000)

448 (=01C0)
=0000003C NGAP

CHOICE

i

a

SEQUENCE
INTEGER

15 id-InitialUEHe==age
ENUMERATOR

0 reject(l)
COpen Type

92

SEQUENCE

a

SEQUENCE OF
3

Instance 0
SEQUENCE
INTEGER

85 id-RAN-UE-NGAP-ID
ENUMERATOR

0 reject(0)
COpen Type

2

INTEGER
1

36

Instance 1
SEQUENCE
INTEGER

38 id-HAS-FDU
ENUMERATOR

0 reject(0)
Open Type

44

SEQUENCE
OCTET STRING

Capture Rate : 0.02 Mbps

C:\Program Files\GL Communications Inc\Packe | Captured 10 242 frames

Missed Frames: 0




Detail View — 5G NAS Layer

B* PacketScan 64-bit - O X

File View Capture Statistics Database Call Detail Records Configure Help

0050 Extended PI‘DtDCDl Discriminator
0051 Security Header Tvpe
0052 Message Tvpe

01111110 5G5 Mobility Hanagement Hessages

....0000 Plain HAS message. not security protected
01000001 Fegistration Request

BG5S Registration Type and HAS Eey Set Identifier =

|| 0] (S| Alwm(ua = e W 25 % ¥ -] bl % GoTo
Device Frame# TIME (Relative) Length {Bytes) Ermor Length/Protocol Type Packet Type Source |P Address Destination [P Address
MAC MAC IPwd IPwd
0 54 (00:00:04.071183000 [=1] ARP
0 55 (0 00:04.073305000 =] ARP
0 56 (0 00:04. 530010000 217 Internet [P[IF+w4) 1921681210 239,265,255, 250
L0 57 000004, 530250000 217 Internet [P[IFw4) 192168121 239.255.255.250
.0 58 00:00:04.673183000 158 Internet [P[IP+4) 192.168.13.101 192.168.13.106
.0 59 (00 00:04. 755884000 [=1] ARP
0 [=1] (00:00:04. 765177000 130 Internet [P[IPwv4) 192.168.13.106 192.168.13.101
0 61 (00:00:04. 773202000 126 Internet [P[IPw4) 19216813101 192.168.13.106
Contents =0 reject(l)
Values = Open Tvpe
Length =1
MEContextRequest = ENTTMERATOR
Extensibility Harker =10
Contents = 0 regquested(l)

0ns3 Fegistration Type = . 001 Initial Fegistration

SCHH Capability
0oe3 Information Element Id
00e4d Length
00gs =1 Hode = 0 Hot Supported
00gs HO Attach =L 0. Handover reguest to transfer PDU session from N1l mode to 51 mode not supported
00gs LTE Pozitioning Protocol (LPF) Capability = ... .. 0..
TE Security Capability
0oee Information Element Id

oooloooo ScMM Capability
1 (=01)

0Qc3 Follov—0n Regquest = ....0... Ho follov—on Regquest Pending
0os3 HAS Kev Set Identifier = .111.... (%}
0Qc3 Tyvpe of Security Context Flag (TSC) =0....... Hative security context {(for KSIAME)
5EE Mobile Identity =
0054 Length = 13 (=000D}
0056 Tvpe of Identity = .. o0l SUcI
0056 SUPI Format = .000.... IMSI
oos? HCC = 001
oosg HHC = 01
0054 Fouting Indicator Digit = 000no
oosc Frotection Scheme Identifier = ....0000 Hull schemns
00sD Home Hetworl: Public Key Identifier = 0 (=003
Scheme output = 3012041631

LPF in N1 mode not supported

00101110 UE Security Capability

oGL
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ooe? Length = 2 (=x02)

00es EGS Encryption Algorithm SG-EA7 = L. 0 Hot Supported
00es EGS Encryption Algorithm SG-EAG = .. 0. Hot Supported
00es EGS Encryption Algorithm SG-EAS = .. 0.. Hot Supported
00es EGS Encryption Algorithm SG-EAd = ..0... Hot Supported
00es EGS Encryption Algorithm 128-5G-EAZ = ...0. Hot Supported
00es EGS Encryption Algorithm 128-5G-EAZ = .0, Hot Supported
00es EGS Encryption Algorithm 128-5G-EAL = . 1...... Supported

Capture Rate : 0.02 Mbps

C:\Program Files\GL Communications Inc\Packe | Captured 11 586 frames

Missed Frames: 0




LTE
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LTE Protocol Stack

NAS
S1AP X2AP eGTP
SCTP UDP
IP
MAC

LTE over [P

* Decode and analyze full LTE protocol stack
* Test eNodeB or UE over S1, S3, S4, S5 (or S8), S6a, S10, S11, S13 and X2 interfaces of the LTE network

* The protocols supported for decoding across all these interfaces are NAS, S1AP, X2AP, eGTP, GTP-U, Diameter,
SCTP, UDP, TCP, and IP
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Supported Protocols

Supported Protocols | Standard / Specification Used

SCTP RFC 2960

S1AP 3GPP TS 36.413 V9.0.0
X2AP 3GPP TS 36.423 V9.0.0
eGTP 3GPP TS 29.274 V8.0.0
NAS 3GPP TS 24.301 vV9.0.0
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Detail View - LTE Protocol

Q00F Delay = 0. ... Hormal Delaw
000F Throughput = ....0... Hormal Throughput
Q00F Reliability = ... 0.. Hormal REeliability
Q00F Reserved for Future T== = ... oo o0l
0010 Total Length = 67 (=0043)
* The detail decode view of LTE call 0012 Tdentitication - 35445 GaaA7S)
H . . o014 DF = 0...... May Fragment
dlsplays the fO”OWIng nol4 HME S | La=st Fragment
0014 Fragment QOff=et =0 (...00000 00OOQOQQOO0)
> MAC Layer 001e Time To Liwve = 128 (=80}
1017 Protocol = 00010001 User Datagram
0018 Header Checl Sum = =ZBEE
> IP Layer 0014 Source IF Address = 192.168.1.84 (=COARD1G4)
N01E De=tination IP Address = 192 . 168.1.165% {=mCOAS01AG)
============ [IDF Layer ============ =
> UDP La‘yer o222 Source Port = 2124 (=084
024 De=stination Port = 2123 (=034B)
1026 Length (Header + Data) = 47 (=002F)
> eGTP Layer 0028 Checls=un = 9289 (=2449)
============ g;TF KR8 Layer ============ =
> S1AP Layer 0024 TEID = 1... TEID Fresent
1024 Piggvbaclking (F) = . ..0.... Ho piggvbacked messages
0024 Ver=ion = Q0io.. ... GTE-iC
N02E Meszage Tvpe = 01000000 Modify Bearer Command
N0z2Z Length = 35 (=x0023)
A0ZE Tunnel Endpoint Identifier = 1 (=000000013
0032 Sequence Humber = 0 (=00007
APH-Aggregate Mamimum Bit Rate (APH-AMBE) =
0036 Information Element Id = 01001000 Aggregate Maximum Bit REate (AMER)
o037 Length = 8 (=00083)
1039 Instance = _...0ooo (o)
1039 Comprehension Required (CE) = 0ao. .. .. (0l
Aggregate Maximum Bit Rate-Down Link = 0 (=00)
Aggregate Maximum Bit Rate-Tp Link = 0 (=00)
Aggregate Maximum Bit Rate-Down Link (Extended) = 0 {=z00)
Aggregate Mazimum Bit Rate-Up Link (Extended) = 0 (=xz00)
Aggregate Mazimum EBEit Rate-Down Link (Extended-2) = 0 (=00}
Aggregate Mazimum Eit Rate-Up Link (Extended-23) = 0 (=00}
AMBR-Specifiic Data = 0000
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EI::"-':'ancketScan (All-in-One}

File Wiew (Capture Statiskics

Database Call Detail Records

Configure  Help

Call Detail View

w il VBl £ MA|MEIE| =S WM 5 W | S ] |0 GoTo |
Dew | Frametf | TIME [Felative] | Len | Errar | Pratocols | Source |P Address | Destination IP Address | SCTP Chunk Type | SCTF Source Port | SCTP Destination Port | -
1 1] (00 00 0. oo B Internet 1P[1P+wd] 192.168.1.84 19216811658 IMIT Chunk 36412 36412 e
1 1 0000:02. 137817 a2 Internet 1P[IPwd) 192 168.1.165 192168.1.84  IMIT Chunk 6412 6412
1 2 00:00:02.133900 133 Internet IP[IPwd) 192.168.1.84 1921681165 IMIT ACE, Chunk, B2 B2
1 3 0000:02. 153674 178 Internet 1P[IPw4) 192 168.1.16R 192168.1.84 COOKIE ECHO Chunk 36412 36412
1 4 00 00:02. 153925 | Internet 1P[IPwd) 192.1681.84 19216811608  COOKIE ACK Chunk, 6412 6412
1 2] 0000:17.130704 122 Internet IP[IPwd) 192.168.1.84 1921681168 DATA Chunk B2 B2
| 1 B 00:00:11. 203394 | 102 Internet IP[1Pwd) 192168.1.1E5 192168.1.84  DATA Chunk 36412 36412 _ILI
4 3
call 1D | Call Status | Protocol | Call Originating (Nu... | Call Destination (Mu... Call Start Date & Time Call Duration Protocal Speciic
0 Completect LTE 182 165 1 54 1921651 165 2012-04-23 163552 BETEE0 000005 50158 | <eModeB S1AP Id= 1 <MME S1AP Id= 1 <Mobile |d> 333651 5860 <51 Release Causer release-due-io
1 Completad LTE 192 165 1 54 1921681166 20M2-04-23 163606 86TERY 000019 952239 <eMNodeB S1AP 0= 2 <MME S1AP Id= 2 <Mobile |d= 9336915860 <51 Release Causex release-due-io
Z completed LTE 1921681 84 19216811656 202-04-23 163632 247614 000011 TéE412 | <eModeB S1AP Id= 3 <MME S1AP Id= 3 <Mobile [d= 4536915860 <51 Release Causer release-due-io
< | H
QFf-line Yiewing \Ci\Program Files (x8634GL Communications Inc\Packs | 107 Frames |z
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Statistics View

E,:':'F PacketScan (All-in-One}

File Wiew Capture Statistics Database Call Detail Records  Configure  Help

w il B &f@ AMEHEE =6 BB FIWEE S0 [0 | GoTo |
[y | Framett | TIME [Relative] | Len| Emaor] eGTF +8 Messages | Frotocols | Source IP Address I Deztination IP Address | -
W | 0 000000000000 0 211|  | Create Session Request Internet [P[IPv4) 192.168.1.82 192.168.1.165
1 1 000000143442 120 Create Seszsion Response Internet IP[IPw4) 192.168.1.165 192.168.1.84
1 2 00:00:01.686761 92 |Ipdate User Plane Request Internet IP[IPw4) 192.168.1.84 192.168.1.165
1 3 00:00:01.695531 93 |dpdate User Plane Responze | Internet IP]IPwd) 192.168.1.165 192.168.1.84
1 4 00:00:04.343182 b= Bearer Rezource Command Internet IP[IPw4) 192.168.1.84 192.168.1.165
1 5 00:00:04.358175 116 Create Bearer Request Internet IP[IPw4) 192.168.1.165 192.168.1.84
1 6 00:00:04. 408025 106 Create Bearer Responsze Internet IP[IPw4) 192.168.1.84 192.168.1.1656 —
1 Vo 000005582507 b= Bearer Rezource Command Internet IP[IPw4) 192.168.1.84 192.168.1.165
1 3 000005583399 92 |Ipdate Bearer Request Internet IP[IPw4) 192.168.1.165 192.168.1.84
1 9 000005643233 a0 |Ipdate Bearer Response Internet IP[IPw4) 192.168.1.84 192.168.1.165
1 10 00:00:08 428547 ar Bearer Rezource Command Internet IP[IPw4) 192.168.1.84 192.168.1.165
1 11 00:00:08.435473 G4 Delete Bearer Request Internet IP[IPw4) 192.168.1.165 192.168.1.84
1 12 00:00:03. 483746 Fo Delete Bearer Rezponsze Internet IP[IPw4) 192.168.1.84 192.168.1.165
1 13 00:00:10.539146 B5 b odify Bearer Request Internet IP[IPw4) 192.168.1.84 192.168.1.165
NO-An-AN EA7474 CE bAdmAib Dmmrme D mmmmimmm limbmrem =k 1D0ID AT 102 1Cc0 1 1CE

F
<
<

-
107400 il_l
4

? Message Type |

Create Session Recuest (22)
Create Session Response (33)
Update Liser Plane Fegquest (24)
Update Liser Plane Fesponse (35)
Modify Bearer Reguest (36)
Modify Bearer Response (37)
Bearer Fesource Command (E2)
Create Bearer Fequest (95)
Create Bearer Fesponse (96)
Update Bearer Request (37)
Update Bearer Response (38)
Delete Bearer Recuest (99
Delete Bearer Response (1007

|C:'|,F‘ru:ugram Files (x&&)EL Communic |15 Frames

sl |
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SIP, MGCP, MEGACO, H.323
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SIP, MGCGP, MEGACO, H.323, Skinny

?;;j:; g;ddii H.323 Control
MEGACO | SIP T
RTP (RAS) Q.931) H.245 | T.120
UDP TCP
IP
MAC
SIP

* Test IP phones, Gateways, IP Routers and Switches, and Proxies

* Detail Packet Data Analysis (PDA) and extensive graphical reports




Supported Protocols

Supported Protocols | Standard / Specification Used

MAC IEEE 802.3

I= RFC 791

TCP RFC 793

UDP RFC768
MEGACO RFC 3525 and 3015
SIP RFC 3261

SIP-I Q.1912.5

SIP-T IETF RFC 3372
RTP RFC 3550

RTCP RFC 3605

SCCP Cisco proprietary

oGL
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Detail View

- 3SIP

[-:'E PacketScan (All-in-One)

File ‘“jew Capture Statistics

| -B|

The detail decode view of SS7 ELLEEA=]

Database Call Detail Records

Configure  Help

& ] 3 ] OOl 0 GoTs |

| Framett|  TIME (Relative)| Len |

Error | Protocolz | IP Packet Type | Source [P Address | Destination |P Addresz | UDP Source Part | UDP Destination Port | ~

SIGTRAN call displays the following:
» MAC layer

[00:00: 00, 000000
1 00:00:00.001552

v/ E
2 254
255
2N

00:00: 00,007 689
nn-nn-n4 48735

2 2

LS ? 3

132 166.1.200 192.168.1.103 3

24098

Internet IP[IPv4]

Internet IPIPw4]  SIP 152168.1.103 152.168.1.200 54033 S0R0

Internet IPIPw4]  SIF 132.168.1.103 192.168.1.200 54033 5060

Intrrmet IRNPw41 SIR 192 1RR1 103 182 1RA 1 2NN R4N3A EnAn
¥

» IPV6 (or IPv4) Layer
» UDP Layer
» SIP 3261

HDE

BODY
BODY
BODY
BODY
BODY
BODY
BODY
BODY
BODY
BODY
BODY
BODY
BODY
BODY
BODY
BODY
£

Cff-line Wiewing

A
INVITE =ip:0001@192 168.1.103 SIP-2.0 W
Wia: SIP-2 . 0-0DF 192 .168.1.200:5060;branch==9hG4bK3811333536-2
Maz-Forwards: 70

Allow: INVITE,BYE, CANCEL, ACK, INFO, PRACK, COMET, OFTIONS, SUBSCRIE
From: 0001 <=ip:0001@192 168.1.200>;tag=GLPG 3811333536-3332

To: 0001 <=ip:0001@192.168.1.103:

Call-ID: GLPG-483633760331

CSeq: 1 IHVITE

Contact: 0001 <=sip:0001@192 . 168.1.103:

Content-Type: applicationssdp

Content—Length: 349

w=0

o=0001 47706128 47706129 IN IP4 192 168.1. 200
S=—

c=IH IP4 192 168.1. 200

t=0 0

mn=audioc 1024 RTP-AVP 0 & 18 104 3 101
a=rtpmap: 0 PCHMU-8000.71

a=rtpmap: & PCMA-B000.71

a=rtpmap: 18 G729-8000-1

a=fmtp: 18 annexb=no

a=rtpmap: 104 G726-32-83000-1
a=rtpmnap: 3 GSH-8000-1

a=rtpmap: 101 telephone—ewvent. 8000
a=fmtp: 101 0-15

a=ptime: 20

a=zendrecy

[
| £

C:\Program Filesial Communications InciP |2 550 Frames

oGL
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Detail View — MEGACO

|-'r PacketScan (¥PA) Megaco3525 dﬂﬂ
Fil= Yiew Capture GStatistics Dastabase Call Detal Records Configure Help
* The detail decode view of |_ri.."|i| 1' 2| Az @ =le w0 w5 5]k [0 | _goTo |
pev | Framest TIME [Relati Len| Enoe | Protocols Source IP Address | Destination IP Address | IP Packel «
) " 7 00.00:25.447443 &4 Intemmet IP(IPv4) 192.168.1.167 192168.1,105 MEGACD =
MEGACO call displays the Kl | I |

Devicel Frame=7 at 00:00:25.447443 QK Len=84

. Ethernmt Frames Dats

following: soeeesssssse MAC Layer sasssseesass
Destination Address

Source Address

Length/Protocol Type=

====z======== ]P Layer =======z===z==

*x00S0BACLASS]1
=0090BEB1SCEEC
x0200 Internet IP{IPv4d)

Version gioo. ... (4)

> MAC Iayer Internst Header Length (In 32 bit words) ... b1o1 (5)
Type of Service
Frecedence 110, . ... Internetvork Control
Delay .0, ... Hormal Delay

> IP Layer Throughput ....0... Hormal Throughput
Reliabilaity = 0.. Hormal Reliability
Reserved for Future Use = [ . .. oo (o)
Total Length 70 (=0046)

> UDP Layer Identification 10 (x0004)
Resexyed =D, (0
DF I | May Fragment
MF R | I Last Fragment
Fragment Offset 0 ¢...00000 000QOQOQO0)

> MEGACO Layer Time To Live 128 (=80)
Protocol 00010001 User Datagram

Header Check Sum

Source IF Address

Destination IP Addre=ss

==z==zz=z==== [JJP Layer =====z==z==z==
Source Port

Destination Port

Length (Header + Data)

Checksun

------------ Hegaco Layer s=ssssssssss
HEGACO

®xB&7C
192.168.1.167 (xCOABODLAT)
192 .168.1.105 (=COABD1&9)

2944 (x0B80)
2944 (x0BE0)
E0 (x0032)

61839 (xF18F)

HEGACO-1 [192 168 .1_167]-2944 Pending=20{}

R NpNE N NN NN N E NN E H NN NN N E NN NN NN ENDN
(=

oGL
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* The detail decode view of MGCP
call displays the following: MAC
layer

» MAC Layer
» |IP Layer

» UDP Layer
» MGCP Layer

oGL

Communications

Detail View — MGCP

P PacketScan (All-in-One)

File Wiew Capkure Stakistics Database Call Detail Records  Configure  Help
| B S| Mm@ =|e W F[F [ ] [0 GoTo |
Dew | Frame# | TIME [Relative] | Len | Errar | APM | ClientT ype | Pratocols | IP Packet Tupe | MNSAP Operation b
Wio | o ogorsoegiaool &7 | | [lintemetIP(Pv4) Mece | B
.0 22 00:01:50 692394 53 Inkermet [FIPw4] MGCP e
£ [ ¥
Devicel Frame=21 at 00:01:50.691200 QK Len=97
Ethern=et Frame Data
============ MAC Laysr ============ =
0000 Destination Address = =z000F3DDEEBED
0006 Source Addre=s = m00908F33A6AC
000C Length-Protocol Tyvpe = 0800 Internet IF(IFwd)
============ [P Layer ============ =
QO0E Version = o100, ... (43
000E Internet Header Length (In 32 bit words) = ....0101 (53
Differentiated Services Field =
000F Differentiated Services Codepoint = 101000. . Class Selector &
000F Ezxplicit Congestion Hotification = L. 00 Hot-ECT (Hot ECH-Capable Transport)
0010 Total Length = 83 (=0053)
0012 Identification = 19 (=00133
0014 Reserved Bit = 0....... Hot Set
0014 Don't fragment = 0..... . Hot Set
0014 Hore fragments = .0, Hot Set
0014 Fragment Off=zet = 0 ¢...00000 0OOQOOOQOQO)
00le Time To Liwe = 64 (=40}
0017 Protocol = 00010001 User Datagram
0018 Header Checlk Sum = =mBC20
0014 Source IP Addre==s = 192 168 .30, 106 (=COAS1ERA)
Q01E De=stination IP Address = 192 168.30.12 (=xCOAB1EOC)
============ [[DP Laysr ============ =
0022 Source Port = 2427 (=0978B)
0024 Destination Port = 2427 (=0978B)
0026 Length (Header + Data) = 63 (=003F)
0028 Checl=un = 9056 (=x2360)
============ NGCF Layer ============ =
MGCE = HTFY 2076 ACgwl@iudioCodes . com MGCE 1.0
MGCE = ¥: &8
MGCE = : hu
< | >
Off-line Viewing CiProgram Filesal Communications | 25 Frames

20



Detail View - H.323

BhepacketScan (YPA) H323 —

File ‘iew Capture Statistics Database Call Detail Records  Configure  Help

wi| VB <@ dmEal =(e W FR#E] S0 [ ] coTo |
Dev | Frameﬂl TIME [Helative]l Len Errorl Pratocols | Source [P .t’-‘«ddressl DestinatioanAddre&&l IP Packe;
. . 1 2 00:00:13. 444104 380 Internet IP[IPw4] 192.168.1.151 192168.1.232 H225
* The detail decode view of H.323 call - ) T 7 T _.H
Trgent Fointer =0000 ;I

displays the following:

============ TPKT Header Layer ============

TPET Hdr :

Version = 3 (=03}

R d = Qooooooo ¢0j
> MAC Layer I,Zi?;ﬁe = 326 (=0148)

vV V VY V VY V

oGL

Communications

IP layer

TCP Layer

TPKT Header Layer

H225 Q.931 Call Signaling Layer
H225 Call Layer

H245 Layer

============ H225 (J.931 Call Signaling Layer ============ =

Protocol Discriminator
Call Reference Length
Call Reference Value
Call Reference Flag
Hes=szage Tvpe

IEI Di=play

IE Length

Di=zplay Information
IET User User

IE TU=zer User Length

Protocol Discriminator(H323)
============ H225 Call Layer

Hiz23-Userinformation
Exten=zibility Marker
Preanble
ha23—uu—pdu
Exten=ibility Harker
Preamnkble
h323-nessage-body
Exten=ibility Harker
Choice Index
alerting
Exten=ibility Marker
FPreanble
protocolldentificer
Length Determinant
Contents
destinationlnfo
Exten=zibility Marker
Preamnble
wvendor
Exten=ibility Harker
Preamnble
wendor

ooooloo0 Q931-1.451 user-network call control

c... o102y
30357 (.1110110 10010101)
1..... .. T =ide that originated callref

0000000l ALEETIHG

00101000 Di=play IE Identifier

9 (=093

®AEG1676172616A7300

01111110 User User IE Identifier

303 (=012F)

00000101l X.680 and X 690 coded user information

SEQUENCE
0

0
SEQUENCE
1

0

CHOICE

0

3
SEQUENCE
1

0
OBJECTIDENTIFIER
g
0.0.8.2250.0.4
SEQUENCE
0

oiooo0l
SEQUENCE
0

11
SEQUENCE



Call Detail View

B packetScan {All-in-One)

File Wiew Capture 3Statistics Database Call Detail Records  Configure  Help
& B S| AmEE| (0] WM R ] [22° |_GoTs |
[ | Framett | TIME [Relative] | Len | Error | Protocaols | IP Packet Type | Source IP Address | Destination |P &ddress | UDP Source Port | UDP Destination Port | #
2 10 00:00:02.903378 354 Internet IP[IPw4]  SIP 192.168.1.103 192.168.1.200 h4093 ]
2 11 00:00:02.908023 385 Internet IP[IPw4]  SIP 192.168.1.103 192.168.1.200 h4093 ]
2 12 00:00:02.905130 820 Internet IP[IPw4]  SIP 192.168.1.103 192.168.1.200 h4093 ]
2 4513 00:01:13.347419 258 Internet IP(IP+d] MEGACOD 192.168.1.167 192.168.1.105 2944 2944
2 4514 00:01:13.870981 5] ARP
2 4515 00:01:13.913807 244 Internet IP[IP»d] MEGALCD 192.168.1.105 192.168.1.167 2944 2944
2 4516 00:01:14.037155 5] ARP
2 4517 00:01:14.228370 157 Internet IP[IP»d] MEGALCD 192.168.1.167 192.168.1.105 2944 2944
2 4518 00:01:14.248422 182 Internet IP[IP»d] MEGALCD 192.168.1.105 192.168.1.167 2944 2944
2 4640 00:01:40.473039 138 Internet IP[IPwd] H225 192.168.1.182 192.168.1.200
2 4641 00:07:40.483019 386 Internet IP[IPwd] H225 192.168.1.182 192.168.1.200
2 4642 00:01:40.513937 a5 Internet IP[IPwd] H225 192.168.1.200 192.168.1.182
2 4643 00:01:40.522101 260 Internet IP[IPwd] H225 192.168.1.182 192.168.1.200
2 4644 00:01:40.525157 92 Internet [P[IPw4] 192.168.1.66 192.168.1.285 137 137
2 4645 00:01:40.533330 a2 Internet IP[IPwd] H225 192.168.1.182 192.168.1.200
2 4646 00:01:40.593697 a2 Internet IP[IPwd] H225 192.168.1.200 192.168.1.182
2 4647 00:01:40.603343 294 Internet [P[IPw4] 192.168.1.182 192.168.1.200 A010 A004
2 4648 00:01:40.643512 92 Internet [P[IPw4] 192.168.1.160 192.168.1.285 137 137
2 46439 00:01:40.735617 5] ARP hd
< >
Cal D | Call Staus | Protocol | Call Originating (Number / Address) | Call Desination (Number / Address) | Call Start Date: & Time
] Completed SIP OOOT 1 92 1621 200 OOOT N 92 1681 10 2012-04-16 136850 FOE427
1 Completed Hzze HOOSA00ET OGA006T Q0E CO0E CO0ES 2012-04-16 140028 276014
2 Completed Hzze HOOSA00ET OGA006T Q0E CO0E CO0ES 2012-04-16 140043 Fd2287
K3 Completed SIP 40001 92 1621 B0 10001 92 1621 80 2012-04-16 140203 137242
4 Completed SIP testdi@l 92 16810 45 testa@l 921681014 2012-04-16 140552 466292
< >
OFffF-line Wiewing Z:\Program Files\al Communications InciF |20 102 Frames

oGL
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Communications

B PacketScan {All-in-One)

File Wiew Capture Statistics

Database Call Detail Recards

Statistics View

Configure  Help

& B O] @l =0 W[ FF ] b [0 | _GoTs |
D | Frame#| TIME [Helative]l Len| Error | Protocols | IF Pac... | Source P ﬂddress| Destination P 4. | UDP Source ... | UDP Destination ... | SIP Method ~
Wi 2| 5| oooooazsang [ | Intemet IP(Pv4) 1921681.60 | 192.168.1.244 5060 | 5IP/2.02000K |
2 7 O0O003Z68177 637 Irtemet IP[Pvd]  SIP 192.168.1.244 192.168.1.60 B0G0 E0G0 ALK
2 5 000003297312 214 Intemet IF[Pv4] RTF 192.168.1.244 192.168.1.60 B004 5004
2 9 000003298763 214 Intemet IF(Pv4] RTF 192168.1.60  192168.1.244 BI04 B004
2 10 000003317288 214 Intemet IPPv4] RTP 192.168.1.244 192.168.1.60 5004 5004
2 11 000003318628 214 Irtemet IF[Pv4] RTF 192168.1.60  192168.1.244 B004 E004
2 12 000003337275 214 Intemet IF[Pv4] RTF 192.168.1.244 192.168.1.60 B004 B004
2 13 00:00:03338604 214 Intemet IF(Pv4] RTF 192168.1.60  192168.1.244 BI04 B004
2 14 000003357271 214 Intemet IP[IP+4]  RTP 192.168.1.244 192.168.1.60 5004 5004 o
< | >
TE 5IP Coeq B Frame count(SIP CSeq) |

20 ACK

total 20 ACK
20 INWITE
total 20 INWITE
21 ACK

total 21 ACK
21 INVITE
total 21 INWITE
22 BYE

total 22 BYE

P33 G G — % fm fm =

Z:\Program Files\al Communications InciP |6 S00 Frames

23



SIGTRAN Protocol Stack

USER APPLICATIONS
| ¢ [r]|B ul el e
| B M« Nl N Al sl aININT @] R
T A | A T NN IR
sl o | o | A LA INSIS] [ le]P S e
ujc P M |AlAlulC P (M .
p ) o
ik TCAP PP [P]C s
TCAP
SCCP
MTP3
M2PA | M2UA M3UA SUA IUA | RUA | V5UA
SCTP
P

SIGTRAN

* Decode and analyze SCTP, and user adaptation (UA) layers such as M2UA, M3UA, M2PA, SUA, IUA, ISUP and
GSM MAP

* Permits testing and verification of Signaling Gateways

oGL

Communications



oaL

Communications

Supported Protocols

SCTP
M2UA
M2PA
SUAITU
SUAANSI
M3UA ITU
M3UA ANSI
MTP3 ITU
MTP3 ANSI
IUA

BICC
INAP CS1 ITU/ETSI

INAP CS2 ITU
INAP CS2 ETSI

Supported Protocols

RFC 2960

RFC 3331

RFC 4165

RFC 3868

Internet Engineering Task Force: Draft 2026 (sec.10)
RFC 3332

RFC 3332

ITU-Y Q.701-Q.705 / ITU-T Q.782

T1.111.4-1996

RFC 4233 / RFC 5133

BICC pl-080r1, T-REC-Q.1902.2-07/2001, T-REC-Q.1902.3-

07/2001
Q1218 and ETS 300 374 1, Sept, 1994

INAP - Capability Set 2. (Q.1228)
INAP - Capability Set 2. (EN 301 140-1-v1.3.4-1999-06)

25
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Communications

CAMEL V3
CAMEL V6

MAP R99

MAP R4

TUP ITU

TCAP ITU

TCAP ANSI IS-41
SCCP ITU

SCCP ANSI
SCCP ETSI
ISUP ETSI

ISUP ANSI
DPNSS

DASS?2

Q.931

Supported Protocols (Contd.)

Supported Protocols | Standard / Specification Used

3GPP TS 29.078 V3.15.0

3GPP TS 29.078 6.3.0 (2004-09)

3GPP TS 09.02 V7.14.0 (2003-09)
3GPP TS 29.002 vV4.18.0
T-REC-Q.723-11/1988

ITU-T Q.771 - Q.775

TIA/EIA, 1S41.1-C, 1S41.5

ITU-T Q.711-Q.714

ANSI rec. T.112 (1996), T1.116.2 (1996)
EN 300 009 -1 ,sept 1996, 3rd edition
EN 300 356 -1 V3.2.2(1998-08)

ANSI -T1.113.1t0 T1.113.4

BTNR 190:June 1992

ND1301:2001/03

ITU-T Q.931/ Q.932(Facility IE) / Q.955.3 (MLPP Procedures)

26



Detail View — 337 SIGTRAN

* The detail decode view of SS7
SIGTRAN call displays the following:

» MAC Layer
IP Layer
SCTP Layer
MTP3 Layer

YV V VY V

ISUP Layer

oGL

Communications

Handatory Variable Length Paramneters
Called Party Humber

EI;:'-"T:PacketScan (all-in-One) - |EI|5|
File Wiew Capture Statistics Database Call Detaill Records  Configure  Help
=l B S| AmEal = W 5w S0k [0 GoTo |
Dew I Framef TIME [Helative]l LenI ErrorI Protocols | SDurceIF’.&ddlessI Destinatioan’.-’-‘«ddressl -
A 0 00:00:00.000000 114 Internet IP[1Pw4) 192.168.1.84 192 168.1.85
A 1 00:00:00. 323550 94 Internet IP(1Pw4) 192168.1.85 1592 168.1.84
LA 2 00:00.04, 355877 a0 Imtermet IP(1Pw4) 192.168.1.85 192.168.1.84 0
N 3 00:00:09.161943 94 Imtermet IP(1P+w4) 192168.1.84 192.168.1.85
L 4 00:00:09.217195 93 Internet IP(1Pw4) 192.168.1.85 192 168.1.84 -
lI I »
============ IC5[JF Layer ============ = :J

0056 Circuit Identification Code = Qooooool ... 0000 (1)
0058 Me==zage Tvpe = 00000001 Initial address

Handatory Fizxed Parameters =

Hature 0Of Connection Indicators Parameter =
nns9 Satellite indicator = ... 00 no =atellite circuit in the connection
ongs Continuity checlk indicator = .00, . continuity check not reguired
ongs Echo ctrl dew. ind{Hat.Conn.Ind) = 0., .. outgoing echo control device not included

Forward Call Indicators Paramester =
0054 Hational international call ind = L. 0 treated a= a national call
0054 End-to—end method indicator = L. 00. Ho end-to—end method awvailable
O05a Interwvorking Indicator = .0, .. no interworking encountered (Ho. 7 signalling all the wawy)
0054 End-to—end infor. ind(ForwardCall Ind)} = .0 ... not available
O05& ISDH TU=er Part Indicator = _.0..... not u=ed all the way
O0GA ISDH U=zer Part Preferencesz Indicators = 00...... preferred all the way (default)
O0se ISDH Access Ind(ForwardCall Ind) = L. 0 QOriginating Acces= non—-ISDH
00SE SCCP method indicator = ... 00. NHo Indication
00SE FPorted numnber translation indicator = 0. ... Humber not translated

Calling Party Category Parameter =
00scC Calling Party's Category = 00000000 calling party's category unknown {(default)

Transmnission Medium Requirement Paramster =
onsD Transmniz=zion Medium Requirement = 00000000 =peech
O0S5E Pointer to Handatory Paranster = Parml off=zet =02 (2}
005F Pointer to optional paraneters = =08 (&)

mandatory parameter

00e0d Farameter length f —
00el Hature of add. ind{CalledPartv#) 0000100 international number

00el Odd-even Indicator 1....... odd number of digits

0062 Spare C..o.poon (o)

onez Humbering Plan Indicator .001. ... ISDH (Telephonvy) numbering plani{Recommendation E.164)

Dﬂ62 Internal Hetworl Humber Indic D..].... routing to internal networlk numnber allowed &
4 »
Filker is active. |[E:\packetscantall Calls.hdl |Fitr 5 of 425 frames [ A




Detail View — ISDN SIGTRAN

BAepacketscan (All-in-One) -0l x|
File Wiew Capture Statistics Database Call Detail Records  Configure  Help
w-il| VB @ M| =[S WMWY T S |0 | _GoTo |
o ; . D | Frarneft TIME [Helative]l Lenl Ern:nrl Protocols | Source P .-'-‘-.ddressl Deztination |P Addrezs | -
The detail decode view of 1 0 -00:03:48331315 134 Interniet IP(IPv4] 192.168.1.84 192.168.1.85
1 1 1 | -00:03:48.052603 102 Internet IF[IP+4) 192.168.1.85 192.168.1.84
ISDN SIGTRAN call displ o
S S G ca d Sp ayS L 2 | -00:03:48.031304 93 Intemet IP[IP+vd] 1592.168.1.85 192.168.1.84 —
the followmg: N 3 000242 996826 98 Intermet IP[IPv4) 192.168.1.85 192.168.1.84
L 4 | 000342953161 93 Intemet [P[IPv4d] 1592.168.1.84 192.168.1.85
> MAC I_ L 5 | -00:03:27.922000 102 Intemet IP[IP+vd] 152.168.1.84 192.168.1.85
ayer L1 B | -00:03:27 865631 102 Intemet [P(IPvd] 152 168.1.85 192168.1.84 ¥
1 | | 3
003a Stream Identifier = 10 (=0004) :I
IP Layer an3a Strean Sequence Humber = 0 {=0000)
0034 Fayload Protocol Identifier = =00000001 ISDH User Adaptatlun Layer(ITA)

SCTP La er ============ JSDH 0. 921-U=zer Adaptation I.a*_-,rer Layer ============
y Q03E Verzion Qooooonl REeleas=e 1. EI
0040 Message Class oooooiol Q.921-.0.931 Boundary Primitiwves Transpoz

vV V. VYV V

ISDN 921 L 0041 QFPTH Message Tvpe Qooooo010 Data Indication Mes=age
Q. ayer 0042 Message Length 69 (=00000045)

0046 Tag 1 (=0001)

0048 Length 8 (=0008)
Q.93x-Layer 3 0044 Interface Identifisr (integer) 0 (=00000000)

004E Tag 5 (=0005)

0050 ILength 8 (=0008)

0052 SAPI{Service Access Point Identifier) gooooo. . §0d

0053 TEIi{Terminal Endpoint Identifier) goooool. §1)

Frotocol Data

0056 Tag 14 (=000E)
oosa Length 45 (=00ZD)

Higher Layer Data =0802000105A104035090A3180341838316C0B218031313131-
4| | r
Filter is active., E:\packetscaniall Calls,hdl Fltr & of 428 Frames | o

O GL 28
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Communications

EI:HPackEI:EI:an (All-in-One)

File “iew Capture 3Skatistics

Database Call Detail Records

Call Detail View of SS7 SIGTRAN

Configure  Help

OFF-line Yiewing

w il VBl & &EEIE =S WYY FF - nal | C GoTa |
Dy | Frameﬂl TIME [Helative]l Len | Enror | Protocals Source P .-’-‘-.u:ldressl Destination IP Address | SCTP Chunk Type | SCTF Source Port | SCTF Destination =

1 0 00:00:00.000000 114 Intemet IP[IPv4] 1921681 96 1921681160 DATA Churk 2000 2000 =

1 1 00:00:00.000050 114 Intemet IP[IPv4] 192.168.1.96 1921681160  DATA Churk 2000 2000

1 2 00:00:00.000080 114 Intemnet IP[IPv4] 192.168.1.96 1921681160 DATA Churk 2000 2000

1 3 00:00:00.000110 114 Intemet IP[IPv4] 192.168.1.96 1921681160 DATA Churk 2000 2000

1 4 00:00:00.000139 114 Intemnet IP[IPv4] 192.168.1.96 1921681160 DATA Churk 2000 2000

1 5  00:00:00.000168 114 Intemnet IP[IPv4] 192.168.1.96 1921681160 DATA Churk 2000 2000

1 6 O0:00:00.000196 114 Intemnet IP[IPv4] 192.168.1.96 1921681160 DATA Churk 2000 2000

1 7 O0:00:00.000225 114 Intemnet IP[IPv4] 192.168.1.96 1921681160 DATA Churk 2000 2000

1 8 00:00:00.050775 114 Intemnet IP[IPv4] 192.168.1.96 1921681160 DATA Churk 2000 2000 -
4] | Ll_l
Call ID | Call Status | Protocal | Call Originating (Muraber / Address) | Call Destination (Number / Address) | Call Start Date: & Tire Call Duration Pratocal Speciic Info | =

0 Compleed  1SUP 1111111 9999991  2011-05-16 14:31 54902003 (0:00-10 930453  <CIC> 1 <Dispostion> 1 <Release Com...

1 Completed  ISUP 111112 9999992 2011-06-16 14:31 54 902052 00:00:10 930457 <CIC> 2 <Disposiion> 1 <Release Com. .

> Completed  ISUP 111112 9999993 2011-06-16 14:31 54 902082 00:00:10 930459  <CIC> 3 <Disposiion> 1 <Release Com. .

3 Completed  ISUP 111114 9999994 2011-05-16 14:31 54902113 00:00:10 930458 <CIC> 4 <Disposiion> 1 <Release Com. .

4 Completed  ISUP 1111115 9999995  2011-05-16 14:3154 902142 00:00:10.930461 <CIC> 5 <Disposiion> 1 <Release Corm. .

5 Completed  ISUP 111116 9999996 2011-05-16 14:31 54 902171 00:00:10.930462 <CIC> 6 <Disposiion> 1 <Release Com. .

6  Completed  ISUP 1111117 9999997 2011-05-16 143154902199 000010 920464  <CIC> 7 <Disposiions 1 <Release Com

|C:\Program Files (x86)GL Communications Inc |95 Frames

W EN
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Call Detail View of ISDN SIGTRAN

[,:‘:"‘F PacketScan {All-in-One}

File ‘iew Capture Statiskics [atabase Call Detail Records  Configure  Help

wril| Bl S BME[EIE] = B[S EIFE] S D [

| GoTo |

Dew | Framett | TIME [Relative] | Len | Emor | Mezzage Type | Protocals | Source IP Address | Destination |P Address | SCTP Chunk Type | SCTP Source Port | SCTP Destinatioh Port &
1 0 000000000000 134 SETUF Irternet IP[IP+d] 192.168.1.85 192.168.1.2001  DATA Chunk 9300 9900
1 1 0000000027111 102 CalLL PROCEEDIMG [Hternet IP[IPw4] 132168120 192.168.1.85 DATA Chunk 3300 3300
1 2 000000002313 93 ALERTIMG Internet IP[IFw4) 1921681201 192162.1.85  DATA Chunk, 3300 9300 b
1 3 00:00:00.081529 B2 [nternet IP[IPw4] 192.168.1.2M 192.168.1.85  SACK Chunk 3300 3300
1 4 00:00:00.073435 B2 Internet IP[IFw4) 192168.1.85 192 168.1.201 | SACK Chunk 3300 3500
1 5 000005021452 98 Internet IP[IPwd] 192.168.1.2M 192.168.1.85  DATA Churk 3300 3900
1 6 000005022307 ba o] COMMECT ACKNOWLEDGE  Internet IP[IPw4) 192.168.1.85 192.168.1.2001 | DATA Chunk, 3300 3300
1 ¥ 00.00:05.097535 B2 Internet IP[IFw4) 192.168.1.85 192168.1.201 | SACK Chunlk 3300 3300
1 3 000005101189 B2 [nternet IP[IPw4] 192.168.1.2M 192.168.1.85  SACK Chunk 3300 3300 -
J | B
Call 1D | call Status | Protocol | cal Originating (Mumber ; Address) | Call Destination (Number 7 Address) | Call Start Date & Time | Call Duration | Protacel Specifc Infa
0 Comnpleted [S0M 111111110 299999000 201 2-04-23 1600056 444547 Q000025 039220 <CRV-4 <Release Complete Cause= Marmal call clearing
4| | »]
Off-line Yiewing |C:\Program Files {x86)GL Cammunications InciPz |18 Frames | | .z

oGL

Communications
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Communications

E:':'F PacketScan (All-in-0One)
Eile Wiew Capkture Statistics

Statistics View of SS7 SIGTRAN

Database Call Detail Records

Configure  Help

ol | VB 2] MM EEIE] =S B R WY S S 8] |0 GoTo |
Dew | Framet | TIME [Helati'-.fe]l Len | Error | Protocals | Source P .ﬁ.ddressl Destination |P &ddrezs | SCTP Chunk Type | SCTF Source Paort =
W | 0000000000000 114] | InkemetIP(IPvd] 192.168.1.96 192.168.1.160 | DATA, Churik 8000 |
1 1 00:00:00.000050 114 [nternet [P[IPwd) 192.168.1.96 1921681160  DATA Chunk a0nn T
1 2 000000000030 114 [nkermet [P(IPwd) 192.168.1.96 192.168.1.160 | DATA Chunk annn
1 3 00:00:00.000770 114 [ntermet [P(IP+wd) 192.168.1.96 192.168.1.160  DATA Chunk annn
1 4 00:00:00.000035 114 [nternet [P[IPwd) 192.168.1.96 192168.1.160  DATA Chunk a0nn
1 5 00:00:00.0000168 114 [nternet [P[IPwd) 192.168.1.96 192168.1.160  DATA Chunk a0nn
1 B  00:00:00.000056 114 [ntermet [P(IPwd) 192.168.1.596 1921681160  DATA Chunk annn
1 7 00:00:00.000225 114 [nkermet [P(IPwd) 192.168.1.96 192.168.1.160 | DATA Chunk annn
1 8 00:00:00.050775 114 Internet [P[IPwd) 192.168.1.96 1921681160  DATA Chunk a0nn
1 9 00:00:00.050820 114 [nternet [P[IPwd) 192.168.1.96 192168.1.160  DATA Chunk a0nn
1 10 00:00:00.175811 94 [nternet [P[IPwd) 192 168.1.160 192 168.1.95  DATA Chunk a0nn
1 11 00:00:00.175851 94 [ntermet [P(IPwd) 192 168.1.160 192 168.1.96  DATA Chunk annn
1 12 00:00:00.175831 94 [ntermet [P(IP+wd) 192.168.1.160 192.168.1.95  DATA Chunk annn
1 13 0O0-00nn 175924 94 |nternet IPTIPwd] 192 1R8 1 1R 192 1RE 1 AR NATA Chink annn

<]

"E Message Type | Frame Countihessage Type) |

Initial acdress (1)
Address complete (&)

Ansier (9
Felease (12)

21
20
20
20

Felease Complete (167 14

[C:4Program Files (x58)4GL Communicati |95 Frames
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Statistics View of ISDN SIGTRAN

[I;:"-r"gPackel:Scan (All-in-0One)

File “iew Capture Skatistics Database Call Detai Records

Configure  Help

w | VB e M| E S B FW ] S =] [0 | GoTa |
D | Framet | TIME [Relative] | Len | Error | Mezzage Tope | Protocals ] Source |P .ﬁ.ddressl Destination IP Addrezs | -
W1 | 0| oooooooooooo| 00 14| | SETUP Intermet |P[IPv4] 192.168.1.85 192.165.1.201
1 1 0000 00002111 102 CALL PROCEEDIMG Internet [P[IPw4) 192.168.1.201 192 168.1.85
1 2 00:00:00.002319 9a ALERTIMG Internet [P[IPw4) 192168.1.201 192 168.1.85
1 3 00:00:00.061529 B2 Intermet [P[IPw4) 192168.1.201 192 168.1.85
1 4 00:00:00.0734.35 G2 Internet [P[IPw4) 192 168.1.85 192 168.1.201
1 ] 0000 05,021 452 ] COMMECT Internet [P[IPw4) 192.168.1.2M 192168.1.85
1 E 00:00: 05, 022907 9a COMMECT ACKNOWLEDGE  Intermnet [P[IPw4) 192 1E68.1.85 192168.1.2001 —
1 7 00 00: 05097595 G2 Internet [P[IPyw4) 192 168.1.85 192 168.1.201
1 a 00:00:05.1011389 B2 Internet [F[IPw4) 192168.1.201 192 1E68.1.85
1 | 00:00; 35, 036567 102 DISCOMMECT Intermet [P[IPw4) 192 1E68.1.85 192168.1.201
1 10 00:00; 35037347 102 RELEASE Internet [P[IPw4) 192168.1.201 192 168.1.85
1 11 00:00: 35039220 9a RELEASE COMPLETE Intermet [P[IPw4) 192 168.1.85 192 168.1.201
1 12 00:00; 35.098979 G2 Internet [P[IPw4) 192 168.1.201 192 168.1.85
1 13 00:00;35,115024 62 Internet [P[IPw4) 192168.1.85 192.168.1.2M
1 14 00:00:41.138564 102 RESTART Internet [P[IPw4) 192 1E68.1.85

1] |

1592.168.1.201 v|
4

? Message Type

| Frame Courtibessage Type) | Frarme CountiQP Th Message Type) |

ALERTING (1)
CALL PROCGEEDING (2)

SETUF (5)

CONMECT (7)

CONMECT ACKNOWLEDGE (15)
DISCOMMECT (539)

RESTART (7o)

RELEASE (77)

RESTART ACKMOWLEDGE (7%
RELEASE COMPLETE (30

S S U U U i S

P S R U S A

|C:'|,F‘r|:n;|ram Files (863Gl Communicatic |18 Frames
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33



Protocol Stack

SCCP (Skinny)
TCP
IP

MAC

Skinny Protocol

e Skinny Client Control Protocol (SCCP), also referred to as "Skinny”, is a Cisco Systems proprietary signaling and

control protocol used to communicate between IP devices and Cisco Unified Communications Manager

* Allows call establishment, teardown, and call control features in VolP environments

oGL

Communications



Supported Protocols

Supported Protocols Standard / Specification Used

MAC IEEE 802.3

P RFC 791

TCP RFC 793

SCCP Cisco proprietary

oGL
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Detail View — SCGP (Skinny)

* The detail decode view of SCCP call
displays the following:

>

>
>
>

oaL

Communications

MAC Layer
IP Layer
TCP Layer

Skinny Client Control Protocol Layer

Bl PacketScan (All-in-One)

File ‘jew Capture Stakistics Database  Call Detail Records  Configure Help
w| B S| Mm@l S W FE ] 0 [0 GoTo |
Dy |meﬂ| TMEmdmmH Len | Protocaols | Source IP Addiess %mMMMPmmﬁﬂymP%mem|TﬁmmmmumH[f
W0 | o ooo032995845 | 22 | Intemet I(IPA] 192.168.20.75 1921681167 | 2000 SEEIN
0 33 000033996086 73 Internet IP[IPw4) 192168.20.75 192168.1.167 2000 51918
0 34 000033996295 73 Internet IP[IPw4) 192168.20.75 192168.1.167 2000 51918
L0 35 000033936508 70 Internet IP[IPw4) 192 168.20.75 192 168.1.167 2000 51918
| 36 0000339366592 BE  Internet IP[IPw4) 192 168.20.75 192 168.1.167 2000 51918
< | >
============ Clkinny Client Control Protocol Layer ============ = ~
Ci=zco Skinny = 0
00326 Length = 20 {=x14000000)
0034 Header Version = 17 (=11000000) CH? tvyvpe B
003E HMessage Type = 272 (=z10010000) Select Soft Keys Mes=sages
0042 Line Instance = 0 {=00000000%
node Call Identifier = 0 {=z00000000)
004sa Soft Eev Set Description = 0 (=00000000) On Hool
004E Soft EKey 0O = L 1 Show
004E Soft EKey 1 = ... 1. Show
004E Soft EKey 2 = ... 1.. Show
004E Soft ey 3 = 1. .. Show
004E Soft Kev 4 = . ..1 Show
004E Soft EKey & = 1., .. Show
004E Soft EKev & = 0., .. Don't show
004E Soft ey 7 = 1...... . Show
004F Soft Kev 8 = L 1 Show
004F Soft Key 9 = L. 1. Show
004F Soft Key 10 = ... 1.. Show
004F Soft Eey 11 = ..1. .. Show
004F Soft Eev 12 = ...1.... Show
004F Soft Eevy 13 = 1., .. Show
004F Soft Hey 14 = 1... ... Show 3
004F Soft EKey 15 =1..... .. Show et
< | >
COff-line Yiewing E:\packetscan)skinmy_Test,hdl 161 Frames
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UMTS over IP



Protocol Stack

CM | MM | RR | SMS | GCC|BCC |GMM |SMG
RANAP RNSAP
SCCP
NBAP M3UA GTPv2
SCTP UDP
P
MAC

UMTS over IP

* Test RNC, MSC, Home NodeB (HnB) and Home NodeB Gateway (HN GW) entities

* Decode and analyze different control plane protocols i.e. NBAP, RNSAP, RANAP and more over IuCS, luH, and
lUPS interfaces

oGL

Communications



oaL

Communications

Supported Protocols

NBAP

RANAP

RNSAP

SCCP ITU

SCTP

GMM (GPRS Mobility
Management)

CC

MM

RR

GCC (Group Call Control)
BCC (Broadcast Call
Control)

SMG (GPRS Session
Management)

SMS

Supported Protocols

Standard / Specification Used

3GPP TS 25.433 V6.3.0 (2004-09)
3GPP TS 25.413 V6.3.0 (2004-09)
3GPP TS 25.423 V6.4.0 (2004-12)
ITU-T Q.711-Q.714

RFC 2960

3GPP TS 24.008 V5.0.0
3GPP TS 24.008 V5.0.0
3GPP TS 24.008 V5.0.0
3GPP TS 04.18 V8.13.0
3GPP TS 44.068 V9.0.0

3GPP TS 44.069 V9.0.0
3GPP TS 24.008 V5.0.0

3GPP TS 03.40 V7.5.0 & 3GPP TS 04.11 V7.1.0 GSM 03.38
version 7.2.0
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UMTS over IP

* The detail decode view of UMTS over IP call displays the following:
UMTS over IP

MAC Layer

IP Layer

SCTP Layer

MTP3 Layer

SCCP Layer

RANAP Layer

GMM Layer

MM Layer

v Vv Vv VY ¥V VY V VYV VYV V

CC Layer

e
i Y
.

Communications



luPS Protocol Stack

Control Plane i . User
GMM | SM | SMS . Plane
RANAP luUuP
>CCP GTP-U
M3UA
SCTP | _UDP |
IP |P
MAC MAC

UMTS [uPS over IP

oGL

Communications



[.:‘:'E PacketScan (All-in-One)
File Wiew Capture Statiskics Databass

Detail View — luPS over [P

=101 x|

Call Detall Records  Corfigure  Help

ooe9
o0ed
O0ed
O0ek
onoek
O0ec
O0ec

oaeDd
O0EE

O07E
O07E

oo?E
oogn
ooal

1

Content=

il VBl 2| ENIEIE| =S WYY E W] 5=k |0 GoTo |
Device | Frameft | TIME [Relative] | Length [Bytes] | E rror | Protocols I IF Facket Type -
Weo | clooooooomsrs| 1800 [intemetIFlPv)
Mir ] 3 00:00.00.021938 1148 Internet IP[IPv4] _lj
4 bk
Contents = 1 ignore(l) -]
Yalu= = Open Type
Length =1
SAPI = EHUHERATOR
Exten=zibility Marler =1

============ [pr=z Mobility Mgmt Layer ============

Frotcol Discrim. Valus
Skip indicator

Hessage Tvpe

Type of algorithm
IMEISY request walus=
Force to =s=tandby wvalus
AC reference Ho. Values

Authentication paramster RAND

IE Identifier{AP REAHLD)
EAHD walue

GFES ciphering key segquence Ho

IE Tdentifier(CESHo)
key =equence

Authentication parameterAlUTH

IE Identifier{AF AUTH)
Length
EAHD Value

....1000 GPRES MM m==g=

oooo. ... (0

oo010010 AUTHEHNTICATION AND CIPHERING REQ
..... 000 ciphering not used

.aao. . IMEISY not regquested
..... 000 Hot indicated
oool. ... (1)

00100001 Authentication parameter RAHD
=z000000000000000O0000nODoNo000o123

1000, ... Reserved
..... 000 Sequence Humber

00101000 Authentication parameter AUTH
16 (=10)
HIA2222222222222222222222222222201

| Y

Cff-line Yiewing

|C:\Program Files (x86)\GL Communical |93 Frames | |

oGL

Communications
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Bhepacketscan (All-in-One)

luPS Call Detail View

=10l x|

File Wiew Capkure Statistics Database Call Detail Records  Configure  Help

wiilh| B @ AWEE =S WYY FIWE S =D |0 | GoTo |
Device | Frameft | TIME [Helative]l Length [E_I,Ites]l Errn:-rl Praotacolz I IF Packet Type | Source [P .-'-‘-.ddressl -
/0 0 00:00:00.000000 138 Internet IP(IPv4) 192.168.1.84 —
0 1 00:00:00.022268 35 Internet IP(IPv4) 192.168.1.85
/0 2 00:00:00.023977 150 Internet IP(IPv4) 192.168.1.85
0 3 00:00:00.031938 118 Internet IP(IPv4) 192.168.1.84
0 4 00:00:00.033635 130 Internet IPIPv4) 192.168.1.85
0 5 00:00:00.035751 106 Internet IP{IPv4) 192.168.1.84
S0 £ 00:00:00.037156 114 Internet IP{IPv4) 192.163.1.85
0 7 00:00:00.042245 122 Internet IP(IPv4) 192.163.1.84 _|;|
1| | »
caliD | calStatus | Protocol | cail originating Nurber ¢ . | Call Destination (Numbe... | Call Start Date & Time | Call Duration Protacol Speciic Info |
Completed  UMTS D012-08-09 181612217955 000004134524  <SLR> 1 <DLR> 1633434 <Release Cause> SCCP user ariginated ..
Completed  UMTS D012-08-09 131636911916 000006386558 <Call Type> PDP <SLR> 1 <DLR> 163334 <Release Cause» 50C...
Completed  UMTS D012-08-09 15:16:46.101349  0000:15.149330  <Call Type> PDP <5LR> 1 <DLR> 1633834 <Release Cause» 50C...

|2\ Pragram Files (:8634GL Communications InciPac |93 Frames | | =

oGL

Communications
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luCS Protocol Stack

Control Plane : . User
CC | MM | RR | SMS | SS . Plane
RANAP luUP
SCCP RTP
M3UA
SCTP UbP
P P
MAC MAC

UMTS luCS over IP



Detail View — luCS over IP

E,-':'E Packetscan (All-in-0One) - |EI|E|
Eile “iew Capture Skatistics Database Call Detail Records  Configure  Help
w ol | V| || MEEIE| =S B W S| 5= Bl [0 GoTo |
Device | Framef | TIME [Helative]l Length [B_I,Ites]l Erru:url Protocols I IP Facket Type -
00:00:00.000000 2 | Intemet IP[Pv4) S mm
1 1. ANNNAN ARG 17 Ikt [ D0 D) bl
*I LIJ
============ BRANAF layer ============ = ‘:J
RANAFP FDT = CHOICE
Exten=ibility Harler =1
Choice Index =1
Initiatingle=z=zages = SEQUENCE
FrocedureCods = INTEGER
Content= = 19 id-InitiallUE-Hes=zage=
Criticality = ENUMERATOR
Content= = 1 dignoreil)
Yalue = Open Type
Length = fA3
InitiallUE-Hes=zage = SEQUEHCE
Exten=ibility Harlker =1
Freamble =1
Protocol IE—Container = SEQUEHCE OF
Iteration Count =
Frotocol IE-Container = Instance 0
ProtocolIE-Field = SEQUEHCE
Protocol IE-ID = INTEGEER
Contents = 3 id-CH-DomainIndicator
Criticality = ENUMERATOR
Contents = 1 dignoreil)
Value = Open Type
Length =1
CH-DomainIndicator = ENUMERATOR
Contents = 0 cs—domaini(id)
Frotocol IE-Container = In=tance 1
| Protocol IE-Fisld | = SEQUENCE _J:J
4 3

COff-line Yigwing |C:'|,F‘r|:u;|ram Files {x86)GL Communical |65 Frames | i

oGL

Communications



oGL

Communications

E,::nl PacketScan {All-in-0ne)

File Mjew Capture Skakiskics

luCS Call Detail View

Database Call Detal Records  Configure  Help

=l E 20| A el WM F(®[FE 0] ] com. |
Dy I Framet I TIME [Relative) I Len | Protocals | Source [P Addrezs I Destination P &ddress | SCTP Chunk. Type I SCTP Source Port I SCTP Destination Pork =
w1 | 0 00:00: 00, 000000 Intemet [P[IPv4] 192,168,152 192.168.1.165 | DATA Churk
1 1 00:00:00.1 46258 Intermnet IP(IPv4) 192.168.1.166 192.168.1.84  DATA Chunk BA00 ER00 b
1 2 (00:00:00.1 46660 Intemet IP[IPw4) 192168.1.166 192168.1.84 DATA Chunk BA00 ER00
1 K] (00:00: 00, 185683 Intermet IP(IPv4) 1592.168.1.84 192168.1.165  DATA Chunk BA00 ER00
1 4 00:00:00.1591134 Intemet IP[IPw4) 192168.1.166 192168.1.84 DATA Chunk BA00 ER00
1 ] (000000, 219637 Intermet IP(IPv4) 1592.168.1.84 192168.1.165  DATA Chunk BA00 ER00
1 f (000000, 220611 Intemet IP[IPw4) 192168.1.166 192168.1.84 DATA Chunk BA00 ER00
1 7 (00:00: 00, 34606 Intermet IP(IPv4) 1592.168.1.84 192168.1.165  DATA Chunk BA00 ER00
1 a 00:00:00. 23791 4 Intemet IP[IPw4) 192168.1.166 192168.1.84 DATA Chunk BA00 ER00
1 ] 000000, 264 252 Intermet IP(IPv4) 1592.168.1.84 192168.1.165  DATA Chunk BA00 ER00
1 10 (00:00:00. 266203 Intemet IP[IPw4) 192168.1.166 192168.1.84 DATA Chunk BA00 ER00
| 1 1A (000 00, 3007 43 Intermet IP[IPw4) 192.168.1.84 192168.1.165  DATA Chunk BA00 ER00 _ILI
4 3
Call 1D I Call Status | Protocol I Call Originating (Number 1A I Call Destnation (Number  Address) | Call Start Date & Time Call Duratian Protocol Specific Irio |
] Completed LIMTS A0E0E000MA0000- W 51 SE4E080006 | 2012-04-23 1405641 B36164 | 000008 273219 <Call Type= Call Setup <5LR> & <DLR> 16 <Releas...
1 Completed LIMTS AOEQEOONNACGT-| W 5] EEEANGROO0  201E-04-2F 140854 TEEOTE | 000007 386682 | <Call Type> Call Sefup <5LR> & <DLR> 16 <Releas...
2 Completed LIMTS A0E0E000MA0000- W 51 2012-04-23 140605 931499 | 000000028867 <Call Typer Authertication <5LR>= 7 <DLRE= 15 <Rel...
1| | ]
CFf-line Yiewing |C:'|,F‘ru:ugram Files {x86)GL Communications Inch |E-5 Frames | | 4
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luH Protocol Stack

CM | MM | RR | SMS |SS

RANAP
RUA

HNBAP

SCTP
IP
MAC

UMTS IuH over |IP

oGL

Communications



oGL

Communications

Detail View - luH over IP

%ﬁPacketScan{A“dn—DnE}

File “iew Capture Statistics Database Call Detail Records

Configure  Help

=10l x|

wral| Bl e MEEH ES W

M,

B,

b

W | <[k [

| GoTo |

Device | Framett | TIME [Fielative] |

Length [Bytez] | Error | Fratocolz

IIP Facket Type |

Source IF Addrezs | -

Content=

Criticality

Content=

Value

Length

CH-DomainIndicator

Contents=
FrotocolIE-Container

? 1d-CH-DomainIndicator
ENUTMERATOR

0 reject(d)

COpen Tvpe

1

ENUTMERATOR

0 ce=—domainil)
In=tance 1

L B2]  [IntemetIPPvd] ] 132168164 |
\,rl'r1 1 00:00:00 256235 122 Internet [P[IPw4] 192.168.1.165 v|
4 ]
============ R4 Layer ===========-= = :J
R4 FDT = CHOICE
Exten=zibility Marker =1
Initiatingdes=sage = SEQUEHCE
Frocedure Code = TNTEGER
Contents = 1 1d-Connect
Criticality = EHUHMERATOR
Contents = 1 ignorell)
Value = Open Type
Length = 9hA
Connect = SEQUEHCE
Exten=ibility Marker =0
Freamnble =0
FrotocolIE-Container = SEQUENCE OF
Iteration Count = 4
FrotocolIE-Container = In=tance 0
FrotocollE-Field = SEQUEHCE
ProtocolIE-ID = IHTEGEE
|

FrotocolIE-Field SEQUENCE
| ProtocolIE-ID INTEGEE
4
OFF-line Wiewing |C:\Program Files (x86)\GL Communicatior |56 Frames
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Statistics View

E,:':Hl PacketScan {All-in-One}

File Wiew Capture Stakistics Database Call Detall Becords  Configure  Help

Protocals | Source IP Addre... | Destination IP Address |«

Errar | Meszage Tupe

00:00:00.000000 | 148 | Create PDP Contest Request | Intemet IP[Pv4] 192.168.1.5: 192.165.1.165
1 1 (00:00:00. 056241 146 Create PDP Context Respo...  Internet [P[IPwd) 192.168.1.165 192168.1.84
1 2 00:00:03 261862 122 lpdate POF Context Requ...  Internet [P[IPwd) 192.168.1.84 192.168.1.165 —
1 a3 00:00:03. 253027 98 IUpdate PDF Context Resp...  Internet [P[IPv4) 1592.168.1.165 192.168.1.84
1 4 00:00:08. 666417 74 Initiate POP Contest Activa..  Internet [P[IPv4) 192.168.1.165 192.168.1.54
1 R 00:00:08. 787454 he Initiate POP Contest Activa..  Internet [P[IPw4) 192.168.1.84 192.168.1.165
1 B 00:00:08.338863 140 Create PDP Context Request | Internet IP]IPwd) 192.168.1.84 192.168.1.165
1 7 00:00:08.840232 146 Create PDP Contest Respo... | Internet IP[IPwd) 192.168.1.165 192.168.1.84
. | 1 ? N-nre1n 897543 12 | Indate PNIP Context Bemn Interaet [PIPw41 192 1RA 1 1RR 197 1RA 1 Hf bl
_‘E Messae Type Frarme Court{Messaie Type) =
Create POP Context Reguest (16) 2
Create PDP Context Fesponse (17) 2
Update PDP Cortexd Reguest (1%) 2
Undate POP Cortext Response (19) 3
Delete POP Context Request (20 g
Delete PDP Context Response (21 2 |
Initiate FOF Coritest Acivation Fedguest (22} 1
[nifiate POP Context Acivation Fesponse (23) 1 ;l
OFF-line Yiewing \C:\Program Files (x86)0GL Communic |16 Frames | =2

o GL
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Protocol Stack

coMAover P GSM Abis over IP
CM | MM | RR | SMS |GCC |BCC
| I BSSIMAP | | BSSAP+ CM | MM | RR | SMS |GCC |BCC
SCCP BTSM
M3UA GTP IPA
SCTP UDP TCP
P P
MAC MAC

GSM Abis over IP

* Decode and analyze complete GSM protocol stack on A and Abis interface.
e Supports BSSAP, DTAP, BSSMAP , and GSM MAP protocols



oaL

Communications

Supported Protocols

MTP3
SCCP
BSSMAP / DTAP

SMS

Test & Network Management
Messages (ITU)

Test & Network Management
Messages (ANSI)

MM

CC

RR

BSSAP+

GCC (Group Call Control)
BCC (Broadcast Call
Control)

Supported Protocols

Standard / Specification Used

Q.704, ITU-T Blue Book / ANSI T1.111-1996

Q.713, CCITT (ITU-T) Blue Book / ANSI T1.112-1996

3GPP TS 08.08 V8.9.0

3GPP TS 03.40 V7.5.0 & 3GPP TS 04.11 V7.1.0 GSM 03.38
version 7.2.0 Release 1998

ITU-T Q.703, Q.704

ANSI T1.111.4, ANSI T1.111.7
3GPP TS 04.08 V7.17.0
3GPP TS 04.08 V7.17.0
3GPP TS 04.18 V8.13.0
3GPP TS 29.018 V6.0.0

3GPP TS 44.068 V9.0.0

3GPP TS 44.069 V9.0.0

52



* The detail decode view of GSMA

over IP call displays the
following:

>

V VV VYV V V V VY

GSMA over IP

MAC Layer

IP Layer

SCTP Layer

MTP3 Layer

SCCP Layer

GSM Phase 2 Layer
MM Layer

CC Layer

oGL

Communications

Detail View — GSMA over IP

E,-':HI PacketScan (All-in-One)

Eile Wiew Capture Skatistics

Dakabase  Call Detail Records

Configure  Help

ol | VB &) MRS =S WYY F Y 5 2 ] |0 GoTo |

Dy | Framett TIME [Relative] | Len | Errar | kh-Mezzane | CC-Hezzane | Praotocalz il
W1 | 47| 000022789590 102 | | IDEWTITY REQUEST | Intemet IP[IPv]

1 43 00:00: 22 731692 110 IDEMTITY RESPOMSE [nterret [P[IP4)

1 49 00:00:22. 792629 110 THSI REALLOCATION COMMAND Internet [P]IPw4) i

1 50 00:00: 22800224 93 TMSI REALLOCATION COMPLETE Internet [P]IPw4)

1 51 00:00: 22820008 110 SETUP Internet P[P

1 52 00:00: 22852043 102 CALL COMFIR...  Intemet IP[IPwd]

1 53 00:00: 22 853275 134 [nternet IP]IPw4)

1 FdA L an 77 7411 124 limbmprm=b 1ID0I 00 AT bl
K — ;I_I
005D Discrimination bit D = L. 1 DTAFP
QO0SE SAFPI = ... 000 Signalling
005E Control channel identification = 0o... ... Hot Specified
005F Message Length = 3 (=03)

DTAP Info = m051301
SECURITY HMESSAGE =
0060 Protocol Discriminator = . ...0101 Mobility management
0060 Skip Indicator = goon. ... WValid MM Mesz=sage
00el HMessage Tvpe = . 011000 IDENHTITY REQUEST
Identity type =

ooe2 Type of identity = L. 001 IMSI

1]

Off-line Yiewing

|C:'|,F'r-:|gram Files (xSa3hGEL Cl:nmmunil:e| 103 Frames




Call Detail View

[,:':HI PacketScan (All-in-One)

File Miew Capture Stakistics

Database Call Detal Records  Configure  Help

w il VBl Fe| MMEEIE =S W% E W] 5] [0

GoTo |

Dev | Framett | TIME [Relative) | Len | Eror | Protocols | Source IP Addiess | Destination |P Address | SCTP Chunk Typa | SCTF Source Port | SCTF Destination Part | SCOF DLR | M3UA Cla 4
Wi | o0 126 | | Intemnet IPIPv4) 192.168.1.54 192.168.1.165 | DATA Churk 2905 2905 | Transter
1 1 O0:00:00.119032 98 Irterriet IP[IPyd] 192.168.1.165 192168.1.84  DATA Churk 2905 2905 1 Transfer
1 2 O0E00:00.127613 118 Iterriet P[IPwd] 192.168.1.165 192165.1.84  DATA Churk 2905 2905 1 Transher
1 3 O00:00:00.151308 102 Irterriet IP[IPywd] 192.168.1.54 192.168.1.165  DATA Churnk 2905 2905 1 Transker
1 4 O00:00:00.160303 102 Irterriet IP[IPywd] 192.168.1.165 192165.1.84  DATA Chunk 2905 2905 1 Transfer
1 5 O0EO0:00.208315 98 Iterriet P Pyd] 192.165.1.54 1921651165 DATA Chunk 2905 2905 1 Transher
1 5 O0:00:00.219134 102 Irterriet IP[IPd] 192.168.1.165 192165.1.84  DATA Chunk 2905 2905 1 Transfer
1 7 O0:00:00.241342 110 Irterriet P[P 192.168.1.54 192.168.1.165  DATA Churnk 2905 2905 1 Transker
1 g O0E00:00.257105 110 Irterriet [P Pwd] 192.168.1.165 192165.1.84  DATA Churk 2905 2905 1 Transher
1 g O0:00:00.252224 93 Irterriet IP[IPd] 192.168.1.54 192.168.1.165  DATA Chunk 2905 2905 1 Transker
1 10 O0:00:00.294631 93 Irterriet P[P 192.168.1.165 192165.1.84  DATA Chunk 2905 2905 1 Transker
1 11 O000:00. 315144 114 Irterriet IP[IPwd] 192.168.1.54 1921681165 DATA Churk 2905 2905 1 Transfer
1 12 00:00:00.325921 102 Irterriet IP[IPd] 192.168.1.165 192165.1.84  DATA Chunk 2905 2905 1 Transker
1 13 O0:00:00.332875 134 Irterriet IP[IPywd] 192.168.1.165 192168.1.84  DATA Chunk 2905 2905 1 Transker
1 14 O0:00:00.444735 134 Irterriet IP[IPywd] 192.168.1.54 1921681165 DATA Churk 2905 2905 1 Transfer
1 15 O0E00:00.454134 114 Iterriet P Pyd] 192.168.1.165 192165.1.84  DATA Chunk 2905 2905 1 Transfer
1] | _'*|_I
Call 1D | call Status | Protocal | cai riginating iMumber ¢4 | Call Destination (Mumber £ A Call Start Date & Time | Call Duration Pratacol Speciic Infa |
0 Completed  GSM-A 4041000000000 -|MS] GA1141001  2012-05-09 16:56:41 963085 0000711 889279 <OPC>1.1.1 <DPC> 2.2.2 <Release Causex End user originated
1 Completed  GSM-A 404100000000000-IMS] 2012-05-09 16 56:57 $T0964 | 0000100 056659 <OPC»1.1.1 <DPC» 2.2.2 <Release Cause End user originated
o Completed  GEM-A 404100000000000-IMS] 9241141000 2012-05-09 16:57:04 747932 | 000012378388 <OPC»1.1.1 <DPC» 2.2.2 <Release Causer End user ariginated
3 Completed  GSM-A EADEAD GRA1141001  2012-05-09 16:5742 904785 000000123304 <OPCx1.1.1 <DPC» 2.2.2 <Release Cause> End user originated
4 Completed  GSM-A 404100000000000-IMS] 2012-05-09 16 5753 557612 | 000000051434 <OPC>1.1.1 <DPC» 2.2.2 <Release Cause End user originated
Off-line Wiewing |C:'|,P'r|:n;|ram Files (x860GL Communications Inn:'l,F| 103 Frames | | A
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Communications

BiePacketScan (All-in-One)

Statistics View

File ‘iew Capture Statistics Database Call Detail Records  Configure Help

ol VBl & M|MEEIE =S B WY %S =-|Boa| |0 GoTo |
Dy | Frameﬂl TIME [Relative] Len|  Emor| Protocols | Source [P .ﬁ.ddressl Destination |P éddress | SCTP Churk Type | SCTP Source F'-:urt:l
Wi | 1o 118 [ Intemet IPIPv4) 192.168.1.84 192.168.1.165 | DATA Churk
1 19 00:00:17. 705400 1148 [nternet IP[IPwd] 192.168.1.165 192168.1.84  DATA Chunk 2905
1 20 00:00:17. 729983 94 [mternet IP[Pwd] 192.168.1.84 1921681165 DATA Churik 2905 J
1 21 00:00:17. 780885 102 [nternet IP[1Pwd] 192.163.1.165 192.163.1.84  DATA Chunk 2905
1 22 00:00:17. 805405 94 Internet IP[IPwd] 192.168.1.54 1921681165 DATA Chunk 2905
1 23 00:00:171.852325 94 [nternet IF[Pyw4] 192.168.1.165 192168.1.84 DATA Chunk 2905
1 24 00:00:171.889279 94 [nternet IP[IPwd] 192.168.1.84 1921681165 DATA Churk 2905
1 25 00:00: 15902879 130 [mternet IP[IPwd] 192.168.1.54 1921681165 DATA Churik 2905
1 26 000015921 267 93 [nternet IF[1Pywd] 192.163.1.165 192168.1.84  DATA Chunk 2905
1 27 000015921539 1148 [nternet IP[IPwd] 192.168.1.165 192168.1.84  DATA Chunk 2905
1 24 00:00: 15924643 102 [mternet IP[Pwd] 192.168.1.84 19216831165 DATA Churk 2905
1 29 000015925733 102 [nternet IP[1Pwd] 192.163.1.165 192.163.1.84  DATA Chunk 2905
1 an 00:00: 15927303 94 Internet IP[IPwd] 192.168.1.54 1921681165 DATA Chunk 2905
1 1 On-rn-1/ 978149 102 Imbarmat IPIIPs AL 192 1RA 1 1FF 192 1RA 1 94 NATa Chonl 290R

<

? Message Type

| Frame Count{hessage Type)

LOCATION LIPDATING ACCEPT (2)
LOCATION LIPDATIMNG REQUEST (%)
AUTHEMTICATION REQUEST (1)
AUTHENTICATION RESPOMNSE (200
IDEMTITY REQUEST (24)

IDEMTITY RESFOMSE (25)

ThS1 REALLOCATION COMMAND (26)
TMS1 REALLOCATION COMPLETE (27)
Chi SEEWICE ACCEPT (23)

Ch SEEMICE REQUEST (36)

2 P2 o ot o = —

|C:'|,F‘r|:|gram Files (=863l Communicatio | 103 Frames
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Protocol Stack

GPRS Gb Protocol Stack GPRS Gn Protocol Stack
GMM | SMG | SMS| TOM | SNDCP GTPIP
LLC GTPv2
BSSGP UDP
GPRS-NS IP

Layer 1-bis MAC
I — ST

* Decode and analyze signaling and user data protocols over Gb and Ga/Gn interfaces
* Provides details about routing area update, PDP activation, and traffic patterns in the network
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Supported Protocols

Supported Protocols

BSSGP

LLC

GMM

SMS

TOM

SNDCP

SMG

NS (Network Service Frame Relay)

GTP/ GTPv2 / GTP'

Standard / Specification Used

GPRS Gb Interface

3GPP TS 08.18 V8.10.0

3GPP TS 04.64 v8.7.0

3GPP TS 04.08 V7.19.0

3GPP TS 03.40 V7.5.0 / GSM 03.38 version 7.2.0
3GPP TS 04.64 vV8.7.0 (2001-12)-Annex B

3GPP TS 04.64 v8.7.0

3GPP TS 04.08 V7.19.0

GSM 8.16 ETSI TS 101 299 v8.0.0

GPRS Gn Interface

3GPP TS 09.60 V7.9.0 / 3GPP TS 29.060 V6.5.0 / 3GPP
TS 32.005 V3.7.0 and 3GPP TS 32.015Vv3.12.0
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Detail View — GPRS over IP

%ﬂPacketScan(ﬂ"Jn-Dne)
File Wiew Capture Statiskics Database Call Detail Records Configure  Help

* The detail decode view of GPRS over IP :

call displays the following:

» MAC Layer

> |P Layer

» UDP Layer

» GTP Layer

» GTP IP Layer

» GTP UDP Layer

oGL

Communications

w| il VB @ &tz =le W% &w[#E -C=2k. [ GoTo |
Dey | Framef TIME [Helative]l Lenl |ICMP Type | Error | Message Type | Frotocols |:|
W0 [ s| oooiagsesios| 18] | [GPDU |intemet |FiFva) e
0 ala] 00:02:22 716729 143 Intermet |P[IP+4)
FC Nh.N72.0F 0207720 1410 = ol limbmrrmmb (D0 AT
KN IR—
============ TP' TP Layer ============ = :J
0024 Version = Qo1 .. .. GTE V1
0024 Protocol Type = 1 GTE W2
GTE Layer Hes=zage =
noza E = ... 0.. Hot Present
ooza s = ... 1. Present
no24d PH = . 1 Pre=ent
002B Me=s==zage Type = 11111111 G-FPDUT
0027 Length of GTP Mes=zage = 69 (=0045)
002E Tunnel Endpoint Identifier = g (=00000008%
0032 Sequence Number = 1482 (=05CA)
Ho Exten=ion Header = =00
============ TP IF Layer ============ =
0036 Version = Q10o. ... {43}
0036 Internet Header Length (In 32 bit words) = ....0101 {53
Type of Service =
0037 Precedence = ooo. ... Foutine
0037 Delaw = .0.... Hormal Delay
0037  Throughput = ....0... Hormal Throughput
0037 Reliability = . 0. Hormal Feliability
0037 Reserwved for Future Uses = L. oo (o
0038 Total Length = 65 (=0041)
0034 Tdentification = 26033 (=6LBL)
003C Re=szerved =0...... . (D]
003c DF = 0., May Fragment
003c MF = 0., La=t Fragment
003C Fragment Off=et =0 {...00000 oOO0O0OQOOQ0)
003E Time To Liwve = 255 (=FF)
003F Protocol = 00010001 U=zer Datagram
0040 Header Check Sum = =xELFL
0042 Source IP Addre=s = 192 168 .2.201 {(=COABQ2C9)
0046 Destination IP Address = 125 22 47 125 ({=7D1a2F7D)
============ TP UDF Layer ============ =
0044 Source Port = GR330 (=E3DA)
004C Destination Port = 03 (=x0035)
004E Length (Header + Data) = 45 (=002D) |
0050 Checlsun = 36783 (=8FAF) h
4] | 3
OFf-ling Yiewing |E:'l,BF\CKUP'I,Dacument_Images'l,F‘ |3 490 Frames i
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Statistics View

E,:':Hl PacketScan {All-in-0One)
File Wiew Capture Statistics Database Call Detail Records  Configure  Help

Ler | Ermor| Meszage Type

Frotocals

Source [P Addrezz

Destination |P &ddress | GTP UDP Des... _I

L I o T o Y s Y s O o (R e B s B
o
(]

o

00:00:31.181000 | 119 | G-PDU
00:04:45347459 13 G-FDU
O0:04:47 972453 234

O0:04:43.347453 209 G-FDU

00:04:51.004453 230
00:05:07.976459 143
00:0%:10.145453 118 G-PLL
00:04:46.365459 222 G-PLL
00:04:43.026459 243
00:01:41.919729 144

Internet |P[IFw4)
Internet |P[IFw4)
Internet |PIF 4]
Internet |PIF 4]
Internet |P[IFw4)
Internet |PIF 4]
Internet |PIF 4]
Internet |P[IFw4)
Internet |PIF 4]
Internet |P[IFw4)

192 168.2.102
192 168.2.101
192.1658.2.102
192.1658.2.101
132.168.2.102
192.1658.2.150
192.1658.2.102
192.1658.2.101
192.1658.2.102
192.168.2.150

1921682102
132.168.2.150
1321682102
192.168.2.150
1321682102
1321682101
1321682102
132.168.2.150
1921682102

Bieoin | 5

Bdd23

58330

53
BOE2E

_? Message Type

Frare Count{Messace Type)

Create PDP Context Request (16) 2
Create PDP Cortext Response (17) 2
Delete POF Context Request 200 2
Delete PDP Context Response (217 2

G-FDU (255)

1167

|E:'I,E.ﬁ.CKLIF"I,DDn:ument_Images'l,F‘an:ketE |3 490 Frames

—
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e
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Protocol Stack

Diameter
SCTP |  TCP
P
MAC

Diameter Protocol

* Monitor thousands of Diameter sessions over S6a, S6d, Cx, Dx, Zn, Zh, Wx, Gq, Gy, Sh, Dh, Gx, Rf, Ro, Wg,
Wm, Pr, Wa, Wd, Rx interfaces
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Supported Protocols

Diameter

SCTP
TCP

Supported Protocols

Standard / Specification Used

IETF RFC 3588

S6a, S6d, S13 - 3GPP TS 29.272 V10.3.0

Rx - 3GGP TS 29214-b10

Cx/Dx - 3GPP TS 29.228 & TS29.229

Gx - 3GPP TS 29.212 & TS 23.203

Zn/Zh — 3GPP TS 29.109 & TS 33.220

Wx —3GPP TS 29.234

Gx —3GPP TS 29.212 & TS 23.203

Gy —3GPP TS 32.29, TS 32.251 & RFC 4006

Gq -3GPP TS 29.209
Sh/Dh — 3GGP TS 29.328 & TS 29.329
Rf/RO — 3GGP TS 32.225, 3GPP TS 32.299 3GPP TS 29.061

Wg/Wm/Wa/Wd/Pr — 3GPP TS 29.234
RFC 4960

RFC 793
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* The detail decode view of Diameter
call displays the following:

» MAC Layer

> |P Layer

» SCTP Layer

» Diameter Protocol

oGL

Communications

Detail View — Diameter

?ﬁPacketScan(ﬂ"dn—DnE)
File Wiew Capture Statiskics

Database Call Detail Records

Configure  Help

=101 x|

@I-ﬁl B T T T T I e Y O ==
I Frame$ I Application |dentifiers | Len Error I Protocols I Source [P Address I Destination IP Address | :I
application D of the interface application N Intemnet IP[IP+4 192 168.1. 2001 192.165.1.55 |
IMEmeHPHPv4] 192.168.1.85 192.168.1.201
\.HI' 1 ‘|2 ADDIiTation-ID of the 56a/56d interface aoolication 252 Internet IPIPwd 192.168.1. 201 192168185 T
4 k
============ 5CTP Layer ============ = ;l
00272 Source Fort Humber = 3868 (=0F1C)
0024 De=stination Port Humber = 3888 (=0F1C)
0026 Verification Tag = 388889536 (=xEYCEDALR)
0024 Checksun = 3313050044 (=C57921BC)
00ZE Chunl. Type = 00000000 DATA Chunl
002F T bit = .. 0.. Ordered DATA chunlk
00ZF Beginning-Ending bits = L. 11 Reserwed
oo3n Length = 132 (=0084)
nns3z TSH = 1 {(=00000001})
0036 Streamn Identifier = 0 {=0000)
on3g Streamn Sequence Humber = 1 {=00013
0034 FPavload Protocol Identifier = xDDDDDDEF Tndef ined
============ [iameter Protocol Layer ===s=========
003E Version = DDDDDDDI Dianeter Version 1
003F Length = 116 {(=000074})
Command Flags: =
0047 Eequest (R) =1 ... .. Mesz=zage 1= Request
0042 Proziable (P} = 0...... Heszzage Locally Processed
0042 Error (E) = _.0..... Hes=zage Doesn't Contain Protocol Error
0042 PFPotentially REetransmitted Heszage (T) = ...1.... Po==sible Duplicate Due to Link Failure
0043 Command Code = xDDDl3E Authentication-Information Request- Answer
004 Application Identifiers = =01000023 Application—ID of the Sta-5S6d interface application
0044 Hop By Hop Identifier = 0 (=00000000}%
004E End To End Identifier = 0 {=00000000}%
T=zer-Hamne =
AVE Code = =z00000001 User-Hame
AVP Flags =
Vendor Specific Bit (V) =0....... Vendor ID Field Hot Present
Handatory Bit (H) = 0...... Support Of AVP Not Regquired
Encryvption For End To End Security (F) = .0..... Hot Heeded
Reserved [ = _..0000o0 -
< | _>I_I

OFf-line Wiewing |C:'|,Prograrn Filesial

| Communications Inc\P. [26 Frames

A
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Statistics View

E,-':'! PacketScan {All-in-One)

File Wiew Capture Statistics Database Call Detail Records  Configure  Help

| VBl 2| M MEEIE] =S WY B w5 E 52D k] [0 GoTo |
Dy Framed TIME [Relative] Len | Application |dentifiers &P Code 24P Length | AWF Data | :I
We1 | E| 00001154128 Application-ID of the S6a/56d interface application | Vendor-d .00000C | 40401092863
1 7 00:00:16.234675
1 3 00:00:16.334787 114 Application-ID of the 56a/56d interface application  Result-Code 12 DIAMETER_SUCCESS
1 q 00:00:16.455333 B
1 10 00:00:37. 450454 178  Application-D of the 56a/56d interface application | Mumber-0f-Requesz.. 12 wO0000007
] 11 00:00:37 513312 B
1 12 00:00:49. 960628 262 | Application-D of the 56a/56d interface application | UE-SRWCC-Capabi.. 12 JE-SRVCC-MOT-SUPPORTED
1 13 00:00:50.033034 B2
1 14 00 00:50.077594 166  Application-ID of the 56a/56d interfface application  ExperimentalBesult | 20 %000001 Qs 0000000Co00071 329
1 15 00:00:50.143471 B
il 16 00:00:52. 445257 250 Application-D of the 56a/56d interface application = NOR-Flags 12 34 =
€ Hop By Hop Identfier | € AVP Data Frame CountiAWF Data)
] KOO0 1
1 40401 D9EEES 1
1 HOOOGOT QANOOOOO0CO000T 388 1
i HOOOGOT QANOOOOOOCOO00T 258 1
K RO 1
4 RO 1
4 KEETES0 1

|C:'|,F‘r|:|gram Files (x86)0GL Communicatio (26 Frames

o GL
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