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4 x 1G Base-X Optical OR 1000 Base-T Electrical; SFP

2 x 10G Base-SR, -LR -ER Optical only; SFP+

2 x 40G Base-SR, -LR -ER Optical only; QSFP

1 x 100G Base-LR4 Optical only; CFP4

MAC, ARP, IP, IGMP, ICMP, TCP, UDP, SCTP, FTP, HTTP, TLS,
SMTP

GSM, UMTS, LTE, IMS, SIP, RTP, T.38, RTCP% ’

(Fh— L 75 E A S icense )
T 1G/10G/40G/100G
Absolute, Relative, Difference, NTP

2¥E R 4 Nano-second

packetScan™ HD

GL %A HDL, PCAP, PCAPNG
WOURR D 2 HE A A7 6 9 TXT XA

LREMLIREE , NARRELIRSE , FABTRENER
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Intel® Core™ i7

e 16GB expandable Memory

e Intel DQ67SW uATX LGA1155/Q67 Motherboard

e 17" 1280 x 1024 LCD (Optional Resistive Touch)

e LCD Specifications : 180°H/180°V viewing angle, 250 nits, 1500:1contrast

ratio 16.7M colors, 8ms response time

e DVI-A for integrated LCD Video Interface

e Std I/O Interfaces Integrated GbE, Serial Port, 2 USB3, 4 USB2, 2 eSATA, 2
SATAG, 2 SATA3, 1394, Audio/Speaker
e PCl Expansion Slots One PClex 16, one PClex 4 (or PCI)

w/ 4x 1GigE (PKV120)

e PCl Slot Lengths 9-13" depending on configuration
e Removable Hard Drives Up to 4 2.5" SATA/SSD —

e Total storage up to 4 TBytes

e Optical Drive DVD/CD Writer or BluRay Burner

e Video Projector Ports DVI-I and Display Port

e Power Supply 275 Watt 90 — 264VAC 50 — 60 Hz

e Windows 7 Pro

e Size Closed 16"W x 16.3"H x 5.4"D

e Size Open 16"W x 16.3"Hx 8"D

e Environmental 0° - 50°C 10-90% Rel. humidity

e Transit Case (Optional) Pelican™ 1610 with custom polyethylene foam

e Weight 26 pounds

w/ 1x100GigE
e Total Weight of Computer with Transit 40- 45 pounds / g
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e EVRC, EVRCO, EVRC-B, EVRC-BO, EVRC-C (requires additional license)
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I Capture Fil[e;sl Hardware Filters l

Stream ID | 0 Port Re = Fllters ~ | Operators [iae (v adares)
B MAC - GENERAL = [192.168.12.160
Add Source Address : I= .
=8 Examples :
Destination Address [+ MAC
Filters (double-click to H Exlid oz oo 0 5
Ether Type - VLANO =l Ex2: 192.168.1.1-192.168.1.40
MAC Vlan IP C E >
ClFier o-vano | 802.1Q (VLANS) - YLAN1L
[CIFilters Tag Protocol ID &
[CIFilter - 4 User Priority [ﬂ VLANZ
[Fiter -5 o [+ IPv4
ClFier - 6 “NLANID =
s o G 1pvs
E]Fflter -8 P IPv4 [+ ARP
[IFilter - 9 3
. Source addres: - TCP
[CFier - 10 - Destination Address ED
Protocol Type (- UDP
Header Length =i
- Differentiated Service [#” 5IP 5
P FN [#-RTP -
Protocol I Field Name I Operator I Value —————— T Conamon F'Iter Express'°“
MAC Source Address == 40:F2:E9:37:FS:4C  AND v ALLOW traffic on selected MAC
YLAND Tag Protocol ID == 5100 AND ——("’" .
ot S — R TTERT PR v AND Fr.ames matching VLAN Tag ID value of 0x8100
AND with IPv4 Address Type
Assign[StreamId = 0] =({Port == 0,1) AND mMacSrcAddr == [40:F2:E9:37:F5:4C] AND mVlanOTPID == 0x8100 AND mIPv4SrcAddr == [192.168.12.160]) Edit Expression

Complex layer-wise
filtering at hardware level

--/'

TLS EIP HTTP SMTP |T.38 ‘ SIP | RTP |RTCP DTLS

! rr 1 1

‘TCP ScTp ’UDP PING
——

‘ARP ‘ P IGMP  ICMP

TR % MAC SONET ‘ SDH FR ATM
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5 S 4= S I = = /2 ' wonoiann 35 InemtlPIFv) S 192161200 TSR0 e 5060 4k 0C01E1921681.20)
TN EERD . Hex dump FLE LA HEX F AsCll #& X E RS o L e el e weae w m
2 3 w002 214 Inem2lPIF)  RTP 192161200 19110 1024 o4
/2 7 oo 214 Inem2lPIF) BT 1921661200 19131108 1024 o4
2 3 oo a1 Inem2lPIF)  RTP 19216£1200 1R 1024 o4
2 3 oot 214 Inem2lPIF)  RTP 12IEET13 1921381200 1024 o4
2 n w002 214 Inem2lPIF) BT 192161200 1131108 1024 024
S N
/- : T AR RE
2 1 000000002060 405 \va 5060 5060 SIP
2 2 00O0O00UISI 406 P46 5080 5080 SIP
B m o 7
o ootz e e o] o] ) Efﬁ;iiicpiigienn::als T8.57.799237 O Len=836 Fight click to SHOW/HIDE layer d=
2 4 DODOATISI 443 IPE 5080 5080 2001:081 1091 1 s === MAC Layer == -
2 5 DDORDI0IO7 234 |6 8000 8000 2000:091 1:091 1 RTP e géf\m::;gzeigd‘ess £ Fo A eareD,
2 6 000009027868 234 IPvE 8000 8000 2001:031 1091 i RTP ocol Type - %0800 Internet IP(IPvd)
2 7 O0ODOS047402 234 P46 8000 8000 2001:081 1.091 1 RTP i 1P Layer # Fio0 i
2 8 000009085932 234 IPve 8000 8000 ATP = DOUE Tntosnst Header Length (In 32 bit vords) + 0101 (%)
‘ > Differentiated Services Field -
- 000F Dif d Services Codepoint 7 000000, Detault
TPvE Layer = =l 000F Ezplicit Congestion Notification - Not—ECT (Not ECN-Capable Transport)
DOOE Erotocol Version = 0110 (63 0010 Total Length = 822 (xnaas)
000E Traffic Class =0 (....0000°0000... .} 0012 Identification - 574 (x023E)
000F Flow Label -0 (....0000 0008000 00000000) 0014 Resexved Bit - lot Set
0012 Payload Length = 765 (u07ED) 0014 Don't fragnent -0 fiov Set
0014 Nemt Header = 00010001 User Datagram Protecal {UDP) 0014 More fragnents =0 tiof
0015 Hon Tinit D1z (w8 0014 Fragnent Offet AT nnnnn ooa0000)
0016 Source Address = 2001:0918:0000:0012:0001:0000:0000:0086 2 £
0017 Protocol © 00010001 sex Datagran
0026 Destination Address - 2001:0918:0000:0012:0001:0000:0000:0081 0018 Headon Check Sun 2 xBoF9
UDP Layer - 0014 Source IP Address = 192.168.1.200 (xC0ABDICE)
0036 Source Port = 5060 (x13C4) 001E Destination IP Address - 192.168.1.103 (xCOABO167)
0038 Destination Port = 5060 (x13C4) g
0034 Length (Header + Data) = 765 (xD7ED) 0022 Source Port - 54098 (xD352)
e Chestaun - A3ene (=hace) s 00 TG by gty
4 ] 2 0026 Chockoun »
Hex Dunp of the Frams Data - Sip3261 Layer s
DR - INVITE sip:00016192.168.1.103 SIP,2.0
0 0% AL 70 B 5 00 02 14 21 73 1 56 bp 80 00 T bt o * Via. SIEZ20UDP 152.160.1.200/5060 branchesIMIKITILNI6-332
00 00 02 FD 11 80 20 01 0% 18 00 00 00 12 00 01 vl HDR = Allow: INVITE,BYE.CANCEL, ACK. INFO.PRACK, COMET.OPTIONS, SUBSCRIBE. NOTIFY  REGISTER. UPDATE
00 00 00 00 00 86 20 01 03 18 00 00 0O 12 00 01 [ HDR * Eron; 0001 (=ip-000L0192 1661 200> tagGLEG_3611333636-333
00 00 00 00 D0 81 13 C4 13 C4 02 FD Ak 56 43 4E 1A A yEvIn - DR - To: 0001 <sip:0001€192.168.1
T T T T T e e e ¥ HDR - Call-ID: GLPG-483633760331
DR - CSeq: 1 TNVITE
[Es1BACKUP\Document _Images\PacketScanti 2 515 Frames Iz HDR = Contact: 0001 <sip:0001@192.168.1.103>
DR - Content-Type: application/sdp
DR - Content-Lenath: 349

Figure: Different Views

SEMEE Hex Dump &

Hex Dump of the Frame Data

SIP B AT IR T TRMIRREE D . XEAHERFRFEMMERBMPS | ; = ; EsssEmsnEsiy
00 11 11 64 F6 D7 00 16 76 12 26 61 08 00 45 00 jax v a E
I = SR B 03 36 02 3E 00 00 80 11 BO F9 CO A8 01 CB CO A8 6 > € "uk’ EA
R/EERELR. AFIANMEREETRLAREBERINEERI 1] 55 12 8 0 00 20 o o 19 ie ot 15 cq o EE B agimiiiE
i 20 73 69 70 3A 30 30 30 31 40 31 39 32 2E 31 36 5ip:0001@192. 16
o 38 2E 31 2E 31 30 33 20 53 49 50 2F 32 2E 30 0D 8.1.103 SIE~2.0
5 04 56 69 61 3A 20 53 49 50 2F 32 2E 30 2F 55 44 Via: SIE/2.0/UD
L3 = SCpdStE - = = .
RPEE % 50 20 31 39 32 2E 31 36 38 2E 31 2E 32 30 30 34 P 192.168.1.200:
AUETRESBRORIILE : BIRERE , MACEE , 1P, TCP/ 35 30 36 30 3B 62 72 61 6E 63 68 3D 7h 33 68 47 5060 branch=z9hG

b3 4a 3 5 RS AP - IS gtk B 34 62 4B 33 28 31 31 33 33 33 35 33 36 2D 33 33 4bK3811333536-33
UDP F. BATEAWETUATSHONIE : M5 , &E , KE , 32 0D 0A 4D 61 78 2D 46 6F 72 77 61 72 64 73 324 ? Hax—Forvards:
BRAZE, KLUt , BREDFHEPAFUESENERANE RZHES

TE M,

i Filter Selection—————————————— i~ Ethernet Encoded TPID Yalue i~ Capture Filter

f_ﬁ 5IP-2543 ﬂ —Filter Selection—————————— 1P Lawer
Data Link
: g MZE " @ Layers IF Address [ Dirsction_[ 1P Address |

B M E e 192.168.1.50

i WLANID
-2+ Ethemet Encoded TPID
w4+ Higher Layer Pratocal
& ARP
& RARP
Q Metw/are Intemet Packet E
i Logical Link Control
B |nternet Datagram Pratocal

@ DEChet Routing Protocal =
4 | 3 Activate I Deactivate |

Al Selected
Layer | Field | Filter alue

‘ Nate : Enter ™ for ANY P Address

Add Delete I
& |ncude € Exclude Deactivate Sel | Deactivate &l

Figure: Capture Filter

I [ e | [
- Conditions for all selections ————
|(" AND & OR H & Include Ex:lude| Deactivate Sel | Deactivate Al |

Figure: View Filter
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Packets._| S eauen.

Average
Gapims]

Packe! [ Conversal| Listening | Packets
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Ladder diagram showing the FAX Call

2§ Layer == =
Displays the decoded information of
the selected FAX message
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File Yiew DetalView Settings Help
ZE|E a2 - w[a ] & %] M [sipcans =] [show All Sessions B
Call Surmay | Registiaton Summary | Alert Summary |
Packet# | Sequen.. | RTP ... | Paplosd Type | Paplo... | PacketSequ. | Ga| | Packertt | Sequen. | RTP.. | Payload Type | Payio.. | PacketSequ.. | Ga|
M5 49759 3338 PCMU/BODD 160 SessonlnPr. D 118 48083 1766.. PCMUJBOOD 180 SessinlnPr. D)
5 49760 3933, PCMU/BODD 160 SessionlnPr. 22 121 48260 1766.. PCML/BOOD 160 SessionlnPr.. 21
7 49761 3938 PCMUJSODD 160 InSequence 55 122 45053 176.. PCMUJBOOD 180 DupicstePa. D4
8 49762 3933, PCMU/BOOD 160 InSequence 10 124 48261 1766.. PCMLJ/BOOD 160 InSequence 21
E] 49763 3939. PCMU/S000 160 InSequence 10 127 48264 1786..  PCMU/BOOD 160 Jump'Within.. 64,
10 49765 3938 PCMUJSODD 16D JumpWihin.. 21 128 4261 1766.. PCMUJBOOD 180 DupliestePa. D
11 49764 3933, PCMU/BODD 160 OutDfOder O 131 48265 17%66.. PCMUJBOOD 180 InSequence 10
12 49767 3938 FCMUJSODD 160 JumpWihin.. 42 132 4E26E 1766 PCMUJBOOD 180 nemuence 20,
13 49766 3333, PCMU/BODD 160 OutDfOrder O 133 48265 17%66.. PCMUJBDOD 160 DupiestePa. O
14 49768 3933 POMU/BODD 160  InSequence  21.w|| 135 48ze7  1766. PCMU/BOO0 160 InSequence  21v
q | v |4l v
Heading [ Value | [ Heading [ Value -
SSAC 3514759169 SSAC 1143281025
Source P Addiess 192.166.1.232 Source IP Addiess 1921681159
Desiination IP Addess 192.168.1.138 Destination IP Address 192.1681.232
Source Port 1024 Source Port 1024
Destination Part 1020 Destination Part 1020
RTP Packets Count 710 ! | RTP Packets Count 665 -
RTCP Packels Count 2 RTCP Packets Count 2
Packets With Marker Bit 1 Packets With Marker Bit 0
Totel Audio Byles 113600 Total Aucio Bytes 108400
RTCF Sender’s Repatts 2 RTCP Sender's Reparts 2
RTCP Receivers Aeports [ | | RTCP Receiver's Repotts [ v
4] | » 4] | »
[« [+ ]\ RTP Statistics { RTCP  GapGraph 3, Jiter Graph 3 Gap Distiboution Graph y, Jiter Distibulion Graph 5, _MDS Graph _Qualty Factors . Inband £

Figure: Traffic Analyzer Detail View
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Figure: Jitter Buffer Statistics
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SURARTE A H263++ CIF 190 kbps, H263++ CIF 350 kbps, H263++ CIF 512
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¥ Callf000001 Caller testé 192166, 10.45 Calee:lest3@192 168.10.14 Calld 2112a02687 246 30@dG2dD 0. Call StarTime:2002-10-05 14:30:28.000157 Cal Duration 00:00:22.000832
%1 20617.. POMU. 1391 398/.. 404/.. 13/084  0/000 §/043  0/0.00 1983 000 300 5 1] 8
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Figure: Record Video

REFRELY

“RIFIFALThEE Ao 1F A PO B MR E R GL BB R *HDL M
X, 2 *PCAP TSR | 31 *.PCAPNG 18, — B4 R AU AY L OL 5
ERBEAIBURER *rtf . XN T MEREDBE A BIREBIE L it
KB ES MR FR R +28 AN

Save Call x|

RTP/RTCP it , B4 , HASH

P 8B IREVE AN FTEF PR A 115 |, Bl S BHE3H , SSke,
RTP BUIETH , RTCP BB EH , REHFTE,

HABHFERTERN DTMF M MF BT , FEeHEREIMNE S H ¥4
B8, GIMEIBR , RE =4, FFRtE |, X, iR, TAEHE
7R RFC2833 2% 4733 E MM RTP S , URHEMFE |, HlWetFR , 5
#, ThE | &,

fmEMTRRE

R FITRREATAFETHEER SIP, RTP, MEGACO, H.323, GSMA
M ucs SEILEMFL |, 2 ExXETRRUAE—RIRE SEL
B ATEAE RN GL T AR HDL X4, Ethereal PCAP T PCAPNG U #F#&
No ASBRTEHPTEREFUNEERK, W, FUESNSHS
BNHEEE BRI EN Af XM, AR COR , EENTAMNES
H—BFTF csv XM, sV XU AT EED T RBNBFWUHE
o
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----- & Failed Callz

----- < Sip Emor Code

----- & Call Duration [mins)

----- @ Session Request Delay [mzecs)

----- 3 Session Disconnect Delay [mzecs] ﬂ

Conditiohs
’7(‘And & O

Enter Trigger M ame

ITrigger1
Add Delste |

Enter String % alue

—

Callis] Selected Callz) Activate | Desctivate |
CallMurm_2 CallMunn_1 ——
CallMurn_3 — Sawe Call Tao File Options Save Options——
Save Call . .
[ &udio Recording File: Mame b ask & HDL File
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Figure: Save Call
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Figure: Trigger and Action Settings
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Ele Yiew Help
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Call Summary | Registraton Summary _Alett Summary |
Cali# [ Protocol | Message [Twe [ Theshold [ value [ Caller [ Cales [ calid |
1 SIP mos walue between 3to 4 Waming  2.00-4.00 357 0005192 1681236 0005&192.1681.234 GLPG143457205760
2 SP  mosvalebewesn3lod  Wanng 200400 33 ODIE@IS21661236  QQOEGH921BE1.234  GLPG143517206763
3 SIP mos walue between 3to 4 Waming  2.00-4.00 27 0008192 1681236 000B&192.1681.234 GLPG143617205763
3 SP  mosvauebewesnllo2 | Ciiedl 100250 23 O003@1321661. 236 QQOBGRI921BE1.234  GLPG143517206763
4 SIP mos walue betwesn 3to 4 ‘Wwaming  2.00-4.00 348 0009192 1681236 000S@192.1681.234 GLPG143617205772
5 SIP mos wvalue batwesn 3 to 4 Wating  2.00-4.00 330 0011(®192168.1.236  00T1@192.168.1.234 GLPG143777205778
] SIP mos walue betwesn 3to 4 ‘Wwaming  2.00-4.00 277 0021921681236 0012@192.1681.234 GLPG143327205781
-] SIP mos value batwesn 110 2.5 Critie:al 1.00-250 231 O012®192168.1.236  0012@192.168.1.234 GLPG143327205781
7 SP  mosvalebewesn3lod  Wanng 200400 237 0001@132166.1.251  QODIGR921881.237  GLPG13407127763882
7 SIP mos walue between 110 2.5 Ciitical 1.00-250 2z 0007(=192.168.1.231 0001@192.168.1.237 GLPG13407127763982
8 SP mosvalebeweenllo2 | Ciiedl  10D25D 147 0021321661251 QUDA@I921881.237  GLPG13417127763387
El SIP mos walue between 110 2.5 Ciitical 1.00-250 1.04 0003192 168.1.231 0003@192.168.1.237 GLPG13425567763992

Figure: Alert Summary View
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Call Summary _ Registiaton Summay | Alrt Summary |
—
Cal# [ Userhgent | Registiar [ status | Registered Time [TTLisecs) | Expin Time: | Remaining Time [ RRD imsecs)] [ Registration Atempts
0 0001192166157 192166150 Faied [
1 AL 0D 10 1
E— S2igels0 Th s loowoos e
3 i 12166150 A i 02 005008 0 1
4 O00G@1S2166157 192168150  Re-Regitered 0110216152745 180 0110216153045 000254 1 2
5 0004E192168157 132168150 Regstered WHO2IE152E 240 10216152838 0R0045 0 1
6 O005@192168157 192168150  ReRegistered 10216152646 120 0110216152848 000053 D 2
7 006192166157 192168150  ReRegstered nzisisards 130 0110216153046 000254 1 2
g 007192168157 192168150 Regstered 0M0216 152638 240 10216152838 0R0045 1 1
El O00G@192 168157 192168150 Faed 0 i i
10 O00SE192168157 132168150 Faied 0 0 i
1 O010@192168157 192168150  ReRegistered 10216152646 120 0110216152848 000053 12815 2
12 0052192168157 192168150 Regstered zis s 10 2010216152803 000009 [ 1
13 000192168157 192168150 Regstered 01021615503 180 10216152803 0R0009 0 1
Kl 13
RECISTER zip:192.168.1.50 S18/2.0
TR URIEED [Wia: SIP/2.0/UDP 192.168.1.57: S060;branch=zohG4bK729506016-3623
FERTER Max Forvards: 70
503 ———————————————p 5 lullow: INVITE EYE,CANCEL,ACK,INFO,PRACK,CONET,0PTLONS, SUBSCRIBE,NOTIFY,
From: 0002 <sip:00020152.165.1. 57 ;tag-CLPG_ 725508016 3624
5060 Sk2 02WEK 5060 ro: =ip:o00z0192.168.1.57
EBSTER call-Tp: GLPo72sS0B0LE3E2E
s0% 5060 CSeq: 1 RECT
Expires: 1z
SIP/20200 0K contact: 000z <sip:000zp152.168.1.57
Er B Content ~Length: 0
54098 TECISTER 5060
w050 SIP/20200 0K 0
54098 TECISTER 5060 &
41 | _>lJ
Active Registiation Graph ), Registration Trace

Figure: Registration Summary
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PKV120 — PacketScan™ HD — High Density IP Traffic Analyzer w/
4x1GigkE - includes PKV100 — Online (not Offline) for

temporary audio codec support

PKV122 - PacketScan™ HD — High Density IP Traffic Analyzer w/
2x10GigE

PKV124 - PacketScan™ HD — High Density IP Traffic Analyzer w/
2x40Gbps

PKV125 - PacketScan™ HD — High Density IP Traffic Analyzer w/
1x100Gbps

PKV121 — PacketScan™ FB - (Offline Analyzer)

PKV100 — PacketScan™ (Real-time and Offline)

PKV101 - PacketScan™ - Offline

PKV301 — LAN Switch w/ Mirror Port

PKV105 — SIGTRAN Offline Analyzer

PKV106 — Offline SIGTRAN Analyzer (Optional with PacketScan™)
PKV103 — IP Based GSM & UMTS Analyzer, requires PKV100

PKV109 - Offline IP Based GSM &UMTS Analyzer (Optional with

PacketScan™)
PKV107 — LTE (Long Term Evolution) Analyzer, requires PKV100

PKV108 — Offline LTE (Long Term Evolution) Analyzer (Optional
with PacketScan™), requires PKV101

PKV110 - IMS Protocol Decodes (Optional with PacketScan™)

PKV104 — FaxScan™ — Decodes T.38 Fax images in TIFF format
from captured PCAP files

PCD103 — AMR Narrowband Codec for PacketScan™
PCD107 — Optional Codec — AMR Wideband
PCD104 — EVRC Codec for PacketScan™

PCD105 — EVRC-B Codec for PacketScan™

PCD106 - EVRC-C Codec for PacketScan™

Related Software
PKV170 — NetSurveyorWeb™

PKV171 — Network Surveillance Agent Toolkit

PKV172 — Network Surveillance for GSM — GPRS Systems

O GL Communications Inc.
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