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SST — A Brief Overview

* Defined by ITU-T in its Q.700-series, ANSI, and ETSI
« Qut-of-band signaling system

« Designed for call control, remote network management, and

maintenance
« Combines circuit-switched and packet-switched networks
« Suitable for use on point-to-point terrestrial and satellite links

« SS7 networks are flexible, reliable, with capacity up to 64Kbps
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Applications

« Allows telecommunications networks to offer wide ranges of services such as telephony, fax

transmission, data transfer
« Setting up and tearing down circuit-switched connections
» Support for Intelligent Network (IN) services such as toll-free (800) calling, SMS, EMS
« Mobility management in cellular networks

» Local Number Portability (LNP) to allow subscribers to change their service, service provider,

and location without needing to change their telephone number

» Support for ISDN.
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SST Network Architecture

Public Switched Telephone _: Signaling System #7 (SS7)
Network PSTN)

Wireless Netwark
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Signaling Points
SS7 Network Architecture
« SS7 constitutes three different types of Signaling Points (SP) —
» Signaling Transfer Point

» Service Switching Point

> Service Control Point

Signaling Transfer Points Service Switching Points Service Control Points

Transfers SS7 messages between other Capable of controlling voice circuits via a Acts as an interface between
SS7 nodes voice switch telecommunications databases and the
SS7 network
Acts as a router for SS7 messages Converts signaling from voice switch into Provide the core functionality of cellular
SS7 format networks
Does not originate SS7 messages Can originate and terminate messages, but  Provides access to database
cannot transfer them
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Signaling Links

Access (A) Link Bridge (B) Link

» Access Links connects SCP or SSP to an STP. Only messages originating

from or destined to the signaling end point are transmitted on an "A" link.

» Bridge Links connect mated pairs of STPs to each other at the same
hierarchical level.
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Signaling Links

Diagonal (D) Link

Cross (C) Link

* Cross Links connect STP to its mate STP. Not used for routing

« Diagonal Links connect mated STP pairs from one hierarchical level to another mated STP pair at a higher level
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Signaling Links

Extended (E) Link Fully Associated (F) Link
. : - .
A ’ :
F
. N
P A

 Extended Links connect SSPs and SCPs to remote STP pairs

» Fully Associated Links route large amount of traffic between two SSPs. Connect network SSPs and/or SCPs directly to each
other without using STPs
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SST Protocol Stack

« SS7 is developed in a layered architecture like OSI

model
« OSlI protocol stack implementation
» Physical Layer (Level 1)- MTP Level 1
» Data link Layer (Level 2)- MTP Level 2
» Network Layer (Level 3)- MTP Level 3 + SCCP

» User Part (Level 4) - INAP, MAP, 1S-41, TCAP,
CAP, ISUP
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SS7 Layers

Message Transfer Part (MTP) —divided into three levels
» MTP Level 1 — defines the physical interfaces
» MTP Level 2 — ensures reliable transfer of signaling messages

» MTP Level 3 — provides message routing between signaling points
in the SS7 network

Signaling Connection Control Protocol (SCCP) —

» Combination of MTP and SCCP forms the SS7 Network Services
Part (NSP)

» Enhances the message carrying facilities of MTP
» Provides some network layer protocol functions
ISDN User Part (ISUP) and Telephone User Part (TUP) —

» Defines the protocol used to set-up, manage, and release trunk
circuits

Transaction Capabilities Application Part (TCAP) —
» Allow new applications to use SS7
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Application to Application Communication

Application D Application )
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TCAP TUP
SCCP SCCP

MTP Level 3 MTP Level 3
I

MTP Level 2 MTP Level 2
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Signaling Link Level (MTP Level 2) & Signaling Units

Flag FCS Information LI FIB FSN BIB BSN Flag
8§ 16 -6 1 7 1 7 8

FIB - Forward Indicator Bit

FSN- Forward Sequence Number
BIB — Backward Indicator Bit

BSN — Backward Sequence Number

Flag-01111110
FCS - Frame Check Sequence
Ll - Length Indicator

 Basic Frame Structure

» Frame with Error Correction (4 fields at the end and beginning of frame — BSN, BB, FSN, FB) and Length Indicator
(contains info about bytes in information part, & message type)

» SS7 uses three types of signal units —
» Message Signal Units (MSU) -
» Link Status Signal Unit (LSSU)
» Fill-In Signal Unit (FISU) —
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Message Signaling Unit

Level 4
1
r \

Level 2 Level 3 Level 2
| r ! 1
r 1 | |

Direction of Transmission

A

[
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Routing Label

BIB - Backward Indicator Bit LI - Length Indicator

FSN- Forward Sequence Number SIF — Signal Information Field
BSN - Backward Sequence Number  §10 - Service Information Qctet
FIB- Forward Indicator Bit SLC- Signaling Link Code

FCS — Frame Check Sequence

» Carries SS7 information

« Consists of MTP protocol fields and two additional fields

>
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Service indicator octet (SIO) - indicates type of protocol at level 4, e.g. TUP, ISUP, and type of standard, e.g. national,
international

Service information field (SIF) - used to carry control information as well as level 3 routing label. SIF can be up to 272 octets and

is used by all level 4 protocols
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Link Status Signaling Unit

Direction of Transmission

8 16 8or 16 2 6 1 7 1 7 8

BIB — Backward Indicator Bit LI - Length Indicator

FSN- Forward Sequence Number SF — Status Field

BSN — Backward Sequence Number FCS — Frame Check Sequence
FIB - Forward Indicator Bit

» Carries link status information
* Used by level 3 at one node to transmit link status information to its adjacent node
» Used only on single point-to-point links, and never through the network

* Carries no information traffic on a link when LSSU are sent

oaGL

Communications

14



Fill-In Signaling Unit

Direction of Transmission

8 16 2 6 1 7 1 7 8

BIB — Backward Indicator Bit Ll - Length Indicator
FSN- Forward Sequence Number FIB - Forward Indicator Bit
BSN - Backward Sequence Number FCS — Frame Check Sequence

« Used when no information needs be sent and the network is idle
» Used to monitor error rates on links. This allows SS7 to be highly reliable as it can detect link quality even when idle

» Constantly monitors the link status
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Signaling in SS7 Network

4. STP X forwards
IAM SSP B

3. STP W forwards
IAM to STP X

2. SSP Aformulates -
Initial Address
Message (IAM),

forwards to STP W \ /
O

Caller goes offhook,
dials callee. SSP A

decides to route call
via SSP B. Assigns

idle trunk A-B \
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4. STP X forwards

3. STP W forwards IAM SSP B
IAM to STP X
2. SSP Aformulates - W -
Initial Address - -
Message (IAM), N
forwards to STP W
r'oy —
rey Y
Yoy

1. Caller goes offhook,
dials callee. SSP A
decides to route caii
via SSP B. Assigns O
idle trunk A-B T
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5. SSP B determines it serves callee,
creates address completion message
(ACMIA,B,trunk]), rings callee phone,
sends ringing sound on trunk to A

_ ]
V. > >
7. SSP Areceives _ )}{M’

ACM, connects

6. ACMroutedtoZtoYto A

subscriber line to ¢

allocated A- —~ .< {/
ggg;(tﬁf}g%: AA‘W—
G \
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8. Callee goes off hook, SSP B
sends answer message to A
(ANMIA, B, trunk])

9. ANM routed to A

10. SSP A receives ANM,
checks caller is
connected in both
directions to trunk.

Call is Connected!
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800 number: logical phone number

Translation to physical phone number needed, e.g., 1-800-CALL_ATT translates to 162-
962-1943

3. SCP M performs lookup,
sends reply to A M

2. STP W forwards request to
SCP M

1. Caller dials 800
number, SSP A
recognizes 800
number, formulates
translation query,
send to STP W
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« SSP A begins
signaling to set up
call to number
associated with
800 number
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User Parts Functionality in SS7 Network

The User parts in SS7 protocol stack offers its services to user designed applications

« The Transaction Capabilities Application Parts (TCAPs) are employed when the application deals with Database query and
response

» Exchange of non-circuit related data
» Queries and responses sent between SSPs and SCPs
» Sends and receives database information

« The Integrated Services Digital Network User Parts (ISUPs) are meant for handling of telephone call related messaging which is
sent from switch to switch

» Sends and receives database information
» Messages are sent from a switch, to the switch where the next circuit connection is required
» Call circuits are identified using circuit identification code (CIC)
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ISUP Messages

« Initial address message (IAM): Contains all necessary information for a switch to establish a connection

« Address complete message (ACM): Acknowledge to IAM and reserve the required circuit

« Answer message (ANM): Occurs when the called party picks up the phone and actual connection is established
 Release (REL): Sent by the switch to clear the call

 Release complete (RLC): Acknowledges to the receipt of REL by each exchange that receives REL

—
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ISUP Normal Call Flow Scenario

User Parts Functionality in SS7 Network

Dial Tone
<
Dial Digits ISUP_SETUP (1AM]) 1AM ISUP_SETUP {1ANM) Line Check
> - > >< """"
Ring back ISUP_ALERT (1AM) ACM ISUP_ALERT (ACM) —
< P P b Ringing
<Connet.:ted ISUP_SETUP ANM ISUP_SETUP (ANM) | Lift Receiver

“CONVERSATION
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GL's SS7 Analyzer

Yoice Trunlk
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GL's SS7 Analyzer

=T
File View Capture Statistics Database Call Detaill Records Configure Help
wiil| B &S| MG =G B8 F W SO0 | GoTo |
Dev | T5..| Su.. | Framet#t| TIME (Relative)| Len| Emor|BSN |BB [FSN |[FB |swc [opc |opc |cic  |IsuPM -
/EA L f4 15 1 [0 [444 [333 [
A1 0 4 00:00:00.862505 36 5 1 6 1 0 333 444 4 Initial address
1 0 5 00:00:00.870377 16 6 1 6 1 0 444 333 4 Address comple
1.0 6 000002019163 14 § 1 7 1 0 444 333 4 Answer —>Summary View
/1 0 7 00:00:14.108362 36 6 1 8 1 1 444 333 5 Initial address
/1 0 g 00:00:14.117334 16 8 1 7 1 1 333 444 5 Address comple v
<| | »
Cardl TimeSlot=0 Frame=3 at 00:00:00.062746 QK Len=15 ~
HDLC Frame Data + FCS
=zzsssssss=== MTPZ2 I_ayer ============ =
BSH = 0000100 (4)
EIE = 1....... (1)
FSN = 0000101 (S )
FIB =1....... Eﬂ P Detail View
LI = . .001010 MSU Format
Service Indicator = ,...0001 Signalling network testing and maintenance
Priority Code = ..11.... Priority Code 3
Sub-service field = 00...... International network
DPC = 4.4.4(00100100 . .100000)
C_)PC - o - §;§;3(11..._... poooo1io ... .0110) -
ol . . | L .
[Hex Dump of the Frame Data
84 85 DA 31 24 EO0 06 06 21 30 54 53 54 C5 CE 11 183 10TSTAL >Hexdump View
| I J
|C:\Program Files\Gl Communications It 68 Frames | A
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Protocols Standards

Il Analyzer GUI and Protocol Configuration =10 x|

Save Load Defaulk

B Select summary columns ko disple= — -
S5TITU Standard

Menu checked options 557 AMSI Standard
S57ETSI

J .
g?n Protocaol skandard selection 57 CHINA

%NetwnrHUser side selection

{E} Tirne Farmat

{\?’: ‘iew Filker -
i il

MTP2

MTP3

SCCP, MAP, CAMEL, ISUP, TUP, TCAP

MAP: 3GPP TS 09.02 V7.14.0 (2003-09)

INAP CS1 (Capability Set 1)

INAP CS2 (Capability Set 2) - INAP CS2 ITU & INAP CS2 ETSI

Test & Network Management Messages

TCAP (IS 41): Q.773, CCITT (ITU-T) Blue Book / ANSI T1.114 —-1996/ TIA/EIA/IS-41.5-C
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Filter Frames (Real-time)

=

Save Load Defaulk

[ | . . =
Capture Fie Options Space Delmited Length Lizt to Exclude
n'] Card & Stream Selection |7|5 -
Qﬁ? Capture Filker
G@Ui & Prokocol Options
Ewclude FISU | Exclude LSSU Clear &LL

» |solate certain specific frames from all frames in real-time as well as offline

« Real-time Filter applies to the frames being captured and is based on the frame length
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Filter Frames (Offline)

I Analyzer GUI and Protocol Configuration -0l =|

Save Load Defaul

B Select summary columns to display

— Filter Selection — Frame Length M or Bange kin-bdax

[wiafaa]
Menu checked options ﬁ 557 T Standard - 18
J . =¥ DataLink
g‘}!} Protocol standard selection _____ ‘ Frame Length(s]

ﬁNetwurk,l'Llser side selectian ----- & Eror Frames Only
{E} ) o OK Frames Oy

Time: Farmat - Frame Mumbers)
Q? Vizw Filker i 3 Card. Timeslat Subchan -
- MTP2

ﬁ:ﬁ Vigw Search EEI--@ MTP3
@D: TCP Connection Opkions -4 SCCP

Periodic Trace Saving Cptions Eﬂ--@ MaP RS9 -
l[:?Startup Optians 1 | b | Aictivate I Deactivate
@Data Link. Graups Al Selected
oo . Layer | Field | Filter Y alue

F View Fonk Size [rata Link Frame Lenagth(z) 18
IMI Decode Options
@pc.ﬁpture Options < I I LI

— Conditions for all selections
{~ AND &+ 0OR % |nclude © Exclude Deaclivate Sel Deactivate &l

+ The frames can be filtered after completion of capture based on BSN, BIB, FSN, FIB, Status Field, OPC, DPC, SSN, CIC,
Called and Calling party number and types of different SS7 message.
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« Search features helps users to search for a particular frame based on specific search criteria
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Save Load Default

Search Frames

=10l x|

B Select summary columns to display

[rafna]
Menu checked options
-2,;'; Protocol standard selection

%Network,mser side selection

@ Time Formak
? Wigw Filkey
ﬂ View Search

@El: TCP Connection Options
—

Perindic Trace Saving Options

)EjStartup Options
@Data Link. Groups

P}-}View Fonk Size

INI Decode Options
{éﬁl:apture Options

— Filter Selection

[ CAMEL Rels A
5

= ISUP

Mezsage Type

& Called Party Mumber
& Calling Party Mumber
------ @ Transi/Conn/Redi/Ete | | W
-8 BISUP
-8 BICC
% TUP

@ |nterconnect Uszer Part [IF
[]--@‘ Reg Testing Messages -

— Mezzage Type Walue

Forward Tranzfer ;I
|dentification request

|dentification responze

Infarmation [hational uze)

Infarmation reiuest national Uge

Loop back acknowledgement{national us:
Loop prevvention

Metwork, rezource management
Overload(national uze]

4 | v
—&ll Selected
Layer | Field | Search Yalue
ISUP Message Type Address complete, Answer, Initial address, Rele
1] | i

— Conditions for all selections

|f" AND (= OR H = Include © Exclude

Deactivate Sel Deactivate Al
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Statistics

statistics x|

Field M ames —LI
IJze Type [zingle zelection
E Lovers = vpe [zing ]
- Physical Link T otsl
2 MTP2 Field
N BIB
% EISBN — Statistic: Typefz] [calculated, multiple selection] —
@ FSN Frame Percent
Hij L
Byte Count
{8y Reazsembly Info Eyte Percent LI
~[E Statuz Field
~(ND Status Field 2nd Dctet ol S
El.-@ MTPS F:'Fl'n'lElf
- 5CCP - LS5 Farmat
- MAP B33 M5 Format
- MAP R4
- INAP
EEI--@ IMAP-CS2ITU = Cumulative Separate
- CAMEL Rel3 |
EEI--@ CAMEL Felf ;I Add/Mod Remove
— Selected Statistic Information
Laper | Figld [.ame | Ilze Tupe | Statistic Type Remaove Sel |
Phyzical ... Device # Total
MTPZ2 LI Ky Frame Count Remowe Al |
a| | o Apply |

« Numerous statistics can be obtained to study the performance and trend in the network
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Statistics View

PA¢SS7 Protocol Analysis SS7 ITU Standard

File VYiew Capture Statistics Database Call Detail Records Configure Help

=10/ x|

... | Su.. CIC__ | ISUP Message «
1| o | 3] 000000062746 g 4. 33.3
| 0 4  00:00:00.862505 36 5 1 3] 1 0 3.3.3 444 4 Initial address
A1 0 5 00:00:00.870377 16 6 1 6 1 0 444 333 4 Address compl
A1 0 6 00:00:02.019163 14 6 1 7 1 0 444 3.3.3 4 Answer
/1 0 7 00:00:14.108362 36 6 1 8 1 1 444 333 |5 Initial address
/1 0 8 00:00:14.117334 16 8 1 7 1 1 333 444 5 Address compl
/1 0 9 00:00:16.020708 14 8 1 8 1 1 333 444 5 Answer
/1 0 10 00:00:17.724446 15 8 1 3 1 0 444 333 -
(=5 Devie# | @ Message Ty.. [ ] Frame Court(Device #) |
1 Inifal address (1) 10
1 Address complete ... 10
1 Answer (9) 4
1 Release (12) 10
1 Release Complete ... 10
total 1 Total 44
\C:\Program Files\Gl Communications It 68 Frames | A
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» Summary View

P Statistics View
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Call Detail Records View

ol
File View Capture Statistics Database Call Detaill Records Configure Help
w|l| B S| StwEa =lel 1w & w5 S0 o | _GoTo |
Dev | 1S... | Su... | Framett| TIME [Flelative]] Lenl Eual BSN ]BIB | FSN |FIB | sLc IDPE [oPC__[CiC__ [ ISUP Message
1 0 4 00‘00.00.882505 [ 0 333 444 4 Initial address
1 0 § 00.00:00.870377 18 s 1 6 1 0 444 333 4 Address comph
1 0 6 00:00:02019163 14 i 1 7 1 0 444 333 4 Answer
1 0 7 00:00:14.108362 36 L 1 8 1 1 444 333 5 Initial address
1 0 8 00:00:14.117334 16 8 1 7 1 1 333 444 5 Address comph
1 0 9 000016020708 14 3 1 8 1 1 333 444 5 Answer » Summary View
/1 0 10 00:00:17.724448 15 8 1 9 1 0 444 333
/1 0 11 00:00:17.725230 15 8 1 9 1 0 333 444 —
prEa— o oo e - 5 - . . T w——— _'I_I
call ID Call Status | Disp | Caling Num | Called Num | Call Start Date & Time | Call Duration | Release Corr
@0 completed 0 5554000 5551234 1601-01-01 00:00:08 625079 00:01:06 636420
1 completed 4 5555000 5561234 1601-01-01 00:00:21 $70936 00:00:31 974504
2 completed 0 5555000 5551234 1601-01-01 00:00:48 268243 00:00:03 411017 Call Detail
3 actve 4 5555000 5561234 1601-01-01 00:00:53 008978 00:00:36.767436 » )
4 active 4 5556000 5551234 1601-01-01 00:01:00 500672 00:00:29.275741 Records View
g actve 4 5557000 5561234 1601-01-01 00:01 07 142719 00:00:22 633694
a6 actve 4 5553000 5551234 1601-01-01 00:01 17 659679 00:00:12.116735
< | i
|C:\Program Files\Gl Communications It |68 Frames [ A

« Call trace defining important call specific parameters such as call ID, status (active or completed), duration, calling
number, called number, release complete cause etc are displayed
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Applications

Can be used as independent standalone units as "probes” integrated in a network

surveillance systems

Triggering, collecting, and filtering for unique subscriber information and relaying such

Information to a back end processor

Collecting Call Detail Records (CDR) information for billing
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