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PacketScan™ vs. Wireshark®

Desktop Application: Windows x64

Web Application: Windows and Linux tine e 1o E1e I

Product Type

Real-Time Voice, Signaling & Network

Monitoring Offline Packet Analysis

Primary Use Case

Real-Time Capture Rate Up to 1 Gbps and HD version real-time Limited to hundreds of Mbps on

capture rate up to 5 Gbps standard systems
Scalability Enterprise-grade Limited to small and moderate size files
Monitoring Role Probe + Analytics Offline Analyzer
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Performance, Monitoring & Scalability

Simultaneous Calls Up to 3000 ~700

HD Version Up to 30,000 calls Not Supported
1G-10G Real time

Data Rate 5G to 400G — Wirespeed Capture and Offline Limited
up to 400 G

Continuous Capture Yes No

Alerting Yes No

Probe Mode Yes No

Offline Packet Analysis Yes Yes
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Large File Processing — Terabyte Analysis

File Size 1 TB+ ~5GB
Continuous Capture Yes (via Circular Buffer) No
Long-Term Analysis Yes Limited
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PacketScan™ - Large File Processing, Terabyte Analysis

B2 PacketScan 64-bit [off-line] - X
File View Capture Statistics Database Call Detail Records Configure Help

(| B S| S|w|3|@| =|®] W00 (M| F[8[ W% -C|-0] S ] 0 GoTs |
Device Framet TIME (Relative) Length (Bytes) Emar Length/Protocal Type Packet Type Source |P Address Destination |P Address Source Address
MAC MAC IPv4 IPvd IPvE
Wo | ol ] e [ae [ 1 |
B 1 00:00:00.860548451 23 IPvE RTP fe80::e9db: 1dad:5edd:5fe3
L4 2 00:00:00.860548611 294 IP+E RTP fe80::e9db: 1 dad:hedd: 5fe3
B 3 00:00:00.860548707 294 IPvE RTP fe80::1952:3987:92/5: 7672
Ld 4 00:00:00.8605488361 23 IPvE RTP feB0::1852:3987:92(5: 7672
B a 00:00:00.260548957 294 IPvE RTP fe8l:e9db: 1 dad:bedd:5fe
L4 G 00:00:00.860549110 294 IPvE RTP fe80::e9db: 1dad:5edd:5fe3
B 7 00:00:00.860549206 234 IPvE RTP feB0::1852:3987:92(5: 7672
L4 2 00:00:00.260549360 294 IPvE RTP feB0: 1952, 3987: 92157672
L8 9 00:00:00.860549456 234 IPvE RTF fe80::eSdb: 1dad:5edd:5fe3
Ld 10 00:00:00.860549616 234 IPvE RTP feB0: e9db: 1dad:5edd: 5fe3
B 1Al 00:00:00.860549712 294 IPvE RTP feB0:: 1952, 3987:92/5: 7672
L4 12 00:00:00.86054 9866 234 IPvE RTF feB0::1852:3987:92(5: 7672
B 13 00:00:00.860545362 234 IPvE RTP fef0::e9db: 1 dad:5edd: 5fel
L4 14 00:00:00.860550115 294 IPvE RTP fe8l:e9db: 1 dad:bedd:5fe2
L8 15 00:00:00.860550211 234 IPvE RTF fe80::1852:3987:92(5: 7672
Ld 16 00:00:00.860550 365 234 IPvE RTP feB0::1852:3987:92(5: 7672
B 17 00:00:00.260550467 294 IPvE RTP fe8l:e9db: 1 dad:bedd:5fe
L4 18 00:00:00.860550621 234 IPvE RTF fe80: eSdb: 1dad:5edd:5fe3
B 13 00:00:00.860550717 234 IPvE RTP feB0::1852:3987:92(5: 7672
L4 20 00:00:00.860550870 294 IPvE RTP feB0::1952:3987:92(5: 7672
8 21 00:00:00.860550966 234 IPvE RTF fe80::eSdb: 1dad:5edd:5fe3
L4 22 00:00:00.860551120 234 IP+E RTP fef0::e9db: 1 dad:5edd: 5fel
- frs n AR An AR Aeaee e e - [arT ¢ A AAmn AN neee Tema -
Devicel Frame=0 at 00:00:00. 000000000 QK Len=294 *#%% Fight click to SHOWS-HIDE layer details or copy *%*
Ethern=et Frame Data
HAC Layer =
0000 Destination Address =1CIEB0DA2T7 794
0006 Source Address =00241D78089C
000C LengthsProtocol Type =86DD IPwe
============ JPyf Layer ============
000E Protocol Version 0110, ... (6]
O00E Differentiated Services Codepoint ... oooo oo... L Default
000F Ezplicit Congestion Hotification .00, ... Hot—-ECT (Hot ECH-Capable Transport)

000F Flow Label 481984 (... .0111 01011010 11000000%

0012 Payload Length
0014 Hext Header
0015 Hop Limit
0016 Source Address
0026 Destination Address
============ [JDF Layer ============
0036 Source Port
0038 Destination Port
0034 Length {(Header + Data)

236 (=0O0EC)

00010001 UDEP

128 (=B0)
fel0::1852:3987 925 7672
fe80: :29%db: 1da4:5edd: 5fed

2152 (=0868)
2152 (=0268)
236 (=00EC)

Processing

0032 Checksun =1Fa1
============ (JTPy2 Layer ============ H
GTE Layer Mes=sage Of 1 TB Flle
003E Version ooLl. ... . GTP V1
003E Protocol Type ...l GTP V2
003E E L U 0.. Hot Present
£ >
Off-line Viewing. EN\1TB.hdl 3 537 933 049 Frames
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Supported Codecs

PacketScan™

G.711 (mu-Law and A-Law), G.711 Application Il (A-law
and p-law with VAD)

G726 (40, 32, 24, 16kbps)

GSM (13.2kbps), GSM EFR (12.2 kbit/s), GSM HR
G729, G729B (8kbps)

G.722, G.722.1

ILBC 15 2 (for 20 msec), ILBC_ 13 33 (for 30 msec)
SPEEX (Narrow band and Wideband)

SMV* (Modes - 0, 1, 2 and 3)

Video codecs include H263++ CIF 190, 350, 512 kbps,
QCIF 64, 80, 128 kbps, and H264 codec offers video
compression

Other optional codec include (must be purchased with
additional license)

» AMR (Narrow band and Wideband)

» EVRC, EVRCO (Rates - 1/8, 2 and 1)

> EVRCB, EVRCBO (Rates - 1/8, 2 and 1); EVRC-C

» Opus and EVS (Narrow Band, Wideband, Super
Wideband, Full Band)

Wireshark®

« Limited codec support
*  Primarily supports:
> G.711
> (G.729
* No integrated voice quality scoring



oGL

Communications

PacketScan™ Analyzer View

B2 PacketScan 64-bit - O P
File View Capture Statistics Database Call Detail Records  Configure Help

EOE R EOE RS gmw; ¥ =11 %o %[ [ | _GoTo |

Source IP Address Des
IPvd

Device TIME (Date) Length (Bytes) Length./Protocol Type Packet Type
MAC

0 m— Internet IP{IP+4] _ 1

2 1 20204 18 13:58:50.200245000 Internet IP[IPv4) 1921681 142 255.255
e 2 2012-04-16 12:58:50.705427000 838 Internet IP[IPv4) SIP 1592.168.1.200 192168
2 3 2012-04-16 13:58:50. 708003000 354 Internet IP[IPv4] SIP 192.168.1.103 192168
e 4 2012-04-16 12:58:50.707648000 355 Internet IP[IPv4) SIP 192.168.1.103 192168
e 5 2012-04-16 12:58:50.707205000 820 Internet IP[IPv4) SIP 192.168.1.103 192168
e 6B 2012-04-16 12:58:52.825730000 92 Internet IP[IPv4) 192.168.11 192168
e 7 2012-04-16 12:58:54. 106662000 B4 Internet IP[IPv4) 192.168.1.61 224.0.0.

El) 2 N1 20448 12-RA-RA 182annnnn FA Iatarmat IPTIPwAT 192 1R21 F1 NN v
£
Device? Frame=0 at 2012-04-16 13:58:48 358273000 OK Len=82 *#%% Right click to SHOW-HIDE 1 a
Ethernet Frame Data

============ MAC Layer ============

0000 Destination Address =FFFFFFFFFFEFF
0006 Source Address =0016760CFED4

000C Length-Frotocol Type
============ JPy4 Layer ============

000E Version

000E Internet Header Length (In 32 bit words)
Differentiated Services Field

000F Differentiated Services Codepoint

000F Explicit Congestion Hotification
IF Hdr Ho TCFP SegmentationOffload

0010 Total Length 68 (=0044)

nnta Tdentdifiratiom Q427D wERTINY

< >

=0800 Internet IF{IPvd)

01o0... . (4}
..0101 (5}

000000, . Default
...... 00 Hot-ECT {Hot ECH-Capable Transport)

Hex Dump of the Frame Data

FF FF FF FF FF FF 00 16 76 OC FB D4 08 00 45 00 ii;i';i';i';i';i v 40 E

0o 44 S5E DO 00 00 80 11 57 43 CO A8 01 46 CO A8 B € UCA F&~

01 FF 04 01 07 9B 00 30 94 C4 55 76 51 39 5L 50 ¥ 1 01AUvQ9UP

53 64 6B 78 63 2B 7A 38 33 32 6E 59 62 41 45 75 Sikxc+zB32nYbaEu

76 32 36 BC 42 72 44 44 38 50 67 48 64 B3 FA 76 w26 1BrDJ8PgHdczw

41 41 Ab

= SIPCSeq | s sPcaliD | =2 SIPFrom | == SIP Method |== siPTo | E Frams Count(SIF CSeq) ~
INVITE (0) 1620768079-5060-3@192.1...  4000@192.168.160  INVITE (0) 1000@192.166.1 ... 2
total INVITE (0) total 1620788079-6060-3@...  total 4D00@182.168.1... total INVITE () total 1000@182.1... 2
INVITE (0) 211eal2B8etedb3d@dGY.. test3@192.168.10.14  INVITE (0) testd@192.168.1.. 1
total INVITE (0) total 211 eal26Be7ed63d@... totaltest3@182.168.1.. total INVITE () total test4@192.1... 1
INVITE (0) 211ea0268e7e463d@dGY... testd@192.168.10.45  INVITE (0) testI@192.166.1.. 1
total INVITE (0) total 211 eal26Be7ed63d@... totaltestd@182.168.1.. total INVITE (1) total test3i@192.1... 1

0001¢=192.168.1... 1
total 0001 @192.1... 1

INWITE (0) GLPG-483633760331
total INVITE (0} total GLPG-483633760331

0001¢=192.168.1.200  INWVITE (0)
total 0001(@192 168.1... total INVITE (0)

ACK (1) 1620788079-5060-3@192.1..  4000@192168.160  ACK(1) 1000@192.168.1 ... 2 .
cthow PR T TT Yo e T e T vy T s g v 7y PR T LT R
CalllD |  CallStetus|  Protocol | Call Originating (Mumber { Address) | Call Destination (Mumber / Address) | Call Start Date & Time | Call Dur
0 Terminated sIP 0001(2192.168.1.200 0001@192.168.1.103  45232-57353-00 00:00:00.5..  D0:50:13.47
1 Completed  MEGACO aaln/2 Hp/30000 45232-67350-00 24608154 00:28:13.0¢
2 Terminated siP 4000@192.168.1 60 1000@192166.1.60 45232-57355-00 02:00:00.7..  04:32:05.1%
3 Terminated siP testd(@192.168.10.45 test3@192.168.10.14  45232-57359-00 03:00.005..  00:47:15.0%
< >
|C:\Program Files\GL Communications Inc\F[19 043 Frames [ |

—»
> CORView




Wireshark® View

M 11 240 profiies calls.pcapng - [m] *

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools  Help

AR j@TRRB Re=>=F a5/=Eaaqe B
[. | Apply a display filter ... <Ctrl-/>

Mo, Time Source Destination Protocol Lengtl Sequence Mumb  Info

1 192.168.12.91 192.168.12.92 SIP/SDP ! 769 Request: INVITE sip:@@@1§192.168.12.92

2 B.818753888 192.168.12.92 192.168.12.91 SIP 379 Status: 188 Trying |

3 B.01e826008 192.168.12.92 192.168.12.91 SIP 487 Status: 188 Ringing |

4 8.1368256000 192.168.12.92 192.168.12.91 SIP/SDP 738 Status: 288 0K (INVITE) |

5 8.8le224088 192.168.12.91 192.168.12.92 SIP B Request: ACK sip:@@81@192.168.12.92 |
i 6 B.8835948088 192.168.12.91 192.168.12.92 RTP 214 PT=ITU-T G.711 PCMU, SSRC=@x5BGE4ADAL, Seq=1781, Time=12342844..
i 7 B.ele439888 192.168.12.92 192.168.12.91 RTP 214 PT=ITU-T G.711 PCMU, SSRC=Bx5A145B81, Seq=23267, Time=2748688..
i 8 B.8es39340088 192.168.12.91 192.168.12.92 RTP 214 PT=ITU-T G.711 PCMU, SSRC=Bx5B664DE1, Seq=1782, Time=123428564
i 9 8.ells5e8008 192.168.12.92 192.168.12.91 RTP 214 PT=ITU-T G.711 PCMU, SSRC=Bx5A145B81, Seq=23268, Time=2748688..
i 18 8.889166880 192.168.12.91 192.168.12.92 RTP 214 PT=ITU-T G.711 PCMU, SSRC=Bx5B664DEL, Seq=1783, Time=123428724
i 11 @.e89833000 192.168.12.92 192.168.12.91 RTP 214 PT=ITU-T G.711 PCMU, SSRC=Bx5A145B01, Seq=23269, Time=2748689..
i 12 a.e1e215688 192.168.12.91 192.168.12.92 RTP 214 PT=ITU-T G.711 PCMU, SSRC=Bx5BGG64DEL, Seq=1784, Time=123428884
i 13 @.e89827000 192.168.12.92 192.168.12.91 RTP 214 PT=ITU-T G.711 PCMU, SSRC=Bx5A145B01, Seq=23270, Time=2748689..
E 14 8.018228060 192.168.12.91 192.168.12.92 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x5BGE4DEL, Seq=1785, Time=123429844
i 15 a.el1e741e86 192.168.12.92 192.168.12.91 RTP 214 PT=ITU-T G.711 PCMU, SSRC=Bx5A145B01, Seq=23271, Time=2748609..
E 16 ©.889280000 192.168.12.91 192.168.12.92 RTP 214 PT=ITU-T G.711 PCMU, SSRC=-8x5B664D@L1, Seq=1786, Time=123429284
i 17 a.ele7elese 192.168.12.92 192.168.12.91 RTP 214 PT=ITU-T G.711 PCMU, SSRC=@x5A145B@1, 5eq=23272, Time=27406@9..
E 18 ©.888151000 192.168.12.91 192.168.12.92 RTP 214 PT=ITU-T G.711 PCMU, S5SRC=-8x5B664DEL1, Seq=1787, Time=123429364
H

> Frame 1: Packet, 769 bytes on wire (6152 bits), 769 bytes captured (6152 bits) on || @882 54 be 7 37 bc 79 78 8c b5 d7 29 b6 @5 @@ 45 8@

> Ethernet II, Src: TPLink d7:29:b6 (78:8c:b5:d7:29:b6), Dst: Pegatron_37:bc:79 (54:|| 9918 @2 3 e2 d@é @@ @8 88 11 bb 21 c® a8 @c 5b c@ a8

> Internet Protocol Version 4, Src: 192.168.12.91, Dst: 192.168.12.92 o 2; g; ;: ;; ;: ;; g; g; :i 3; :i :: :g :2 :i :: oo 10iaaTE

? User Datagram Protocel, Src Port: 5068, Dst Port: 5060 6040 38 2e 3132 22 39 32 20 53 49 50 2f 32 2 30 6d  8.12.92 ;?sz:o-

> E==sTongvoiiarTongEnoFoco g (FNVREE) 5050 ©a 56 69 61 3a 2@ 53 49 5@ 2f 32 2e 3@ 2f 55 44 -Via: 5I P/2.8/UD
G660 5@ 20 31 39 32 Ze 31 36 38 2e 31 32 2e 39 31 3a P 192.16 5.12.91:
5070 35 3@ 36 3@ 3b 62 72 61 6e 63 68 3d 7a 39 68 47  5@6@;bra nch=z9hG
0050 34 62 4b 2d 32 36 37 39 2d 39 37 32 36 34 36 31  4bK-2679 -9726461
2695 2d 32 37 36 37 31 2d 38 37 31 32 @d @a 4d 61 78  -27671-3 712 -Max
5020 2d 46 6f 72 77 61 72 64 73 3a 20 37 30 @d @a 41  -Forward s: 78 -A
56b% 6c Bc 6F 77 3a 20 43 4e 56 49 54 45 2c 42 53 45  llow: IN VITE,BYE
00cO 2c 43 41 4e 43 45 4c 2c 41 43 4b 2c 49 4e 46 4F  ,CANCEL, ACK,INFO
20do 2c 4 50 54 49 4F 4e 53 2c 53 55 42 53 43 52 49 ,0PTIONS ,5UBSCRI
G0e0 42 45 2c 4e 4F 54 43 46 59 2c 52 45 46 45 52 2c  BE,NOTIF Y,REFER,
GGG 52 45 47 49 53 54 45 52 2c 55 5@ 44 41 54 45 @d  REGISTER ,UPDATE:
9100 @a 46 72 6F 6d 3a 20 38 30 30 31 28 3c 73 69 7@ -From: @ 081 <sip
5110 3a 30 30 38 31 48 31 39 32 2e 31 36 38 2e 31 32 :0001@19 2.168.12
2120 2e 39 31 3e 3b 74 61 67 3d 46 72 6f 6d 54 61 67  .91>;tag =FromTag
9130 2d 32 36 37 36 2d 33 37 32 36 34 36 31 2d 32 37  -2676-97 26461-27
9145 36 36 38 2d 38 37 31 32 @d @a 54 6f 3a 20 30 38 668-8712 - -To: 0@
5150 3@ 31 20 3c 73 69 7@ 33 3@ 30 3@ 31 49 31 39 32 @1 <sip: 00R1@192
2160 2e 31 36 38 2e 3L 32 2e 39 32 3e 0d @a 43 61 6c  .168.12. 92>--Cal

@7 All 840 proflies calls.pcapng | Packets: 4400119 || Profile: Default
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1.38 Analysis - Fax over [P

oA Packet Data Analyzer - Summary View -4
File View CallSummary Protocol Configurations GUI Configurations Help

* Supports capturing and decoding (RO MW > = ax|% % Wse —{/Show Fax calis E|
Call Summary | Registraton Summary | Alert Summary |
calz | ssre L | ConversationalMos_L | ConversationalR_L | ListeningMos_L | ListeningR_L | PacketsDiscarded_L | PacketsDiscarded(%)_L |

of Fax (T.38 data) calls over VolP 200955 E - - : oo .

* Decodes of selected FAX E >

. . . TineStamp 192 1661.244 152 1681 60 ol R———— T.38 Layer - S
message is displayed on the right |- = P o -~ seq-mumses - merzo
R o {Fim1410]Msg-no-signal N o0t i:x:r-lfp-packet = open Type
pane w0172 so0e {Frmc1411]Msg=no-signal N _— ke C e
iepbgiil .
t30-indicator = ENUMERATOR
(Firn:1419)Msq: ced Extensibility Marker =0
° C 00.27.343 5004 5004 - s
aptured fax calls by — ST 2o
00.30538 .. 5004 AR AT 5004 Choice Index =0 Displays decoded
PacketScan™ can also be 0031580.. 5004 (Frct421 ez NSF e B = % 5 information of the
0031 555 co0s (Fimc1422]MsgCS| NUM:318040488401 N _— S oo Tene selected FAX message
R Length =1
. . (Fron:1440)Msg::DIS:DSRATU-T V.27 ter and V.29 IFPPacket = SEQUENCE
™ 0032648 .. 5004 5004 -
analyzed using GLInsight™ by e — - preamie S
- Choice Index =0
. . . [Frrn: 1561 )Msg::v21-preamble Eso-ind..i.cat.nx = ENUMERATOR
0039617 .. 5004 5004 E bility Mark =0
saving the fax calls directly in JE— oy R
. [ —— S -
040659 oo 1565 Megerovsignel 0 Padding ccvets e = x401188E4COAS
* C ) . 00.40.834 .. 5004 i 30" N0-SIgN. b 5004 FCS = x013CCA3E (Invalid FCS. Correct FCS is xA72500
(*.PCAP) Ethereal file format paee - oSt et iy " .

! Active Calls Graph )\ Average Jitter Distribution kEMcdd)\ RTP Packets Graph >\T.38hﬂyisj( CaIGaph)\CaISml'nay /

oGL
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PCM ALAW and MuLAW

4 Packet Data Analyzer - Summary View - o
File  View Call Summary Protocol Configurations  GUI Cenfigurations  Help
“E o
PO W - mca = Xl (WP ~[show il calls -] Call Count: 556

Call Summary | SIP Registration Summary | Alert Summary

Call= Caller Callee StartTime | Duration | VoiceQuality_L | VoiceQuality R | Payload_L | Payload_R | Result ] ErrorCode
13605 9874563131 9874560131 2026-02-0503:52:46.114 00:04:37.857 Good Good EVR.CE/8000 EVRCB/3000 Pass 0
13606 9874563132 9874560132 2026-02-0503:52:49.211 00:04:34.793 Good Good EVR.CE/8000 EVRCB/3000 Pass 0
13607 9874563133 9374560133 2026-02-0503:52:54.614 00:04:29.355 Good Good EVRCE/3000 EVRCE/3000 Pass 0
13608 9374563134 9374560134 2026-02-050353:18.313 00:04:05.657 Good Good EVRCE,/3000 EVRCB,/3000 Pass 0
13609 9874563135 9874560135 2026-02-0503:53:19.521 00:04:04.471 Good Good EVR.CE/3000 EVRCEB/3000 Pass 0
13610 9874563001 9374560001 2026-02-0503:56:12.210 00:01:11.791 PCMU /3000 PCMLU /3000 0

9874563002 5874560002 2026-02-05 03:56:15.472 00:01:09.375 MULAW_2/8000 MULAW _2/8000 m_

13612 9874553003 9874560003 2026-02-0503:56:15.472 00:01:08.551 Good Good PCMA,B000 PCMA,f8000 Pass |
13613 9874553004 9874560004 2026-02-0503:56:15,900 00:01:08,130 Good Good ALAW_2/3000 ALAW_23000 Pass 0

Column Width ===~ Absolute Timing [ Show Latest

Time Framett 192.168.12.209 192.168.12.216
0000000 2145895231 508D NATE I~ 5060
00.00.010 2145895746 5060 4 5IP/2.0100 Trying 5060
00.00.032 2145896530 5060 o 5IF/2.0180 Ringing 5060
0001054 2145939349 508D o SIP/2.0 2008k 5060
0001076 2145940273 5060 ALK b 5060
00.01.084 2145340667 1050 e T [Mul A 278000 1486
00.01.033 2145341012 11050 ATR (Mul i 2780000 1485

.
Find | [ Complete Stack
||

Y, E-Model % T.38 Analysis % Call Flow / Call Summary /

l\ Calls Rate % RTP Packets Graph 3, Average Jtter Distrbution

oGL
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Wireshark® Cannot Reliably Process Very Large Capture Files

M The Wireshark Network Analyzer — 3
dEJ® RE ] =t EE AR
(W [2pply a display filter ... <Ctrl-/> =3 -+
17l Task Manager - O X
Processes PEI"fomEI"ICE App history Startup Users Details Services
CPU =
5% 235 GHz Memory 64.0 GB
- - Memaory usage 63.7 GB
Memory
63.3/63.7 GB (99%)
Disk 0 (C)
SSD
0% 60 seconds
. Memaory composition
Disk 1 (D) ?
55D
0%
Disk 2 (E)
550 In use (Compressed) Available Speed:
1% Slots used:
63.2GB (2.2 GB) 402 MB  “etusd
. Form factor:
Disk 3 (F2) Committed Cached Hardware reserved:
55D
0% 113/118 GB 494 MB
. Paged pool Non-paged pool
Disk 4 (G2)
55D 472MB 1.5GB
0%
W £ >
Fewer details '\_'E\ Open Resource Moniter
@ 7 Loading: 1TB.pcapng | <] Packets: 105420779 Profile: Default

Wireshark may crash when opening very large capture files due to high memory usage

11



Summary

View €

Detailed
View

PacketScan Web™ Analyzer

(§) PacketScan Web ™

NN NI N NN

000F

000F

Off-line

o O s W N

Device?2

FPEEEMNEE
oo e [Ty e e Lot o et o s ot e s ot s s i

1 2012-04-16 13:58:50.200249000 82

2012-04-16 13:58:50.705427000 836
2012-04-16 13:58:50.706003000 354
2012-04-16 13:58:50.707648000 355
2012-04-16 13:58:50.707805000 820
2012-04-16 13:58:52.825730000 92

Echernet Frame Data

________ MAC Layer ============

0000 Destination Address
0006 Source Address
000C Length/Protocol Type
============ JPy{ Layer =ss=========

000E Versicn

Differentiated Services Field

Differentiated Services Codepoint

Explicit Congestion Notification

B ‘ ju»«.|

Internet IP(IPv4)

. J

O00E Internet Header Length (In 32 bit words) = ,...0101 (9)

Internet IP(IPv4) SiP
Internet IP(IPv4) SIP
Internet IP(IPv4) SIP
Internet IP(IPv4) SIP
Internet IP(IPv4)
- A

= XFFFFFFFFFFEF

= x0016760CFBD4

= x0800 Internet IP(IPv4)

= 0100.... (4)

= 000000.. Default

R 00 Not-ECT (Not I‘I(?N—Capexb:v

{4

4

C:\Program Files\GL Communications Inc\j

= Probes Sra < PDA @§Eventlog & Admin

[ Enter Frame

B v potn 1 Jon e o1

192.168.1.142

192.168.1.200

192.168.1.103

192.168.1.103

192.168.1.103

255.255.255.255
192.168.1.103
192.168.1.200
192.168.1.200
192.168.1.200

192.168.1.1 192.168.1.255
y ¥

Hex Dump of the Frame Data

FFFF FF FF FF FF 00 16 76 OC FB D4 08 00 45 00  ........ VeesosEe

E———

00 44 SE DO 00 00 80 11 57 43 CO AE 01 46 CO a8 1 1 L WC...F..

01 FF 04 01 07 9B 00 30 9A C4 S5 76 51 39 85 50  ...ceen 0 ..UvQouP

53 6A 6B 78 63 2B 7TA 38 33 32 6E 59 62 41 45 75 Sjkxc+z€ 32nYbAEu

76 32 36 6C 42 72 44 42 38 50 67 48 64 63 7A 76 v261BrDJ &SPgHdczv

41 41 AR

{4 ¥

Captured 19043 frames

oGL

Communications

Hex Dump
View

12



—
i s
.

Communications

Filtering, Triggers & Automation

PacketScan™ Wireshark®
» Advanced filtering: « Basic filters

> IPv4 [ IPv6 * Manual workflows

» GTP (Inner UDP/TCP/SCTP) « Slower on large datasets
« Triggers & Actions: « Limited automation

» Email alerts
» Save call traces
» Auto-record calls
» Export CSV
Criteria-based recording
Whitelist management (with wildcards)

13



ED-137 / ED-138 Compliance

1. PacketScan provides below ED-137 aggregated statistics for all the
traffic captured

a. Total, Active, Completed, Failed Air-to-Ground Call counts

b. Total, Active, Completed, Failed Ground-to-Ground Call counts

c. Total PTT, Squelch, PTT Mute, PTT Summation packets
detected

d. Pilot-Pilot induced and Controller-Pilot induced SCT
(Synchronous Transmissions)

oA Packet Data Analyzer - Summary View

File View Call Summary Protecol Configurations GUI Cenfigurations Help

B oUW 5 - F &4 [sip

£

j|Show All Sessions j

2. Provides Air-to-Ground and Ground-to-Ground call graphs with below

details

a. Show call type, call priority, and call setup time.
b. Shows all Radio Signal information like

iii.
iv.

PTT on/off

Squelch on/off

Synchronous Transmissions counts

All RTP header extensions like SQI (Signa Quality Index),
CLD (Climax Time Delay), RRC (Radio Remote Control)
and DDM (Dynamic Delay Measurement)

3. Provides Air-to-Ground and Ground-to-Ground call quality statistics such
as MOS, Packet Loss, Latency, Jitter
a. Calculates voice quality metrics for every PTT and Squelch
transaction separately for Air-to-Ground calls
b. Calculates voice quality metrics for every 10 second (or defined
interval) to provide more granular results for the call duration

4, Creates Call Detailed Records in real time as below
a. For Air-to-Ground calls, for every PTT and Squelch transaction a
separate CDR is created
b. For Ground-to-Ground calls, creates an updated CDR for every
defined interval until call terminates

oGL

Communications

Call Surnrnary I Registraton Surnmary ] Alert Summary]
Call # Caller Callee CalliD StartTime Duration Ssrc_L Payload_L TotalPackets_L | ConversationalMos_L ConversationalR_L Listenir »
0001@192.168.1.52 | 0001@192.168.12.105 |GL-MAPS_3_13879751-8...| 2017-01-13 12:31:10 00:00:29.844 29014389 PCMA/3000 93 4
3 0001@192.168.1.52 0001@192,168.12,105 GL-MAPS_10_2145086-... 2017-01-13 12:35:35 00:00:37.021 21342045 G729/3000 550 4.08 87 4
5 0005@192.168.1.52 0001@192.168.12,105 GL-MAPS 3 2920954-1... 2017-01-13 12:48:31 00:00:28.116 2092952065 PCMA/B000 1399 4.20 93 3 v
£ >
~ Find [ Complate Stack
TimeStamp Frame Mumber 192.168.1.52 19216812105
MAC Layer ============ = ~
INVITE Destination Address = xCOEAE4848250
T o SIED IED Source Rddress = x54BEFT737BC4Z
SIP/2.0 100 Trying Length/Protocol Type = %0800 Internet IP(IDwv4)
Ld
00.00.023 1 BOE0 o BOE0 ======—=e— ID Layer -
SIPA2.0 200 0K, Version = 0100____ (4}
00.00.148 2 5060 4 5060 Internet Header Length (In 32 bit words) = _...0101 (5}
ACK Differentiated Services Field =
00.00.154 3 R060N R060N Differentiated Services Codepoint = 100010.. Assured Forwarding 41
) Zxplicit Congestipn Notification = 00 Not-ECT (Not ECN-Czpable Trar
00,0045 4 500 Keep Alive £000 Total Length = 861 (x03C1)
Identification = 2254Z (u5E0E)
4 Keep Alive Reserved Bit =
00.00.161 5 BO00 oy EO00 Don't fragment _
SUBSCRIBE More fragments =
00.01.170 16 5080 3080 Fragment Offset = 00000 000000003
SIP/2.0 200 0K, Time To Live = 128 (x80)
00.01.176 17 BOE0 4 BOE0 Protocol = 00010001 User Datagram
NOTIFY Header Check Sum = x0000
an00117e 18 5060 4 5060 Scurce IP Rddress = 182.168.1.52 (xCORBO134)
SIP/2.0200 0K Destination IP Rddress = 1%2.188.12.105 (xCOARB0CEl)
00.01.182 13 5060 : 5060 . UBE Laye= =
Source Port = 5080 (x13C4)
€ > Destination Port = 5080 (x13C4) ¥
Active Calls Graph Average Jitter Distrbution E-Model RTP Packets Graph T.28 Analysis ), Call Graph ;/ Call Summary

14



* Displays the SIP registration
information in a separate tab
which includes user agent,
registrar, registered time, status,
and so on for each user agent

* Displays the active registration
graph of the entire registration
summary

* Provides the trace display of each
registration

oGL

Communications

SIP User Agent Registrations

s Packet Data Analyzer - Summary View - O >
File View Call Summary Help
?‘__E Iy IShuw All Registrations jTthﬂ 215
Call Summary  SIF Registration Summany | Alert Summary
Call # hethod Register Bequest Ti... | User dgent Reqgistrar Rezult Statuz ErrorCode Call 1D Reqgigtered Time |
I Fieqister 2023111511181, 0001 @192 16812112 19216812112 Faszed Registered I GL-MAPS-16-33884.. 2023111511181 ..
1 DeRegizter 2023111511182, 0001@192168.12112 19216812112 Paszed Ce-Registerad n GL-MAPS-16-33084..
2 Fieqister 2023-11-1511:191... 000 @192.168.12112 19216812112 Failed Failed 404 GL-MAPS-23-33937 ..
3 Reqister 2023-111511:19:2.. 0001 @&192.168.12112 19216812112 Failzd Failed 03 GL-MAPS-28-33949.
4 Fieqister 2023111511194, 0001 @192.168.12112 19216812112 Failed Failed 423 GL-MAPS-33-33971..
5 Reqister 2023-111511:20:0... 0001 @=&192.168.12.112 19216812112 Failzd Failed 480 GL-MAPS-38-33995.
E Fiegister 2023111511202, 0001 @192, 16812112 19216812112 Failed Failed 482 GL-MAPS-43-34015..
7 Reqister 20231115 11:20:05.. 0001 @192 16812112 19216812112 Failzd Failed 400 GL-MAPS-48-34043. "
< >

Reqistration Type |Registration

;l Export IGraphDuration |2023—11—15 11:18:18 LI Goto | Save |

Graph Start - {2023-11-08 11:24:50) Graph End - {2023-11-15 11:24:49)

Reqistration/Sec

; A

| -

[l Attempted

i A |

[w] M Successful

| W |

[ llUnsuccessful

{

T
15-11:18:00

T
15-11:19:00

T
15-11:20:00

T
15-11:21:00

1
15-11:22:00
Time

T
15-11:23:00

T
15-11:24:00

T
15-11:25:00

Fieqistration Statistics

Total Reqiztrations
Active Regiztrations
Completed Reqgistrations
Failed Registrations
Tirmed Out B eagistrations
InProgresz Registrations

Regigtration Sezzions
De-Registration Sessions

Reqistration Meszages
De-Regiztration Mezsa,..

Failed Regizstration Cat...
Client Failures
403 Forbidden
404 Mot Found
423 Interval Too Erief
430 Temporarily Una...
432 Loop Detected
4w Other Client Failure
Server Failures
500 Server Internal ...
B Other Server Fail .
Global Failures
E03 Decline
B Otker Global Fail...

Registration Ga]h[{ Registration Trace f

13
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Registration Trace

4 Packet Data Analyzer - Summary View - 0 e

File View Call Summary Help
¢F 20 B b [Show ANl Registrations ~| call Count: 179100
Call Summary  SIP Registration Summary | Alert Suunaq.l[

3
Callt | Method | RegisterRiequestTime | Usergent | Registrar | Resul | Status | EmoiCode | CallD | RegisteredTime | Request: | Responses | Exp &
0 Register 20231115 18:49:0..  001013012041632 ims.mnc001. mec00..  Passed Registered 0 GL-MAPS-27303-29.. 2023111518430, 2 2 380
1 Regizter 2023111518450, 001071 3012041638 imz.mnc00 . mec0...  Passed Registered 1] GL-MAPS-27309-29... 202311-1518430.. 2 2 360
2 Registes 2023111518430, 00101 3012041631 img.mnc00 meclD...  Passed Registered 1] GL-MAPS-27293-29.. 2023111518430, 2 2 360
3 Riegizter 2023111518450, 001071 3012041633 imz.mnc00 mec0...  Passed Registered 0 GL-MAPS-27273-29... 2023111512450, 2 2 360
4 Register 2023-11-1518:43:0... 00101301 2041636 ims.mnc00l. mecl0...  Passed Registerad 0 GL-MAPS-27352-29... 2023111518430, 2 2 360
5 Riegizter 2023111918450 001071 3012041634 imz.mnc00 mecl0...  Passed Registered 1] GL-MAPS-27296-29... 2023111512450, 2 2 380
[ Regizter 2023111518420, 001071 3012041639 imz.mnc001 mecl0...  Passed Registered ] GL-MAPS-27278-29.. 2023111518430, 2 2 360
7 Renizhed AM231115 1R-49:N0 AN AN ANA1R3IT7 i erelIM e 10 Pazser Reniztemed n [l MAPS-27798.-29 N7311.15 18490 ? ? R Y
< >
Column'Width _|—————— |~ Absobute Timing | Show Latest
Time Framett 192168.191.1 1921681218 Find | I™ Complete Stack
SIPF Layer
REGISTIER sipiims.mnc00l.mecl0l.3gppnetwork.org SIP/2.0
S — Via: SIP/2.0/UDP 152.1€28.151.1:5060;branch=z5hG4bE-27306-25450043-185206-8912
- nautnonz Max-Forwards: 70
UL Lii = =Ll Allew: INVITE,BYE, CANCEL,ACK, INFC, PRACK, COMET, OPTIONS, SUBSCRIBE, NOTIFY, REGISTER, UPDATE
REGISTER From: <sip:0010130120416328ims.mnc00l.mecc00l. 3gppnetwork.org>; tag=FromTag—27304-2%4500(
00:00:00.145 5872 5060 h 5060 To: <gip:00101301204L1€32Rims . mnc00l . mec0)l ., 3gppnetwork. oog>
SIP/2.0 200 0K Call-ID: GL-MAPS-27303-25450005-185203-8512@152_165.151.1
00:00:00167 5942 5080 S080 CSeq: 1 REGISTER

Supported: path, sec—agree

Authorization: Digest username="001013012041€328ims.mnc00l.mcc00l . 3gppnecwork.ozg™, ceal
Expires: 30

Contact: <sip:001l013012041€32@152.1€0.151.1>;+g.3gpp.smsip

P-Preferred-Tdencicy: 001013012041€32 <sip:001013012041€32Q01ims mnecl0]l _mec(dl . 3gppnetcwor
P=Access-Network-Info: IGPFP-NR-TIDD:; utran-cell-id-3gpp=0010100000L00000000L

Privacy: Hone

Content-Length: O

Registration Graph , Registration Trace /

* Displays the message sequence of registered calls. Message sequence pictorially displays the messages exchanged for a
particular scenario between a user agent and the registrar

oaL
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PacketScan Web™ Registration Trace
== Probes @ra @ @Eventlog & Admin »

(é} PacketScan Web ™

(%][o][e][@] [

o Call Summary

e

]
O
O

4

= ‘ l Show All Registratio... l

RegisterRequestTime

1 Register 2024-10-1617:13:18.132
2 Register 2024-10-1617:13:23.805
3 DeRegister 2024-10-1617:13:51.769

« CallFlow BB Statistics

& SIP Registration Summary

UserAgent | Registrar

D001

noo1
noo

192.168.12.95 Passed Registered
192.168.12.117 Passed De-Registered

N N N = o

192.168.12.117 Passed Reqgistered

Column Width ey [[] Absolute Timing [ Show Latest

Time Frame# 192.168.12.117 192.1648
0:00:00. 600 0 5860 SEEE T -
00:88: 88,801 1 sesa =:SIE‘,f’Z. 0 407 Proxy Authenticatio...
20:20: 00,011 2 sa6e HEGESTER >
90:90:00.013 3 5060 g BEGESTEN
20:90:00.124 4 S50 EI09/2 (6 ) Q13 -
20:28:808.126 5 5060 | D0 DEOE

1

Call Count : 3 Probe PA Instance

GL-MAPS-1-667514568-2512-5580@192.168.12.117  2024-10-16 17:13:18.257 3
GL-MAPS-1-667520231-14548-6976@192.168.12.95  2024-10-1617:13:23.934 3 3
GL-MAPS-1-667514568-2512-53580@192.168.12.117 2 2

BEGISTER s3ip:1%2.1658.12.117 SIE/2.0

Via: 5IF/2.0/UDP 1%2.168.12.117:50680;branch=z%hG4bK-4-667514590-2515-5580
Route: <3ip:192.168.12.158:5060;1r>

Max-Forwards: 70

Allow: INVITE,BYE,CRNCEL,ACK, INFO, PRACK, OPTIONS, SUBSCRIEE,NOTIFY, REFER, REGISTER, UPDATE
From: 0001 <=2ip:00018192.168.12.117%;tag=FromTag-2-667514563-2513-5580
To: <sip:0001@192.168.12.117>

Call-ID: GL-MAPS-1-667514568-2512-5580@1%2.168.12.117

C5eqg: 1 REGISTER

Expires: 3600

Contact: 0001 <=ip:0001@1%2.168.12.117>

Content-Length: 0

Displays the message sequence of registered calls. Message sequence pictorially displays the messages exchanged for a
particular scenario between a user agent and the registrar
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Monitoring WhiteListed Numbers

04 Packet Data Analyzer - Summary View
File View Call Summary Protocol Configurations GUI Cenfigurations  Help
/‘:IE O3 W 5 r 5 = CDR. Display Configuration Calls j
Call Surnmary l Registraton Summary | Alert Summary | _ R
Call # SSRC Payload | Packet | Conwersat| Liste SheniBUCHE L ik Of Awverage | Awerage | Awerage | Awverage | Cumf
Received| MOS/R...| MOS Show Summary View equence| Gaplms] | Delay Jitter |rter Pal
EFCaIH00000T Caller:0001E1592.165.1.200 Callee: 0001 @15 . ) . -16 13:58:50.705 Call Duration: 00:00:30.121
&1 33654 PCMU.. 1273 420/ 420 Triggers and Action Settings D/000 2017 000 058 0 0
21 33805.. PCMU.. 1289 420/, 420 Enable/Disable Triggers 0/000 2013 0.a0 0.54 0 a ] SipWhiteList.txt - Notepad _ O %
F Call$000002 Caller: 4000:23192.168.1.60 Callee: 10002192 PDA Startup Ootions ime: 201 2-04-16 14:02:03.137 Call Duration: 00:02:39.489 _ ) ' _
%2 39008 PCMU.. 698 420/, 420 SeripeR D/000 2018 000 018 0 o Ele Edit Format View Help
e 13211 PCMU..  B97 420/, 420 Configure Frame Summary D000 2015 000 on 0 0 ##Phone Number patterns to match with|
%;CaIIﬂEIDEIDEIS Caller:bestdi®192.168.10.45 Calles:test 2313 PDA Performance Qptions g 201 2-04-16 14:05:52.455 Call Duration: 00:00: 23,242 ## ? -»>indicates any one digit, *-> zero or many
g 3 20617...  PCMU.. 1391 416/ ... 416 . 0/0.00 2030 0.a0 E.31 b a #NUMBER PATTERNS
o3 qag3z. PCMU. 1355 420/, 420 Setlismtiin el nAO00 2030 000 497 15 0 Q[Jele — ]
Traffic Recording Cenfiguration 5626
Whitelisted Numbers 0030
CriteriaBased Trace Recording WhiteListed Numbers X 2049
CriteriaBased Voice Recording PR5R
-
Protocol Statistics Display Configuration
I < >
I" Ln 1, Col 38 100%  Windows (CRLF) UTF-8

« Allows users to configure caller and callee numbers to identify calls of interest

» Supports wildcards in whitelist numbers for flexible number matching and automatic identification
« Calls matching the whitelist are identified and marked as whitelisted calls during analysis

« Enables voice and trace recording based on whitelisted numbers, helping focus on selected calls

oGL
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NetSurveyorWeb™ — CDR Population & Analytics

PacketScan™ as a Network Probe NetSurveyorWeb™ Capabilities

« Acts as distributed probe * Real-time & historical analytics

« Captures calls and generates CallDetalil « KPI & custom statistics
Records (CDRs) - Call filtering

« Sends records to central database .

Large-scale data processing
* Integrates with: .

> NetSurveyor'Web™
» NetSurveyorWeb ™Lite

Performance trending

—
i s
.
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NetSurveyorWeb™ (Call Flow and Detail Records)

lGL NetSurveyorWeb

High NOI

Low NOI

Quick CDR \ Whitelisted Calls

Refresh

System Status
At

Date :{2021-12-3| 7[2022-01-( =5 Time :| 00:00:00 =/ 23:59:59 :Jﬂﬂ

Today Yesterday Last7 Days Last 30 Days All

oo

Actions~

Query Execution Time : 2,24154 Seconds

| il Apply X Clear

<] SINo Calling Number

De CallFlow ™ 1 0151@192.168.13,120
O CallFlow ™ 2 0101@192.168.13.120
O¢ CallFlow ™M 3 0151@192.168.13.120
% CallFlow ™ & 0101@192.168.13.120
O# CallFlow ™ s 0151@192.168.13.120
[J#* CalilFlow ™ 6 0101@192.168.13.120
CO* CallFlow ™ 7 0151@192.168.13.120
J#® CallFlow ™ 8 0101@192.168.13.120
D¢ CallFlow ™ 9 0151@192.168.13.120
(J#* CallFlow ™ 10 0101@192.168.13.120
Wmemnm.n.lm

Called Number
0151@192.168.13.121
0101@192.168.13.121
0151@192.168.13.121
0101@192.168.13.121
0151@192.168.13.121
0101@192.168.13.121
0151@192.168,13.121
0101@192.168.13.121
0151@192.168.13.121
0101@2192.168.13.121
N151@192.168.13.121

Sort Order : STARTTIME DESC

StartTime
2022-01-05 06:45:12.582
2022-01-05 06:45:12.340
2022-01-05 06:45:11.644
2022-01-05 06:45:11.402
2022-01-05 06:45:10.705
2022-01-05 06:45:10.465
2022-01-05 06:45:09.761
2022-01-05 06:45:09.520
2022-01-05 06:45:08.822
2022-01-05 06:45:08.579
2022-01-05 N6R:45:07.884

\VOIP (SIP & RTP vINECOR v

44494949 P D> PPP

00:00:30.038
00:00:30.017
00:00:30.031
00:00:30.041
00:00:30.033
00:00:30.032
00:00:30.043
00:00:30.023
00:00:30.040
00:00:30.021
nnN:0n:30.035

Page Size: ' 20

Ml Show Lat

Call Success Voice Quality-1

L o ™ ¥ =

-

Good
Good
Good
Good
Good
Good
Good
Good
Good
Good
Gnnd

-R Fallure Cause ConversationalMOS-L Ci

(=3

¥ 00 0 0 00 0 O O

3.81
3.95
3.81
3.95
3.81
3.95
3.81
3.95
3.81
3.95
ER 4

3.81
3.95
3.81
3.95
3.81
3.95
3.81
3.95
3.81
3.95
3.81

onversationaiMOS-R _Payl
EVF

EVF

EVE
EVF

EVF
EVF
EVF

EVF
EVF
FVF

oaL
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Feature Comparison Table

Feature Category PacketScan™ Wireshark®

Codec Support

Voice Metrics

Probe Function

CDR Generation
NetSurveyorWeb™ [ntegration
Large File Support

Triggers & Alerts

Continuous Capture

Bulk Call Processing

Fax Extraction

ED-137 Support

AMR, EVS, OPUS, EVRC, etc.

MQOS, R-Factor, Jitter, Delay

Yes

Yes

Yes
TB-scale
Yes

Yes
3k—20k
Yes (TIFF)
Full

G.711, G.729

Not Available

No

No

No
Limited
No

No
~700
No

No
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