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Overview

Extends PacketScan capabilities beyond a single desktop to enterprise-wide environments
Intuitive web-based interface for simplified access, monitoring, and management
Supports Linux-based server deployments for high-performance, scalable operation
Enables secure multi-user collaboration, allowing concurrent access and analysis

Offers open REST APIs for automated capture, analysis, and integration with third-party tools



What’s New in PacketScan Web™

* PacketScan™ on Linux

> Deploy PacketScan™ directly on Linux servers where your workloads reside
> Supports both real-time and offline (PCAP/NG) capture and analysis
> Runs in headless mode — lightweight, efficient, and ideal for server environments

> Offers the same decode and analysis capabilities as the standalone Windows version

* Network-Wide Analysis from a Single Web Ul

> Centrally manage and monitor multiple probes from one intuitive dashboard

> Add and register probes across labs and remote locations

> Start/stop captures, configure ring buffers, and apply filters across all probes

> Call Summary— Call Success Rate, Setup Time, RTP Loss, Jitter, MOS, and Errors

> Merge and correlate traces from multiple capture points for complete visibility
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What’s New in PacketScan Web™ (Contd.)

* REST APIs for Automation
* Integrate PacketScan Web™ seamlessly into your automation or CI/CD workflows
* Key APl Endpoints:

» Iprobes — Manage and monitor probe status

» Icapture — Control capture sessions and buffer size

» [filters — Upload or apply custom filter templates

» |kpis — Retrieve real-time performance metrics

» Ipcaps — Export specific PCAP slices for analysis

* Enhanced Capture Filters

» Choose from built-in protocol filters or define custom expressions
» Apply filters pre-capture or post-capture for flexible control
» Supports IP groups, subnets, and range-based filtering

» Save and reuse filters across sessions or probes for consistent workflows
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Key Features

Browser-based packet capture, protocol analysis, Packet Data Analysis (PDA), and IP Analytics™
Supports both Windows® and Linux® deployments

Centralized Web Ul for managing multiple PacketScan™ Probes

Multi-user client-server architecture for distributed monitoring

Real-time and offline analysis of HDL, PCAP, and PCAPNG trace files

Advanced filtering, search, and pre-capture traffic filtering

Integrated Packet Data Analysis (PDA) with call flows, CDRs, and ladder diagrams

Built-in IP Analytics™ for endpoint, conversation, and TCP/UDP performance analysis

Rich dashboards with call Summary and traffic statistics

Merge and correlate traces from multiple capture points for end-to-end visibility

Download trace, configuration, and log files from remote PacketScan Web™ Probes for offline analysis and archival
REST API support for automation and third-party integration

Comprehensive support for 5G, LTE, IMS, VoIP, SIGTRAN, GSM, UMTS, Diameter, RTP, and other IP protocols



PacketScan Web™ Architecture

Web Browser
mﬁ

+ PacketScan Web™ uses a centralized
control and distributed capture architecture

 PacketScan Web™ server acts as the

central management and orchestration . Login
component of the system e ance
Y
+ PacketScan Web™ probes are distributed > PacketScan Web™ Server
PCs on which traffic capture happen
+ PacketScan Web™ Listener is a lightweight PC #1 (Probe)
application that creates Packet Analyzer PacketScan Web™ o | Packet Analyzer Instance
instances on command from PacketScan Listener Addpa | (PA/IP Analytics™)
Web™ Server | e * I
Y Y
. L Port 1 - Port 0 L | Port2 PortN |
Packet A"a'YZEf performs hlgh p.erform_ance 192.168.80.34 192.168.200.34 | [192.168.xX.XxX[- - - - - - - 192.168.xx.Xx
Ethernet traffic capture, analysis (including IP 7y
Analytics™) on a single or multiple ports | Network
Under
: Test
Management Traffic N -l

Test Traffic
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* Analyzer opens with
Summary, Detail and Hex

Dump as default panes

Summary

View €¢—

Packet Analyzer (PA)

@ PacketScan Web ™

3 1
3 2 2023-06-01 15:01: 34 449781000
3 3 2023-06-01 15:01:34.482597000 855
3 4 2023-06-01 15:01:34.492800000 388
3 5 2023-06-01 15:01:34.502714000 499
3 6 2023-06-01 15:01:34.533577000 778
3 7 2023-06-01 15:01:34.543761000 388
oo 8 2023-06-01 15:01:34.553769000 499
3 9 2023-06-01 15:01:34.573764000 747
3 10 2023-06-01 15:01:34.583574000 855
3 n 2023-06-01 15:01:34.583622000 453
3 12 2023-06-01 15:01:34.593780000 388
3 13 2023-06-01 15:01:34.603824000 499
3 14 2023-06-01 15:01:34.623885000 780
3 15 2023-06-01 15:01:34.623988000 822
3 16 2023-06-01 15:01:34.633817000 385

(2 IP Analytics

Intemet IP(IPVA)
Internet IP(IPv4)
Internet IP(IPv4)
Internet IP(IPv4)
Internet IP(IPv4)
Intemnet IP(IPv4)
Internet IP(IPv4)
Internet IP(IPv4)
Internet IP(IPv4)
Internet IP(IPv4)
Internet IP(IPv4)
Internet IP(IPv4)
Internet IP(IPv4)
Internet IP(IPv4)
Intemet IP(IPv4)
Intemnet IP(IPv4)

Detailed
View

Ethernet Frame Data
MAC Layer
0000 Destination Address
0006 Source Address
i Length/Protocol Type
=s========== JPv{ layer =ss======c===
000E Version
000E Internet Header Length (In 32 bit words)
Differentiated Services Field
000F Differentiated Services Codepoint
000F Explicit Congestion Notification
IP Hdr No TCP SegmentationOffload
0010 Total lLength
0012 Identification
0014 Reserved Bit
0014 Don't fragment
0014 More fragments
0014 Fragment Offset
0016 Time To Live
0017 Protocol

X6C626D3EEB30
X54BEF737BC79
x0800 Internet IP(IPv4)

0100.... (4)
+.0101 (5)

000000.. Default
...... 00 Not-ECT (Not ECN-Capabl

761 (x02F9)

15592 (x3CES)
Quvennnn Not Set

. Not Set

..0 Not Set

0 (...00000 00000000)
128 (xe0)

00010001 UDP

»
\SIP_All_Calls. i i ing.hdl

e
Offline  --tions Inc\F \Samp!

== Probe

Sra

) [Ou] "] ) Y Probdprove1 ) P nstance
Frame# | TIME (Date) Lenwwmoconype MAC | Packet Type MAC | Source IP Address_IPv4 | Destination IP Address_IPv4 | Source Address_IPv6

192.168.12.92
192.168.12.94

% PDA

2 1P Analytics

192.168.12.94.
192.168.12.92

& Event Log

192.168.12.94 192.168.12.92

SIP 192.168.12.92 192.168.12.94

siP 192.168.12.94 192.168.12.92

SIP 192.168.12.94 192.168.12.92

SIP 192.168.12.92 192.168.12.94

siP 192.168.12.94 192.168.12.92

siP 192.168.12.94 192.168.12.92

SIP 192.168.12.94 192.168.12.92

SiP 192.168.12.92 192.168.12.94

siP 192.168.12.92 192.168.12.94

SIP 192.168.12.94 192.168.12.92

SIP 192.168.12.94 192.168.12.92

SIP 192.168.12.94 192.168.12.92

siP 192.168.12.92 192.168.12.94

SIP 192.168.12.94 192.168.12.92
Hex Dump of the Frame Data
6C 62 6D 3E EB 30 54 BE F7 37 BC 00 45 00 1bm>.0T .y..E.
02 F9 3C E8 00 00 80 11 00 00 CO 5C CO A8 ..<iivee ceeen AT
OC SE 13 C4 13 C4 02 ES 9D 01 49 49 54 45 et « . INVITE
20 73 €9 70 3A 30 30 30 31 40 31 2E 31 36 .3ip:000 18192.16
38 2E 31 32 2E 39 34 20 53 49 50 2E 30 0D 8.12.94. SIP/2.0.
OA 56 69 61 3A 20 53 43 50 2F 32 ) 2F 55 44 .Via:.SI PB/2.0/UD
50 20 31 39 32 2E 31 36 38 2E 31 39 32 3» P.192.16 £.12.92:
35 30 36 30 3B 62 72 61 6E 63 &8 39 68 47 5060;bra nch=2%5hG
34 62 4B 2D 31 38 39 39 2D 37 36 32 39 32 4bK-1899 -7666892
37 37 2D 32 30 38 33 37 2D 33 36 0D 0A 4 77-20837 -3688..M
61 78 2D 46 6F 72 77 61 72 €4 73 37 30 0D ax-Forwa rds:.70.
OA 41 6C 6C 6F 77 3A 20 4% 4E 356 45 2C 42 .Allow:. INVIIE,B
59 45 2C 43 41 4E 43 45 4C 2C 41 2C 49 4E YE,CANCE L,ACK,IN
46 4F 2C 4F 50 54 49 4F 4E 53 2C 42 53 43 ,OPTIO NS,SUBSC
52 49 42 45 2C 4E 4F 34 49 46 59 2C 52 45 46 45 RIBE,NOT IFY,REFE
52 2C 52 45 47 49 53 54 45 52 2C 55 50 44 41 54 ER,UPDAT
45 OD OA 46 72 6F 6D 3A 20 30 30 30 31 20 3C 73
€9 70 3A 30 30 30 31 40 31 39 32 2E 31 36 38 2E
31 32 2E 39 32 3E 3B 74 61 67 3D 46 72 6F 6D 54
61 €7 2D 31 38 39 36 2D 7 36 36 36 38 39 32 37

5496Flames

2 Admin v

>yl

Hex Dump

= View
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Define Summary Columns

(é) PacketScan Web ™ ‘= Probe Dra o PDA [Z IP Analytics i Event Log & Admin -

0 & Load P EETIE

*  The Define Summary Columns

window allows users to customize the

. Define S Col
Packet Analyzer summary view by B s sommer o

selecting protocol fields Time Display Format searen Prereccls. 8/ B
+INAP
. . . = + |P Mobility
*  Click a protocol in the protocol hierarchy o
and expand it to view all fields Define Alias Columns : _
Search Protocol Fields.. O Initial

[0 <>SrcDestipAddr

associated with the selected protocol

View Filter
[0 Compartments

(] Copied Flag
Destination |P Address

Search Filter

*  The Search Protocol option allows

() Differentiated Services Codepoint

users to quickly locate specific protocols Capture Options

(0 Don't fragment

[0 Explicit Congestion Notification
[ Flag

(O Fragment Offset

and fields within the hierarchy

 —31 Capture Filter

. Select the required protocol fields and [Pl Config File Editor

[ Fragmented Ip Payload Data

click Define to add them to the () Function

summary configuration O sircam 1D
[ Time To Live

(O Total Length
[ Transmission Control Code

(O Unknown Ip Option

OGL ;
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Select Summary Columns

* Navigate to Select Summary -
Columns to display and reorder (Rl L —

Summaryﬁelds o ILEGVE 'O Default
*  Move the required fields from

Columns

. Click Select All to add all fields,
or drag and drop individual fields

o Time Display Format Selection Metheds: Single click selects a single item, Ctrl + Click enables muhiple selections, and Shift + Click selects a range of items between the last selected and the curremt
click.

Rearrangement Methods: Drag and drop allows recrdering items within a list and moving items between the list boxes.

Define Summary Columns - )
as needed ( #= setected coumns [ = Hidden Columns
*  Click Apply to save the column Define Alias Columns rime Source P Address 1Pt
confi gu ration Length (Bytes) Destination IP Address_|Pv4
. . View Filter Error Source Address_IPv6
* A confirmation message
. . . Length/Protocol Type_MAC Destination Address_IPv6
appears indicating the Search Filter
. . Packet Type MAG
configuration has been saved

Source Port_UDP

successfully

J Click OK to continue

Capture Options
Destination Port_UDP

. Source Port_TCP
=3 Capture Filter

AfsQR<fifife

SSRC identifier_RTP

I'!-' Conﬁg File Editor Destination Port_TCP
Marker bit_RTP

SIP Methad SIP

OGL 0
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Summary View

*  The selected fields are now displayed in the Summary View

@} PacketScan Web ™ == Probe Sra « PDA % 1P Analytics @Fventlog & Admin -

(®](8)(@)(=](@][> (8] (S 1=[12 ] (O] ¥]¥][&][PDAR]((Z P Analyiics | (¥ x) [Enter Frame Y ProbelProbe1 v PAInstanceTesti v}
Frame# Source IP Address_IPv4 | Destination IP Address_IPv4 | Source Address_IPv6 | Destination Address_IPvé  TIME (Date) | Length (Bytes) | Error | Length/Protocol TypeMAC |3

0 0 2023-04-05 08:54:43.014648000 60 ARP

0 1 2023-04-05 08:54:43.822787000

0 2 2023-04-05 08:54:44.325731000 60 ARP

0 3 2023-04-05 08:54:44.812477000 60 ARP

0 4 2023-04-05 08:54:45.816035000 60 ARP

0 5 2023-04-05 08:54:47.176194000 60 ARP

0 6 2023.04.05 08:54:47.812530000 60 ARP

(11 v 202930405 N8-54-49 920242000 [l ADD
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Time display Format

*  Four-time formats are supported for both real-time and offline analysis

(E} PacketScan Web ™ = Probe @ra o PDA 4 1P Analytics i@ Event Log & Admin -

0 [—ANEGN O Default

E Select Summary Columns Time Display Format Configuration

° Time Display Format Select Time display format

© System Time (HH:MM:SS.uSec)
Define Summary Columns

@ Relative to the frame 0 (HH:MM:SS.uSec)

Define Alias Columns l @ Date and Time (YYYY-MM:DD HH:-MM:SS uSec) v l

@ Time Difference between frames (HH:MM:5S.uSec)

View Filter

Search Filter

Capture Options

b —1 Capture Filter

LAl Config File Editor

oaGL
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Define Alias

The Define Alias Columns option allows to

assign custom alias names to protocol fields,

(é) PacketScan Web ™ ‘== Probe @ra ' PDA 2 1P Analytics @iEventlog & Admin ~

making filter expressions easier to create and

o | JLEUE 'O Default
read .
E Select Summary Columns Define Alias Columns

*  Enter the requir r | name or . o
ter the required protocol name o o (TR . O Infta
keyword in the Search Protocols field (for

= PacketScan
Define Summary Columns

+ IP Mobility
xampte. 1)
_ =
*  Expand the required protocol (for example, u Vo Fiter Search Protocol Fieiss. O inita
i . <>8rcDestipAddr
IPv4) and select the desired protocol field ﬂ coaren Fier Compatments
. . Copied Flag
*  Enter a custom alias name in the Capture Options S— =
Corresponding Alias f|e|d (for example’ v— [—— Differentiated Services Codepoint ip.asfield.dscp
Don't fragment ip-flags.df
ip.dst for Destination IP Address) PPN onfig File Editor Expiict Cangestion Notfication ip dsfed ecn
. " . Flar
*  Click Define Alias to save and apply the ’ .
Fragment Offset ip.frag_offset
a|IaS Conflguratlon Fragmented Ip Payload Data
Function
¢ Use the defined alias in filter expressions Handing Restricions
Header Check Sum v

to quickly filter and analyze matching

packets

oaGL
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The View Filter option filters captured

packets based on selected protocol

fields and values

*  Select the required protocol and
field

¢ Enter the filter value and click
Activate

*  Choose Include or Exclude to
control the displayed packets

¢ Combine multiple conditions

using AND or OR operators.

oaGL
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Filter Configuration

= Probe o PDA

® PacketScan Web ™

0 AGEGN O Default

@ 1P Analytics i Event Log

2 Admin -

E Select Summary Columns View Filter Configuration

Time Display Format
E Define Summary Columns

Y View Filter

Define Alias Columns

Search Filter

Capture Options

LAaQ

—j) Capture Filter

LA Config File Editor

Filter Selection

+

ey

IPva.GTP

- Pv@

Destination |P Address &

Source IP Address @

Destination IP Address Value
192.168.1.1/24 I

One or more alternative IP addresses can be specified separated by
space As single addresses 1.2.3.4 (1fz IPv6) or ranges 1.2.3.4-
1.2.312 IPv4 (1:-2:: IPv6) or trailing masks 1.2.3.0/24

+ IPVE.GTP
Activate Deactivaie
+ IPVE
All Selected
Layer Field Filter Value
MAC Packet Type H225
IPv4 Source IP Address 192.168.1.101 192.168.1.102
IPv4 Destination IP Address 192.168.1.1/24

Conditions for all selections

® aND O OR

@ Include ) Exclude

Deactivate All

14



Capture Options

(é) PacketScan Web ™ = Probe Sra < PDA 2 IP Analytics @ Event Log 2 Admin

0 | JLEVE 'O Default

Select Summary Columns Capture Options Configuration

Time Display Format Interface Selection
Ethemet Boards
Define Summary Columns [ intel(R) Ethernet Connection 1217-V192.168.1.28 =
[ Realtek Ethernet Controller192.168.1.223
Define Alias Columns
v

View Filter

Default Capture File Name and Maximum Size
Search Filter Capture File C:\Program Files\GL Communi IZ]
Maximum Size in Bytes: 1 000 000 000

°Q Capture Options Capture Limit Specified as Number of Frames or Elapse Time
Circular Capture Buffer

In Memory
) —4 Capture Filter
Frames/Time Format NNNNNN or HH:MM:SS

(LAl Config File Editor

oaGL
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Configure the capture file
location, maximum file size,
and capture limit based on
file size, frame count, or time
duration

Enable Circular Capture
Buffer for continuous packet
capture by overwriting the
oldest packets when the buffer
is full

Select the required network
interface(s) and use In-
Memory Capture to improve
performance during high-

speed traffic capture

oaGL
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Capture Filter

&= Probe Sra o PDA 2 Admin -

® PacketScan Web ™

2 IP Analytics i Event Log

0 & Load PRV
E Select Summary Columns Capture Filter Configuration

i= Predefined List

[} Time Display Format <[> Filter @ Protocol Preferences

Define Summary Columns Y Filter

Define Alias Columns [ Record Frames As Is () Packet Slicing Length 14

Enter your capture filter expression here...

View Filter
ﬂ Search Filter
ﬂ Capture Options

W= Capture Filter

(L4l Config File Editor

16



Starting Real Time Capture

* C(Click the Start Real-time icon from the toolbar to start real

time capture

* Observe that the packets are being
captured and the status bar displays
real-time capture information such as
capture status, capture rate, active trace

file, and captured frame statistics

Note: For View Filters and Filter
Criteria Configuration, refer to the

Additional Operations slides

oaGL
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® PacketScan Web ™

(s)(u)[0)/= (@)[»a)

PacketScan Web ™

= Probe «:PDA
Enter Frame ﬂ Prone] PC1 v| PA Inslance{lnslance'l v

@ra

&= Probe

[4 1P Analytics @ Event Log

R - I

\._/
mmm—m Length/Protocol Type_MAC | Packet Type MAC | Source IP Address_IPva | Destination IP Address_JPv4 | Source Address._IPve

[']

0 1 2026-05-11 03:57:23.108861000

0 2 2026-05-1103:57:24.068825000
0 3 2026-05-11 03:57:25.108765000

0 4 2026-05-1103:57:25.4200684000
0 5 2026-05-1103:57:25.420704000
0 6 2026-05-1103:57:26.069200000
0 7 2026-05-1103:57:27.108679000

0 8 2026-05-1103:57:28.068783000
1] 9 2026-05-11 03:57:29.108761000

0 0 2026-05-1103:57:30.068739000
1] 1 2026-05-1103:57:31.109028000

0 12 2026-05-1103:57:32.068811000

0 13 2026-05-11 03:57:33.108801000

0 14 2026-05-1103:57:34.068786000
0 15 2026-05-1103:57:35.108892000

0 16 2026-05-1103:57:35.429660000
0 17 2026-05-1103:57:35.430368000
0 L] 2026-05-1103:57:35.766244000
0 19 2026-05-1103:57:35.766291000

0 20 2026-05-1103:57:35.766299000
0 21 2026-05-1103:57:35.766310000

Echernet Frame Data
MAC Layer

0000 Destination Address
0006 Source Address
000C Length/Protocol Type
== LLC [MAC] Layer ==
Q00E Destination Address
Q00E Individual/Group (I/G)

F Source hddress

F Command/Response (C/R)

0 Control Field
0010 Modifier Function
0010 Poll/Final

STP Layer

60
60
60
64
ral
60
60
60
60
60
60
60
60
60
60
64
7

66
66
66
66

IEEE802.3 Length Field
IEEE802.3 Length Field
IEEE802.3 Length Field
Internet IP(IPv4)
Internet IP(IPv4)
IEEE802.3 Length Field
IEEE802.3 Length Field
IEEE802.3 Length Field
IEEEB02.3 Length Field
IEEE802.3 Length Field
IEEE802.3 Length Field
IEEE802.3 Length Field
IEEEB02.3 Length Field
IEEE802.3 Length Field
IEEE802.3 Length Field
Internet IP(IPv4)
Internet IP(IPv4)
Internet IP(IPv4)
Internet IP(IPv4)
Internet IP(IPv4)
Internet IP(IPv4)

%0180C2000000
X144CFFOL143FA
%0026 IEEE202.3 Length Field

0100001. (33)
Individual DSAP
1. (33)

Command
Unnumbered

uI

. {0)

192.168.2001
192.168.200.1

192.168.200.1
192.168.2001
192.168.200.111
192.168.200.111
192.168.200111
192.168.200.111

Hex Durmp of the Frame Data

255.255.255.255
255.255.255.255

255.255.255.255
255.255.255.255
192.168.100.111
192168100111
192.168.100.111
192168100111

Online-Running| Capture Rate : 0.01 Mbps

...Inc\PacketScanWebProbe\Users\Iinstance 1\Temp.hd|

Captured 2433 Frames

Missing Frames :

17



Decode View - 5G NGAP Layer

(é} PacketScan Web ™ & Probe @ra ' PDA & 1P Analytics & Event Log a Admin ~

Provefprobe 1 v PAInstance{Test1 )
Length/Protocol Type_MAC | Packet Type_MAC | Source Port_UDP | Destination Port_UDP | Source Port_TCPl

1] Internet IP(IPv4)
0 192.168.13.181 : Internet IP(IPv4)
0 852 192.168.13.184 2023-04-05 DB 58: 20 092755000 659 Internet IP(IPv4) 33234
] 853 192.168.13.184 2023-04-05 08:58:20.092755000 158 Internet IP(IPv4) 33234
0 854 192.168.13.184 2023-04-05 08:58:20.092755000 555 Internet IP(IPv4) 33234
0 855 192.168.13.184 2023-04-05 08:58:20.095155000 264 Internet IP(IPv4) 33234
0 856 192.168.13.184 2023-04-05 08:58:20.095155000 161 Internet IP(IPv4) 33234
0 857 192.168.13.184 2023-04-05 08:58:20.095155000 157 Internet IP(IPv4) 33234 []
0 858 192.168.13.183 2023-04-05 08:58:20.095292000 60 Internet IP(IPv4) 6666
0 859 192.168.13.181 2023-04-05 08:58:20.104576000 62 Internet IP(IPv4)
0 860 192.168.13.183 2023-04-05 08:58:20.106523000 188 Internet IP(IPv4) 6666
4 LB
B Hex Dump of the Frame Data

003E NGAE-EDU = CHOICE . . . . . .
003E Excenaibility Marker =0 1C FD 03 77 72 B3 1C FD 03 77 7E B2 0% 00 45 00 W ;
003E Choice Index =1 00 58 1B BS 00 00 80 84 81 5F CO A2 0D BS CO A8 Kewennn e
003E SuccessfulOutceme = SEQUENCE OD BE 96 OC 96 OC 1A AF C2 DF AC B0 EE AC 00 03 tcveeniee wuenunnnn
Q03F ProcedureCode = INTEGER 00 38 00 OO0 00 09 00 00 00 0% 00 00 00 3C 20 1D B <.
003F Contents = 28 id-PDUSessicnRescurceSetup 00 24 00 OO0 03 00 0OR 40 02 00 02 00 55 40 02 00 B L 1
0040 procedureCriticality = ENUMERATOR 02 00 4B 40 11 00 00 06 0D 00 03 E4 CO A3 1F 35 CHELLLL .. 5
0040 Contents =0 reject(d) po o0 0O QS OQOOQL e,
0041 Length = 36
0042 Value = Open Type
o042 PDUSessionResourceSetupResponse = SEQUENCE
o042 Extensibility Marker =10
a04z ProtococlIE-Container = 3EQUENCE CF
0043 Iteration Count =3
0045 ProtocolIE-Container = Item 0
0045 ProtocollE-Field = SEQUENCE
0045 ProtocolIE-ID = INTEGER
0045 Contents = 10 id-ZMF-UE-NGAP-ID -
4 >

Q’ G L offline ..L Communications Inc\PacketScanWebProbe\SampleTraces\56\5G_End_To_End_Call.hdl 1345 Frames

Communications



LTE Protocol Analysis

° Captures and monitors real-time & PacketScan Web“‘ == Probe < PDA @ IP Analytics fiEvemilog & Admin »

[o m Probe{Probe‘I v] PA\nstanc
signaling and traffic on LTE oeic m—
2 192.168.12.26 2021-08-02 18: 5.563833000 Internet IP(IPv4) 2123
2 62 19216812111 2021-08-02 18:19:05.566871000 71 Internet IP{IPv4) 21‘24 2124
n etWo rkS 2 63 192.168.12.112 2021-08-02 18:19:05.569585000 64 Internet IP(IPv4) 2124 2124
2 64 192.168.12.111 2021-08-02 18:19:05.572667000 69 Internet IP(IPv4) 2123 2123
° . . 2 66 192.168.12.27 2021-08-02 18:19:05.590383000 118 Internet IP{IPv4)
2 67 192.168.12.27 2021-08-02 18:19:05.592325000 130 Internet IP(IPv4]
The application segregates,
2 68 192.168.12.26 2021-08-02 18:19:05.609378000 274 Internet IP(IPv4)
. . . 2 69 192.168.12.110 2021-08-02 18:19:05.618459000 242 Internet IP(IPv4)
monitors and collects statistics on|> 70 1921681226 2021-08-02 18-19:05.630061000 65 Internet IP(IPv4) 2123 2123
& bl 192.168.12.111 2021-08-02 18:19:05.642740000 71 Internet IP(IPv4) 2124 2124
all calls and can test eNodeB or |
. . 005D ProtocollE-Container = Item 3 i Hex Dump of the Frame Data
UE over various |nterfaces’ 005D ProtocollE-Field = SEQUENCE . ‘ , ‘ , .
oeso FrotocallE-ID = INTEGER 00 24 1D 73 08 9C 00 24 1D 7% 37 1C 02 00 45 00
005D Contents = 26 1d-NAS-FDU o o q o
. . 00 6D 4F 45 00 00 80 84 00 00 CO A2 OC 1A CD A
InC|Ud|ng S1 f 83, S4, S5 (Or 88), 00sF Criticality = ENUMERATOR OC 1B 8E 3C SE 3C 3C 1D EE 13 D1 44 AE B3 00 03
005F Contents =0 reject(d) 00 3E 00 00 O 00 00 25 00 00 00 12 00 07
o060 Length -1 00 22 00 02 00 11 00 0% 00 03 40
S6a, S1 0, 811 ) S1 3, and X2 0061 wvalue = Open Type 27 16 00
0061 MRS PLU = SEQUENCE 0B 0& 27
0061 NAS-PDU = OCTET SIRING
2061 Length Determinant =10
008z Contenta = ®273A75E5DR0408FEACES
============ LTE NAS Layer s===s======= =
WAS =
0062 Protocol Discriminator = ....0111 EPS mcbility management
0062 Security Header Type = 0010.... Integrity protected anc
0063 Message Ruthentication Code = x3AT535DA
0067 HNAS Sequence Number =4 (x04)
0068 HNAS Ciphered Message = x08F3ACES »
4 »
Offline  --\GL Communications Inc\PacketScanWebProbe\SampleTraces\L TE\LTE-EndToEnd-Call.hdl 87 Frames
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5G Protocol Analysis

* Captures, segregates, monitors

AUSF N UDM
and collects statistics on all calls N1|.2 = >/
N10
over N1N2, N4, N8, N10, N12 | :
’ ’ ’ ’ e s NIN2 —— N11— IMS Core
and N13 interfaces of the 5G ‘ SR \'//"E \'/ T
network | | Data

T \ / " Network
5G Core Network

* Provides VoNR call statistics such

as caller, callee, MOS scores,

discarded packets and voice
Monitor Port PacketScan Web™
storage

Switch

©GL 20
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Packet Data Analyzer (PDA)

* PacketScan Web™ includes Call Summary View and Registration Summary View interfaces under the PDA module for call-level

signaling analysis and troubleshooting

) PacketScan Web ™

|[B]S](se | (show Al calls v

= Probe

Call Count : 824

SIP Reqis(ralioﬂ S\l’nl’ﬂafY

Dra m [Z 1P Analytics
Pmbq Probe 1 v | PAInstance|Test 1 v E]

I i T T Y o

@Eventlog & Admin

o 20230601 15:01:34.419 oomoom U/8000 ] OL-MAPS-1898-766689277-20836-3688¢
Summary 02 2023.06-011501:34482  00.01:00.033 MuLAVt?/BODO MulAWJ/BDOD Pass 0 GL-MAPS-1898-766689328-20842-14696
. ‘ g 0003 0003 2023-06-01 1501:34.533  00:01:00.045 PCMA/8000 PCMA/8000 Pass 0 GL-MAPS-1896-766689378-20848-13540
Vlew 1 4 0004 0004 2023-06-01 1501:34.583  00:01:00.037 ALAW_2/8000 ALAW_2/8000 Pass 0 GL-MAPS-1896-766689428-20854-14572
O s 0005 0005 2023.06:011501:34623 00:01:00.049 6729/8000 6729/8000 Pass 0 GL-MAPS-1904-766689477-20861-6156
O 6 0006 0006 2023-06-011501:34684 00.01:00.041 67298/8000 67298/8000 Pass 0 OL-MAPS-1904-766689528-20868-13876
O 7 0007 0007 2023.06011501:34715 0001:00043 GSM/8000 GSM/8000 Pass 0 GL-MAPS-1904-766689577-20875-3688¢
[:‘ 8 0008 0008 2023-06-01 1501:34.786  00:01:00.024 G722/16000 G722/16000 Pass 0 GL-MAPS-1904-766689628-20882-14696
O o 0009 0009 2023.06011501:34826 00:01:00047 6726-16/8000 6726-16/8000 Pass 0 GL-MAPS-1902-766689678-20889-13540
O 10 0010 0010  2023.06011501:34876 00.01:00017 672616/8000 672616/8000 pass 0 GLMAPS 1002-766689728-20896-14572
O 1 o011 o011 20 - .
O 12 o2 o012 ' ® PacketScan Web ™ = Probe Dra 1M‘ 2 1P Analytics @Eventlog & Admin v
@ @ | SIP v ||Show All Calls v Call Count : 824 Probe{ Probe 1 v | PA | Test 1 v E]
GGV Bsaist{ —————— =
Column Width e Jcall Summary 2 siP Registration Summary
|
e I N R
00.00.000 Register  2024-10-1617:13:18132 0001 19216812117 Passed Registered GL-MAPS-1-667514568-2512- 192.168.12.117 20241016 171318257 3
0
Registration (D2 Register  2024-10-1617:13:23.805 0001 1921681295 Passed Registered GL-MAPS-1-667520231-14548-6976@192.168.1295  2024-10-16 171323934 3 3 3600
P
Summary N (J3  DeRegister 2024-10-1617:13:51.769 0001 19216812117 Passed De-Registered GL-MAPS-1-667514568-2512-5580@192.168.12.117 2 2 0
View 00.00.629 2
02.00.153 9 »
00.00.163 " « callFlow B8 Statistics
stco.1r aa | | COUMN Width em— () Absolute Timing (] Show Latest Find | [ Complete Stack
Time Frame# 192.168.12.117 192.168.12.158 i P Laver
91.00.187 3085 e
T & = REGISTER oo REGISTER sip:192.162.12.117 SIP/2.0
Via: SIP/2.0/UDP 132.168.12.117:5060;branchez9hGabK-4-667514590-2515-5580
00:00:00.001 1 so60 |@-SIE/2:0 407 Proxy Buthencication Required | oo,  Rouce: 2.168.12.158:5060: 15>
Max- 70
2 A
20:00:00.011 2 sese BEGISTEG se60 LIX, SXE, CAl
00:00:00.013 3 5060 BEGISTER 5060
00:00:00.124 4 5060 SLP/2.0 200 OK 5060 Y
Expizes:
o0:60:001126 5 650 SIP/2.0 200 OK Sie Contace:
Content.
Q GL 4 e P 5
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* Customize Call Detail Record
(CDR) fields to display the

most relevant call information

* Configure CDR parameters
for on-screen analysis or

database storage

* Optimize call monitoring and
reporting with flexible column

selection and layouts

oaGL
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CDR Configuration

PacketScan Web ™

()

= Probe Dea @ [ZIP Analytics

@@ Event Log

E Export to CSV
E Whitelist Config

E Criteria Based Recording

E Other Option

|

@ Display Configuration

@  CDRConfiguration CDR Configuration

= Database Configuration

Selection Methods: Single click selects a single item, Ctrl + Click enables multiple selections, and Shift + Click selects a range of items between the last selected and the current

click

Rearrangement Methods: Drag and drop allows reardering items within a list and moving items between the list boxes.

[ & Protocol ' = Selected Columns

HDLTraceFileName

H323
Caller
RTP
Callee
MEGACO
CalllD
GSMA )
StartTime
lues Duration
SKINNY EndTime
CAMEL CallSuccess
1sup FailureGause
PostDialDel
LTE ud

SessinnNisconnactNelav

[ = Hidden columns

InBandDgt_L
InBandDgt_R
ISUPCalledNumber
ISUPCallingNumber
ISUPCalledNOA
ISUPCallingNOA
ISUPCalledPartyCategory
ISUPCallingPartyCategory
ISUPCallingPartyNP|
ISUPLocationValue
ISUPReleaseCause
SianallinnFrameCaint

] Copy to Display Config

22



Export to CSV

<§> PacketScan Web ™ = Probe @ra [Z 1P Analytics i Event Log & Admin ~

()

* Export Traffic Call Detail
Records (CDRs) and Frame

Summary for selected u

sip
E Whitelist Config @ Probe Name = VolP
0O H3z23
B Write Call Detail Record (CDR)

»

protocols to CSV files at the

specified location

0O rTP
Criteria Based Recordin Append COR Header Fields
E 9 0O MEGACO 8 App
Active Call CDR
i 0O GsMA o
Other Option O wcs Update Every (Sec): 0
O SKINNY B Write frameSummary
0O CAMEL O ED137 Events
O 1sup » O MSRP Frame Summary
CSV File Configuration
Directory C:\Program Files\GL Communications Inc\PacketScanWebProbe\Users\Test 1\CSVFiles E]
File Name: ProtocolName_Test_Year_Month_Date_Hr_Min
B Create Protocol Sub-Folder
Create New File After
QO File Size Q) Record Count € Time Duration 60 Sec File Timeout (Sec): 10

oaGL
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PDA Summary View

PacketScan Wel Probe @ra 2 1P Analytics EEvent Log

. . B [sP ] [Show Al Calis v Call Count : 824 Probe[Probe 1 ~] PA Instance[Test 1 -
* Summary View displays: 5P Registation Summary
T e e
[} 2023-06-0115:01:34.419  00:01:00.023 PCMU/E000 PCMU/3000 Pass [ GL-MAPS-1893-766680277-20836-3688¢
> S umma ry Of data O 2 o000z 0002 2023-06-0115:01:34.482 00:01:00.033 MULAW_2/8000  MULAW_ 2/8000  Pass 0 GL-MAPS-1898-766680328-20842-14696
ool H O 3 0003 0003 2023-06-0115:01:34533 00:01:00.045 PCMA/2000 PCMA/3000 Pass 0 GL-MAPS-1896-766680378-20848-13540
transmission in eaCh O 4 0004 0004 2023-06-0115:01:34583  00:01:00.037 ALAW_2/2000 ALAW_2/3000 Pass 0 GL-MAPS-1896-766680426-20854-14572
. . . . . [J 5 0005 0005 2023-06-0115:01:34623 00:01:00.049 6729/8000 G729/8000 Pass i GL-MAPS-1904-766689477-20861-6156@
d irection InC|UdIng Ca"'ng [J 6 0006 0006 2023-06-0115:01:34.684 00:01:00.041 G729B/8000 G7298/8000 Pass 0 GL-MAPS-1904-766689528-20868-13876
O 7 0007 0007 2023-06-0115:01:34715  00:01:00.043 GSM/8000 GSM/8000 Pass i GL-MAPS-1904-766689577-20875-3688C
num ber Ca"ed num ber Ca" 0 8 0008 0008 2023-06-0115:01:34786 00:01:00.024 6722/16000 G722/16000 Pass 0 GL-MAPS-1904-766689628-20882-14696
’ ’ O o 0009 0008 2023-06-0115:01:34.826 00:01:00.047 6726-16/8000 G726-16/2000 Pass 0 GL-MAPS-1902-766689678-20889-13540
i I I O 10 0010 0010  2023-06-0115:01:34.876  00:01:00.017 6726-16/8000 G726-16/2000 Pass 0 GL-MAPS-1902-766680728-20896-145721
Id ’ start time ’ d uration ’ O 1 0011 o001 2023-06-0115:01:34.917  00:01:00.018 672616 VAD/8000 G726.16.VAD/S00D  Pass 0 GL-MAPS-1910-766689777-20903-6156@
m |SS| ng packets etc O 12 0012 0012 2023-06-0115:01:34.977  00:01:00.031 672616 VAD/800D G726.16.VAD/S0OD  Pass 0 GL-MAPS-1910-766689828-20010-13876(
) . « vl
> Includes separate statistical B saeies
| k Column Width el (J Absolute Timing ] Show Latest Find Find N8 [ Complete Stack
counts on total packets Time Frame#  fe80:3f20:7953:12dF.f26a feB0::6c2b:7326:9416:2 SIP Layer 0
. p ’ S INVITE ip:0722@[£a80::6c2bi7326: 94£6121e7]; cransport=tep SIE/2.0
Cal |S’ falled Ca”s’ Captu red 2.00.000 3598 L —— 1 Via: STP/2.0/TCP [£e0::3£20:7953: £2df:£26a] : 5060; branch=20hnG4bK-2619-766725347-25820-14696
Max-Foxwards: 70
frames’ etC_’ for SIP’ H323’ 90.00.022 3601 ECECN Tt ees oo otii 5060 Allows INVITE,BYE,CANCEL,ACK, INFO, OPTIONS, SUBSCRIEE, NOTIFY, REFER, REGISTER, UEDATE

From: 0722 <3ip:0722@[fes0::3£20:7953: £2df:f26a]>;tag=FromTag-2616-766725347-25877-14696

- SIP/2.0 180 Ringin
MEGACO, and RTP based EILRTER 3604 56304 re = = B To: 0722 <21p:07228[£e80::6c2b:7328:9456:217]>

Call-ID: GL-MAPS5-2613-766725347-25879-14696@fe30::3f20:7953:f2df:f26a

Ca”s 02.00.146 %15 56304 | SIP/2.0 200 OK 5060 CSex: 1 TIVITE
R Contact: 0722 <sip:0722@ [fe20::3£20:7953:£2d5:£26a] ; Transport=ccp>
90.09.167 3618 56384 2 | 5060 Content-Type: application/sdp
Content-Length: 385
1.00.185 5426 s63e4 BEE »| sese
BLBETLE 5427 56304 [ Zer s oo o2 Saes 22 33142031 1 IN IPE £e20::3£20:7953:f2df:£262317
5=5IP Call
c=TN IE6 £220::320:7353:F2df:526a%17
=00

m=audic 3910 RTE/AVP 111 & 12 3 101
a=rtpmap:111 SPEEX/8000
a=fmtp:111 ebw=8000;

r=0; cng=cff;penh=0

oaGL
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* Displays the message
sequences of captured VolP

calls

* Decodes of the selected SIP
message is displayed on the

right pane

* The Complete Stack option
enables the user to view the
full call details for the
selected message on the

ladder diagram

oaGL
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Call Graph - SIP Call

PacketScan Web ™

| Duration | VoiceQuality_L | VoiceQuality R | Payload_L

00:01:00,023 PCMU/8000
g 2023-06-0115:01:34.482  00:01:00.033 MuLAW_2/8000
0 3 0003 0003 2023-06-0115:01:34533 00:01:00.045 PCMA/B000
O 4 0004 0004 2023-06-0115:01:34.583 00:01:00.037 ALAW_2/8000
[0 5 0005 0005 2023-06-0115:01:34.623 00:01:00.049 6729/8000
O 6 0006 0006 2023-06-0115:01:34684 00:01:00.041 67298/8000
O 7 0007 0007 2023-06-0115:01:34715 00:01:00.043 GSM/8000
O & 0008 0008 2023-06-0115:01:34.786 00:01:00.024 6722/16000
[J o 0009 0009 2023-06-0115:01:34.826 00:01:00.047 6726-16/8000
O 10 0010 0010  2023-06-0115:01:34.876 00:01:00.017 6726-16/8000
O 1 00m 001  2023-06-0115:01:34917 00:01:00.018 6726.16.VAD/8000
0 12 0012 0012  2023-06-0115:01:34977 00:01:00.031 ©726.16.VAD/8000
AT GE B Statistics
Column Width el [J Absolute Timing (] Show Latest]
Time Frame# 192.168.12.92 192.168.12.94
A
00.00.000 0 5060 e 5060
00.00.020 1 5060 SIP/2.0 100 Trying 5060
e i > ke SIP/2.0 120 Ringing oo
T 5 e SIP/2.0 200 OK Ross
00.90.163 1 060 ACK 5060
01.00.177 2984 5060 BYE 5060
01.00.187 2085 5060 SIP/2.0 200 OK 5060

= Probe

Call Count : 824

| Payload_r Result | ErrorCode
PCMU/B00O Pass 0
MULAW_2/8000  Pass 0
PCMA/B000 Pass 0
ALAW_2/8000 Pass 0
6729/8000 Pass )
G7298/8000 Pass 0
GSM/8000 Pass 0
6722/16000 Pass 0
6726-16/8000 Pass 0
6726-16/8000 Pass 0
G726.16.VAD/BO00  Pass 0
G726.16.VAD/S000 Pass 0

== MAC Layer mmmmm

Dests
Source Ad
Length/Protoc

IPv4 Layer

Version
Internet Header Length (In 32 bit words)
Differ

ted Services Field

Differentiated Services Codepoint

Explicit Congestion Notification

Hdr No ICP SegmentationOffload

Total Length
Identification
Reserved Bit

Don't fragment

More fri

ragment Offset

Displays decoded

Time To Live

Pro
Header Check Sum SIP message
Source IP Address

nation IP Address

UDP Layer

length (Header + Data)

@ra m 2P Analytics

FallureCause | CalliD

Complete Stack

information of selected ™ *

@iEventLog & Admin v

{Test 1 ][]

Probe{ Probe 1 v | PA

GL-MAPS-1898-766689277-20836-3688@192.168.12.92
GL-MAPS-1898-766689328-20842-14696@192.168.12.92
GL-MAPS-1896-766689378-20848-13540@192.168.12.92
GL-MAPS-1896-766689428-20854-14572@192.168.12.92
GL-MAPS-1904-766689477-20861-6156@192.168.12.92
GL-MAPS-1904-766689528-20868-13876@192.168.12.92
GL-MAPS-1904-766689577-20875-3688@192.168.12.92
GL-MAPS-1904-766689628-20882-14696@192.168.12.92
GL-MAPS-1902-766689678-20889-13540@192.168.12.92
GL-MAPS-1902-766689728-20896-14572@192.16812.92
GL-MAPS-1910-766689777-20903-6156@192.168.12.92
GL-MAPS-1910-766689828-20910-13876@192.168.12.92

2023-06-01
2023-06-01
2023-06-01
2023-06-01
2023-06-01
2023-06-01
2023-06-01
2023-06-01
2023-06-01
2023-06-01
2023-06-01
2023-06-01

(Not ECN-Capable Transport)

= 761 (x02F9)

= 15592 (x3CE?)
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Registration Summary

* Displays the SIP registration information in a tabular format which includes user agent, registrar,
registered time, status, and so on for each user agent

* Provides the Call flow and statistics of each registration

[ IP Analytics @EventLog & Admin ~

B|© | |[Show All Registrations

.’ Call Summary SIP Registration Summary

Register 2024-10-16 17:13:18132 0001 19216812117 Passed Registered GL-MAPS-1-667514568-2512-5580@192.168.12.117 2024-10-16 17:13:118.257 3
DQ Register 2024-10-16 17:13:23.805 0001 192.168.12.95 Passed Registered GL-MAPS-1-667520231-14548-6976@192.16812.95 2024-10-16 17:13:23.934 3 3
(3 DeRegister 2024-10-16 17:13:51.769 0001 192.168.12.117 Passed De-Registered GL-MAPS-1-667514568-2512-5580@192.168.12.117 2 2
4 L]
+ CallFlow BB Statistics
Column Width e [J Absolute Timing [J Show Latest Find Find Next [ Complete Stack
Time Frame# 192.168.12.117 192.168.12.158 ==
REGISTER sip:192.168.12.117 SIE/2.0
on. REGISTER -
90:28:00.098 0 sese > Seee Via: SIP/2.0/UDE 192.168.12.117:5060;branch=z9hG4bK-4-667514590-2515-5580
. . Route: <3ip:192.168.12.158:5060;1r>
90:20:00. 091 1 s868 éIPJ‘Z.D 407 Proxy Authentication ... 5860 Max-Forwards: 70
AEGISTER Rllow: INVITE,BYE,CANCEL,ACK, INFO, PRACK, OPTIONS, SUBSCRIBE, NOTIFY, REFER, REGISTER, UPDATE
00:90:00.011 2 5e6e | Seee From: 0001 <3ip:0001@192.168.12.117>;tag=FromTag-2-667514568-2513-5530
amereTER To: <sip:00018192.168.12.117>
00:00:00.013 3 5060 |t Se6e Call-ID: GL-MAPS-1-667514568-2512-55808192.168.12.117
CSeq: 1 REGISTER
90:00:88.124 4 5860 SIB/2.0 200 OK | 5060 Expires: 3600
Contact: 0001 <sgip:0001@192.168.12.117>
20:00:00.126 5 5060 | SIB/2.0 200 OK 5860 Content-Length: 0

oaGL
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Registration Statistics

* Display the count of the registration details

+ callFlow BB statistics
SIP Registration statistics

Registration Summary Registration Sessions and Messages Global Failures

Total Registrations 3 Registration Sessions 2 403 Forbidden

Active Registrations 0 De-Registration Sessions 1 404 Not Found

Completed Reqgistrations 3 Registration Messages 6 423 Interval Too Brief

Failed Registrations ] De-Registration Messages 2 480 Temporarily Unavailable
Timed Out Registrations 0 482 Loop Detected
InProgress Registrations ] Axx Other Client Failure

500 Server Internal Error
Sxx Other Server Failure

603 Decline

6xx Other Global Failures

o o o o o o o o a o

oaGL
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* IP Analytics™ in PacketScan
Web™ provides session-level
visibility into real-time and offline
IP traffic through graphical
dashboards and protocol-aware

analytics

* The solution organizes traffic
into IP, MAC, TCP, and UDP
conversations and endpoints,
enabling users to monitor packet
rate, data rate, protocol
hierarchy, throughput trends,
retransmissions, congestion

behavior, and session statistics

oaGL
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@ PacketScan Web ™

[m]
@
[m]
®
=]
®
[m]
®
¢]
[m)

MAC Conversation
MAC Endpoint

1P Conversation

1P Endpoint

TCP Conversation
TCP Endpoint
UDP Conversation
UDP Endpoint

Port

a
S

o

+ D server summary

+ [ Client Summary

[ TP statistics

Reports

IP Analytics

40,000
35,000
30,000
25,000
20,000

PacketiSec

15,000
10,000

5,000

Real time | Duration: 005255 | (&

Connections %

Issues %

Packet Size Distribution i o

Range
<58

5863
64127
128-255
256-511
512-1023
1024-1512
1519-1522
1523-9012
9019-9022
9022

Packets
114
1358024
377451
246254
113436
52594
1632127
0

0
0
0

Bytes
52870

81482 146
33044170
45804 136
39492 297
38 230 200
2447971004
0

0
0
0

Data Rate (Mbps)
4

= Probe

Real time

‘ Duratior

< PDA

@ra

[Z1P Analytics

O Linear Logarithmic Unit  Mbps
® C0ee ®

“Hul b L.. ‘ } | “ | ..lm X

@ Event Log

& Admin ~

-l

- [em]

v

i

Protocol Hierarchy

Name.
(=) Ethernet
() 1pva
[Shicy
HTTP
s
DNS
Others
(= uop

Others
() IPv6
=Tep
s
Others

Packets
3780000
3519610
3418613

25
886819
10
2331759
66633
8659
57974

254719

241625

241625

o

Bytes
2686920 873
2487 675672
2466729 347
3801

362 006 357
678
2104728421
13778701
1550714
12227 987
198 914 387
193 492 654
193 492 654
0

Percent Packets
100.00
911
9044
0.00
2346
0.00
66.98
176
023
153
674
639
639
0.00

Percent Bytes
100.00

Bits Per Second
1875778
895013
791960

10350855
67821
7632
60188
979 092
952 403
952405

0
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Thank you
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