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What the Software does?

Non-Intrusively capture real time IP traffic across high speed
Captures, segregates, and monitors packets; perform voice quality testing in real-time over VolP network
Wirespeed hardware filtering capability to capture packets of interest

Non-intrusively capture real-time signaling and traffic packets for infinite time and provide call details of per call

and aggregated protocol statistics

Supports monitoring of 5G networks. It captures, segregates, monitors and collects statistics on all calls over
NIN2, N4, N8, N10, N11, N12 and N13 interfaces of the 5G network

Capable of continuous monitoring of communication over IMS network over SIP, S6a, S6d, S13, Cx/Dx, GX, RX,
Sh, Gy/Ro interfaces

Monitors and segregates S1AP, NAS, Diameter and eGTP interfaces, deciphers NAS and decrypts Voice over

Long-Term Evolution (VoLTE) calls over Internet Secured Protocol Security ( IPSEC)

Can be deployed as a Probe for a centralized monitoring system with Oracle database
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Applications

* Real-time VoIP Traffic Analysis — * Network Monitoring Solutions (Contd.) —
» Analyze 5G Calls » CDRs can also be exported to an Oracle data
> View RTP, SIP, MSRP, H.323, and MEGACO Calls base
> Trigger on Called and / or Calling Party, Packet Impairments > Results can be accessed remotely using

NetSurveyorWeb™, a simple web browser-

— Save .HDL (GL'’s proprietary format) or .PCAP (Ethereal based application

format) or *. PCAPNG file format
— Save .WAV - time stamped file names
— Save CDRs
» MOS R-factor — view quality as the call proceeds
» Traffic limited only by hard drive capacity
» T.38 Fax packets decoding

Air Traffic Monitoring Solution

Gateway Delay Measurement along with our TDM
Protocol Analyzer

* Network Monitoring Solutions —
» Multiple probes can be used for network monitoring

» CDRs can be exported in a text format to a flat file or a remote
computer
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Main Features

Comprehensive
Analysis Tool

Capture calls in real-time for infinite time non-intrusively

Detail Signaling, Audio, Video QoS statistics

Call flow graph and Pictorial representation of the statistics

Inband/Outband Detection, Wave graph, Audio play back, Audio/Video recording
Ability to export Call Data Records of completed calls in CSV file format
Complex Filtering and Search capabilities

Option to create multiple aggregate column groups and prioritize the groups as per the
requirement to display the summary results efficiently

Allows the user to automatically create searchf/filter criteria from the current screen selection
Decode support for multi-layer tunneled traffic - GTP, GRE, VXLAN
Support export frame summary for tunneled traffic

0OOS Parameters

and Performance

E-model (G.107) based MOS/R-Factor scores
Media Delivery Index for video calls

Metrics
- H.263, H.264 codec support
Jitter, Delay, and Gap for Audio and Video traffic
Minimum, maximum, and average Round Trip Delay (RTD)
Reports Inband (DTMF & MF) events, Outband events as per RFC 2833 or RFC 4733 events,
RTP/RTCP packet count per direction
Triggers and » Captures calls based on filter criteria and performs set of actions for the completed calls such as
Actions recording, sending email, extraction of voice or fax traffic file




Main Features (Contd.)

SIP Reqistration » Registration statistics and trace messages depicted graphically
Details
As a Probe with + PacketScan™ can send summary fields, frame octets, status, call detail records, along with
Central Monitoring traffic summary of captured calls to a central database.
System — o * NetSurveyorWeb™ displays the data from the database in a simple web-based browser. It
NetSurveyorWeb features rich graphics, ladder diagrams, CDRs (Call Data Records), custom report and filter
configurations
Single Point + Enhanced to work with GL’s Voice Band Analyzer and Call Data Records applications to
Analysis System provide useful call detail records for further analysis using built-in tool in Excel®.
Utilities * Provides HDL File Conversion utility to convert ethereal format file (*.PCAP, *.CAP, and
* PCAPNG) to GL's file format (*.HDL) and vice-versa
* Includes Excel® Addins to import CDRs into Excel® to analyze using Pivot Table, and Pivot
Charts.
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Supported Protocols

* Session Initiation Protocol (SIP) - RFC 3261 * 5G — NIN2, N4, N8, N10, N11, N12
* Media Gateway Control Protocol (MGCP) - RFC and N13

2705/3435 (3991) * SCCP (Skinny)
* Media Gateway Control (MEGACO) - RFC 3525 and 3015 * SS7 SIGTRAN
* Message Session Relay Protocol (MSRP) * ISDN-SIGTRAN
* H.323 * GSMAoverIP
* RTP/RTCP * GPRSover IP
* SCTP - RFC 2960 * UMTS over IP
* Connection Oriented Transport Protocol (COTP, ISO 8073) * LTE

* Diameter

—
«»
=

Communications



Supported Codecs

* G.711 (mu-Law and A-Law), G.711 Application Il (A-law and p-law with VAD)
* (G726 (40, 32, 24, 16kbps)

* GSM (13.2kbps), GSM EFR (12.2 kbit/s), GSM HR

* (G729, G729B (8kbps)

* G.722,G.722.1

* |LBC_15 2 (for 20 msec), ILBC 13 33 (for 30 msec)

* SPEEX (Narrow band and Wideband)

* SMV* (Modes -0, 1, 2 and 3)

* Video codecs include H263++ CIF 190, 350, 512 kbps, QCIF 64, 80, 128 kbps, and H264 codec offers video
compression

* Other optional codec include (must be purchased with additional license)
» AMR (Narrow band and Wideband)
» EVRC, EVRCO (Rates - 1/8, %2 and 1)
» EVRCB, EVRCBO (Rates - 1/8, ¥2 and 1); EVRC-C
» Opus and EVS (Narrow Band, Wideband, Super Wideband, Full Band)
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PacketScan™ Analyzer View

BS PacketScan 64-bit [off-line] - m] 4

Eile View Capture Statistics Database Call Detail Records Configure Help

&l B 2] Alvmima =0 WM F5%E -] f ] [ | oo |

Device Length/Protocal Type Packet Type Source [P Address Destination IP Address ~
MAC MAC I IPv4

~Ell T I 661,200 I
e 179 00:00:08 512532000 214 Intermet IPIP+4] 152.168.1.200 192.168.1.103

e 180 00:00:08 525637000 24 Internet IPIPw4] 1521681103 152 168.1.200

2 181 00:00:08.534167000 214 Irtermet IP(IP4] 192.168.1.200 1921681.103

2 182 00:00:08.545332000 214 Intermet IF{IF4] 192.168.1.103 192.168.1.200

e 183 00:00:08.547 365000 92 Internet IPIPv4] 192.168.1.75 192168.1.255

] 184 00:00:08553866000 214 Irtermet IP(IP-4] RTP 192.1681.200 192.168.1.103 ©
< >

Ethernet Frame Data

0000 Destination Address
0006 Source Address
000C Length Protocol Type

OD0E Version

== IFvd4 Layer

Device: Frame=178 at 00:00:08. 505065000 OK Len=214

*#% Right click to SHOW<HIDE layer a

=001676122661

=00111164F6D7
=0800 Internst IP(IPwvwd)

0100 (4]

000E Internst Header Length (In 32 bit words)
Differentiated Services Field

L0101 (&)

000F Diffsrentiated Services Codepoint

000000, . Default

Hex Dunp of the Frame Data

00 16 76 12 26 61 00 11 11 64 F6 D7 08 00 45 00 va Jjox E

00 C8 75 74 00 00 B0 11 40 31 CO &8 01 67 CO &8 Eut ¢ @Lh" gk

01 C3 04 00 04 00 00 B4 B2 $E 80 00 BS 0B C4 C3 E cige AR

DF Fi C9 7F 0B 01 78 E0 DD D1 CC CC CA 3C 26 GC BuEl  =a¥RITECL

4F 1B 43 B 3F FE B9 BA Bl Cf F6 AE BE 40 54 DD 0 C27h? 2 +EERHETY

43 3E 4C 78 CE DF DF BE C1 ED DA CE 78 4E 4i 4B C>LalpmudiliaNIK

4D 44 49 7E FO 69 F4 D3 D3 69 F6 D6 7E SF 6C Fa HDI~&ia00i607_ 1k

63 62 74 E5 FE DF DS EB DC D5 Ei F4 E7 76 72 Fa hbzdbrBslilieacrri

F4 74 E9 D5 D8 CC CE F2 36 2F D7 2D 1F C9 E5 3E ote08llos x— Ed»

CF B BC BC CD BD B4 EC 52 DD 65 3C 47 5F EB FE TM41% iRTeG_kb

FN ~& CC M2 M3 FR T CF CA CA 4R AC 49 CF CF G ARLATRTYTWRTT " v

calID Cal Siaus | Protocol Cal Originaing (Mumber / Address) | Call Desanason (Number / Address) | Cal 5mr Dae & Time Cal Durason |
0 Terminated sIP 0001@192.168.1.200 0001@192.168.1.103  55456-22607-00 00:00:00 542700 00:50:13 479600
1 Completed MEGACO a2 rp/30000  55456-22607-00 40000:9107:49... 00:28:13.080600
2 Terminaed 3P 4000@192.168.1.60 1000@192.168.1.60  55456-22607-00 02:00:00.724200 04:32:05.181900
3 Terminated sIP es4@192.168.10.45 ©s3@192.168.10.14  55456-22607-00 03:00:00 528200 00:47:15.034300

< >

|C:\Program Files\GL Communicatiens Inc\Pa 19 043 Frames [ A

* Default panes - summary, detail, and hex dump of the frame data views

* Optional panes — statistics and call trace views
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* Provides
option to copy
the entire layer
decode
information to
the clipboard
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Layer Gopy/Show/Hide Options

O00E Version

000E Internet Header Length {In 32 bit words)
Differentiated Services Field
Differentiated Services Codepoint
Explicit Congestion Notification

IP Hdr Ho TCP SegmentationOffload

00oF
0ooF

0010 Total Length

0012 Identification
014 Reserwved Bit

0014 Don't fragment
0014 More fragmnents
0014 Fragment Off=et
0016 Time To Live

0017 Protocol

0018 Header Check Sum
0014 Source IP Address
O01E Destination IP Address

UDF Laver
0022 Source Port

0024 Destination Port

0026 Length {(Header + Data)
0028 Checksum

a1n Copy view to clipboard

Layer show/hide

H

opoood. . Detfault

..... 00 Hot-ECT (Hot ECH-Capable Transpor

63 (=0044)
24272 (=5EDO)
1} Hot Set
o...... Hot Set
LU Hot Set
0 (...00000 OOOOQOOOO)
128 (=803
00010001 UDE
=E743
192.168.1.70 (=C0AB0140)
192.168.1.255 (=COABDLFF)

1025 (=0401)
1947 (=079E)
48 (=0030)
=IACH

B800F
800F

8018
8012
8014
8014
8014
8014
8016
817
0018
801A
B01E

0022

Differentiated Services Field
Differentiated Services Codepoint
Explicit Congestion Notification

Transport)

IP Hdr No TCP SegmentationOffload

Total Length
Identification
Reserved Bit

Don't fragment

More fragments
Fragment Offset

Time To Live

Protocol

Header Check Sum
Source IP Address
Destination IP Address
UDP Layer =

Source Port
0024 Destination Port

B PacketScan 64-bit — *
File View Capture Statistics Database Call Detail Records Configure Help
|| -B| &[S S[tw|3n|a| =0 W00 F[8|F|F| -C)-0] f Y| [ Goflo |
Device Frame# TIME (Relative) Length (Bytes) Emor Length/Pratocal Type Packet Type Source |P Address Destination
MAC MAC IPvd. IPv.
2 1] 00:00:00.000000000 82 Internet IP{IPv4) 152.168.1.70 192.168.1.256
2 1 00:00:01.8471976000 a2 Internet IP(|Pvd) 192168.1.142 255,255 255258
2 2 00:00:02.347154000 236 Internet IP[IPv4) SIP 152.168.1.200 192.168.1.103
2 2 00:00:02. 347730000 254 Internet IP{IPv4) SIP 152.168.1.102 192.168.1.200
2 4 00:00:02. 343375000 el Internet IF[|Pv4) SIP 152.168.1.102 192.168.1.200
2 5 00:00:02. 345532000 220 Internet IP[IPv4) SIP 152.168.1.102 192.168.1.200
2 B 00:00:04.467457000 92 Internet IP(|Pvd) — e Looaond s
2 7 00:00:05.745389000 64 Internet IP{IPvd] =1 *Unitied - Noteped -
2 2 00:00:08.830627 000 E4 Internet IP{IPv4) Eile Edit Format View Help
2 g 00:00:05.847465000 a2 Intermet 1P Pvd] Device2 Frame=@ at 00:00:00.000000000 OK Len=82
5 11 ANNN0F NAARNANNN L3 Intermet 1P Pvd] 7 Right click to SHOW/HIDE layer details or copy ™
< Ethernet Frame Data
== MAC Layer =
Ethernet Frame Data 0000 Destination Address xFFFFFFFFFFFF
HAC Layer 8006 Source Address x8016760CFBDA
0000 Destination Address =FFFFFFFFFFFF 000C Length/Protocol Type x0800 Internet IP(IPv4)
0006 Scource Address 001676 0CFED4
000C Length-Protocol Type =0800 Internet IP(IPv4) ©BBE Version 100.... (4)
P 200 Tnternet Header Length (In 32 bit words) ...8101 (5)

060008 . Default
....88 Not-ECT (Not ECN-Capable

68 (xB044)
24272 (x5ED@)
Not Set

..... Not Set
...00000 ©0EROBEE)

28 (x80)

00010001 UDP

%5743

192.168.1.70 (xCOABO146)
192.168.1.255 (xCOABB1FF)

1025 (x@401)
1947 (x@79B)

8026 Length (Header + Data) 48 (x@030)
8028 Checksum *9ACH
Ln30, Col 1 100%  Windows (CRLF)  UTF-3
-
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Wirespeed Filtering

= P

\\\‘ / /Wirespeed lossless capture and filter

* Filtering can be based on the following: [ Hal:icll:::re J » Checksum errors
» Pattern match » Port number
> Protocol information Capture > |P address and address ranges
Filter
» Frame size
View PacketScan™
Filter

oaGL
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3 Stages of Filtering

Hardware Filter (HWF) — “Special NIC” with hardware filtering - very fast
Capture Filter (CF) — Powerful software filtering but a little slower

View Filter (VF) — applies on the captured frames to filter only frames of interest
PacketScan™ HD captured files to/from Wireshark

PacketScan™ HD PDA — for detailed voice, fax, and video analysis

13



Real-time and Offline Filters

Perform
Real-Time Capture

View Filter

Select Layer
Protocol Fields

= SIP Method
= SIP From

= SIP To

= SIP CallID

= SIP CSeq

* RTP Payload Type
* RTP Sequence #
* RTPSSRCID

* RTPTimestamp
= Marker Bit

Include/
Exclude

* Filtering and search capability isolates required frames from original frames in real-time / offline based on parameters set in Data
Link layer, MAC layer, IP, TCP/UDP and more

oGL

Communications
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Real-time CGapture Filter

B Protocol Capture Configuration

Save Load Default

Capture File Options

n'j Card & Stream Selection

%; Capture Filter
Gui & Protocol Options

[ Record Frames As |5 al

[” Packet Slicing  Length |14

— Capture Filkers

— Filter Selection

= ﬁ Lapers

@ Pratocol
@ MAC
B LAN
& IP (8l Levels)
& (P [Duter]
& ESP
& ToP
& uppP
@ Inner IF
& Inner UDP
& scTP
W sIP
RTF
g MSRP
& MGECP
& MEGACO
@ H323
& ATSP

—Filters
¥ Filter all RTP data
¥ &uto Detect RTP

[ Truncate RTP Packets

Truncated Packet Length : |54

@ |nclude  Exclude

Deactivate Sel | Deactivate Al

15
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Display Filter (Offline)

M Analyzer GUI and Protocol Configuration - |E||5|
Save Load Default
B Select summaty columns to display " .
—Filter Selecion————————————— —RTP Payload Type Yalue
[F=F==1 -
Menu checked options @ Fouting T able Mainlenanct;l 1016 [& - 8000 Hz - 1 Channel] .
L Frotocol standard selection B 150 Developmert Environn CelB (- 30000 Hz
by = Sipaze Dild [ - 11025 Hz - 1 Channel]
- ) . - z- Stie
ﬁNetworHUser side selection [+ % :lEP D14 [& - 16000 Hz - 1 Charnel)
{E} Time Format = DVI4 4 - 22050 Hz - 1 Channel)
W RTF Payload Type L4 [& - 8000 Hz - 1 Channel]
Wigw Filt & RATP Sequence # Diwarnic
? e & RTPSSACID G721 [& - 8000 Hz - 1 Charimel]
[ view search & RTP Timest G722 (4 - 8000 Hz - 1 Channel)
: mestamp G728 [A - 8000 Hz - 1 Channel]
@a: TCP Connection Options & Marker bit [ (5729 [4 - 8000 Hz - 1 Channel]
= - H.763 Video [H.263+) G5M [& - B000 Hz - 1 Channel] LI

[ﬂ]. Periodic Trace Saving Options

’[:?Startup Options
@Data Link Groups

F

Fr\l'iew Fonk Size

INI Decade Options
@ Capture Options

@ Extended Payload -
e B

Activate I Deactivate |

&l Selected
Laver | Field | Filter ' alue
RTFP RTP Papload Type Comfart Hoize
< | i
r— Conditions for all selections
|f" AND (¥ OR H (* Include {~ Exclude Deactivate Sel Deactivate Al |

16



Encapsulated Security Payload (ESP) Deciphering

B Protocol Capture Configuration - O X
Save  Load  Default
Capture File Options |
n‘j Card & Stream Selection [ Record Frames &z |s el [~ Packet Slicing Length|14
%; Capture Filter - Capture Filter
L . =
Gui & Pratocal Options Filter Selection Filter
= i Lavers I Fikter all ESP data
@ Protocal "
@ MAC v Decode Encrypted ESP Payload
@ vLAN Extract
g IP [All Levels) " Original Encrypted Payload
IF [Quter] & R
Deciphered Payload
@ £sP e Y
@ TP > .
@ ubP P &S
@ Inner [P
| ESPSAs X
Save Load
I IP Protocol I Src IP | Dest IP | SPI | Encryption | Encryption Key | Authentication | Authentication Key
IPv4 192.165.12.86 192.158.12.45 0x05d2edel AES-CEC [RFC3602] 0x370055ABC4EDB26C394DC0F2CCBEG. .. HMAC-MD5-36 [RFC2403]
192,168.12.45 0x467113ba ( 0x97D055ABCAENB26C394DC0F2CCBEG. .. | HMAC-MD5-96 [RFC2403]
IPv4 192.168.12.86 192.168.12.251 0xd02382c2 AES-CEC [RFC3602] 0x97D055ABC4EDB26C394DC0OF2CCBEG. ..  HMAC-MDS5-96 [RFC2403]
IPv4 192.168.12.251 192.168.12.86 0x12%e7bla AES-CEC [RFC3602] 0x97D055ABC4EDB26C394DC0F2CCBEG. ..  HMAC-MDS5-96 [RFC2403]  Ox6CC1C7BES02D253286386E7B7C.
IPv4 192.165.12.90 192.158.12.45 Oxa5e7259a AES-CEC [RFC3602] 0x370055ABC4ED826C394DC0F2CCBEG. .. HMAC-MDS5-96 [RFC2403]  Ox6CC1C7BES02D253286386E7B7C.
192.168.12.45 = |ox9637e4c8 | 0x97D055ABC4EN826C 394DCOF2CCEEG. . | HMAC-MD5-96 [RFC2403] | 0x6CC1CTBES02D 253286 386E 76 7C
IPv4 192.168.12.90 192.168.12.251 0x57be7fla 0x97D055ABC4EDB26C394DC0F2CCBES. .. HMAC-MD5-96 [RFC2403]
ipva (=] ) 0x97D055ABCAENE26C3 HMAC-MD5-96 [RFC2403]
< >
Add | Delete | Clear |

i ESP filter is used to provide ESP SAs value to decrypt ESP packets
O©GL
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Gomparison of Before and After ESP Deciphering

J& PacketScan 64-bit

1 1 00:00:00 51572"1'!)
1 2 00:00:01.537143000
1 3 00:00:03 558345000
1 4 00:00:04 626310000
1 5 00:00:05.143077000
1 6 00:00:06.165570000

<

Eil: yuw (lytul: §llhstl(s gmbm c.nom-lgmms

Eﬁﬁﬁ%ﬁﬁ

gunrguu udp

- o X

Intetnet IP[IPvll
Intemet IP(IPv4)
Intemet IPIPv4)
Intermet IP(IPv4)
Inkemet IP{IPv4)
Intemet IPIPv4]

1921681245

1321681286

1921681286 1921681245
1921681286 1921681245
1921681290 1921681245
1921681230 1921681245
1921681290 1921681245

[Ethernet Frame Data
wssssmsssnss NAC Layer s=ssesssssss
0000 Destination Address
0006 Source Address
000C Length/Protacol Type
ssssssssssss IPvd Layer sssssssssass
000E Version

Differentiated Services Fiel

000F Differentiated Services Codepoint

000F Explicit Congestion Notification
IP Hdr No TCP SegmentationOffload

0010 Total Length

0012 Identification

0014 Resexved Bit

0014 Don't fragment

0014 More fragments

0014 Fragment Offset

0016 Time To Live

0017 Protocol

0018 Header Check Sun

0014 Source IP Address

001E_ Destination IP Address

0026 Sequence Number
ESP Payload Data

<
Off-line Viewing.

Devicel Frame=0 at 000000 000000000 OK Len=822

000E Internet Header Length (In 32 bit words)

= XEODSSEADFBFD
= XFCAA1492AB2F
= x0800 Internet IP(IPvd)

(4)
0101 (5)

000000 Default
00 Not-ECT (Not ECN-Capable Transport|

= 808 (x0328)

= 31181 (x79CD)
=0 Not Set
= .0 Not Set
-0 Not Set

= 0 (...00000 00000000)

= 128 (x80)

= 00110010 Encap Security Payload
= x2403

= 192.168.12.86 (xCOABOCS6)

= 192 16812 45 (xCOAB0C2D)

(
1 (x000000!
= x49F7431 9}.723“-'44

BFA3074B9C6DSS34 (Lengt|

»w% Right click to SHOV/HIDE layer details or copy **#

Before Deciphering

File

T PacketScan 64-bit

View Capture Statistics Database Call Detail Records

_I_J_J_J_ls!l!l!L!J

i

Configure Help

!!JE!J&BJZJHJEL&IJ_J_]M

Longh/Prloca Type Packet Type Source 1P Address

Destination IP Address
1Pvd

0026

Lcnqth (Header + Data)

oaGL
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<

Off-line Viewing.

735 (x02DF)
x16FB

INVITE sip:0001@192.168.12,45 SIP/2.0
Via: SIP/2.0/UDP 192.168.12.865060:branch=z9hG4bK-29-103772070-10509-4472
Max-Forvards

Allow
From: 0001 <sip:0001192.168.12.86>: tag=FronTag-26-103772070-10506-4472
To: 0001 <sip:0001€192.168.12.45>

Call-ID: GL-HAPS-28-103772070-10508-4472@192.168.12.86

CSeq: 1 INVITE

Contact: 0001 ¢sip:00010192.168.12.86>

Content-Type: application/sdp

Content-Length

=0

©0=0001 31062954 1 IN IP4 192.168.12.90
s=SIP Call

c=IN IP4 192.168.12.90

t=0

m=audio 1034 RTP/AVP 0 & 101
a=rtpmap:0 PCHU-/8000

a=rtpaap:8 PCHA/8000

a=rtpmap:101 telephone-event /8000
a=fmtp:101 0-15

a=ptine:20

a=sendrecv

c i (56 Frames

1 | 000000000000 ol 7] [

1 1 0000005157210 769 1921681266 1921681245

1 2 000001 537143000 769 sip 1921631286 1921631245

1 3 00.00.02.558345000 79 Intemet (PUPy4) s 1921631286 1921631245

1 4 00.00.04 626310000 754 Intemet P{Pv4) sp 1921681230 1921681245
T & SRR £ e S o oSy RS
[0018 Header Check Sum %2403
001A Source IP Address 192.168.12.86 (xCOASOCS6)
001E Destination IP Address 192.168.12.45 (xCOASOC2D)

Shiun R ) DD T w A . :
0022 Source Port 5060 (x13C4) After Deciphering
0024 Destination Port 5060 (x13C4)

70
INVITE, BYE, CANCEL, ACK, INFO, OPTIONS, SUBSCRIBE, NOTIFY. REFER, REGISTER. UPDATE

18



* Captures, segregates,
monitors and collects
statistics on all calls over
N1IN2, N4, N8, N12 and
N13 interfaces of the 5G
network

* Provides VoNR call
statistics such as caller,
callee, MOS scores,
discarded packets and

voice storage

oaGL
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UE
(IMSI)

ES
-

5G Protocol Analysis

gNB

——————— N1IN2 —\AMF//— N11—._  SMF IMS Core
N3 \/

5G Core Network

Data

UPF N6 ——
N Network
I
I
I
1
1
1
1
I
!

=

e Monitor Port  JEEIEATTAE
‘v veveeeey ve
Switch
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Decode View - 5G NGAP Layer

E® PacketScan 63-bit - O *
File  Wiew Capture Statistics Database Call Detail Records  Configure  Help
|| 0] S| B[R] =[@] WM F[8[F[E 5= fl %[ [ Gala
Device Framett TIME [Fielative] Length [Bytes) Error Length/Protocol Type Packet Type Source |P Address Destination IP Address FS
MaC MaC IPwd IPwd
./ a 1] 00:00:00.000000000 130 Intemet [P[IPv4) 192.168.31.55 192.168.31.77
0 1 00:00:00.07 0086000 126 Intemet [P[IPv4) 192.168.31.77 192.168.31.55
./ a 2 00:00:00.400049000 102 Intemet [P[IPv4) 192.168.31.55 192.168.31.77
./ a 3 00:00:00.47 2182000 130 Intemet [P[IPv4) 192.168.31.77 192.168.31.55
./ a 4 00:00:05.829074000 230 Intemet [P[IPv4) 192.168.31.55 192.168.31.77
./ a 5 00:00:05.883006000 82 Intemet [P[IPv4) 192.168.31.77 192.168.31.55 v
< >
0034 Payload Protocol Identifier =0000003C HGAF -

Parameter Padding

003E HGAP-FPDU

O003E Initiatingiessage

003F ProcedureCode

no4o procedureCriticality
004z Value

no4z DownlinkHASTransport

004z Protocol IE-Container
0045 Item

0045 ProtocollE-Fisld

0045 ProtocolIE-ID

no47 procedureCriticality
0049 Value

004a AMF-UE-HGAP-ID

004k Item

004k ProtocollE-Fisld

004E ProtocolIE-ID

004D procedureCriticality
004F Value

o00so RAN-UE-HGAP-ID

oos1 Item

oos1 ProtocollE-Fisld

oos1 ProtocolIE-ID

o053 procedureCriticality
00ss Value

00ss HAS-PLU

0056 HaS PDU Dump

= LG HAS Layer ===
0056 Extended Protocol Discriminator
0057 Security Header Type

<

Filter is active,

=0000

InitiatingMes=age (0}

4 id-DownlinkHASTransport
1 ignore(l)

3 Items

0

10 id-AMF-UE-HGAP-ID
0 reject(l)

85 1d-RAN-UE-HGAP-ID
0 reject(l)

38 id-HAS-PDU
0 reject(l)
=7E0056000200002188821DE340CB350DB1EFARS050144584420103AE3588D45F780000CEBES35FE4F4B15E

01111110 5G5S Mobility Hanagement Mes=sages
....0000 Plain HAS message, not security protected

Ch\Prograrn Files\GL Cornmunications IncPa |ldle fltr 23 of 113 395 frarmes Missed Frarnes : 0
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* Captures and monitors real-
time signaling and traffic on
LTE networks

* The application segregates,
monitors and collects
statistics on all calls and
can test eNodeB or UE over
various interfaces, including
S1, S3, S4, S5 (or S8),
S6a, S10, S11, S13, and X2

oaGL

Communications

LTE Protocol Analysis

BR PacketScan 64-bit [ofi-line] - [m] e
Eile Miew Capture 3Statistics Database Call Detail Becords  Corfigure  Help
A S| S| Fe] W0 %6 %] o[-0 b ] 0 Galo |
Debics| Frameti TIME [Relative) Length [Bytez] Enoe | Length/Piotocol Type | Facket Type Source IP Addiess Daztination IP Address ~
MALC MAC 1Pvd P4
13 00:00 04,21 6554000 62 Inteinet IFTIPy4] 192.168.12.27 192 16812 26
/ [ s et IFiF) 152
15 000004, 242532000 |z Intemet IF{IPw) 19216812268 19216812110 .

< »

"""""" S1lAP Layer eesssssssses = -
D0ZE SLAP-FDU = Initiatingleszage (0)
003E Initiatinglessage -
n03F ProcadureCode = 13 id-uplinkHASTransport
0040  Criticality = 1 agnore(l)
no4z Yalus =
o4z UplinkHASTransport -
oodz FrotocolIE~Container = 5 Itens
no4s Tten =10
004 FrotocollE-Field =
004 FrotocolIE-ID = 0 id-HHE-UE-S1AP-ID
on4z7 Criticality = 0 reject(0)
0049 Value =
D044 HHE-UE-S1AP-ID =17
004B Iten =1
no4B Frotocol IE=Field =
no4B Frotocal IE-ID = § id-=NB-UE-S1AP-ID
004D Criticality = 0 reject(0)
OD4F Value =
noso elB-UE-S1AP-ID = 10006
pos2 Iten =2
oSz Frotocol IE-Field -
nos2 Frotocol IE-ID = 26 id-WAS-PODU
nos4 Criticality = 0 reject(ld)
00S6 Value =
0056 H&S POU -
gg:? ; HAS-FDU = :;2?17930586'?009}&dF3d.Cl.D2¢6F2SiSCdﬁSNJ\E??UDASZDD?EHEEEN BAEALDAF3ZAF0SB49C98F81040IDE

1 ten -
ooel FProtocolIE-Field =
ooelL Protocol IE-ID = 100 ad-EUTRAN-CGI
ones Criticality =1 ignore(l)
DOBSs Value =
noes EUTR&H-CGI =
DoBE FIMHidentity =
DOER HCC = 001
nog? MHC = 01
noes Cellldentity =
oooL Cell Identity = 00110000 00011110 01100000 0010.,.. {(SOD4EE0EE)
noep Iten =4
noeD Frotocal IE-Field =
noeD Frotocol IE=ID = 67 1d=TAI
DOEF Criticality =1 ignore(l)
ULED S Value = bl
< *
Off-line Viewing, Ci\Program FilesVGL Communications Inc\Pa |87 Frames |
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Allows the user to automatically create filter criteria from the current screen selection

Filter Criteria From Screen Selection

% PacketScan 64-bit
File View Capture 5Statistics Database Call Detail Records Configure Help
=i H S| Awnal =lel B g8 %% 0] L Kl |_soTe |
Frame# TIME {Relative) Length (Bytes) Ermror Packet Type Source |P Address Destination IP Address | Source Address | Destination Address| £
MAC IP IP IPv6 IPv6
1] 00:00:00.000000000 G SIF 13216812122 13216812123
1 00:00:00.000003480 G SIP 19216812123 19216812122
2 00:00:00.0000035370 54 SIP 19216812122 19216812123
4 00:00:00.000611840 415 SIP 19216812123 19216812122 EEarchieleciedbiaRE >
] 00:00:00.001110720 54 SIF 13216812122 13216812123 Set Search Criteria as Sel Values
6 00:00:00. 001833300 77 SIP 19216812123 19216812122 Set Filter Criteria as Sel Values
00:00:00.0021 50550 434 IP 192.168.12.1 192.168.12.1

Use Ctrl, Shift for Extended Selection

oaGL

Communications

Select Al

Cancel

J# Capture Options

A 4
B Analyzer GUI and Protocol Configuration
Save Load Default
F J select summary columns to di... P Vet
B Menu checked options PackelScan (IpProl) ~
) . 5@ DataLink
Jil\n Protocol standard selection ¥ MAC
E’ﬂ Network/User side selection @ rP
@ RARP
L]
# Time Format @ P
77 View Fitter @ NP -
& NoaP
ﬁf] View Search @ NRIP
(I 7cp Connection Options g P
&0 periodic Trace Saving Options @ sheP v
,L-f Startup Options = = I
11 Data Link Groups All Selected
ew Font Si L [ Field [ Fier Value
tewront iz MAC Length/Protocol Type  Intemet IP{IPvd)
INI Decode Options MAC Packet Type sIP
Define Summary Columns “ v
~ Aggregate Summary Columns Conditions for all selections
& AND(C OR @ Include ¢ Exclude Deactivate Sel Deactivate All
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Search Criteria From Screen Selection

Allows the user to automatically create search criteria from the current screen selection
Use Ctrl, Shift for Extended Selection n

% PacketScan 64-bit
File View Capture Statistics Database Call Detail Records  Configure Help
w|| B S| AwmzE ek TR A K e P W s - | GoTa |
Frame#t TIME (Relative) Length (Bytes) Emor Facket Type Source IP Address Destination IP' Address | Scurce Address | Destination Address
MAC IP IP IPv6 IPv6

1] 00:00:00.000000000 66 SIF 192.168.12.122 19216812123
1 00:00:00.000003480 66 SIF 19216812123 19216812122
2 00:00:00.0000038370 54 SIP 192.168.12.122 19216812123

L 0 L [op —— —
4 00:00:00. 000671840 46 sIP 192.168.12.123 192.168.12.122 Search Selected Value
5 00:00:00.001170720 54 SIF 19216812122 192168.12123 | Set Search Criteria as Sel Values
E 00:00:00.001 833300 77 SIP 19216812123 19216812122 Set Filter Criteria as Sel Values

000000 N1 50530 434 IP 192 1RR121 192 1R 121

MAC::Length/Protocol Type
MAC::Packet Type
IP::Destination IP Address
IP::Source IP Address
TCP::Destination Port

15 Port

TCP

v

oaGL

Communications

SIP::SIP Method
SIP::SIP To

=]

Select Al Cancel

Save Load Default

B Analyzer GUI and Protocol Cenfiguration

F; Select summary columns to di...
?ﬁ Menu checked options

L protocol standard selection
s

5 " .
E oy Network/User side selection

r._" 7 Time Format

S View Filter

ﬂvm Search

(= TcP Connection Options
Pericdic Trace Saving Options
’[: Startup Options

5 Data Link Groups

F

ew Font Size

INI Decode Options
= Define Summary Columns

Aggregate Summary Columns

{E':"Cipturt Options

Fikter Selection
[§ PacketScan ipFro -
& DataLink
= & MaC
@ snpP
g RARP
1P
© NeP L
B NP
@ NRIP
@ LLC MAC)
B sNa

8 snap v
< >

Value Selection

.|

Al Selected

Layer I Field

I Search Value

SIP SIP CSeq
SIP SIP CalliD

<

TINVITE

GL-MAPS-1164-274384321-14456-8C

>

Conditions for all selections
@ ANDC OR @ Include " Exclude

Deactivate Sel

Deactivate Al
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Aggregate Summary Columns

7 Aggregate Summary Columns
Save Load Default

P d select summary columns to di..

g[-} Menu checked options

~;)".I} Protocol standard selection

% Network/User side selection

@Tlm! Format

I View Filter

[ view Search

(= TP Connection Options
EQ]I! Periodic Trace Saving Options

f- ) Startup Options

@ Data Link Groups

f}rvw Font Size

INI Decode Options

> Define Summary Columns
=

5 Aggregate Summary Columns
'1.(.'1*’ Capture Options

Add Delete | miases | Reorder || Reverse |

Use " in the name for multiline headers

Name Display Format

Summary Columns

Separator

(Source 1P -—-> Destination IP | = Concat
] E|

rg Destination IP Address_IP
Source IP Address_IP

s |

% PacketScan 64-bit

Frame# |  TIME (Relative)

File View Capture Statistics Database

|| Bl 2|S| S[w(3a

Length (Bytes) | Packet Type
MAC

Call Detail Records  Configure Help

@ wivgls w7 85 [ 0] d] %l [0 GoTo |

Source IP —> Destination IP

00:00:00.000611840
00:00:00.001110720
00:00:00.001833300
00:00:00.002150530
00:00:00.002188670
00:00:00.002216600

[T IR R S

oaGL

Communications

<

416 SIP

779 sSiP
484 SIP
214 RTP
214 RTP

192.168.12.122 ->192.168.12.12.

19216812123 ->192.168.12.122
19216812122 ->192.168.12123
19216812123 ->192168.12.122
19216812123 ->192.168.12.122
19216812122 -»192.168.12123

Intemet IP(IPv4)
Intemet IP(IPv4)
Intemet IP(IPv4)
Intemet IP(IPv4)
Intemet IP(IPv4]
Intemet IP(IPv4)

192 2
19216812123
192.168.12.122
192.168.12.123
19216812122
19216812122
19216812123

192168.12.122
19216812123
192.168.12.122
19216812123
19216812123
19216812122

Emor Length/Protocol Type Source IP Address Destination IP Address Destinat A |
MAC IP IP TC

Ether: Data

0000 Destination Address
0006 Source Address
000C Length/Protocol Type

000E Version

0010 Total Length

0012 Identification
0014 Reserved Bit

0014 Don't fragment
0014 More fragments
0014 Fragmnent Offset
0016 Time To Live

0017 Protocol

0018 Header Check Sum
0014 Source IP Address

<
Off-line Viewing.

= = MAC Layer

===sa==s=s=s=== JP Layer ==s==sss=====

000E Internet Header Length (In 32 bit words)
Differentiated Services Field

000F Differentiated Services Codepoint

000F E=zplicit Congestion Notification
IP Hdr Ho TCP SegmentationOf f load

001E Destination IF Address

Device? Frame=3 at 00:00:00.000310480 OK Len=823
t F

®FCAA149CBF99
xFCAA149CBF9B
0800 Internet IP(IPv4)
0100. ... (4)
....0101 (5)

000000.. Default

809 (=0329)
28511 (=6FSF)
0....... Hot Set
.1...... Set
.0..... Hot Set
0 (...00000 QOOQOOOO)
128 (=80)
00000110 TCP
=0000
192.168.12.122 (=COAB0DC74)
192.168.12.123 (=COAB0C7E)

(R ]

C:\Users\Archana\Desktop\Aggregate Summar 11 Frames

00 Hot-ECT (Not ECN-Capable Transport)

##% Right click to SHOW/HIDE layer details a

4
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results efficiently

Aggregate Summary Column Group

« The user can create multiple aggregate column groups and prioritize the groups as per the requirement to display the summary

B Aggregate Summary Columns

Save Load Default

B Select summary columns to d
Menu checked options

Jg,'!} Protocel standard selection
% Metwork/User side selection
@'ﬁme Farmat

S View Filter

ﬁﬁ‘u’iew Search

@D: TCP Connection Options

' Periodic Trace Saving Options

F?Startup Options

Z@_I_.‘,tData Link Groups
F,

-E] INI Decode Options

View Font Size

Define Summary Columns

- Aggregate Summary Columns

"_‘}W’Capture Options

Add

Delete

Aliases

Reorder

<

Reverse Use '_'in the name for multiine headers
Name Display Format Summary Columns Separator
Group~0 Col_Alias Value SIP Method_SIP .
SIP From_SIP
= S SIP To_SIP
SIP Call ID_SIP
R I r——— 5 X
Grol.lp-—1 Col Alias Value Payload typ File yizw (iplum Statistics Database Eull Detail Records  Configure  Help
SSRC identif
iE 5 Sequence N
TimeStamp. =D G oa 1 INATE
Marker bit_f 4 wuuuuucwww a6 SP 100 Tiyig . From COVTGTS2 18812122, T 0001 @152 16812123, CabD: 6L mﬂmnswalmsaszau@lmsaum CSeq 1INVITE et FPvi) 13276812
B 5 000000001110720 54 SIP 57434 > 5080 Intesnet IPJIPv4) 192168127
Group=~2 Concat Source Port, 6 D0OCHO0 D0TE33300 7 siP 200 0K, From 00012182 16812122 , Tor 0001192168 12123, CalD: GLMAPS-1164-274384921-14456 82402192 168 12,122 , CSeq: 1 INVITE Irkesmet IP{Pv4) 19216812
| iE E] Destination 7 0000000215050 484 SIP ALK, From 0001@152 16812122 , To: 0001132.168.12.123 , CahiD: GLMAPS-1164-274304521-14456-82402152.168 12 122 , CSeq: 1 ALK Ivemet IPIPv4] 19216812
8 214 RTP PT= (0] PCMU (4 - 8000 Hz - 1 Channel) . SSAC= 832283305 , Seq= 51424 . Time 523337239, Marker= Set Irvemet IPIPv4) 132168127
9 000000.002216600 214 AIP PTa 0) PCMU (4 - B000 Hz - 1 Channe] , SSAC= 833733889 . Seqe 45195 . Time 07215275 . Masker= Set Ikemet IPIPv4) 19216812 o

>

DeviceZ Franc-3 at 00:00 00 000310480 OK
Ethernet Frams Dota

= MAC Layer ==
l]l][ID Destination Address
0006 Source Address
000C Length Erstocal Tye
Layer =

000E Version

000E Internst Header Length (In 32 bit words)
Differentiated Services Field
Differentiated Services Codepoint
Explicit Congestion Notification

oaGL

Communications

IP Hdr No TCP SegmentationOffload
Total Length
Identification
Reserved Bit
Don't fragment
Hore fragments
Fragment Of fset
Tine To Live
Protocol

Header Check Sum
Source [P Address

Source Port
Destination Port
Sequence Number
hcknovledgensat. Hunber
Data

Reserved

Off-fine Viewing.

Len=823

®FCAAL49CEF99
= xFCAA149CBF9B
= x0800 Internet IP(IPv4)

0100 (4)
- 0101 (5)

0ooooo Default
0 Not-ECT (Hot ECN-Capable Tramsport)

= 809 (x0329)
28511 (x6FSF)
o Hot

Set
-1 Set
= ..0..... Hot Set
0 00000 00000000)
128 (x80)

= 00000110 TCP

= =0000

192.168.12.122 (xCOABOCTA)
192.168.12 123 (xCOABOCTB)

= 57494 (xE096)
5060 (13Cd)
3414694555 (xCBBB1AIE)
3518904125 [xDJE?FABD)

0101
.0000 (u)

C:\Users\Archana\Desktop\Aggregate Summary Columr 11 Frames

Right click to SHOW/HIDE layer details or copy we=
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Copy Frames to Memory File

* The user can select and copy the Wi PacketScan 64-bit - 0O x
frames (frame range) to the desired File View Capture Statistics Database Call Detail Records Configure Help
. = ‘ Hj I—‘
location & B || Wog | T |*| | 4]0 S| %] [0 GaTo |
Device Frame# TIME (Relative) Length (Bytes) Length/Protocol Type Packet Type A
MAC MAC
w: |0 wm Iniernet IP{IPy4] I
2 1 (00:00:01.841 978000 Internet IF[IPwd]
2 2 00:00:02. 347154000 835 Internet IP[IPw4] SIP
2 3 (00:00:02. 347730000 354 Internet IF[IPwd] SIF
2 4 00:00:02. 343375000 355 Internet IP[IPw4] SIP
2 ] (00:00:02. 349532000 520 Internet IF[IPw4] SIF
\f( 2 E AN d ACTAETONN a7 Lembmrim = b 1DID LAY
2 7 Copy Frames to Memory File x
2 a
2 3 . .
N 10 Total Frames in Memory: 1 Copy Selected >
< List of frame ranges to copy lke 1 10-19 33-77 >
10-15
evice? Frame=0 at | CEy I ~
Ethernet Frame Dats
============ K} Copy All
D000 Destination Ag
D006 Source Address . )
000C Length Protoce Save & Exit Clear Memory Exit |
s=========== JFua wuyes
NO0E Wersion = 01o0.. .. (43
DO0E Internet Header Length (In 32 bit words) = L0101 (5)
Differentiated Services Field =
DOOF Differentiated Services Codepoint = 0ooooo. . Default
DO0F E=plicit Congestion Hotification = ... 00 Hot-ECT (Hot ECH-Capable Transport)
IF Hdr Ho TCFP SegmentationOffload =

010 Total Length = B8 (=0044)
D012 Identification = 24272 {(=GEDO}
014 FReserwed Bit =0....... Hot Set "
< >

oaGL

Communications
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* \Various statistics can be obtained to study the performance and trend in the VolP network, based on protocol fields and different

Field Mames

5 5P Ta
- SIPY
=-§ RTCP

— Selected Statistic Information

Statistics

— SIF Method

Use Type [single selection)]——————————————

Total
Field

— Statistic Type(s] [calculated, multiple selection] —
M ~
i

SUM
AVG

—Walue Set

€ Curmulative % Separate

Remove |

Layer | Field Mame | Usze Type

| Statistic: Type

Femaove Sel |

Sip3261 SIF Method Ky

Remove Al |
> Apply |

parameters

oGL

Communications

LAYERS

Select Use Type

= Total, Key, Field
* FrameCount, Frame
Percent, Byte count,

Select Layer
Protocol Fields

Byte Percent

* SIP Method
* SIP From
« SIP To

i + sipcalliD
= SIP CSeq

MGCP
MEGACO
H323

§S7 SIGTRAN
ISDN-SIGTRAN
GSMA over IP
GPRS over IP

*© UMTS uve

. 4

E.g.

Device # (Its type Numeric)
Timestamp (String values)

ARP Hardware type (with predefined
value set)



* Packet Data Analysis in
PacketScan™ displays the

following views
» Summary view
» Detail view

» Registration summary view

oaGL

Communications

Packet Data Analysis

Calls Rate { RTP Packets Graph 3 Average Jtter Distibution 3, E-Model ) T.38 Analysis % Call Flow % Call Summary /

4 Packet Data Analyzer - Summary View a X
File View Call Summary Protocol Configurations  GUI Cenfigurations  Help
VE o
#F ,O|‘ W S| |y ‘Fﬁ" [sip _~||show an calls Total : 824
Call Summary I SIF Registration Summaryl Alert Summaryl
Call # Caller Callee StartTime Duration VoiceQuality L WVoiceQuality R Cor A
0001@12.168.12.52 00010152.168.12.94 20230601 150034419 L opoo0i02s || | |
2 0002@192.168.12.92 0002@192.168.12.94 2023-06-01 15:01:34.482 00:01:00.033
3 0003@192,168.12.92 0003@192.1568.12.54 2023-06-01 15:01:34.533 00:01:00.045
4 0004@192,168,12.92 0004@192,1568.12.54 2023-06-01 15:01:34.583 00:01:00.037
3 0005@192,168,12.92 0005@192,1568.12.54 2023-06-01 15:01:34.623 00:01:00.043
[ 0006@192. 168.12.92 0006@192.168.12.54 2023-06-01 15:01:34.684 00:01:00.041
7 0007@192,168.12.92 0007@192.168.12.94 2023-06-01 15:01:34.715 00:01:00.043 N
< >
Export I Graph Duraﬁonllmin ;I |2023»1171? 10:36:19 ;I Goto Save | Update Graph Counter Type | Counters |
—— Total Callz g24
Active Calls 0
Completed Cals 756
Purged Calls[cleared] 0
Failed Call: [
Calls Per Second Calls Per Second 1}
Mon Purged Calls 024
WFailed Calls
Total Frames 5438
Last Frame Processed 5496
Tatal Processed Frames 5496
104 Frames Purged Before Processing 0
Oueue ToDecode:Decoded 00
i TimeT oProcess{mm:zz]
o FrameProcess/Sec - RatelMbps) 0000
_«a 5 HdbafriteDropfrm: bytes
=
S, YOIP Bandwidth 0.00
SIP Bandwidth 0.0
H323 Bandwidth 0.0o
21 MEGACD Bandwidth 0.oo
RTP Bandwidth 0.00
0 T T IS Bandwidth 0.0o
00:00:00 00:01:00 Gama Bandwidth 0.00
Time SCCP Bandwidth 0.00

OverAll { SIP 3 RTP ), ED137
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* Summary View displays -

» Summary of data transmission in
each direction including calling
number, called number, call id,
start time, duration, missing
packets, etc.

» Includes separate statistical
counts on total packets, calls,
failed calls, captured frames, etc.,
for SIP, H323, MEGACO, and
RTP based calls

» Provides various graphs to view
active calls, average jitter
distribution, E-model based
measurements for R-factor / MOS/
Packet discarded, RTP packets,
T.38 fax analysis, and call
signaling, Gap, Jitter, Gap/Jitter
Distribution, Wave and Spectral
Display for media stream analysis,
VolIP calls and more

oaGL

Communications

PDA Summary View

4 Packet Data Analyzer - Summary View — O X
File View Call Summary Protocel Configurations GUI Configurations  Help

FouH T » 2 - 4 [sip ~|[show an cans = Call Count: 824

| Call Surmmary ] SIP Registration Summaw] Alert Summaw]
Call# Caller Callee StartTime Duration VoiceQuality L VoiceQuality R Cor

0001@192. 168.12.92 0001@192. 168.12.94 2023-06-01 15:01:34.419 00:01:00.023 1 1 1]

2 0002@192.168.12.52 0002@192,168.12.94 2023-06-01 15:01:34. 462 00:01:00.033
3 0003@192.168.12,92 0003@192,168.12.94 2023-06-01 15:01:34.533 00:01:00.045
4 0004@192.168.12,92 0004@192,168.12.94 2023-06-01 15:01:34.583 00:01:00.037
5 0005@192.168.12,52 0005@192,168.12.94 2023-06-01 15:01:34.623 00:01:00.045
[ 0006@192.168.12.52 0006@192.168.12.94 2023-06-01 15:01:34.684 00:01:00.041
7 0007@192.168.12.52 0007@192.168.12.94 2023-06-01 15:01:34.715 00:01:00.043
8 0008@192.168.12.52 0008@192.168.12.94 2023-06-01 15:01:34.786 00:01:00.024 ©
B [ [ e e e [ 5
Export | GraphDuraton[1dey | [202308011m01:34 v Goto | save Counter Type | Counters
Tatal Calls 24
| Active Calls 1]
T T T T S T S S S T S S T S S T S T S O S S T S S T T S T R R} Completed Calls 756
Graph Start - (2023-05-31 15:02: 16) Graph End - (2023-06-01 15:02:15) Purged Calls|cleared) o
Failed Calls E3
CallsPerSecond Callz Per Second 1}
= Man Purged Calls 824
|‘ﬁme=2023-06-01 -15:02:13 CPS=18 [l Attempted Calls [l Passed Calls [v| M Failed Calls
Total Frames 5436
Last Frame Processed 54596
Total Processed Frames 54596
20 Frames Purged Before Processing 1]
\/\ Queue ToDecode:Decoded oo
TimeT oProcess(mm:ss)
] 15 FrameProcess/Sec - Rate(Mbps] 0 0oo
@ HdhwiteDinop<frm: byte>
=10 ]
~ WOIP Bandwidth 000
SIP Bandwidth 000
5 H323 Bandwidth n.oo
MEGACD Bandwidth 0.00
a0 R TP Bandwidth 000
! 1UCS B andwidth n.oo
01-15:02:00
Gema Bandwidth 0.00
s SCCP Bandwidth 0.0
Calls Rate f( RTP Packets Graph Average Jitter Distribution E-Model T .38 Analysis Call Flow Call Summary OverAll £ SIP >\ RTP )\ ED137
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Displaying Filtered Calls using Filter Expressions

+ Filter CDRs (Call Detail Records) based on parameters such as caller, time, message count, etc.

» The expression supports the following mathematical operators: ==, <=, >=, 1=, <, >, &&, ||

» For example, the filter expression "ErrorCode==400||ErrorCode>600" will display calls with ErrorCode equal to 400 and calls
with ErrorCode greater than 600

o4 Packet Data Analyzer - Summary View - O it
File View Call Summary Protocel Configurations  GUI Cenfigurations  Help
AANCIE Tl RE= 2 I SIP ~||show Filtered calls ~ Call Count: 6
EnoiCode==400 || EnorCodes 600 | | X =
Call Surnrmary l SIF Registration Summary] Alert Summary]
Payload R ErrorCode FailureCause | CalllD EndTime PostDialDelay SessionDisconnectDe

Q GL 30
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ave Gall in *.hdl, *.pcap, and *.pcapng Formats

ma Packet Data Analyzer - Summary View - O x
File View Call Summary Protocol Configurations  GUI Configurations  Help
Ve a o
EOomM e w| g =% % W ][ Show Al Calls - Total : 824
Eall Summary I SIP Reqistration Surmmary I Alert Surnmary I
Call # | Caller | Callee | StartTime | Duration | VoiceQuality L | VoiceQuality R | Cor A
1 0001@192.168.12.92 0001@192.168.12.94 2023-06-01 15:01:34.419 00:01:00.023
2 0002@192.168,12.92 0002@192.168.12.94 2023-06-01 15:01:34. 452 00:01:00.033
D003@192. 168.12.92 D003@192. 168. 12 2023-06-01 15:01:34.533 o ! 1| |
4 0004@192.168.12.92 0004@192.168.12.94 2023-06-01 15:01:34.583
5 0005@192.168.12.92 0005@192.168.12.94 2023-06-01 15:01:34.623 Copy Cell Value
] 0005@192.168.12.92 0006@192.168.12.94 2023-06-01 15:01:34.684 00100031
7 0007@192.168.12.92 0007@192.168.12.94 2023-06-01 15:01:34.715 00:01:00.043 \ 4
8 0008@192.168.12.92 0008@192.168.12.94 04 Save Call - CallNum_3 % v
P ARAAAAAT 122 17 AN ARAAEAAT 1£8 17 Aa
< >
Export Graph Duratid File Type Counters
¥ HDLFie | PCAPFle [ PCAPNG Link Tpc 0 S
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Graph Start - (2023-05-27 1! eared] 1]
PathlE:\Program Filez\GL Communications IncsPacketScan' I 638
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[V Ovenwiite Files  Save Call[s]l Exit | lls 824
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Taotal Proceszed Frames 5496
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\/-A Gueue ToDecode: Decoded 0.0
TimeT oProcess(mm: sz
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MEGACO Eandwidth 0.00
0 RTP Bandwidth 0.0
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01-15:02:00
- Gsma Bandwidth 0.0
.- SCCP Bandwidth 0.oo
Calls Rate { RTP Packets Graph %, Average Jiter Distribution % E-Model % T.38 Analysis % Call Flow % Cal Summary / OverAll {SIP % RTP % ED137
P
OGL
.
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Copy Cell Value to Clipboard

0003@192.168.12.92
0004@1592.168.12.92

0003@192.168.12.94
0004@192.168.12.94

2023-06-01 15:01:34. 5 Save Call
2023-06-01 15:01:34. 5¢

0005@192.168.12.92 0005@192.168.12.94 2023-06-01 15:01:34.6] oy Eall il

0006@192.168.12.92 0006@192.168.12.94 2023-06-01 15:01:34.684 00:01:00.041
0007@192.168.12.92 0007@192.168.12.94 2023-06-01 15:01:34.715 00:01:00.043
0008@192.168.12.92 0008@192.165.12.94 2023-06-01 15:01:34. 786 00:01:00.024

ARRRAANT 420 47 A0 ARARAANT 420 47 A AT S N4 404,74 00 ARLAA AR AAT

Ll
ERE-"RENE. TR o [ER

o4 Packet Data Analyzer - Summary View - O X
File View Call Summary Protocol Configurations GUI Configurations  Help
E .
GlomM|T|» v =2 %|uwlsr ~|[Show Al Calls - Total : 824
Call Summary | SIP Registration Summaryl Alert Summaryl
Call # | Caller | Callee | StartTime | Duration | VoiceQuality_L | VoiceQuality R | Cor A
0001@192.168.12.92 0001@192.168.12.94 2023-06-01 15:01:34.419 00:01:00.023
0002@1592.168.12.92 0002@1592.168.12.94 2023-06-01 15:01:34. 482 00:01:00.033

=] [20230601 150134 ¥| Goto | save |

Export Graph Duration IS days

E *Untitled - Notepad

- O

File Edit Format View Help
2023-06-81 15:81:34.533

00:01:90.045
0803@192.168.12. 92|

L 100%  Windows (CRLF)

UTF-8

eI

Active Callz

Graph Start - (2023-05-27 15:02:16) Graph End - (2023-06-01 15:02:15)

Calls Per Second

L_0_n Completed Callz

Failed Callz
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[#]llAttempted Calls [+ llPassed Calls [#IlFailed Calls

(=]
=
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o
1
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1
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w
1
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Total Frames
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T
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Calls Rate / RTP Packets Graph %  Average Jiter Distibution % E-Model % T.38 Analysis % Call Flow % Call Summary /
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Frames Purged Before Processing
Queus ToDecode:Decoded
TimeT oProcess(mm: sz
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Key Performance Indicators (KPIs) Report for SIP Calls

The SIP Call Summary KPI Report includes
KPIs for the following fields:

» Call Success Ratio: Displays graph for

"Successful" and "Unsuccessful Calls,"
including counts and percentages (%)

» Calls Per Second: Shows graph
"Total,” "Passed," and "Failed Calls per
second.”

« Post Dial Delay: Shows delay counts in

milliseconds (0-250ms, 251-500ms,
etc.)

* Error Code Distribution: Lists Top 10
Call Failure Causes with counts and
percentages (%)

* Answer Seizure Ratio: Shows
"Answered" and "Unanswered Calls,"
with counts and percentages (%)

* Call Duration Distribution: Provides
call counts for different durations (0-1
sec, 1-10 sec, etc.)

—
«»
=

Communications

§ SIP-CALL KPI CHART

Call Success Ratio Calls Per Second Post Dial-delay Error Code Distribution Answer Seizure Ratio Call Duration Distribution

RéED PQE

Answered Call Seizure Ratio

Save as PDF

Total Call(s): 824

Call status
Answered Calls - 756 (91.748%)
Unanswered Calls - 68 (8.252%)
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Calls Per Second and Post Delay KPIs

ﬂ SIP-CALL KPI CHART

Call Success Ratic Calls PerSecond Post Dial-delay Error Code Distribution Answer Seizure Ratio Call Duration Distribution

Calls Per Second

Save as PDF

A

15 4

— Total Calls
—— Passed Calls
—— Failed calls

T T T T T T T T
15:01:35.35 15:01:40.40 15:01:45.45 15:01:50.50 15:01:55.55 15:02:00.00 15:02:05.05 15:02:10.10 15
Time

AéPd Q=
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 SIP-CALL KPI CHART

Call Success Ratio Calls Per Second Post Dial-delay Error Code Distribution Answer Seizure Ratio Call Duration Distribution

Post Dial Delay Distribution
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Save as PDF —
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Error Code Distribution KPI

@ SIP-CALL KPI CHART -

Call Success Ratio  Calls Per Second Post Dial-delay Error Code Distribution  Answer Seizure Ratio Call Duration Distribution

Top 10 Call Failure Causes

Total Call Failures: 68
Error Codes

Error 410 - 3 (4.412%)
Error 501 - 3 (4.412%)
Error 513 - 2 (2.941%)
Error 600 - 2 (2.941%)
Error 606 - 2 (2.941%)
Error 400 - 2 (2.941%)
Error 402 - 2 (2.941%)
Error 403 - 2 (2.941%)
Error 404 - 2 (2.941%)
Others - 48 (70.588%)

B

it

Save as PDF
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Answer Seizure Ratio and Call Duration Distribution KPIs

# SIP-CALL KPI CHART = a *
Call Success Ratic Calls Per Second  Post Dial-delay Error Code Distribution Answer Seizure Ratio Call Duration Distribution
Answered Call Seizure Ratio Save BOR _ 0 x
F\nswer Seizure Ratio  Call Duration Distribution
Save as PDF :
Observed Call Durations
756
Total Answered Calls: 756
Total Call(s): 824
Call status
Answered Calls - 756 (91.748%)
W Unanswered Calls - 68 (8.252%)
100 +
0 0 0 0 0 0 0
0 T T T T T T T T
< C 9 <
o%? o 2 0 ro,e. o0 & & . o Opt_,e
o i 08 o N o 0 V°
0 0% o

aes Q=B |
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* Displays the message
sequences of captured VolP

calls

* Decodes of the selected SIP
message is displayed on the

right pane

* The Complete Stack option
enables the user to view the
full call details for the
selected message on the

ladder diagram

oaGL

Communications

Call Graph — SIP Call

oA Packet Data Analyzer - Summary View

File View CallS y Protocol Config

lomu o r n g s

X % | [sp

GUI Config Help

;]‘I‘smw All Calls ~|

Total : 824

Cal Summary | SIP Registration Summary | Alest Summary |

Cal =

0002@192.168.12.92
0003@192.168.12.92
0004@192.168.12.92
0005@192.168.12.92

AAAS B cnn crn am AR

Y s W N

<

Caller Caliee
0002@192.168.12.94
0003@192.168.12.94
0004@192.168.12.94
0005@192.168.12.94

AAAS BaAn arm am AL

StartTime
2023-06-01 15:01:34.419
2023-06-01 15:01:34.482
2023-06-01 15:01:34.533
2023-06-01 15:01:34,583
2023-06-01 15:01:34.623

AARN AS A rAema saa

Duration
00:01:00.033
00:01:00.045
00:01:00.037
00:01:00.049

AR AT AN Aae

Voi L Voi R Cor A
[ =]

Colunn'Width _f———————" |~ Absolute Timing [~ Show Latest

| Find [V Complete Stack

Time Frame# 192168.12.92 192.168.12.84
MAC Layer
Destination Address
Source Address
00.00.020 1 5060 ‘ yng 5060 Length/Protocol Type
s IPv4 Layer =====——=—=———
SIP/2.0 180 Ringing Version
00,00.023 2 5060 ‘ 5060 Internet Header Length (In 32 bit words)
SIP/2.0 200 0K Differentiated Services Field
00.00.153 9 5060 ‘ 5060 Differentiated Services Codepoint
ACK Explicit Congestion Notification
00.00.163 n 5060 » 5060 IP Hdr No TCP SegmentationOffload
BYE Total Length ;
01.00177 3984 5060 5060 Identification Dlsplays decoded
Reserved Bit A :
SIP/2.0 200 0K s information of
H 7
1,003 S 0 < e More fragments ’ the selected
F: Off
T e © SIP message
Protocol
Header Check Sum
Source IP Address
Destination IP Address
UDP Layer s===ss=s====
Source Port
Destination Port
<

> |l Length (Header + Data)

<[ v\ RTPPacketsGraph )  Average Jater Distrbution )\ E-Model )\ T.38 Analysis ) Call How ,

x€CE2€DIEEB30
%S4BEF737BC79
%0800 Internet IP(IPv4)

0100.... (4)
-...0101 (5)

000000.. Defaulc
...... 00 Not-ECT (Not ECN-(

7€1 (x02F9)

15592 (x3CzZ8)

[ Fp—— Not Set

.0...... Not Set
0..... Not Set

0 (...00000 00000000)

128 (x80)

00010001 UDP

%0000

152.1€8.12.92 (xCOAB0CSC)
152.1€8.12.94 (xCOABOCSE)

S50€0 (x%13C4)
50€0 (x13C4q)
741 (x02ES)
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* Displays the message
sequences of SIP ED-137

call

* Decodes of the selected
SIP message is displayed

on the right pane

oaGL

Communications

Call Graph - SIP ED-13]7

FDA

Eile  View Call Summary Protocel Configurations

GUI Configurations

Help

Packet Data Analyzer - Summary View

zﬁ‘ /O| oW | | L} "é_"l‘ EH Y %'® ISIP jIShuwAII Sessions j |
[ cat Surmay | Regitraton Summary | Alstt Summeny |
Call = Caller Callee CalliD StartTime TotalPackets L | ConversationalMos_L ConversationalR_L Listenit #

S0E0

5060

5060

6000

EO00

S0E0

5060

5060

5060

00:00:28.116

>

21943045 G729/3000 550

2092952065 PCMA/B000 1399

4.06 87 4
4.20 93 4 v
>

Find ¥ Coeplete Stack

MAC Layer
Destination Rddress
Source Rddress
Length/Protocel Type
IP Layer

Version
Internet Header Length (In 32 bit words)
Differentisted Services Fisld
Differentiated Services Codepoint
Explicit Congestibn Notification
Total Length
Identification
Reserved Bit
Don't fragment
More fragments
Fragment Offset
Time To Live
Protocel
Header Check Sum
Source IP Address
Destination IP Address
UDP Layer
Source Port

Destination Port

3 0001@192.168.1.52  0001@192.168.12.105 GL-MAPS_10_2145086-... 2017-01-13 12:35:35
5 EVIEIEIE@IQL ;68;5; EVIEIEII@IQL 168.;; ;U’E éLMAPS 3 2920954—71‘.‘ ;0;7-0;-; 12:48:31
TimeStamp  Frame Number 192.1668.1.52 19216812105
0.00.023 1 5060 w 5IF/2.0100 Trying
00.00.148 2 S060 4 SIR/2.0 200 0K,
00.00.154 3 5080 ALK
000155 4 ] Fieep tlive
0000161 5 ] L Keep tlive
00.01.170 I 5060 SUBSCRIBE
00.01.176 7 S060 P 3IR/2.0 200 0K,
000178 18 5080 ¢ NOTIFY
00.01.182 19 S060 SIP/2.0 200 K, N
<
Active Calls Graph 5, Average Jiter Distribution 5, E-Model 3, RTP Packets Graph %, 1.38 Analysis 3, Call Graph

Call Summary /

xCOERE484BAS0
x54BEF737BC42
%0800 Internet IP(IPv4)

0100.... (4)
= ....0101 (5)

= 100010.. REssured Forwarding 41
(Not ECN-Capable Trar

= 98l (=03Cl)
= 542 (=SB0E)
a..

.. Mot Set

0 (...00000 0000Q0Q0)
123 (x80)
00010001 User Datagram
x0000
192 _148.1.52 (xCORB0134)
= 192.168.12.105 (xCORBOCE3)
= 5080 (x13C4)
= 5060 (x13C4) w
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* Decodes of the selected MSRP message is displayed on the right pane

oGL

Communications

Call Graph — MSRP Call

PDA Packet Data Analyzer - Summary View

File View CallS y Protocol C:

GUI C

Help

ﬁgp‘-“ G| > w8 x

¥ % W [se

~|/show an calls

|| Call summany | Registraton Summary | Alert Summary |

00.00.205 4 24339
00.00.216 3 24339 MSRP/REPORT .
00.00.227 5 24339 MSRP/SEND s
00.00.24 8 24339 MSRP/200 0K e
00.00.271 51 24339 MSRP/REFORT —
00.01.218 215 24339 MSRP/SEND -
00.01.230 20 24339 MSRP/200 0K -

21366

>

3 0003@192.168.10.13 0003@192.168.10.14 GL-MAPS-24656-493054534-1755... g o 00.057 2021-05-1101: 1
4 0004@192.168.10.13 0004@192.168.10.14 GL-MAPS-24587-493054633-1755... 2021-05-1101:43:17.915 00:02:00.024 2021-05-1101:4! 1
-] 0005@192.168.10.13 0005@192.168.10.14 GL-MAPS-24670-493054734-1755... 2021-05-1101:43:18.013 00:02:00.055 2021-05-1101:45: 1
6 0006@192.168.10.13 0006@192.168.10.14 GL-MAPS-24591-493054834-1755... 2021-05-1101:43:18.123 00:02:00.022 2021-05-1101:4! 1
7 0007@192.168.10.13 0007@192.168.10.14 GL-MAPS-24699-493054933-1755... 2021-05-1101:43:18.231 00:02:00.023 2021-05-1101:45:18.394 1
<
Column Width | I Absolute Timing [~ Show Latest
TimeStamp  Frame Number 1921681013 1921681014 e
TNVITE pMSRP gl 2€7895 SEND
00.00.000 8 5060 5060 [fo-Path: msrp://192.1€8.10.14:213€€/CGL_MAPS_B8CASE3E3;tcp
2 [From-Path: msrp://192.1€8.10.13:24339/GL_MAPS_3B40F4BD; tcp
00.00010 3 5060 SIP/2.0 100 Trying 5080 pessage-ID: glMapsMsrp226788
T Isuccess-Report: no
5IP/2.0 180 Ringing [Failure-Repors: yes
00.00.021 12 5060 5060 Byte-Range: 1-270/270
SIP/2.0 200 0K IContent-Type: text/plain
00.00.130 P 5060 5060
ACK. IGL's Message Automation & Protocol Simulation (MAPS™) is a protocol simulation an
00.00.140 kil 5060 s060 |[jb---- g1MapsMsrp2267895

<

Active Calls Graph ), RTP Packets Graph ), _Average Jtter Distrbution ) E-Model ) T.38 Analysis ), Call Graph / Call Summary /
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LTE Call Flow

oA Packet Data Analyzer - Summary View = m] X
[Eile View Call Summary Protocol Corfig GUI Configurations  Help ) B
GlomMik D » w g x ~|[Show Al Calls K| Call Count: 1

Cot Sty |5 Rt Sy At S | ,

Cal# 51 M_TMSI Resut EsmCause SlAuthenticationResuk S6a Authentic:
. 51 fuok o "

CokmnWidth |—————— [~ Absolie Timing [~ Show Latest

1921681227 192168.12.26 19216812110

2988 Autrenhcabon | nformation Request
3862 Ak d e

oy [EitiTemot ol e
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26412 WMNASTIMSWI-SquModeCW B412
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2983 Update-Location Answer
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35412 InitialContex!S etupR esponss ’ 6412

36412 [UpinkNAS Transport - Attach Compiete-d 6412

6412 UpirkNAS Transpoet - PDN Connectiviy 6412

& I | Fird Il_CormHeStmk

snenenennsss S1AP Layer ssessswessse
S1ap-PDU
Iniciatinglessage
ProcedureCode
Criticality
Valus
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ProtocollE-Containar
Iten
ProtocolIi-Field
ProvocolIE-ID
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valus
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Iten
ProtocollE-Field
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HAs PODU
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Item
Protocolli-Field
ProtocolIE-ID
Crivicalicy
valus
TAI
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Hce
mC
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Iten
ProtocollE-Field
ProtocolE-ID
Criticality
valus
EUTRAN-CCI
- PLMNidentity

Call Flow { Cal Sunmay [/

LB T T T T TN T T A U VA T T T T O T O O A T TR T O T I ¥

InitiatingMeszage (0

12 id-initialUEMessage
L dgmorail)

5 Itews
]

8 Ld-eNB-UR-S1AP-ID
0 rejectin)

10006
L

26 id-HAS-PDU
0 rejecti(l)

x0741720BFE00F110000201DADMEFIS04EOS
z

67 1d-TAI
0 reject(0)

1133
01
x0002
2

100 2d-EUTIAN-CCY
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Call Graph — 5G N1N2 Call

01:20: 10,436

<

o4 Packet Data Analyzer - Surnrary View - [m}

File Wiew Call Surnmary  Protocol Configurations  GUI Configurations  Help
GEOMHLG » = 3 5 F %M [ ~][NTNZ Intertace -] [Show All Calls ~[call Count: 1 |

Call Surnmary | 5IP Registration Summary | Alert Summary |

Call# StartTime: EndTime Duration IMEISY B AME RanlleNgapld

Column'width _f——————" [~ absolute Timing [~ Show Latest

ghB AbiF AL

51002

51002

POST Jnausf-auth/v1/ue-authenticatior

SF 1l2)

Bgvanlink NAS Transport - Authentication R...|
%

UplinkM Transport - Authenticalion R

51002

51002
Qgvnlink NS Transport - Security Mode C.
i

UplinkMAS T ranspart - Security Mode Con

51006

51006

51006

51006

51006

51006

EGGE
S1om POST Arudm-ueauds /suci-0-001-01-00
51001 200
2m
4 BEGE
38412
8412
PUT /nausf-auth/v1 fue-authentications/ BEED
200
4 3253
42
1001 POST fnudm-uegausv fmsi-001 01301 ZDM
ez
1001 an
PUT rudmeuecmsyv fimei-007 01301 4041631 fregistrations/ amf-3gpp-access
P il
%
GET /nudm-sdm/v2/imsi001 013012041631 /hssai
- 200
%
GET /rwdm-sdmdv2/imsi-0401 01 301 2041631 /am-data
4 200
|

Call: Rate >\ Call Flow { Call Summary /

[ Find | ™ Complete stack

EEBE

EEEE

EBBE

BEEG

EEBE

BEEG

EBBE

EEEE

BEEG

EBEE W

NGAP-FLU
InitiatingMessage
ProcedursCode
procedureCricicality
Value
InitialUEMessage
ProtocollE-Container
Iten

HGAP Layer

ProtocolIE-Field
ProtocelIE-ID
procedureCricicalicy
Value
BAN-TE-NGAP-ID

Item

ProtocolIE-Field
ProtocolIE-ID
procedureCriticality
Value

HAS-PDU

MAS PDU Dunp

Item

ProtocollE-Field
ProtocolIE-ID
procedureCriticality
Value

UserLocationInformation
userLocationInformationNR
nR-CGT
pLMNIdentity
nce
mic
nRCellldentity
£AT
pLMNIdentity
nce

MHC
£aC

Item

ProtocolIE-Field
ProtocolIE-ID
procedureCriticality

InitistingMessage (0}

15 id-InitialUEMessage

0 reject (0}

& Items

25 id-PAN-UE-NGAP-ID

0 reject (0}

38 id-MAS-PDUT

0 reject (0}

x7E00417100000100F11000000000
z

171 id-TserLocationInformatio:

0 reject (0}

userlocationInformationNR (1}

ool
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00000000000000000000000000000

ool

a1
x000001
3

90 id-RRCEstablishmentCause
0 reject (0}
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Communications

Signaling / Audio/ Video QoS Parameters

oA Packet Data Analyzer - Summary View

File View Call Summary Protocol Configurations  GUI Configurations  Help

aiBeRE Tl = a3 =5 & SIP ~|[shew Al calls = Call Count: 824

Call Summary ] 5IP Registration Summary] Alert Summary 1 ]

Call # Missing Average | Cumulativd Max/Min | Mas/Min | Max/Min | Mas/Min | Average lu A
Packets. Packet | Gap Delay i Cl

l
G 1 47949 PCMU.. 0 0oos0 oo00/s0 o0/0/0 o/000 0/000 0/000 0O/000 000 0.00 0.0 1] 0 0.oo/ o/0 0.oo/ n.ooo 0.000 o/0 1]
1 42848 PCMU.. 0 ooo/s0 ooo/so os0/0 o/000 04000 O0/000 04000 000 0.0a ulili] 1] ] ooo/.. o/0 0oo/.. 0000 0000 o/ 1]
EFCAIHO000002 Caller 0002 Callee:0002 Callld GLAAPS-13323- 765553328 20542-1 469651 92 165.12.92 Call StartTime: 2023-06-01 15:01:34 452 Call Duration: 00:01:00.033
hE 42848 Muls. 0 ooos0 ooo/so os0/0 o/000 04000 O0/000 04000 000 0.0a ulili] 1] 0 noo/.. o/0 0oo/.. 0000 0000 o/ 1]
2 47945 Mulh i} 0oos0 oo00/s0 o0/0/0 o/000 0/000 0/000 0O/000 000 0.00 0.0 1] 0 0.oo/ o/0 0.oo/ n.ooo 0.000 o/n 1]
EJCAIM000003 Caller.0003 Calles:0003 Callld GLAAPS-1095-766609378-20040-1 3540641 92, 168.1 2,92 Call StartTime: 2023-06-07 15:01:34.533 Call Durstion: 00:01:00.045
3 42949 PCMA. 0 noos0 ooo/s0 o0/0/0 o/000 04000 O0/000 0O/0.00 000 0.00 0.0 il 0 noo/.. 0/0 0oo/.. 0000 0000 o/ 0w
< >
Signalling Parameters | Walue | | Audio Parameters | Walue | | Wideo Parameters | Walue ~
Caller oo Src ATP Channel 1921681292 1026 Sre Video Channel
Calles oo Src Media Type PCMU/B000 Src Media Type
Callld GL-MAPS-1835-766.. Src 55AC 4234367235 Src 55
Call Status Terminated Sre: Packets Count 1] Sre: Packets Count
Src Mizsing Packets / (%) 0/000 Src Missing Packets / (%)
Call Initiated Time 2023-06-01 15:01:3. Sre Duplicate Packets /[%] 0/0.00 Sre Duplicate Packets / [%]
Call Established Time 2023-06-01 15:01:3.. Src Out of Sequence Packets / [%] /000 Src Out of Sequence Packets / [%)]
Call Stop Time 2023-06-01 15:02:3.. Src Conversational MOS/R-Factor oooso Src Video Frame count
Call Duration 00:01:00.023 Src Listening MOS/R-Factor 0.ooso Src Frame Rate[Frames/sec)
Call Terminatar Calles Src GoodChos/FairChos/PociCMos [Seconds] o/0/0 Src AvgDelay
Call Failure Reason Sre Yoice Qualty Src AwgGap
Src Discarded Packets / (%] /000 Src MDI [DF:MLR]
Sezsion Request Delay [maec) 29972 Src Average Inter Amival Jitter [RTCP) a Src AvghdDI[DF:MLR)
Sezgion Digconnect Delay (meec) 9.886 Src Average Jitker 0.00
Post PickUP Delay [msec) 00.00 Src Awerage Delay 0.a0 Dest Videa Channel
Src Awerage Gap 0.00 Dest Media Tppe
Total Signaling Frames 7 Dest 55ic
Dest ATF Channel 192.168.12.594: 1026 Dest Packets Count
CallType Dest Media Tupe PCRU2000 Diest Missing Packets / %)
SubCalType Dest SSRC 4294967295 Dest Duplicate Packets / [%)
PTTCourt 0 Dest Packets Count 1] Drest Out of Sequence Packets / [%]
SquelchCount 0 Dest Missing Packets / (%) /000 Dest Video Frame count
PTTHMCount 0 Dest Duplicate Packets /(%] /000 Dest Frame Rate(Frames/zec)
PTTSCount 0 Drest Out of Sequence Packets / (%) 0/000 Dest AvgDelay
PPSCTCount 0 w | Dest Conversational MOS/R-Factor 0.00/0 w | Dest AvgGap W

a | v |3 Average Jitter Distribution E-Model T 38 Analysis Call Flow %, Call Summary /
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Average Jitter Distribution Graph

* Distribution of the Average Jitter values across Total Sessions

Average Jitter Distribution

60017 Print
E | Save...
7 400
ko 1
wy
b
2 200 |—‘ ’_‘

0 T T T T T T T T T T I T T T T T T T T T T T T T =
0 1 2 3 4 5 & 7 B @ 11 12 13 14 15 16 17 18 19 20 21 22 23 24
Jitter (msec)
Active Calls Graph 3, Average Jitter Distribution / E-Model 3 RTF Packets Graph 3 T.38 Analysis 3 CallGraph % Call Summary /
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MOS Graph and R-Factor Graph

* E-Model graph provides R-factor, MOS, and
packets discarded against number of sessions.
All these three graphs show statistics of
terminated calls

» R-Factor — A bar graph that plots R-Factor
across No of Sessions

» MOS — A bar graph that plots Mean Opinion
Score across No. of Sessions

» Packets Discarded — A bar graph that plots
Packets Discarded across No. of Sessions

oaGL
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Fi-Factor [ "HOS | Packets Discarded

E-Model

are. (MOS)

inion Sc

} T T T T T T T T T T
0 200 400 600 800 1,000 1,200 1,400 1,600 1,800 2,000
No of Sessians

Active Calls Graph ), Average Jter Distrbution % E-Model / RTP Packets Graph 3}, T.38 Analysis ), Call Graph ), Call Summary /

I F-Factor  MOS Packets Discarded

E-Model

Above 81 Print

Save...

R Factor

71-80

R-Factor

51-70

T T T T T T T T T T T T
0 100 200 300 400 500 600 700 800 S00 1,000 1,100 1,200
No of Sessions

Active Calls Graph 3, Average Jitter Distribution ' E-Moded / RTP Packets Gragh 3 T.38 Analysis 3, Call Graph 3, Call Summary 7
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RTP Packets Graph

Rtp Packets Graph %% )

1483 Total Audio Packets: 100 (%)
M 0 Missing Packets: 0 (%)

B 0 Out OF Sequence Packets: O (%)
M 0 Duplicate Packets: 0 (%)

w0 Total Discarded Packets: 0 (%)

Call: Rate % RTP Packets Elaph/,{ Avwerage Jitter Distribution )\ E-todel )\ T.38 Analyzis )\ Call Flow >\ Call Summary /

* RTP Packets graph plots and compares out of ordered packets, missing packets and duplicate packets against Total

Audio Packets
oaL
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* Supports capturing and
decoding of Fax (T.38 data)

calls over VolP

* Decodes of selected FAX
message is displayed on the

right pane

* Captured fax calls by
PacketScan™ can also be
analyzed using GLInsight™ by
saving the fax calls directly in
(*.PCAP) Ethereal file format

oaGL
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1.38 Analysis - Fax over IP

A Packet Data Analyzer - Summary View
File View CallSummary Protocol Configurations GUI Configurations Help
= - -
GE L MR T e oy FF W[se ~|[show Fax calls ;I]
| Call Summary |Hegis{|atnn5umary| Alett Summary |
ConversationalMos_L
390089559 [ ]
< >
T.32 Layexr =
TimeStamp 192168.1.244 192168.1.60 — S
= — seg-number = INTEGER
0017.274 .. 5004 {Fim: 1409 sg:no-sgnal 5004 Contents =3
§ o primary-ifp-packes = Open Type
0017.274.. 5004 L AR g o 5004 Length =1
. IFPPacket = SEQUENCE
w17s. s (1211 Mg ro-sndd 5004 Preamble -0
type-cf-msg = cHOICE
Choice Index =0
t30-indicator = ENUMERATOR
(Fim:1419)Msg::ced Extensibility Marker =
00.27.343 .. 5004 5004 Contents =0 no-signall0)
Fim 1420Msg +21 b error-recovery = cuoIcE .
wa0sw. 5004 o 142004 e0 V21 preitle 5004 Choice Todex -0 Displays decoded
; y secondary-ifp-packets = SEQUENCE OF . .
003560 5004 (k) 7 TrTRTTERTonT - p information of the
L r=1£p-] K@t = Inst o
— ot (Fim:1422)Msg:CS1 NUM: 51804048401 a1 o iimacyttoraenen | Z open Tree selected FAX message
T Leagth =1
(Fro:1440)Msg::DIS:DSR:ATU-T V.27 ter and V.29 IFPPacket = SEQUENCE
0032648 . 5004 5004 e z
———} 1 —of-ms = CHOICE
0033110 5004 {Fim 1451 Msg-no-signa 5004 Chaice Tndex -
" . t30-indicator = ENUMERATOR
0033617 5004 (Fim 1561 Msg:v21 preanble 5004 Extensibilivy Marker -0
) y Contents = 0 no-signall0)
00.40.659... 5004 Al 5004 MAC Layer -
B Padding occtets = x401188E4COAB
00.40.834 5004 [Frrn:1566)M sg:no-signal 5004 FCS = %013CCA38 (Invalid FCS. Correct FCS is %A72500
I . (Fim 2968 Msg:v21-preanble o >
Active Calls Graph % _ Average Jiter Distrbution ) E-Model ) RTP Packets Graph ), T.38 Analysis { Call Graph ) _Call Summary
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Call Detail View

* Provides a detail look at the two (or one) RTP sessions that are part of a single call

* Left and right panes accommodate the two sessions

Communications

DA Packet Data Analyzer - Detail View - g
File View Detail View Protocol Configurations = GUI Configurations = Help
vE W I 3 = & [siP | [Show All Sessions =
Call Summany lReg\stlalon Summalﬂ Blett Summawl
Packet# | Sequen. | RTP . | Payload Type | Paylo.. | Packet Sequ . [ Gap(ms) | Ga_ [ Delay [ ditter | ~ | Packet# | Sequen. | RTP . | Paylnad Type | Paylo . | Packet Sequ.. | Gaplms) | Ga. [ Delay | Jitter "
M5 41763 4325..  PCMU/E000 160 SessionInPr.. 000 0o o 0.0 M3 47038 3301..  PCMU/B000 160 SessionInPr..  0.00 oo @ 0.00
6 41764 4325..  PCMU/E000 160 Session InPr.. 20,06 2000 0 0.0 n 47039 3301..  PCMU/B000 160 SessionInPr.. 18.81 2000 - 0.08
7 41765 4325..  PCMU/E000 160 InSequence 1953 000 0 0.0z 13 47040 3301..  PCMU/2000 160 InSequence 2050 2000 @ 010
8 41766 4325 PCHU/B000  1E0 InSequence 19562 2000 0 0.06 15 4700 33m PCMUB000 160 InSequence 1353 2000 0 013
o 41767 4325 PCHU/B000  1E0 InSequence 2150 2000 1 014 17 47042 33m PCMU/B000 160 InSequence  21.43 2000 1 [tk
12 41768 4325..  PCMU/E000 7160 InSequence 1953 2000 0 017 19 47043 3301, PCMU/E000 160 InSequence 1952 2000 O 0.23
14 41769 4325..  PCMU/E000 160 InSequence 1953 2000 0 019 21 47044 3301..  PCMU/E000 160 InSequence 1953 2000 0 0.24
16 41770 4325..  PCMU/E000 160 InSequence 2049 2000 0 [uell} 23 47045 3301..  PCMU/B000 160 InSequence 1947 2000 0 0.27
18 177 4325..  PCMU/000 160 InSequence 1957 2000 0 0.2z 25 47045 3301..  PCMU/B000 160 InSequence 2051 2000 @ 0.28
an 1772 4325 PCMU/S000 160 InSequence 2051 000 0 023 27 47047 33 PCMU/B000 160 InSequence 1953 2000 0 0.29
22 41773 4325 PCHU/B000  1E0 InSequence 19562 2000 0 025 24 47048 33m PCMU/B000 160 InSequence 2055 2000 0 (ki)
24 41774 4325 PCMU/B000  TE0 InSequence 20,75 2000 0 02a N 47043 33m PCMU/B000 160 InSequence 1348 2000 0 033
26 4775 4325..  PCMU/E000 160 InSequence 1931 2000 0 03 33 47050 3301, PCMU/E000 160 InSequence 2051 2000 @ 0.34
28 41776 4325..  PCMU/E000 160 InSequence 1950 2000 0 032 v B 47051 3301..  PCMU/B000 160 InSequence 1953 2000 @ 0.35 v
Heading | Value A | Heading ‘ Value 'y
SSAC 3365468417 SSRC 3300545537
Source IP Addiess 192.168.1.200 Source [P Address 1592.168.1.103
Destination IP Address 1592.168.1.103 Destination IP Address 1592.168.1.200
Source Port 1024 Source Foit 1024
Destination Port 1024 Destination Part 1024
RTP Packets Count 121 RTP Packets Count 1268
RTCP Packets Count 2 RTCP Packets Count 1
Packets With Marker Bit 1 Packets with Marker Bit 1
Tatal Audia Butes 203201 Tatal Audio Bytes 202721
RTCP Sender's Reports 2 RTCP Sender's Reparts 1
RTCP Receiver's Reports a RTCP Receiver's Repoits 1]
Out Of Sequence Packets 4 % osooo Out Of Sequence Packets % % 04000
Missing Packets \ % osooo Missing Packets \ % 04000
Duplicate Packets % avooo Duplicate Packets % % 04000
MOS-CQ 4 Conversational A 420493 MOS-CQ 4 Conversationsl R 4.20493
MOS-LO * Listening A 420493 MOS-L0 % Listening R 4.20493
G107R 92 G.107R 92
Mominal MOS % Nominal R 420433 ¥ | Nominal MOS % Nominal Fi 420493 v
RTP Statistics f/ RTCF ), Gap Graph Jitter Graph Gap Distribution Graph Jitter Digtribution Graph MQO5 Graph Inband Events RTFP Events Wave Graph Speciral Display R-Factor Statistics
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Gap and Jitter Graph

240+

2104

180+

150+

=]
=
1

@
=
1

[ar)
=
L

Gap (msec)
B
1

=

0

Gap

300 400 500 600 700 a0o q00 1000 1100 1200 1300
Packet Mumber

« [+ s RTCP %, Gap Graph / JiterGraph % Gap Distribution Graph 3, _ Jitter Distribition Graph % MOS Graph % Inband Events

v SN | RiighiGan

Jitter Graph

35 I 1
-
gzs— I ’l‘u ‘11 \ J Ik
;-Jz”' ! ' l i \ ' [ | 1 ..'
=s1 W i || . | |v

'l Wl
|

I M [ RightJittst

4 [ » [ RTCP Y, Gap Graph ' Jitter Graph / Gap Distribution Graph %, Jitter Distribution Graph

Gap graph plots the Gap (in milliseconds) versus
the packet number

oGL
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e Jitter graph plots the Jitter versus the packet

number
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Gap and Jitter Distribution Graph

Tatal Pkts

Jitter Distribution Graph

300+
2304
200+
150
1004

50+

0 ¥ == T I

0 2 4 6 8 10 12 14 16

Jitter Distribution

18

20
Jitter (in mseg

. . . Gap Distribution
Gap Distribution Graph
700+
600
5004
gfm—
=
=
2
300 4
200+
100 4
0 i . |||| I..I.n.l.. ap ﬂlﬂ. I..M"‘ll. : :
0 5 10 15 20 25 30 35 40 45 50
Gap (in msec)
v IEMGEREEREGGGSR v Fight Gap Distibution
4 [ v [3 RTCP ), Gap Graph ), lJitter Graph % Gap Distribution Graph ,{ litter Distribution Graph %, MOS Graph K

v ETVENDISHBONER - Fight Jiter Distribution

* Number of packets with a particular value of gap is
plotted against the (gap) value

oaGL
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4 | » |> RTCF % GapGraph 3 Jiter Graph 3 Gap Distribution Graph % Jitter Distribution Graph / MOS Graph

Number of packets with a particular value of jitter is plotted

against the jitter value
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MOS Graph

Mean Opinion Score (Mos) During Call

q_
q_
331
S
o
531
Lo
g
g 24 -
(=]
52
=
1_
1_
D T T T T T T
10:21:46 10:21:51 10:21:56 10:22:01 10:22:06 10:22:11 10:22:16

Time in Seconds

v ESHRERSEE - Right R-Factor

4| v [3 RTCP % GapGraph 3 JtterGraph 3 Gap Distribution Graph % Jitter Distribution Graph % MOS Graph  Inband Everts 3 TP Events 3 Wave Graph 3 Spectral Display

MOS Graph plots Mean Opinion Score values throughout the duration of the call
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Inband and Outband (RTP) Events

TimeStamp | Type | Event | Onlrz] | Paower[dBm] | Freql[Hz]/Faw... | Freq2[Hz]/Faw... | -
Q0:00:00000  IDLE 45470 0.00
000045470  DTHMF 1 a0 -1.89 B33/6.01 1210/-4.M
00:00:45 550  IDLE a0 0.00
000045630  DTMF 2 a0 -1.87 G98/-6.00 1337399
00:00:45.710  IDLE a0 0.00 —
- K X [a ¥ K uln}
DDDD45?BD DTMF | 3 =l 1.85 B38/-3.94 14 TimeStamp | Event | *“salume [-dBm) | Duration [mz) -
00:00:45870  IDLE a0 0.00 1. 09.00 652 SSE s a0
000045950  DTMF 4 a0 -1.86 7714598 12 1z 0902812 OTHF 2 5 an
Q0:00:45.030  IDLE a0 0.00 12:09:02.971 DTMF 3 [ a0
00:00:46.110  DTMF & a0 1,86 771/5.98 13| 12:02:03.132 DTMF 4 5 80
000046190 IDLE 30 0.00 120903292 DIMES s o
00046270 DOTMF B a0 -1.87 7714599 14| 12:05:02 612 DTHF 7 [ g0
00:00:45.350  IDLE a0 0.00 12:03:03.772 DTHF & & a0 |-
00:00:46.430  DTMF 7 a0 .86 853/-5.98 12{ {5 panaaal DIME S S 30
000048503  IDLE a0 0.00 12:09:04.2652 DTHF & [ g0
000046530 CTMF & a0 -1.89 aa3s6.01 13 1 gfggfgi;"?g glm:ﬁ E: E gg
00.00:46.670  IDLE 20 0.00 S iR BHtE c o
Inband Eventsx RTP Ewvents >\ “wave Graph >\ Spectral Dizplay >\ F-Fact jlgigg;gg:ggl E,l-,l;h:': B E gg =
| | _’I—I

Inband Ewvents %,

RTP Events},{’ w'awe Graph }\ Spectral Dizplay },\ R-Factor Statiztics ‘,f

* Inband Event tab displays Inband DTMF and MF digits as they are received on selected RTP stream
* Outband (RTP) Events tab displays all Outband RTP events defined in RFC 2833 or RFC 4733

oGL
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Wave and Spectral Graphs

Time Baze

oom Dizplay Mode

500 Sec e e RiL v
Wave Graph
1,500
1,000
500
2
=
= 0
E
-
-500
-1,000
-1,500
T T T T T T T T T T T T
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 11 1.2
Time in Seconds
W Fight'way ISfiiEmE
4 Ih RTCP >\ Gap Graph Jitter Graph Gap Distribution Graph Jitter Distribution Graph MQOS Graph Inband Everts RTP Everts 3 Wave Gla:h/( Spectral Display R-Factor Statistics

* Wave graph - Displays the amplitude of the incoming signal in a selected call as a function of time
* Spectral Display - Displays the power of incoming signal while the capturing is going on as a function of frequency

oaGL
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Play Audio

Play - litter Options bt
Optionz Jitker Butfer Ophion
« Lonected " Static Dynamic
£ Aszls Jitter Buffer Len |1EIEI mgec
" Extract

Cryrarnic Jitker Bufter Ophion

bdix O ption Min Drelay |4|:| MEec
M
Mix M ax Delay |-| o0 msec

(" Steren

(" [v Fill with Last Packet Set Default |

| Start from beginning |

| ] | I:ann::el|

* Plays the RTP streams of a call to the PC speaker using a soundcard

* Provides a host of options such as jitter buffer settings, audio mixing, and so on to play a live call in real-time or play captured

voice files

oGL
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Write to File

Wifrite To File - litter Options >
* Various options are provided to save captured calls Options Jitter Buffer Option
. . . . :  Conected " Static & Dynami
* Use the files with voice quality analysis software to calculate the AR A Fame
.. € Asls Jitter Buffer Len 100 il
mean opinion score of the call " Extract

Cryrnarmic Jitter Butfer Option
* Records the RTP stream to a file in *.wav format b Diption Min Delay |40 msec

& M
Mix Max Delay  [100 msec

" Stereq
" Separate [v Fill with Lazt Packet Set Default

[ Start from beginning

File Recard
[

C:%Program FileshGL Communications InchPacketS can'sample...

(] | Eancel|

oGL
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Save Call and Extract Fax Image

x
Call[=] Selected Callz]
CallMum_2 CallMurm_1
CallMum_3
Save Call @|
i~ HODLFile * PCA&PFile © PCAPMG ¥ CallSummary
Path ID:'xF'ru:ugram Filez'GL Communications nchPacketScan'E samplezhOthe _I
¥ Owerwrite Files  Save Eall[s]l Exit |

* Saves a particular call in either GL's proprietary HDL file format or
Ethereal PCAP file format or PCAPNG file format

* Saves the Call Summary details including signaling and audio / fax/

video parameters for a particular call in *.rtf file

* Helps in getting data from real-time traffic locations to the lab for

detailed analysis

oaGL
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Exract Fax Image from Call

Calllz]

Selected Callz)

CallMurn_1

=
Extract Fax Image | «|

Path IE:\F‘ru:ugram FileshG | Cormunications Inc\PacketScan

W Ovenwrite Files Extract Image

E wit

Extracts Fax image in the TIFF format from the

selected fax call
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Trigger and Action Settings

Triggers and Action Settings - Untitled
File:
— Trigger List — Filter Selection
Triggerl B & SIP o
L Calling Party
Callad Party
Fax Calls -
Incamplete Calls
Failed Calls
Sip Error Code
Call Duration [ming)
; Session Request Delay [msecs]
i Session Discornect Delay [meecs) LI
Enter Trigger Name Enter Sting ¥ alue »
lTriggeﬂ— |2— Conditions
©oand
Add Delete | Activate | D edchivate I
—Action
B = —Save Call To File Optionz Save Optionz ——
] Save Cal
Audio Recording File Name Mask & HOL File
User Defined 32152y _sM_3%D _zhSmeizs ¢ PCAP File
Send e-mail ' L
Al Summany Filez Destination Directony  PCAPMG
Call Detail Record |E:'\Program Files\GL Communication: | ™ Cal Summary
Extract Fax Image

— Create File Dptionz - |f File E sist:

% Ovemwrite ¢ Skip Operation ¢ Append Sequence Mumber

Lo |

LCancel

oaGL
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Set the triggers and actions criteria to filter calls and perform additional
actions on the completed calls

Trigger actions on certain SIP, RTP, MEGACO, and H.323 parameters

Triggering factors includes calling number, called number, incomplete
calls, fax calls, call duration, MOS factor, sip error code, average jitter,
and more

Actions include

» Saving call to a file -*.hdl, *.pcap, or *.pcapng
» Recording audio to a file

» Sending an email alert

» Generates alerts when particular vital parameters go beyond a
specified value

» Outputs call detail records as CSV
» Extract Fax in Tiff format
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Call Detail Records (CSV)

* Creates three types of Comma Separated Value
(CSV) files such as Call Side Record, Call
Master Record, and Call Events Record

» Call Side Record: It is a record concerning
each party participating in the call. For
example: Probe ID, Call ID, Side, Address,
File Name, SSRC, Codec, Total Packets, and
S0 on

» Call Master Record: It contains fields
concerning the call, For example: Probe ID,
CALL ID,

Side 1, Side 2, Protocol name, Start &
Released dated and time, and so on

» Call Event Record: It gives an event-by-
event account of the call. For example: Probe
ID, Call ID, Side, Class ID, Start, Duration,
Source IP address, Destination IP Address,
and so on

* Use Sub Folders option to automatically create
the subfolders after some time duration

oGL
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~Action

Save Call

Audio Recording
User Defined
Send e-mail

[4] alert Summary
Call Detail Record
[#] Extract Fax Image

[V Cal Side Record Probe Name [V-:-IF'F'lobe
[V Call Master Record
[¥ Call Events Record

CSY Files Destination Directon
]C:'xF'rugrarn Files\GL Communications ... |

Folder Prefix |VuIF‘Eaptures Create Sublolder Every |1 | by

r— Create File Options - If File Exists

(¢ Ovewrte (" Skip Operation (" Append Sequence Number

S7



Alert Summary

_loix
File ‘iew Help
B
¢k
Call Summary | Registraton Summary  Alert Summary I
Calli | Protocal | Mezzage | Tupe | Threshold | Walue | Caller | Callee | Callld |
1 SIF mos value betwesn 3to 4 Warning | 2.00-4.00 357 0005E192.168.1.206 0 000B@192168.1.234 GLPG143457205760
2 SIF mos value betwesn 3 to 4 Warning | 2.00-4.00 339 000EET92.168.1.206  O00BE192.168.1.234 GLPG143617205763
3 SIP mos value betwesn 3to 4 Warning | 2.00-4.00 277 0002E192.168.1.206 0 0008=192.168.1.234 GLPG143617205769
3 SIF mos value bebween 1ta 25 | Ciitical 1.00-250 236 000aE192.1681.236 O008E192168.1.234 GLPG143617205769
4 SIF mos value between 3 to 4 Wwarning | 2.00-4.00 348 0009192 168.1.236  00096@192.168.1.234 GLPG143617205772
5 SIF mos value between 3o 4 Wwarning | 2.00-4.00 330 O01E@192168.1.236 0 0011@192168.1.234 GLPG143777205778
5 SIF mos value betwesn 3to 4 Wwarning | 2.00-4.00 277 0M2e192168.1.206 0012@192168.1.234 GLPG143927206781
B SIF mos value between 1to 25 | Ciitical 1.00-250 23 0M2E192168.1.206  0012@192168.1.234 GLPG143927206781
7 SIF mos value betwesn 3to 4 Warning | 2.00-4.00 227 000 E192.168.1.231 0001 @192.168.1.237 GLPG13407127763932
7 SIF mos value between Tto 25 | Critical 1.00-250 227 0001 =22192.168.1.231  0001@&@192.168.1.237 GLPG13407127763932
a SIP mos value between Tto 25 | Critical 1.00-250 1.47 Q0022192168121 0002=2192.168.1.237 GLPG134171 27763937
9 SIF mos value between 1ta 25 | Ciitical 1.00-250 1.04 0003192168121 0003@192.168.1.237 GLPG13425567763992

* Generates alerts when vital parameters go beyond a specified value

* Provides an active list of the alerts for the events in a tabular column

* Displays the summary of call#, user-defined message, threshold value, actual value for which the alert occurred, callee, caller,

and callid

oGL
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* Displays the SIP registration
information in a tabular format
which includes user agent,
registrar, registered time,
status, and so on for each
user agent

* Displays the active
registration graph of the entire
registration summary

* Provides the trace display of
each registration

oaGL
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Registration Summary

s Packet Data Analyzer - Summary View - [} X
File View Call Summary Help
Eﬁ oW IShuw All Registrations jTDtaI 115 |

Call Summary  SIP Registration Summary |Alen Summaryl

Call # | tethod | Register Request Ti... | User Agent | Registrar | Riesult | Statusg | ErmoiCode | Call Il | Registered Time | |~
0 Register 2023111517180 0001@19216872.112 19216812172 Pazsed Registerad 0 GL-MAPS-16-323884.. 2023111611081,

1 DreRenister 20231115 11:18:2 . 0001 @192 16812112 13216812112 Pazsed Die-Renistered 0 GL-MAPS-16-33884

2 Register 2023111511151 00 @192168 12112 15216812112 Failed Failed 404 GLMAPS-23-33537 ..

3 Fiegister 2023111511132, 0001 @192 16812112 13216812112 Failed Failed 403 GL-MAPS-28-33349...

4 Fegister 2023111511154 000 &@19216812112 19216812112 Failzd Fail=d 423 GL-MAPS-33-33971 ..

5 Fiegister 20231115 11:20:0.. 0001 @192 16812112 13216812112 Failed Failed 480 GL-MAPS-38-33355...

B Fiegister 20231115 11:20:2 . 0001 @192 16812112 13216812112 Faied Failed 482 GL-MAPS-43-34015

7 Register 2023111511206, 0001@19216872.112 19216812172 Failed Failed 400 GL-MAPS-48-34043. v
< >

Registration Type |Registration

| |__Export | Graph Duration v[ |2023-11-15 11:18:18 = |

Goto | Save | llpdateGral)hlI

Tatal Registrations

Graph Start - (2023-11-08 11:24:50) Graph End - (2023-11-15 11:24:45)

Registration Per Second

Active Registrationz
Completed Registrations
Failed Registrations
Timed Out Registrations
InProgress R egistrations

o= =
1 N 1

s
1

Registration/Sec

2

i | |

[l Attempted

T |

[v]MlSuccessful

L1

[+ llUnsuccessful

/

T T
15 - 11:18:00 15-11:1%:00

15 - 11:20:00

15-11:21:00
Time

15-11:22:00

T
15 - 11:23:00

T
15 - 11:24:00

T
15 - 11:25:00

Fegistration Sessions
[ie-Registration Sessions

Fiegistration Messages
[e-Registration Mesza...

Failed Fegistration Cat
Client Failures
403 Forbidden
404 Mot Found
423 Interval Too Brief
480 Temporarily Una..
482 Loop Detected
dyx Other Client Failure
Server Failures
500 Server Internal ..
S Other Server Fail.
Global Failures
E03 Decline
Ewx Other Global Fail...

Rujﬂrdinn&mhK Registration Trace /

15
o
5
10
0
o

13

(%)

13
2

1

1
1

Registration Statistics I Count
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Registration Trace

* Displays the message sequence of registered calls. Message sequence pictorially displays the messages exchanged for a
particular scenario between a user agent and the registrar

4 Packet Data Analyzer - Summary View O X
File View Call Summary Help

E . . 5
ﬁnﬂ oW L'f,l,' ||Shuw All Registrations j Call Count: 179100

Call Summary  3IF Fegistration Summary | Alert Surmary

Cali tethad RegisterRequestTime | Userdgent Registrar | Fesult | Status | ErrorCade | CallD | FiegisteredTime | Requests | Responzes | Exp

1] Register 2023111518450,  001013012041632 imz.mncO0l.mee00..  Passed Fiegistered 1] GL-MAPS-27303-29...  2023-11-1518:490... 2 2 360

1 Fiegister 202311151545 00101301 2041638 imz.mncO0l.mee00..  Passed Fiegistered 1] GL-tAPS-27309-29...  2023-11-15 18:49: b 2 360

2 Fiegister 2023111518490, 00701301 2041631 imz.mncO0T.mee00..  Passed Fiegistered 1] GL-MAPS-27293-29.. 2023111518490, 2 2 360

3 Fieqister 2023111518450 00101301 2041633 imz mnc001.mee00 FPazzed Fieqistered o GL-tAPS-27273-29 20231115 18:45:0 i 2 360

4 Fegister 2023111518450, 00101301 2041636 imz.mnc00l.mec00..  Passed Feqistered ] GL-MaPS-27352-29... 2023111518450 2 2 360

1] Feaister 2023111518:4%0..  001013012041634 imz.mnc00l.mec00..  Passed Feqistered ] GL-MAPS-27296-29... 2023111518450 2 2 360

[ Feaister 2023111518:4%0..  001013012041639 imz.mnc00l.mec0..  Passed Feqistered ] GL-MAPS-27278-29... 2023111518450 2 2 360

7 Renister ANA3A115 184510 MM 3012041 RA7 irnz rne 101 el Pazzed Reniztered n 3] -MAPS-27295-759 AAAATARTR450 2 2 arn Y

£ >

Colume width  F————— [ Absolute Timing I Show Latest

Time Framett 1921681911 1921881218 Find_| I™ Complte Stack
SIP Layer

REGISTER sip:ims.mnc00l .mcc00l.3gppnetwork.org SIBSZ.0
Via: SIP/2.0/UDP 152.1€8.151.1:50€0;branch=z5hG4bE-27306-25450043-18520-28512

SIP/2.0 401 Unauthorized _ .
00:00:00.134 5a64 5060 4 L e 5060 Max-Forwards: 70
A1low: INVITE,BYE,CANCEL,ACK, INFO, PRACK, COMET, OPTIONS, SUBSCRIBE, NOTIFY, REGISTER, UPDATE
o REGISTER From: <sip:001013012041632@ims. mne00l.mee00l. 3gppnetwork.org; tag=FromTag-27304-2545001(
00:00:00.145 5872 5060 5060 To: <sip:001013012041632@ims.mned0l. meclOL . 3gppnetwork. org>
SIP/2.0 200 0K, Call-ID: GL-MADS-27303-25450009-185203-659126152.162.151.1
00:00:00.167 5342 5060 el 5060 CSeg: 1 REGISTER

Supported: path,sec-agree

Zuthorization: Digest username="001013012041&32@ims.mncl0l mocd0l. 3gppnetwork.org”, real
Expires: 30

Contact: <sip:001013012041€32@1592.1€28.1531.1>;+g.3gpp.smsip

P-Preferred-Identity: 001012012041€322 <sip:001012012041&22@ims .mnelll . mocddl. 2gppnetwor
P-Access-Network-Info: 3GPP-NR-TDD; utran-cell-id-3gpp=00101000001000000001

Privacy: None

Content-Length: 0O

Registration Graph Registration Trace

oaGL
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KPI Report (Registration)

* The SIP Registration Summary KPI Report # SIP-REGISTER KPI CHART - o X
InCIudeS KPIS fOr the fOIIOWIng Register messages per session Registrar(s) distribution Registration(s) vs Deregistration(s) Registration(s) Over Time Deregistration(s) Over Time Registration(s) - Deregistration(s) Over Time

. . Register Requests Distribution
* Register Messages per Session: Shows a Save as POF | —|

1 2487 (30.5%)
graph for the distribution of Register Requests =

* Registrar(s) Distribution: Displays a graph for 2130 (26.4%)
the number of Registration sessions per Registrar 2000 1

* Registration(s) vs Deregistration(s): lllustrates
a graph comparing the distribution of Register
and Deregister counts with percentages (%)

1500 +

1098 (13.5%)
1028 (12.6%)

Total session(s)

* Registration(s) Over Time: Show the graphs for
"Successful," "Failed," and "Total Attempts" per 1000 1
second

+ Deregistration(s) Over Time: Displays a graph 500 | 521 (6.4%)

for "Successful" and "Total Attempts" per second R

266 (3.3%)
189 (2.3%)

* Registration(s) - Deregistration(s) Over Time:
Shows a graph for overall "Register & Deregister 0 2 1 3 4 5 6 7 Others
nn H H " Register messages per session
f\ttempts, Reglst_er & De_regI!Ster passed, and Total Register Message(s): 24063 Total Registration Session(s): 8147
Register & Deregister failed" attempts per
second A¢ $QFE R

'Q'GL 61
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Registrar(s) Distribution, Registration vs Deregistration KPIs

§ SIP-REGISTER KPI CHART

Register messages per session Registrar(s) distribution Registration(s) vs Deregistration(s) Registration(s) Over Time Deregistration(s) Cver Time Registration(s) - Deregistration(s) Over Time

Registration session(s) Per Registrar

Total Registration session(s): 8141

AES Q=

- O X

Save as PDF

one.att.net: 5474 (67.1
smile.cricketwireless.nq
scsf-attl.imsgroup0-02
scsf-attl.imsgroup0-00
scsf-attl.imsgroup0-03
Others: 1776 (21.80%)

oaGL

Communications

§ SIP-REGISTER KPI CHART - O X

Register messages per session Registrar(s) distribution | Registration(s) vs Deregistratien(s) |Registration(s) Over Time Deregistration(s) Over Time Registration(s) - Deregistration{s) Over Time
] JEs 2, ] ] ] ]

Save as PDF
Distribution of Register vs Deregister

Method
Register (8147 - 57.6%)
DeRegister (6006 - 42.4%)
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Registration(s) over Time, Deregistration over Time KPIs

# SIP-REGISTER KPI CHART

Register messages per session Registrar(s) distribution Reglstratmn(s)vsDareglstratmn(s)_DErEglstratmn{s) Over Time Registration(s) - Deregistration(s) Over Time

- m} x

Regist]

300

250

200 4

150

Attempts

100

50 1

T T T T
23:47:30.30 23:47:40.40 23:47:50.50 23:48:00.00

AES Q=R

Communications

# SIP-REGISTER KPI CHART —

Register messages per session  Registrar(s) distribution Registration(s) vs Deregistration(s) Registration(s) Over Time| Deregistration(s) Over Time Registration(s) - Deregistration(s) Over Time

DeRegistration Attempts Over Time
250
—— Total Attempts
—— Successful Attempts
—— Failed Attempts
200 A
150 A
]
j=5
E
2
100 A
50
0 __‘/\Nk,

T T T T T T T T T T
23:47:30.30 23:47:40.40 23:47:50.50 23:48:00.00 23:48:10.10 23:48:20.20 23:48:30.30 23:48:40.40 23:48:50.50 23:49:00.00
Time

At Q=0

Save as PDF
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Registration(s)-Deregistration(s) over Time KPI

§ SIP-REGISTER KPI CHART

Register messages per session  Registrar(s) distribution  Registration(s) vs Deregistration(s) Registration(s) Over Time Deregistration(s) O’uer'l'lmal Registration(s) - Deregistration(s) Over'ﬁmel

Registration-Deregistration summary

—— Register & Deregister passed
—— Register & Deregister failed

250

50

300 4 — Register & Deregister attempts overall

Save as PDF

Aed Q=B

Time

T T T T T T T T T T
23:47:30.30 23:47:40.40 23:47:50.50 23:48:00.00 23:48:10.10 23:48:20.20 23:48:30.30 23:48:40.40 23:48:50.50 23:49:00.00

64



Whitelist Configuration

*  Onthe PDA main window, click on GUI Configurations — WhiteListed Numbers to configure Whitelist number

roa Packet Data Analyzer - Summary View

File View Call Summary Protocol Configurations | GUI Configurations  Help

?;E JjoRk I .. | | > N | hébl| EH b, 4 CDR Display Configuration Calls
CDR Database Configuration

Call S urnrnary I Registratan Summar_l,l' Blert Summary'
~ Sh Mew CDR 5 Vi
Call # | Caller | o e urmmary View

Show Summary View

Triggers and Action Settings
Enable/Disable Triggers
PDA Startup Options
Cenfigure Frame Summary
PDA Performance Options
Call 5tate Color Options
Traffic Recording Configuration
. WhiteListed Numbers |
~  CriteriaBased Trace Recording

~  CriteriaBased Voice Recording

Protocol Statistics Display Configuration

oaGL
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Whitelist Configuration (Contd.)

* Check the Enable WhiteList option and click on
Configure List. This will invoke SIPWhiteList.txt
in the Notepad application

* Enter the SIP Caller or Callee Number

* The following numbers should be added in the
SipWhiteList.txt file

WhiteListed Mumbers

¥ Enable Whitelist

Configure List

et

0010
0020
0030
0040
0050

YV V V V

+ Save and Close the file

oaGL

| SipWhiteList.tct - Notepad

File Edit Format View Help
##Phone Number patterns to match with|
## ? ->indicates any one digit, *-> zero or many
[ #NUMBER_PATTERNS]

0010
0020
0030
0040
0050

Ln 1, Col 38 100%

Windows (CRLF)

UTF-8

Communications
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NetSurveyorWeb™ - Network Surveillance System

+ 887

+ ISDN
+ CAS

+ GSM
« TRAU

T1 E1, T3 E3,
» SONET/SDH

Wireless

5G, 4G, 3G & ‘

[TDM/OpticaI ] [ Wireless ] + 5G

[ NetSurveyorWeb“"\

s $
)
e 2

Database Web Server

Call Records
Protocol Decodes

* LTE

* UMTS

+ GSM

* SIGTRAN

/(i% 2 | User 1

\ Voice Recording /

\A@ User N

- SIP
- ED137

- RTP

- MEGACO
- MGCP
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GL NetSurveyorWeb

(am]

=

4

Failed Calls

Passed Calls

Poor LMOS

Good LMOS

Longer Duration Calls
Voice Calls

Multiple PacketScan™

NetSurveyorWeb™ Main GUI

SR OIP (SIP & H323)

% Data

Quick CDR \ All Calls

System Status at
2018-07-05 12:20:56

Date :[2018-07-05 | [7#]2018-07-05 | 5| Time : | 00:00:00

Today Yesterday Last7 Days Last 20 Days All

[ 23:59:59 :]m‘

a"nctiansv Quary Exscution Time : 0.45201 Seconds

Quick Search: |Tmf'ﬁ:sumid v ||

&)

O & cairon B
O & calicon B
O # cairow B
O # callrow B
O # callriow B
U e cilifon B
O @ caliron B
O & caifon B
O % caieon B
0 & cairon B
O # cairow B
O # callrow B
4

SINo  Calling Number

10

iz

0159@152,168.12.163
0160@152.168.12.1632
0161@152.168.12.163
0158@152.168.12.163
0157@152.168.12.163
0156@152.168.12.163
0155@152.168.12.163
0152@152.168.12.163
0154@152.168.12.1632
0152@152.168.12.163
0151@152.168.12.163

0150@152.168.12.163

Called Number

0155@152.168.12.164
016e0@152.168.12.164
0161@152.168.12.164
0158@152.168.12.164
0157@192.168.12.164
0156@152.168.12.164
0155@152.168.12.164
0152@192.168.12.164
0154@1592.168.12.164
0152@152.168.12.164
0151@152.168.12.164

0150@192.168.12.164

44494 4P P> PDPP

2018-07-05 12:12:47,134

2018-07-05 12:12:47.134

2018-07-05 12:12:47.134

2018-07-05 12:12:47.104

2018-07-05 12:12:47.034

2018-07-05 12:12:47.094

2018-07-05 12:12:47.064

2018-07-05 12:12:47.044

2018-07-05 12:12:47.044

2018-07-05 12:12:47.024

2018-07-05 12:12:47.024

2018-07-05 12:12:47.014

00:01:00.024

00:01:00.024

00:01:00.024

00:01:00.024

00:01:00.024

00:01:00.024

00:01:00.024

00:01:00.024

00:01:00.024

00:01:00.024

00:01:00.024

00:01:00.024

Call Success

-

-

-

"

-

-

-

-

-

-

-

-

My Account

Page Size: Sort Order : STARTTIME DESC

o 2.02
o 2.0z
o 4.16
o 4.16
o 4.16
] 2.02
o 4.16
] 4.01
o 2.85
o 2.58
o 3.58
] 3.77

Payload1
SPEEX/8000
SPEEX/8000
SPEEX/B000
SPEEX/B000
SPEEX/B000
SPEEX/8000
SPEEX/8000
iLBC_15_2/8000
iLBC_12_23/8000
EVRCB/8000
EVRCB/8000

EVRCE/8000

1t

1t

1¢

1t

1¢

1

1t

i

1t

1¢

1¢

2~

central data base

probes can be used for network monitoring, with call detail reports exported to a

Results can be accessed remotely using NetSurveyorWeb ™ a simple web browser-based application
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Thank you

69



	Slide 1
	Slide 2: PacketScan™ All-IP Signaling and Traffic Analysis (5G/4G/3G/2G/VoIP/RTP, RTCP/ Video Analysis)
	Slide 3: What the Software does?
	Slide 4: 5G and LTE Protocol Analysis
	Slide 5: Applications
	Slide 6: Main Features
	Slide 7: Main Features (Contd.)
	Slide 8: Supported Protocols
	Slide 9: Supported Codecs
	Slide 10: PacketScan™ Analyzer View
	Slide 11: Layer Copy/Show/Hide Options
	Slide 12: Wirespeed Filtering
	Slide 13: 3 Stages of Filtering
	Slide 14: Real-time and Offline Filters
	Slide 15: Real-time Capture Filter
	Slide 16: Display Filter (Offline)
	Slide 17: Encapsulated Security Payload (ESP) Deciphering 
	Slide 18: Comparison of Before and After ESP Deciphering
	Slide 19: 5G Protocol Analysis
	Slide 20: Decode View - 5G NGAP Layer
	Slide 21: LTE Protocol Analysis
	Slide 22: Filter Criteria From Screen Selection
	Slide 23: Search Criteria From Screen Selection
	Slide 24: Aggregate Summary Columns
	Slide 25: Aggregate Summary Column Group
	Slide 26: Copy Frames to Memory File
	Slide 27: Statistics
	Slide 28: Packet Data Analysis
	Slide 29: PDA Summary View
	Slide 30: Displaying Filtered Calls using Filter Expressions
	Slide 31: Save Call in *.hdl, *.pcap, and *.pcapng Formats
	Slide 32: Copy Cell Value to Clipboard
	Slide 33: Key Performance Indicators (KPIs) Report for SIP Calls
	Slide 34: Calls Per Second and Post Delay KPIs
	Slide 35: Error Code Distribution KPI
	Slide 36: Answer Seizure Ratio and Call Duration Distribution KPIs
	Slide 37: Call Graph – SIP Call
	Slide 38: Call Graph – SIP ED-137
	Slide 39: Call Graph – MSRP Call
	Slide 40: LTE Call Flow
	Slide 41: Call Graph – 5G N1N2 Call
	Slide 42: Signaling / Audio/ Video QoS Parameters
	Slide 43: Average Jitter Distribution Graph
	Slide 44: MOS Graph and R-Factor Graph
	Slide 45: RTP Packets Graph
	Slide 46: T.38 Analysis  - Fax over IP
	Slide 47: Call Detail View
	Slide 48: Gap and Jitter Graph
	Slide 49: Gap and Jitter Distribution Graph
	Slide 50: MOS Graph
	Slide 51: Inband and Outband (RTP) Events
	Slide 52: Wave and Spectral Graphs
	Slide 53: Play Audio
	Slide 54: Write to File
	Slide 55: Save Call and Extract Fax Image
	Slide 56: Trigger and Action Settings
	Slide 57: Call Detail Records (CSV)
	Slide 58: Alert Summary
	Slide 59: Registration Summary
	Slide 60: Registration Trace
	Slide 61: KPI Report (Registration)
	Slide 62: Registrar(s) Distribution, Registration vs Deregistration KPIs
	Slide 63: Registration(s) over Time, Deregistration over Time KPIs
	Slide 64: Registration(s)-Deregistration(s) over Time KPI
	Slide 65: Whitelist Configuration
	Slide 66: Whitelist Configuration (Contd.)
	Slide 67: NetSurveyorWeb™ - Network Surveillance System
	Slide 68: NetSurveyorWeb™ Main GUI
	Slide 69: Thank you

