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Main Features

Capture, decode, and analyze calls in the 5G Network

Supported protocols include Non-Access Stratum (NAS), Next Generation Application Protocol (NGAP), Packet Forwarding Control
Protocol (PFCP)

Supported interfaces:

>

vV V V V V VY

N1N2 (NGAP and NAS) Interface - gNodeB (also called Next Generation RAN), and AMF (Access and Mobility Management
Function) nodes

N4 (PFCP) Interface - Session Management Function (SMF) and User Plane Function (UPF) elements

N8 Interface - Unified Data Management (UDM) and Access and Mobility Management Function (AMF)

N10 Interface - Unified Data Management (UDM) and Session Management Function (SMF)

N11 Interface - Mobility Management Function (AMF) and Session Management Function (SMF)

N12 Interface - Authentication Server Function (AUSF) and Access and Mobility Management Function (AMF)

N13 Interface - Authentication Server Function (AUSF) and User Data Management (UDM)

Provides VONR call statistics such as caller, callee, MOS scores, discarded packets and voice storage

Save calls to PCAP (Wireshark® format) and in HDL (GL Proprietary format)

Packet Data Analyzer feature in Packetscan™ provide a complete call flow of a 5G session

Displays Summary, Detail, Hex dump, Statistics, and Call Detail Views
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Protocol Specifications

Supported Protocols

Standard / Specification

System Architecture for the 5G

3GPP TS 23.501

NG Application Protocol (NGAP)

3GPP TS 38.413

Non-Access-Stratum (NAS)

3GPP TS 24.501

GPRS Tunneling Protocol for User
Plane (GTP-U)

3GPP TS 29.281

NR and NG-RAN Overall
Description

3GPP TS 28.300

Packet Forwarding Control Protocol
(PFCP)

3GPP TS 29.244

UDP IETF RFC 768
IPv4 IETF RFC 791 [5]
IPV6 IETF RFC 2460 [6]

JavaScript Object Notation (JSON)

IETF RFC 8259

IETF RFC 7231

HTTP/2 IETF RFC 7540/RFC 7541
TLS IETF RFC 8446
TCP IETF RFC 793
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5G Configuration Settings
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* Default panes - summary,
detail, and hex dump of
the frame data views

« Optional panes —
statistics and call trace
views
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5G Real-time Analysis (NGAP Layer Decode)

003E HGAP-PDU

Q03E Initiatinglessage

a03rF ProcedureCode

o040 procedureCriticality
ao4z Value

o4z DownlinkHASTransport
ao4z Protocol IE-Container
0045 Iten

0045 ProtocollE-Field

o045 FrotocolIE-ID

4w procedureCritical ity
oo4s Value

0044 AMF-TUE-HGAP-ID

004E Itemn

004B ProtocollE-Field

004EB ProtocolIE-ID

an4n procedureCritical ity
004F Value

ooso RAN-UE-HGAP-ID

oosl1 Item

oosl ProtocollE-Field

ans1 ProtocolIE-ID

o053 procedureCriticality
o055 Value

Qo&s HAS-FDU

0nseg HAS PDU Dump

BEG HAS Laver
0056 Extended Protocol Discriminator
0057 Security Header Twvpe

<

Filter is active.

¥ PacketScan 64-bit - O x
File  Miew Capture Statistics Database Call Detail Becords  Configure  Help
] 0] o] Amnal =e] B B8 RE S0 b K0 ] e
Device Framett TIME [Relative) Length [Bytesz] Error Length/Frotocol Type Facket Type Source P Address Diegtination [P dddress ~
MaC MAC IPwd IPwd
./ a 0 (00:00: 00, 000000000 130 Internet IP[IPw4) 192.168.31.55 192168.31.77
./ a 1 (00:00:00. 070066000 126 Internet IP[IPw4) 192.168.31.77 192.168.31.55
./ a 2 (00:00:00. 400043000 102 Internet IP[IPw4) 192.168.31.55 192168.31.77
./ a 3 00:00:00.47 2182000 130 Internet IP[IPw4) 192.168.31.77 192.168.31.55
./ a 4 00:00:05.829074000 230 Internet IP[IPw4) 192.168.31.55 192168.31.77
A a 5 00:00:05. 883008000 82 Internet IP(IPw4) 192.168.31.77 192.168.31.55 ]
€ >
0034 Pavload Protocol Identifier =0000003C NGAF ~
Paramster Padding =0000

InitiatingMe=s=age (0}

=1

4 id-DownlinkHASTransport
1 dignoreil)

3 ITtens

]

10 1d-AMF-UE-HGAF-ID
0 rejectil)

2

85 1d-RAN-UE-HGAP-ID
0 rejectil)

2

2

38 id-HAS-PDU

0 rejectil)

=7E0056000200002188821DE340CEB3500B1EFARS0S014434420103AE3588045FY30000CBES35FE4F4B155

01111110 5355 Mobility Management Messages
....0000 Plain HAS message, not security protected W

CivProgram Files\GL Communications [nchPar [dle fitr 23 of 113 395 frames Missed Frames : 0
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Detail View of 5G NAS Layer

B PacketScan 64-bit - O >
File  Miew Capture Statistics Database Call Detail Records  Configure  Help
] 1] &/|S] Svulaa|@] =] WO FIGIFIR] =50 b B [ e
Device Framett TIME [Relative) Length [Eytes) Error Length/Protocol Type Facket Type Source IP Address Destination |P Address ~
hd&C MALC |Pwed P4
A 0 (0; 00:00.000000000 130 Internet [P(IP4) 192.168.31.55 132168 31.77
A 1 [0:00:00.07 0066000 126 Internet [P(IPv4) 192.168.31.77 192.1658.31.55
0 2 [0:00:00.400049000 102 Internet [P(IPv4) 192.168.31.50 192168 31.77
A0 3 00:00:00.472132000 130 Internet [P(IPw4) 192.168.31.77 192.168.31.55
A 4 (00;00:05, 829074000 230 Internet [P(IPw4) 192.168.31.55 192168 31.77
A 5 [0:00:05. 883006000 az Internet P(IPw4) 192.168.31.77 192168.31.55 ]
< >
o049 Valus A
0044 AMF-TE-HGAP-ID 2
004E Item 1
004E ProtocollE-Field
004E ProtocolIE-ID 85 id-RAN-UE-HGAP-ID
004D procedureCriticality 0 reject{l)
004F Value
0osn RAH-UE-HGAP-ID 2
nos1 Item 2
0oc1 FrotocollE-Field
nos1 FrotocolIE-ID 38 1d-HAS-FDU
ons3 procedureCriticality 0 rejectil)
0055 Value
0055 HAS-FDU
005k NS FDU Dump =7E005600020000215885821DE340CE350DB1EFARS0501A484A20103AE3588D45F780000CEES35FE4F4R155

oasD
00sE

00cE

00eF

aoza
£

Filter is

Extended Protocol Discriminator

Security Header Type
Hes=zage Tvpe

01111110 5G5S Hobility HManagement Meszsages
....0000 Plain HAS message. not =ecurity protected
01010110 Authentication Regquest

ngkSI

HAS Kevy Set Identifier = .. Qoo ¢od

Type of Security Context Flag (TSC) ....0... Hative =security context {(for KSIAHF)
ABBA

Length 2 (02}

ABBA =0000

Authentication Parameter RAND
Information Element Id

RAHD Value

Authentication Parameter AUTH
Information Element Id

Length
AUTH Value

active,

00100001 Authentication Parameter RAND
=88821DEI40CE350DEB1EFASSO0501A4844

Q0100000 Authentication Parameter AUTH
16 (=10)
=3AE3IGA8D45F780000CBES35FE4F4B155

CPrograrn Files\GL Communications InchPar ldle fltr 23 of 113 395 frames Missed Frarmes : 0




- .Y
. 4
Communications

Packet Data Analyzer (PDA) Call Graphs



* Displays 5G end-to-end call

* Decodes of the selected
N1N2 message is displayed

on the right pane
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5G End-to-End Lab Setup

™A Packet Data Analyzer - Summary View - O X
File View Call Summary Protocol Configurations GUI Configurations  Help

o mMBY T = 4 = F ¥ Mk ~||N1N2 Interface ] [Show ll Calls ~~|call Count: 1 |

Call Summary I SIP Registration Summary | Alert Summary |

cal# | StartTime | EndTime | Duration | SUPI | suCI | STMSI | IMEISY | | AME | RanleNgapld

2024-05-29 01;20:10.496

2024-05-29 01;20:36.313

<

00:00:16.009 001013012041631 3012041631 2304464386 1234567590123001

B
192,168,31.77

192,168.31.55

ColumnWidth _f———————" |~ Absolute Timing |~ Show Latest

oNB AMF AUSF UDM =
51002 POST /nausf-auth/v1 iue-authenlicalior‘ C6EE
51001 POST /nudm-ueauv1 /suci-0-001-01 -UOEb‘ 66EE
51001 4 20 6666
51002 <4 2 6666
@wnlinkNAS Transport - Authentication R.. 38412
UplinkNAS T ransport - Authentication R es’ 38412
51002 PUT /nausf-auth/v /uevauthentications!;%1 6668
51002 > 20 6666
wwnlinkNAS Transport - Security Mode C... 18412
51001 POST /nudm-ueaudv1 Aimsi-00101301 20& 6668
UplinkNASTransport - Security Mode Corr.‘ 18412
51001 - 20 6666
51006 PUT /nudm-uecm/v1 /imsi-001013012041631 /registrations/amf-3gpp-access ’ 66EE
51006 4 Ul 6666
51006 GET /nudm-sdm/v2/imsij001013012041631 /nssai b GEEG
51006 <4 20 BE66
51006 GET /nudm-sdm/v2/imsi-001013012041631/am-data ’ 6686
51006 [« 2?0 BEEE v
>

<
Calls Rate 3 Call Flow ,< Call Summary /

| Find II_ Complete Stack

============ NGAP Layer ============
NGAP-PDU
InitiatingMessage
ProcedureCode
procedureCriticality
Value
InitialUEMessage
ProtocolIE-Container
Iten
ProtocolIlE-Field
ProtocolIE-ID
procedureCriticality
Value
RAN-UE-NGAP-ID
Item
ProtocolIE-Field
ProtocolIE-ID
procedureCriticality
Value
NAS-PDU
NAS PDU Dunmp
Item
ProtocolIlE-Field
ProtocolIE-ID
procedureCriticality
Value
UserLocationInformation
userLocationInformationNR
nR-CGI
pLMNIdentity
NCC
mic
nRCellIdentity
tAT
pLMNIdentity
MCC
MNC
tAC
Item
ProtocolIE-Field
ProtocolIE-ID
procedureCriticality

L T T T T T T O T O T T T T R}

InitiatingMessage (0)

15 id-InitialUEMessage
0 reject(0)

6 Items
o

85 id-RAN-UE-NGAP-ID
0 rejectiO)

4
1

38 id-NAS-PDU
0 reject(0)

x7E004171000D0L00OF11000000000
4

12l id-UserLocationInformatio:
0 rejectiO)

userLocationInformationNR {1}

001
01
00000000000000000000000000000

001

0l
x000001
3

90 id-RRCEstablishmentCause
0 reject(0) v
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HG N4 Interface

* Decodes of the selected N4 message is displayed on the right pane. The N4 interface is between SMF and UPF

™A Packet Data Analyzer - Summary View — O X

File View Call Summary Protocol Configurations GUI Configurations  Help

Wl L OIS A \i |5G ~||Na(smtupf)  ~|[Show All Calls ~|call Count: 2

Call Summaw SIP Registration Summary | Alert Summary I
Call# Smftodeld MetworkInstance =% GnbTeid GnbTunIPv4 GnbTunIPv6 UpfTeid UpFTunlPy4
_— 192.168.31.78 | | R | |

2 192.168.31.79 internet 192.168.31.79 200 192.168.31.58

Column Width _F—————— |~ Absolute Timing |~ Show Latest

Time Framett SMF | Find I l_ Complete Stack
============ PFCP Layer ============ = A
s B S 1l SEID field is present
. = Message Priority: B et s 1. Present
00.00.010 30344 2805 ‘PFCP Session Establishment Response Veroion = 00l..... PFCP Version 1
T Message Type = 00110010 Session Establishment Reg
PFCP Session Modification Request Length = 172 (x00AC)
00.00.403 30336 8803 ’ 8805 Session Endpoint Identifier = x0000000000000000
PFCP Session Modification Response Sequence Number = 0 (x000000)
00.00.414 30400 8805 ‘ 8805 Message Priority = 0000.... (0}
t g Node ID =
00.11.975 3277 8305 FRCE SessonDeleboroges! of ik Information Element Id = x003C Node ID
L h =5 00o0s
PFCP Session Deletion Response sogE _ i !
00.11.986 31279 2805 ‘ 2805 Node ID Type = ..0000 IPvd4 address
IPV4 Address = 192.168.31.79 (xCOASLF4F)
CP F-SEID =
Information Element Id = x0039 F-SEID
Length = 13 (x000D)
ve s 0 Not Present &
A - 1 Thas m = man -
< > < >

Calls Rate 3 Call Flow K Call Summary /
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HG N8 Interface

* Decodes of the selected N8 message is displayed on the right pane. The N8 interface is AMF and UDM

A Packet Data Analyzer - Summary View

File  View CaIlSummary Protocol Configurations  GUI Configurations  Help

U g = & % IU |5G _~||N8 (amf-udm)  ~||Show All Calls v|Call Count: 8
Call Summary SIP Registration Summary ] Alert Summary |
Call ServiceName DNN APIRoot I Method I OperationId I SubscriptionlId I SUPI |
| nudmueem [ | hitp:/f192.168.31.53:6666 3GppRegistration —_

2 nudm-sdm http:ff192.168.31.53:6666 GET GetNSSAL imsi-001013012041631

3 nudm-sdm http:f/192.168.31,53:6666 GET GetAmData imsi-001013012041631 v
< >
ColumnWidth = f=————— |~ Absolute Timing |~ Show Latest
Time Framett AMF LDM | Find | I Complete Stack

:method: PUT

201 Created

00.00.341 29653 51006

BE66

spath: /nudn-uecn/vl/imsi-00101301204163]1 /registrations/anf-3gpp-access
:scheme:http

tauthority:192.168.31.53: 6666

content-type:application/json
accept:application/json,application/problentjson

content-length: 316

{"amfInstanceId":"f6l7eecad-7ee8-464a-bE7c-8355e05£4b36"

"deregCallbackUri": "http: //192.168.31.55: 6666/ nudn-uecn,/vl/insi-001013012041631/:
"guami": {"anfId":"Z163"

"plonId": {"mcc":"00L1L"

"mne":"01"}}

"imsVoPs": "HOMOGENEQOUS SUPPORT"

"initialRegistrationInd":true

"ratType":"NR"}

Calls Rate 3, Call Flow /( Call Summary /

oGL
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5G N10 Interface

* Decodes of the selected N10 message is displayed on the right pane. The N10 interface is between SMF and UDM

>

A Packet Data Analyzer - Summary View — O X

File View Call Summary Protocol Configurations GUI Configurations Help

E > = :

RO MU BT » v g x| X ¥ |H 56 ~|[N10 (smtudm) -] [Show Al Calls ~]call Count: 10
Call Summary | SIP Registration Summary I Alert Summary |
Call MfInstanceld SUPL APIRoot | Method I OperationId | ServiceMame I Version ] StartTime | EndTime ~
imsi-001013012041631 | http://192.168.31.53:6666 GetSmfRegistration |  nudm-uecn | vl |[2024-05-2901:20:21.999]  2024-05-29 01:20:22,

2 imsi-001013012041631 http:f{192.168,31.53:6666 GET GetSmData nudm-sdm ve 2024-05-29 01:20:22.316 2024-05-29 01:20:22,
3 ‘84f2235-6c02-4364-8dc1-F7ddadf... imsi-001013012041631 http:/{192.168.31.53:6666 POST Subscribe nudm-sdm w2 2024-05-29 01:20:22.352 2024-05-29 01:20:22, v

Column'Width _F——————" |~ Absolute Timing | Show Latest

Time Frame# SMF UDM

201 Created

00.00.291 30274 51001

I Find ll_ Complete Stack

method: PUT

cpath: /mudn-uecn /vl /imsi-001013012041631l /registrations/snf-registrations/1
:scheme:http

cauthority:192.168.31.53: 6666

content-type:application/json
accept:application/json,application/problentijson

content-length: 281

======= ==== ==JS0ON: == ==
{"deregCallbackUri": "http: //19Z2.168.31.79: 6667 /mudn-uecn,/vl/insi-001013012041631/r
"don': "ims"

"pduSessionId":1l

"plmnId": {"mcc":"001"

"mnc":"01l"}

"singleNssai":{"sd":"0Ol"

"sst":1l}

"smfInstanceId":"£f84£2235-6c02-4364-8dcl-£7dd8dflaecel3"}

Calls Rate

Call Flow { Call Summary /

13



5G N11 Interface

* Decodes of the selected N11 message is displayed on the right pane. The N11 interface is between AMF and SMF

oA Packet Data Analyzer - Summary Wiew — O X
File View Call Surmary Protocol Configurations GUI Configurations  Help
= 43 | s .
o MmUY D e = g = F % M5 ~|[N11 (amt-smf)  ~|[Show All Calls ~|call Count: 8
Call Summary | SIP Registration Summary | Alert Summary |
Call# SUPI MCC MNC sMssai-sd | sMssaisst | ServinghfID | Pousessionio | PDUSessionType | 55C-Mar A
imsi-001013012041631 617eead-Toed-464abe7cB3s5e05Mb36 1 [ v [ 1]
2 imsi-001013012041631 1 49 IPv4
3 imsi-001013012041631 ‘617eead-7eed-464a-b67c-8355e05F4b36 IPY4 v
< >

ColumnWidth = f————— [~ Absolute Timing | Show Latest

Time Framett AMF SMF | Find | I Complete Stack

:method: POST
:path: /nsnf-pdusession/vl/sn-contexts
:schene:http

201 Created cauthority:192.168.31.79: 6666

00.02.235 30343 51005

content-type:multipart/related; boundary="cac4SFZ58Z0d774FF331"
mime-version:1.0
content-length: 676

======= == == ====Jg0N==== === ==

I accept:application/json,application/vnd. 3gpp.ngap,application/problemtison

{"anType":"3GPP_ACCESS"
"drn':"ims"
"gpsi':"msisdn-301Z041631"
"nlSmMsg": {"contentId": "nlnsg"}
"pduSessionId":1
"pei":"imeisv-1234567820123001"
"ratType": "NR"

"requestType": "INITIAL_ REQUEST"

[P e N R R P R Tr S )

> <

Calls Rate 3, Call Flow /< Call Summary /

oGL
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HG N12 Interface

* Decodes of the selected N12 message is displayed on the right pane. The interface is between AMF and AUSF

oA Packet Data Analyzer - Summary View - O X

File View Call Summary Protocol Configurations GUI Configurations  Help

ﬁ!p\l WD e oy 8 ¥ ]i |5G ~||N12 amt-ausf)  ~|[Show All Calls ~|call Count: 2

Call Summary | SIP Registration Summary | Alert Summary |

Call# SUCI ResStar AuthResult ] Kseaf l APIRooL | Method I Operationld I AuthCntxtId
suci-0-001-01-0000-0-0-3012041631) | || htpfj192.168.31.78:6666 AuthCxt_00101301204163

2 suci-0-001-01-0000-0-0-3012041631 “DE40291D09DE788642450SCED7. .,

<

AUTHENTICATION_SUCCESS

5415B009A30D73A4148A4... http://192.168.31.78:6666 PUT 5g-aka-confirmation

AuthCxt_00101301204163

>

ColumnWidth = === |~ Absolute Timing |~ Show Latest

Time Frame#t

00.00.963 29428 51002

AMF

AUSF

201 Created

BE66

Calls Rate  Call Flow /{ Call Summary /

| Find I [™ Complete Stack

method: POST

ipath: Mmausf-auth/vl/ue-authentications

:schemne:-http

cauthority:192.168.31.78: 6666
content-type:application/json
accept:application/3gppHaltjson,application/problentjson
content-length: 106

{"servingNetworkName": "5G:mnc00l.ncc00l. 3gppnetwork. oxrg"
"supiOrSuci":"suci-0-001-01-0000-0-0-3012041631"}
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5G N13 Interface

* Decodes of the selected N13 message is displayed on the right pane. The N13 interface is between AUSF and UDM

™A Packet Data Analyzer - Summary View — O

_File View Call Summary Protocol Configurations GUI Configurations  Help

fg]p\l WS e m oy X ¥ ‘i [5G ~||N13 (aust-udm) ~||Show All Calls ~|call Count: 2

Call Summary | SIP Hegﬂﬁ@ﬂslrwl Alert Summaryl

Call# SUPI AuthEventSuccess AuthEventTimestamp l AuthEventId I APIRooE ] Method | OperationId l

! | | | hip/192.168.31 536666

2 imsi-001013012041631

<

true 2024-05-29T01:20:13-05:00 authEventId-001013012041631-d... http:/{192.168.31.53:6666 POST Confirmauth

POST GenerateAuthData

ColumnWidth = f~—————— [~ Absolute Timing [ Show Latest

Time Frame#t

00.00.186 29425 51001

AUSF

UDM

| Find II— Complete Stack

Calls Rate

Call Flow /( Call Summary /

:method: POST

ipath: Mmudn-ueauw/vl/suci-0-001-01-0000-0-0-3012041631l/security-information/generat
:scheme:http

cauthority:19Z.168.31.53: 6666

content-type:application/json

accept:application/json,application/problentjson

content-length:113

{"ausfInstanceId":"dd8517ce-3529-4359-8693-5bbcdZzZ7az0a"
"servingNetworkName": "5G:mnc00l. . ncc00l. Sgppnetwork. oxrg"}
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