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Introducing PacketScan™ HD
(4x1 GigE, 2x1/10 GigE, 2x25 GigE, 8x10 GigE, and 2x40/100 GigE)

2x40/100 GigE

5 G **Also available as a rack mounted unit
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PacketScan™ HD, PacketRecorder™ & PlayBack ™
2 (4 x1/10 GigE)

4 x 110 GigE Card

Lunchbox specs are:

PacketScan™ HD - Lunch Box . Intel Xeon Silver 4210
. 64GB RAM

. 500GB SSD for OS
. 4x 3.84TB NVME SSD
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What the software does?

Record feature includes a powerful Hardware Filter that allows user to filter out unwanted traffic,
and continuously capture the traffic of interest up to the limits of the hard disk size and the disk

write speed

The previously recorded traffic is replayed on selected network interface cards and can be

analyzed using GL’s PacketScan™ and Wireshark® application
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Main Features

PacketRecorder™

Captures 100% packet data on high-speed lines (maximum of 5 Gbps data rate)

Capture packets non-intrusively over Ethernet (Electrical) and Optical ports at Nano-second precision

Recording can be done on single port or combination of one or more ports. Multiple instances of recorder can run
simultaneously

Flexible options to record traffic continuously based on File size, File count, Frame count and Duration

Record only traffic-of-interest by applying efficient hardware filters based on MAC, 802.1Q (VLANS), IPv4/IPv6, Tunnel Traffic
(Tunnel 1 and Tunnel 2), TCP, UDP, SCTP, SIP, and RTP parameters

Filtering of inner layer of GTP, GRE, and VXLAN tunnel traffic such as inner IPv4/IPv6 addresses and Transport Protocols
(UDP, TCP and SCTP) port numbers

User can create their own filters using custom filter option which provides flexibility to check the fields and use the logical
AND, OR conditions more efficiently

Option to view the historical graph of overall rate, frames/sec, per-port rate, per-port frames/sec, and Port Down status from
the record start time to end time

Supports both IPv4 and IPv6

Provides statistics of captured frame count, dropped frame count, recorded frame count capture rate, frame rate, recorded

files count, and more



Main Features (Contd.)

PlayBack™:

* Replay the pre-recorded traffic files at the same rate at which it is captured (maximum of 5 Gbps data rate)
* Provides options to playback single file or multiple sequential files
* Provides statistics of total frames transmitted, under sized frames count, oversized frames count, and

different sized frame count etc.
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PacketRecorder™ Architecture
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PlayBack™ Architecture
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PacketRecorder™ QOperations

In Record mode, high speed real-time traffic
can be recorded with precise hardware time
stamping

The Record feature includes a powerful
Hardware Filter that allows user to filter out
unwanted traffic, and continuously capture the

traffic of interest

startAl | A ||l°

@8 PacketRecorder and Playback _
File Help
Recorder |  Plagback |

Configuration | Hardware Fﬂter] Statistics I

& Recorder 1 Card Type | Adapter_0::4x1/10G -~

Network Adapter/ Port List

Adapter_0::4x1/10G Network Adapter
B ®rorto
O@rort_1
E @ rport_2
O@®rort_3

Record File Configuration

File Format |HDL(GL Format) vI Directory | D:\RECORDEDFILE\
(Note: For HOL format recording is supported upto 1Gbps)
File Name

File Prefix | Test

(+ Append Time Stamp

" Append Sequence Number

Create New File After Spedified Limit Reached

@ Fie Size Limit Value

1024 MB

" Frame Count

Delete I " Time Duration

Start | | Recyde Type

(% Stop After 10 Files " Keep Latest 10 Files " Continuous
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Hardware Filters

Hardware filters options are useful to capture traffic based on user interest

i PacketRecarder and Playback
File Help

Recorder | Playback |

Recorders Configuration  Hardware Filker } Statistics
D[ Field ID Protocol | Field Name: [ operator | value Condition Operators | [ Vvalue (Boolean)
F1 SIP SIP Port == 5060 == ‘TRUE
F2 RTP RTP Packets == TRUE Examples :
TRUE: Capture RTP Packets
FALSE: Discard RTP Packets
CFilter -2
CJFitter - 10
Add Insert Delete Clear All Update
[¥ Custom Expression
| F1lIF2

Valdate & Update E

Selected Filter Expression

HashMask[mHashMaskSrcPort = DxFFFE; mHashMaskDstPort = DxFFFE] = Hash5Tuple
Assign[Streamld = 10] ={{{{Layer4Protocol == UDP}) AND (mSrcPort == 5060 OR mDestPort == 5060)) OR {{mUdpSrcPort != (0., 1023)) AND (mRtpVersion==2)})

Final Configured Expressions ]Fi,-,a| Applied Expressions |

HashMask[mHashMaskSrcPart = 0xFFFE; mHashMaskDstPort = OxFFFE] = Hash5Tuple
Assign[Streamld = 10] =({({Layer4Protocol == UDP)) AND {(mSrcPort

5060 OR mDestPort == 5060)) OR ((mUdpSrcPort != (0., 1023)) AND (mRtpVersion==2}})

Clear Al Filters

Add Delete
Start |

startal |
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ecorder Statistics

@ PacketRecorder and Playback = O X
File Help
Recorder l Playback ]
Configuration ] Hardware Filker  Statistics
Recorder 1 View |List View - Reset

Statistics Value -~
Filter Match Frames 4265974
Filter Not Match Frames 61466
Total Frames 4327 440
Filter Match Frames % 98.58
Dropped Frames (Due to Buffer Overflow) 1]
Recorded Frames 4 266 726
Recorded Bytes(Gbytes) 0.4598
Dropped Bytes 1]
Capture Rate(Mbps) 5.29
Filtered Rate (Mbps) 5.12
Filtered Bytes % 96.61
Capture Frame Rate (Frames/Sec) 5489
Filtered Frame Rate (Frames/sec) 5403
Filtered Frames % 98.52
Recorded Files . 5/
Record Duration{hr:min:sec) 00:09:07
Current Recording FileMName Test04.hdl
Bytes Written To Current File 74279 147
Available Host Buffer Size (Kbytes) 2621440
Utilized Host Buffer Size (Kbytes) 3
Available OnBoardMemory Size(Mbytes) 1922
Utilized OnBoardMemory Size(%6) 0%
Utilized OnBoardMemary Size(Mbytes) 1]
Drive Write Rate(Bytes/sec) 540 -
I
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Recorder Statistics (Contd.

T T
Port Statistics Agaregate Port-0 {106) | Port-2 (10G) |
Filter Match Frames 4339 245 2 169 765 2 1689 450
Filter Mot Match Frames 63945 31974 31971
Total Frames 4403 190 2201738 2201451
Filter Match Frames %% 98.55 98.55 98.55
Cropped Frames {Due To Port Buffer OverFlow) 0 1} 0
64 Byte Length Frames 0 1} 0
65-127 Byte Length Frames 3475088 1737691 1737375
128-255 Byte Length Frames 812 216 406 093 406 123
256-511 Byte Length Frames 105 908 52954 52954
512-1023 Byte Length Frames 5908 2955 2953
1024-1518 Byte Length Frames 4084 2042 2042
1519-2047 Byte Length Frames 0 1] 0
2043-4095 Byte Length Frames 8 4 4
4096-3191 Byte Length Frames a a 1]
8192-Max Byte Length Frames 0 a 0
Undersized Frames 0 1] 0
Oversized Frames 0 ] 0
VLAN Frames 0 i} 0
MPLS Frames 1] a 0
CRC\Align Error 0 1} 0
Add
Temperature(C) - 42,2 45.6
| Stop

Port Link Status = Up Up

Stop All Port Link Down Count - a 0

Communications
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Graphs — Overall View

@il PacketRecorder and Playback — [m]
File Help
Recorder | Playback |
Configuration | Hardware Filter  Statistics
GraphOptions [Rate (Mbps) =] view [Graph view |
Oveidll | Port |
@ W Real-Time Display  Graph Duration [1hr - Clear save |[o2-12-22 z:00:36 ] oo
12/02/2022-02:00:36 Graph Start - (12/02/2022-01:17:21) Graph End - (12/02/2022-02:17:20) 12/02/2022-02:17:23
Overall |
16.000
15.000 4 [
14,000 4 Y /v Q4
13.000 4 s
12,000 4 re
11.000 4 ru
10.000 § 1o
G 0004 r<z
E ]
£ =
5 8000 re 5
= &
“ 7.000 r7 -
£.000 - Le
5.000 - rs
i [y ¥ W
4.000 + -4
3.000 k3
2.000 4 fz
1,000 F1
0.000 : - - L : : - - . A . - - . .
02:01:00 02:02:00 02:03:00 02 02:05:00 02:07:00 02:08:00 02:09:00 02:10:00 02:11:00 02:12:00 02:14:00 02:15:00 02:16:00 02:17:00
Time
Capture Rate WAl Ports Link Status Wrort-0 WrFort-2
startal | Stop AR
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Graphs — Per Port View

@i PacketRecorder and Playback — [m]
File Help
Recorder | Playback |
Confiurstion | Hardwars Fiter  Statistics
HEGEERg GraphOptions [Rate (Mbps) | view [Graph View  ~ |

Overdll  Port |

@ [~ Real-Time Display ~ Graph Duration - Clear save |[02-1222 200038 =] oo

12/02/2022-02:00:36 Graph Start - (12/02/2022-01:17:03) Graph End - (12/02/2022-02: 17:02) 12/02/2022-02:17:04

Poit-0 | Port-2 |
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start Al | Stop Al
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Playback™ (PacketReplay ™)

* In Playback™ mode, the configuration window
allows to playback single or multiple recorded
files on the selected HD NIC interface port

oaGL
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File Help
Recorder Pl

[ |

start Al | stop al |

@ PacketRecorder and Playback

ayback |

Configuration I Stdistics]
Playbackl

Network Adapter/ Port List

Adapter_0::4x 110G Network Adapter
& @port_0
O @rort_1
O @rort_2
O @ port_3

~Playback File Selection

HeFormatlHD.;’SL Format) 'I = res:
€ Single HeNamel |
& Multiple D'ecmrvlF:F\FCOF‘.nFDFZ.F': |
HePreﬁxlF'E' odic Sequence Digtt Length _' H' et
Nu.mofFiIesIS Start of Sequence | 1
Periodic0 1. hdl,Periodic2. hdl,Periodic03. hdl,Periodic04.hdl Periodic05.hd,
[~ Playback Option
o
€ Specific Rate Rate [T [oops o]
(MNote: Playback supports upto 1Gbps rate.)
~Playback Limit
e Limit Value
" Continous 1% Stop After 101

p &fter 10 Tkeration € Duration ,10—
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Playback™ Statistics

@ PacketRecorder and Playback - X
File Help
Recorder
m— Configuration  Statistics
Playback1
Reset |
Statistics Value |
Transmitted Frames 93375 356
Tramsmitted Octets 27503920 412
Transmit Rate(Mbps) 1848.80
Frame Rate(Frames zec) 794 795
Current Iteration 5
Playing Back FileMame Periodic02, hdl
PlayBack Duration(hr:min:sec) 00:02:01
]
Port Statistics | Aggregate | Port-0 |
Total Frames 93 376 856 93 376 856
64 Byte Length Frames 0 0
65-127 Byte Length Frames 0 0
128-255 Byte Length Frames 127 134 127 134
256-511 Byte Length Frames 93 138 478 93 138 478
512-1023 Byte Length Frames 79 450 79 960
1024-1518 Byte Length Frames 31784 31784
1519-2047 Byte Length Frames 0 0
2048-4095 Byte Length Frames i) 0
4096-8191 Byte Length Frames 1] 0
8192-Max Byte Length Frames 0 0
Undersized Frames 0 0
Oversized Frames 0 0
CRC\Align Error 1] 0
Temperature(C) - 39.5

= s
StartAl | Stop Al ‘
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Analysis of Recorded Traffic using PacketScan™
Application

» User can verify the Nanosecond timestamp, SIP / RTP data packets, and SIP Layer decode information as
shown

B2 PacketScan (IpProt) 64-bit — m] 4
File View (Capture Statistics Database Call Detail Records Configure Help

|| B || MAltm(3m|@| =@ HM] F|F| %] -0k ][0 Golo |
Frame# TIME (Relative) Length (Bytes) Error Length/Pratocol Type Packet Type
MAC MAC
1 00:00: 00000002071 ED4 IPvE sIP 2152 2152 200 0K oo
2 00:00: 00000013733 1478 IPvE sIP 2152 2152 INVITE oo
3 00:00:00. 000025088 569 IPvE sIP 2152 2152 100 Trying oo
4 00:00:00. 000029863 ED9 IPvE sIP 2152 2152 180 Ringing oo
5 00:00:00. 000035226 b=ri=) IPvE sIP 2152 2152 200 0K oo
B 00:00: 00000043091 831 IPvE sIP 2152 2152 ACK oo
7 00:00: 00, 000043504 290 IPvE RTF 2152 2152
8 00:00: 00000052007 290 IPvE RTF 2152 2152
El 00:00:00. 000054522 290 IPvE RTF 2152 2152
10 00:00:00. 000057031 290 IPvE RTF 2152 2152
n 00:00:00. 000059552 290 IPvE RTF 2152 2152
12 00 0000, D000EZ055 290 IPvE RTF 2152 2152 w
< 1 An.An.An AAaae ACTe A [ men e -

004D Hop Limit

004E Source Address

O0SE Destination Address

=== GTF UDP Layer
006E Source Port

0070 Destination Port

0072 Length (Header + Data)
074 Checksun

128 (=80} ~
£eB0:0000:0000:0000:10£8:316d:9afd:4398
£e80:0000:0000:0000:64ds: 3cdd:cf£1:9e96

060 (x13C4)
060 (=13C4)
917 (=0395)
=30

REGISTER =ip:[fef0::f4da:3cdd:cffl:9=96] SIF-2.0

Wia: SIE~2 0-UDP [fed0::10f8:316d 9afd 4398] 5060 branch==9hG4bK-—9-702972404-B0A6—-14144
Max-Forwards: 70

Allow: INVITE BEYE CANCEL, ACK, INFO,K PRACE.COMET, OPTIONS, SUBSCRIEE.HOTIFY,REGISTER, UFDATE

From: 3012041631 <=sip:001013012041631@[feB0: 64da:3cdd cffl 9296 ] tag=FromTag-7-702972388-806"
To: sip:001013012041631@[fe80: 64da:3cdd cffl:9e96]

Call-ID: GL-MAPS-6-702972388-8063-14144@[fed0: 10£8:316d: 9afd:4398]

CSeqg: 1 REGISTER

Authorization: Digest ussrname="001013012041631@[{=80: f4da: 3cdd:cffl:9e96]" . realn="[{=80: 64d
Ezpires. 360000

Contact: 3012041631 <sip:001013012041631@[f=80: 10£8:316d:%fd 4398]>:+g. 3gpp. =n=ip
P-Preferred-Identity: UE <=ip:UE@gl.com>

o 3

..... Mebeomode Tewf— . 200D TTDAN TRD. sibece =11 Sd G- -nnnnnnnn

Py < s
‘Q. Gl / Off-line Viewing D:\output.hdl 3 626 690 Frames
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Thank you
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