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PacketCheck™- Ethernet / IP Test Tool

PacketCheck™
Traffic Generator & Analyzer
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a4 - I 10/ 100 / 1000 Mbps

* PacketCheck™ uses the PC's network interface card to transmit and receive Ethernet or IP packets
* Bit Error Rates (BER) and throughputs and Delay, Impairment (up to 500 Mbps) can be easily tested
* Generates multi-stream Ethernet / IP / UDP traffic as well single-stream physical layer traffic

* Measures end to end performance such as bit error rate, total packets, packet loss, out of sequence packets,
OGL errored packets, Round Trip Delay, and One Way Delay (within the same PC)
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Applications

What is the maximum IP bandwidth between your branch offices?

What is the round-trip delay between two IP addresses with microsecond accuracy?

Between two Ethernet MAC addresses?

Is your LAN switch dropping packets? Introducing errors? Blocking traffic because it's

overloaded?

Is your CAT 5 or CAT 6 wiring deteriorating? Introducing errors?

Need to find out your bandwidth between enterprise locations? Traffic overload?

Throughput? Error rates? Delay?



Testing at Layer 1, 2, 3, & 4 of 0S| Model
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Preamble — 7 Bytes
Start Frame Delimiter — (SFD)- 1 Byte
MAC Header —
» Dest/Src MAC Address — 6 Bytes
» EtherType field — 2 Bytes
(Ox0800) IP
VLAN Header - 4 bytes each
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Framing Representation

MPLS Header - 4 bytes each
IP Header — 20 Bytes

UDP Header — 8 Bytes
Payload — BER Test Pattern
Frame Check Sum — (FCS) —
4 Bytes

x

>

Host B

Ethernet
Payload



Main Features

* Capability to test Ethernet traffic of up to 500 Mbps bandwidth. Supports minimum line rate of 64 Bps

* Generate full duplex traffic at any of the four layers (Layerl, Layer2 (Ethernet) with stacked VLAN/ MPLS, Layer3 (IPv4), Layer4 (UDP))
with on-demand bandwidth

* Create multiple streams of traffic for network testing from layer 2, 3, or 4

* Bit Error Rate Testing for checking networks for dropped packets, out-of-order, non-test frames, and so on. Write packet errors to an
error log

* Determine Round Trip Delay (RTD) between two IP addresses or two Ethernet MAC addresses with microsecond accuracy

* Determine One Way Delay (OWD) between two NIC cards on the test PC with microseconds accuracy

* Record test traffic in binary and/or PCAPNG or NTAR file format

* Playback PCAPNG files for test traffic generation. Either recorded from test BERT traffic or recorded traffic of interest

* Record non-test packets to a PCAPNG file. i.e. Non-BERT traffic related packets

* Provides options to record unidentified network traffic which does not belongs to any user defined stream into a PCAP or HDL file
format and analyze the recorded traffic in Wireshark® or PacketScan™ application

* Generate and verify PRBS patterns such as QRSS, 26-1, 29-1, 211-1, 215-1, 220-1, & 223-1

* Measures bit error rate, synchronization status, throughput, packet loss, out of order packets, round trip delay, etc.

* Impair traffic such as inserting, deleting or changing bytes

* Supports jumbo frames in addition to all normal frame sizes from 64 bytes to 1518 bytes

OGL
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Main Features (Contd.)

Ability to append Zero-Padding bytes to outgoing frames to test router interoperability with packet sizes less than 60 bytes, ensuring
that routers handle small packets correctly.

Customizable protocol headers like MAC source / destination address, EtherType field, IP source / destination address, and UDP
source / destination port

Create multiple full-duplex streams per PacketCheck™ easily

Each stream can be configured as Transmit Only, Receive Only, or Transmit and Receive

Ability to copy from one stream to another (both one-to-one copy and one-to-many copy) to quickly configure multiple streams

Ability to resolve IP Address to MAC address (based on Address Resolution Protocol (ARP)) for all streams with a single click, so that
all streams are configured properly before starting the test

Populate switch/router MAC tables and routing tables using the Resolve all streams feature before the starting the test to avoid
unnecessary flooding

Independently define each stream to operate as Layer2 (Ethernet) or Layer3 (IP) or Layer4 (UDP)

For Layer3 or Layer4 streams, analyzes the received payload based on the IP or UDP length and ignore any MAC padded bytes added
in transit

Define the frame size/rate to be generated for each stream Independently

Jumbo frames also supported (depending on the NIC card support for Jumbo frames)



Main Features (Contd.)

* Up to 500 Mbps total combined rate (all streams combined) is possible

* The transmission rate can be configured to operate in 2 modes — Burst mode or Inter Frame Gap (IFG) mode

* |In Burst mode, each stream's rate can be set in Mbps, Kbps, etc.
* In IFG mode, the Inter Frame gap in milliseconds can be configured. The estimated rate achievable based on the IFG and the frame size

is displayed for user convenience

* Burst mode tries to generate traffic with the configured rate, but also as smoothly and evenly distributed so that the Device Under Test

(DUT) node buffers do not overflow due to a temporary spike in the peak traffic
* Frame sizes from 22 bytes up to 1518 supported
* Use a full-featured version or a loopback only version (with address swapping) at node endpoints
* Capability to generate/respond to ARP requests, making it easy to work with Routers
* Provides user configurable Packet Length for OWD and RTD
* Generate reports in XML or PDF formats
* Support to configure IP Protocol Type from O to 255
* Multiple Instances — run multiple instances on a single PC to utilize all available NIC cards

oaL
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BER Test Setup at Layer 1

Scenario 1: Source & destination PCs connected using Ethernet cable

PC 2 - Tx_Rx Mode
Or

PC1l-Tx Rx Mode Loopback Mode

Transmit

Test PC#1 Test PC #2

 The PCs are connected using an Ethernet cable. The payload includes PRBS and fixed patterns

o GL
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BER Test Setup at Layer 2

Scenario 2: Source & destination PCs on the same LAN, connected by a switch

* The PCs are connected through a switch, which routes the packets based on the MAC address

o GL
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BER Test Setup at Layer 2

Scenario 3: Source & destination PCs located in different LANs connected through multiple switches
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BER Test Setup at Layer 3/ 4

Scenario 4: Source & destination PCs are located within the same IP Network

IP address =192.168.1.1 IP address =192.168.1.2

* Packets route between the source and destination PCs based on both the IP address and MAC address

< GL 11
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BER Test Setup at Layer 3/ 4

Scenario 5: Source & destination PCs located on different IP Networks

Source PC Portl Port2 Destination PC
IP address = 192.168.1.100 IP address = 192.168.2.100 e

MAC address = 11-11-11-11-11-11 MAC address = 22-22-22-22-22-22

[

Network 1 Router (default gateway) Network 2

* Source and destination PCs are located in different IP networks connected via routers

12



Initialization Configuration

B PacketCheck - Initial config — >

kode Selection

|/F Selectian

|IntelfR] Ethemet Connection 12174 [192.168.1.23] |

Start Packet Check

M arme |"~D evice\MPF_{C0459574-F48E-46598-97DF-B 237037F 1F3A}

Dezcription |Inte|[F|] Ethernet Connection |217-

MAC Address  [fc-aa-14-Sc-fa-bd

P Address |192.168.1.23

Link Type |Ethemet (802.3)

Current Link Speed |'I 000 Mbps

tax Payload Size |1 500 bytes

Media State ||:|:|nne-:te-:|

* PacketCheck™ operates in normal and loopback mode

* Verify interface, IP and MAC address

‘ O G L * PacketCheck™ PC configuration file is automatically generated containing initial configuration parameters displayed in the GUI

Communications



Stream Types Selection

=2 Mormal Configuration

| SINo# | Stream Name | Status | stream Type La_l,lera"Dir] kAT ] MPLS ] IP ] uoP ] P'a_l,lLl:uad] T F'arameters] R« Parameters | Delay Measurements] Periodic Reports | Impaiments

N T st |

Stream Type

File B
FileType |HOL
File M arme | J

gt | Add | Delete | Starts’StDp|

Default Stream

Configuration | Start | Traffic Generation Mode

& Burst [Rate value wil be used) Fesolved Status Apply Stream Parameters

(" IFG (IFG value will be used)

o GL
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File Based Stream Type

« Allows to specify a source file for the stream, this source file can be PCAP or HDL file format
« In File Based option the default mode is set to Tx and all the other configurations will be disabled

as it is not required in File Based option

=2 Mormal Configuration

| SI Mot | Stream Mame | Status | Stream Tupe l La_l,lers'Dir] AT ] MPLS ] IF ] DP ] Papload | Tw Parameters | A Parameters | Delay Measurements | Peniodic Heparts] Impairmnents
N TR St |
— Stream Type
Type |File Bazed -
File Eazed
FileTvpe |HDL -

Inzert | Add | Delete | Start.-’StI:up|

Default Stream

Configuration | Start | Traffic Generation Mode

Resolved Statuz Apply Strearm Parameters

(+ Burst [Fate value will be used)
" IFG [IFG value will be uzed)

o GL
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User Defined Stream Type

« Allows to define the stream parameters such as Layer, Ethernet/IP/UDP Headers, Frame Size, Rate,

Payload etc. and the PacketCheck™ generates/analyzes the stream traffic as per these parameters.

=2 Mormal Configuration

| S| Mot | Stream M ame | Shatus | Stream Type ] La_l,ler.-"Dir] AT ] MPLS ] IP ] LDP ] Payload | T= Parameters | Az Parameters | Delay Measurements | Peniodic Reports | Impairments
I s stat |
Stream Type
Type |User Defined
File B azed

FileTwpe |HDL
File Mame | J

Inzert | Add | Delete | Start.f'Stu:up|

Drefault Stream

onfiguration | Start | Traffic Generation Mode

= Burst R ate value wil be used] Rezalved Statuz Apply Strearm Parameters

O IFG (IFG walue will be used)

o GL
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Layer 1 Single-stream Generation

File View Windows Help

P PacketCheck (I/F -192.162.1.112) - Normal mode - Cinfig2

~
SINott | Stream Name Status | SumrmlLawlDiIMAc | MPLS | 1P | UDP | PayLoad| TxP. | RxP: | Detay M | Periodic Reports | Impaimment:
St | 4
‘ rLayer 1
. Dir 'Yx_Hx v I
Single Stream ]
& Layer 2 |Ethemet  ~
Selection
Layer 25 lNone - |
Layer 2.5, 3, 4 are
N v
Lapes3[lre ] set to None
Layer 4 INom v I
nsen | 4dd | peiets | Statsston | J
Defaul Stream !
Configuration I Start
!~ Traffic Generation Mode .
¢ o . Resolved Status Apply Stream Parameters | Default Stream Cumulative
e Statistics Statistics
el { .
B Statistics / I (S :@ 2 |
Reset | % Show Default Stream PackelCheck Reset |  NICReset | OtherReset |
[ Stanshcs | Default Stream Statistics | PacketCheck Tx | PacketCheck Rx | NICTx | NICRx Other Rx | Tx | Rx |
Streamld 1 Total Frames 0 74175 36807 140053 105078 37423 986927
Stream Name Steam? Rate 0.00 bps 0.00 bps 000bps 0.00bps 0.00 bps 434.95Kbps 48883 Kbps
Mode TX_RX Non Test Frames NA- NA- NA- NA- NA- 0 0
Duwration 00.00:15 IP Frames 0 24175 36557 133015 1962 3N 876767
Tx Total Frames 622 UDP Frames 0 0 7085 83632 19 7065 83651
TxBERT Frames 622 TCP Frames 0 0 29430 43781 3 23430 43814
Tx Rate 493,32 Kbps ICMP Frames 0 0 2 2 0 2 2
TxRTD Frames 0 IGMP Frames 0 0 0 5600 0 0 5600
Tx OWD Frames 0 Other L4 Protocol Frames 0 74175 0 0 1910 Other L4 Protocol Frames 622 743700
Rx Total Frames 615 ARP Request Frames 0 0 68 182 102745 ARP Request Frames 68 102927
Rx BERT Frames 615 ARP Response Frames 0 0 182 38 233 ARP Response Frames 182 331
Rx Rate 430.20 Kbps Other Frames 0 0 0 6824 78 Other Frames 0 6302
RxRTD Frames 0 Broadcast Frames 0 36 8655 103028 Broadcast Frames 36 111683
Rx OWD Frames 0 Unicast Frames 0 741175 36663 55100 2050 Unicast Frames 37285 738340
Lost Frames 0 Test Mubicast Frames 0 0 108 76304 0 Multicast Frames 108 76304
Ouwt Of Order Frames 0 64 Length Frames 0 0 10457 13235 103033 64 Length Frames 10457 116274
Pattern Error Frames 0 Statistics 65_127 Length Frames 0 0 6657 48032 82 65_127 Length Frames 6657 48174
Good Frames 0 128_255 LengthFrames 0 0 2599 23047 8 128_255 LengthFrames 2539 23055
Non Test Frames Received 0 256_511 Length Frames 0 0 3976 25956 16 256_511 Length Frames 3976 25972
Bit Error Rate 0.00E+00 512_1023 Length Frames 0 0 2608 3886 n 512_1023 Length Frames 2608 3897
Error Status SYNC 1024_1518 Length Frames 0 74175 10510 25843 1922 1024_1518 Length Frames maz 769555
SyncLoss Count 0 > 1518 Length Frames 0 0 0 0 0 > 1518 Length Frames 0 0
Bit Error Count 0 Status Stopped . Stopped Stopped
RTD NA- Duration 00:54:15 00:54:15 00:54:15
OWD (Average) NA- File Recording Status |dle Idle Idle
OWD (Min) -NA-
OWD (Max) -NA-
UDP Checksum Enor Frames 0
Zeto UDP Checksum Packet 0
HDL/PCAP File Recording ... Idie
Binary File Recording Status  Idle
< >
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Layer2/3/

4 Multi-stream Generation

=3 PacketCheck (I/F -192.168.1.112) - Normal mode - Cinfig2

Eile View Windows Help

-~
SINott | Stream Name Status Stieam Type | Layer/Dir | MAC | MPLS | IP | UDP | PayLoad| TxP. | RxP. | Detay M | Periodic Reports | Impaiments |
[~ Stream Type
Type IU:e! Defined ~
Single Stream File Based
Selection
FileType IHDL v I
File Name | =]
Insert I Add l Dalete I S|HV$l°DI
(- Defaul Stream
Configuration I Start
1~ Traffic Generation Mode
& Burst (Rate vake wil be used Rssdvedswusl Apply Stream Parameters
€ IFG (IFG
v
&1 Statistics @ = | 8|
Reset | [V ShowDefauk Stieam PacketCheck Reset | NICReset |  OtherReset |
Statistics | Steam1 [ Steam2 [ Sweam3 | Defauk Stieam Statistics | PacketCheck Tx | PacketCheck Rx | NICTx | NICRx | OtherRx Curnulative Statistics [ Tx | Rx |
Streamid 1 2 3 Total Frames 0 74175 36807 140053 105078 Total Frames 67383 987055
Stream Name Stream1 Stream2 Stream3 Rate 0.00 bps 0.00 bps 000bps 0.00bps 0.00 bps Rate 20.15 Mbps 483.31 Kbps
Mode TX_RX TX_RX TX_RX Non Test Frames NA- NA- NA- N&- Na- Non Test Frames 0 0
Duration 00:00:18 00.00:18 00:00:18 IP Frames 0 74175 36557 133015 1962 IP Fraemes 37308 876835
Tx Total Frames 743 14915 14912 UDP Frames 0 0 7085 83632 13 UDP Frames 70685 83651
T« BERT Frames 743 14915 14312 TCP Frames 0 0 23430 43781 33 TCP Frames 23430 43814
TxRate 43493Kbps  9.81 Mbps 3,81 Mbps ICMP Frames 0 0 2 2 0 ICMP Frames 2 2
TxRTD Frames 0 0 0 IGMP Frames 0 0 0 5600 0 IGMP Frames 0 5600
Tx OWD Frames 0 0 0 Othes L4 Protocol Frames 0 74175 0 0 1910 Othes L4 Protocol Frames 743 743828
Rx Total Frames 743 0 0 ARP Request Frames 0 0 68 182 102745 ARP Request Frames 68 102927
Rx BERT Frames 743 0 0 ARP Response Frames 0 0 182 38 233 ARP Response Frames 182 k<]
RxRate 491.93Kbps  0.00bps 0.00 bps Othes Frames 0 0 0 6824 78 Other Frames 23827 6302
RxRTD Frames 0 0 0 Broadcast Frames 0 0 36 8655 103028 Broadcast Frames 3% 111683
Rx OWD Frames 0 0 0 Unicast Frames 0 74175 36663 55100 2050 Unicast Frames 67233 739068
Lost Frames 0 0 0 Multicast Frames 0 0 108 76304 0 Multicast Frames 108 76304
Out Of Order Frames 0 0 0 64 Length Frames 0 0 10457 13235 103033 64 Length Frames 10457 116274
Pattem Enor Frames 0 0 0 65_127 Length Frames 0 0 6657 48092 82 65_127 Length Frames 6657 48174
Good Frames 0 0 0 128_255 LengthFrames 0 0 2593 23047 8 128_255 LengthFrames 2599 23055
Non Test Frames Received 0 0 0 256_511 Length Frames 0 0 3976 25956 16 256_511 Length Frames 3976 26972
Bit Enor Rate 0.00E+00 0.00E+00 0.00E+00 512_1023 Length Frames 0 0 2608 3886 n 512_1023 Length Frames 2608 3897
Error Status SYNC NO RXDATA NORXDATA 1024_1518 Length Frames 0 741175 10510 25843 1922 1024_1518 Length Frames 41088 769683
Syncloss Count 0 0 0 > 1518 Length Frames 0 0 0 0 0 > 1518 Length Frames 0 0
Bit Error Count 0 0 0 Status Stopped - Stopped - Stopped
RTD NA- Na- NA- Duration 00:54.15 00:54:15 00:54.15
OWD (Average) -NA- -NA- NA- File Recording Status Idle Ide Idle
OWD (Min) -NA- NA- NA-
OWD (Max) -NA- NA- NA-
UDP Checksum Enor Frames 0 0 0
Zeto UDP Checksum Packet 0 0 0
HDL/PCAP File Recordng ...  Idle Idie Idle i
Binary File Recording Status  Idle Idle Idle
<
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Add / Insert / Delete Streams

2 Mormal Configuration E' £3
SINo# | Stream Mame Status
1 Stream Start
Inserting Stream A |lStream? | Start
3 Stream3 Start
Added Stream 4 Shreamnd Start
2] Streamb Start
< >
|nzert | Add | Delete | Start/Stop |

* PacketCheck™ allows for multi-stream generation

* Each stream can be configured to Tx, Rx or both Tx_Rx in layer 2, layer 3, and layer 4

o GL
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Copy and Paste Streams

@ Mormal Configuration | = || E | 2
SIMo#t | Stream Mame Statusg
Mo | Configurati =] 3
8 Mormal Configuration | = || | | ] - Crat
i Streams Start
| SIND#' Stream Mame | Status
e L E—
DONSHESZ  Gtat Copy
T Paste
£ >
< >
Insert | Add | Delete | Start/Stop |ngert | Add | Delete | Starta"Stn:upl

* Provides options to copy from one stream to another (both one-to-one copy and one-to-many copy) to quickly

configure multiple streams

o GL
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MAC / IP / UDP Configurations

Stream Type] Layer/Dir | MAC |MF'LS | P

Layer 2

| UDP | PayLoad |

Source MAC Addr [h:-aa-1 4-9¢c-bf-99

Use |/F Addr

Destination MAC Addr [FC-44-14-9C-BF-39

EtherT 00-00
Layper sType |

User defined

Drir
Stream T_l,lpe] La_l,.len"Dill b

Layer 2 |Ethemet E| MPLS Stack |3 T

P ] UpP ] Pa_l,lLoad] Tx Parameters | Rx Parametels] Delay Measurements] Periodic Heports] Impairmentsl

/ MPLS #1
Layer 2.5 |MF'L5 bl | Label | 564564 Cos |1 ™ |18
Layer 2 [IF MPLS #2 MPLS #3
Label |?‘65?‘65 Cos | 5 m | 128 Label | 234234 cos |7 ™| 128

Layer 4 |UDF T

Stream Typs | Layer/Dit | MAC | MPLS

JupP ] F'ayLoad] Tw Parameters | Rx Parametersl Delay Measurementz | Periodic Flepnrts] Impairments]

Source Drestination [ Increment |dentification
Source [P Address | 192 162 . 1 . B8 Use I/F Address Destination 1P addresss | 192 168 . 1 . 17R | Imitial W alue
0
Subnet Mask | 2502, 25 .0 Default Gateway | 0 .0 . 0 . 0 [ Enable |
IP Spoofing
- Shart |D Eng [0 TOs/D5 |00 TTL [128  Protocal |17

[~ Build MAC Header Automatically

Stieam Type | Layer/Dir| MaC | MPLS | 1P | UDP  |Payload

Source Port | 4000
Destination Port | 5000
™ Configure Checksurs| 00 00

21



Payload

Stream Type | Layer/Dir | MAC | MPLS | 1P | UDP

 Source

-

Source Type |Fixed Pattem +| Fized Pattﬁ

Papload | Ty Parameter&] Fx Parameters | Delay Measurements | Pernodic Reparts Impairments]

[v Enable Sequence Mumber

* Up Count

PRES Patterm [OR55 AB LD EF|

" Up and D'oven Count

[¥ Enable Magic Pattern
|?a-39-EE-4?-34-52-4|:|-5f-4?-4C-DD-DD-DD-DD Default

[v Enable Payload Length

Stream Type | Layer/Dir | MAC | MPLS | 1P | LDP

~ Source

Source Type |[EEEEN R

Fixed Patteﬁ

Papload l Tx F'arameters] Rx Parameters | Delay Meazurements | Penodic Reparts | Impairments

[v Enable Sequence Mumber

* |Up Count

PRES Pattern |QRSS
[ Invert Pattern

j ab cd ef

" IUp and Diowen Count

[+ Enable Magic Pattern
|?a-3EI-E8-4?-34-52-4b-5f-4?-4C-DD-DD-DD-UD Detault

[+ Enable Payload Length

OGL

Communications

Payload Source Types —

* Fixed Patterns — pattern repeats throughout
the packet’s payload. Configure test pattern
of 2 bytes. Eg: AB-CD, BD-EF, and so on to

achieve pattern sync

* PBRS Patterns - generates PRBS patterns
e.g. QRSS, 2'6-1, 2°9-1, 2"11-1, 2°15-1,
2°20-1, and 2723-1

22



Tx and Rx Parameters

Stream Type] Layera’Dir] MALC ] MPLS ] P ] UDP ] Payload | Tx Parameters ' R F'ararneters] Delay Measurements | Periodic Repartz | Impairments

* Tx streams can be set to transmit — o 2ot S
. . . (% Fived Si Frame Size Range — Mumber of Padding Bytes - A Bandwidth Type |F ate
frame with fixed / random sizes, e | : * Cortinuous
™ Randam Mintas) Range[E8 - 8996) Padding |F'ac| upto Framesize ﬂ ~ EoF HateW M
e . ~
specific duration, count, IFG, and - in [T R C Dustion(ses] 0 FG[0 meec ™
0zl Fadding Frame J12e

rate Min |58 Maw |8336 Max [1514 Fiange(E3 - R996] € N Mo of Frames |0

° RX Stl’eamS can be Set tO generate tin Frame Len |68 b ax Frame Len (23996
min P: :rame $ize WI:E pagging = }gg
Binary, HDL (GL proprietary), PCAP e s b

Traffic: Generation bode

(WireShark®) flle formatS, and BERT & Burst [Rate value wil be used] Fezolved Status | Apply Stream Parameters
" IFG (IFG value will be used)

log files

e St nditions to limit the fix
S op o ditions to € ed/ Stream T_I,Ipe] La_l,ler.-“Dir] MAC ] kPLS ] IP ] OP ] F'ayLn:lad] Tu Parameters | Fx Parameters | Delay Measurements] Periodic Reparts Impairments]

PBRS pattern file transmission and

Stop Condition

v Record To Binary File | C:\Program Files (x38)\GL Communicz ... |
" Continuous

logging of the received patterns to a
v Generate BertLog |C:'|,F'r|:|gram Files (x8a)GL Cnmmunicej

defined file N + Duration 360000  sec
i { i
* Zero-Padding bytes can be  None N No of Frames
appended to OUthing frames to test {* HDL |C:'|.F'r|:|g|ram Files (x86)\GL Communications Iru:'n,tj
router interoperability with packet r pcap | ]

sizes less than 60 bytes, ensuring

that routers handle small packets

Traffic Generation Mode

correctly Resolved Status | Apply Stream Parameters

¢ Burst B ate value will be uzed)
7 IFG [IFG walue will be used)

oaL
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Loopback Mode

PacketCheck (I/F -192,168.1.23) - Loopback mode - Untitled

File View Windows Help

= &)=

« PacketCheck™ can operate in Loopback mode. @ Loopback Cenfigurstion

—L Select
PacketCheck™ can perform loopback at the Aysr sEeEien
Layer 2 |Ethemet -

Ethernet, IP and UDP levels Layer 3 [IP

Layer 4 |LDF -

Stop

Reset |
Statiztic |
Streamld ]
Stream Mame LoopbackStream
bode Loopback,
R Frames 199
Fx Rate 0.03 Mbpz
Tw Frames 133
T« Rate 0.02 Mbpz
Frames Dropped ]

oaL
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Statistics

Normal Mode Loopback Mode
El Statistics
Reset v Showe Default Stream m - I DI xl
Statistics | | | | |
Streamid 1 2 3 4 Reszet -
Stream Mame Stream] Stream2 Stream3 Streamn 4
Maode TH_F TH_F TH_FX TH_FX
Duration 00116 00116 00116 00118 Stream r'-.lamE:
Tx Tatal Frames 3077 5AE47 59683 EOO10
T= BERT Frames 3077 5AE47 59683 EOO10 S treaml |:| |:|
Tx Rate 488.24 Kbpz  8.84 Mbps 952 Mbps 953 Mbps
TxRTD Frames 0 0 0 0 Strearn Mame LoopbackStrean
Tw OwD Frames 0 0 0 0
Rx Total Frames 3091 6132 6132 6132 M |:||:|E Ll:":ll:ll:la':k.
Rz BERT Frames 3091 E132 E132 E132
R Fate 49117 Kbps 97627 Kbps  976.27Kbps 97627 Kbps R= Frames 776
Fx RTD Frames 0 0 0 0
R= 0w Frames 0 0 0 0 H:.: HatE-' DD3 I"-"”:ll:lS
Lozt Frames 0 0 0 0 T:.: Frameg ??EE
Out OF Order Frames 0 0 0 0
Pattern Errar Frames I I I I T ! H atE |:| |:|3 I"."I tII:IS
Good Frames 0 0 0 0
Mon Test Frames Received 0 0 0 0 Frames D[DI:'I:'E":I 1]
Bit Error Rate 0.00E+00 0.00E+00 0.00E+00 0.00E+00
Errar Status SYMC SYMC SYMC SYMC
Synclozs Count I I I I
Bit Error Count 0 0 0 0
RTD M- M- M- M-
OwD [&verage] M- M- M- M- REEIE":-" ,-F;'-':
0wWD [Win] M- M- M- M-
0wWD [Max) M- M- M- M-
UDP Checksum Error Frames 0 0 0 0
Zem UDP Checksum Packet 0 0 0 0
HOL/PCAP File Recording ... 1dle Idle Idle Idle
Binary Filz Recording Status— 1dle Idle Idle Idle

* Receive (Rx) and Transmit (Tx) statistics in normal and loopback modes
* Options: Tx & Rx frames, bit error rates, sent frames, lost frames, out of order frames, pattern error, good
frames, non-test frames received, error status, error count, sync loss count, frames dropped, impairments

OGL introduced into the outgoing traffic, UDP checksum error frames, and zero UDP checksum packets

Communications



Delay Measurements

* PacketCheck™ can measure One-Way Delay (OWD), calculating the delay at the receiving end in pusec

* Also, PacketCheck™ can be configured to measure the average Round Trip Delay [RTD] value of each packet
in psec

* OWD and RTD provides user configurable frame length, minimum frame length, maximum frame length or can

define any value within the range between 68

= MNormal Configuration

| S| MNod | Streamn Mame | Statuis | Stream T_|.J|:|E| La_l,lera"Dirl MALC ] MPLS ] IP ] UDF ] Pa_l.JLDad] T= Paramelers] F= Parameters lDEhﬂ}' Measurements ]F'eriu:u:lic Reports | Impairments
I SRS Star I
2 Stream2 Start
3 Sheamd stat | Measurement Type |One Way Delay v
ND Framelength | 53
: Range from 63 to 8996
Ihzert | Add ‘ Delete ‘ Start/Stop |
Default Stream
Configuration ‘ Start | Traffic Generation Maode
(=) Brst [Fiate valuie will be used] Resaolved Status &pply Stream Parameters
" IFG (IFG value will be used)

o GL
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One Way Delay (OWD)

=2 MNormal Configuration

| SIMo# | Stream Name | Status Stream T_I.Ipel Layera“Dir] MaC ] MPLS ] IP ] uppP ] Pa_'.-'LCIEIIjl Tu Parameters | Fx Parameters | Delay Measurements
1 Steaml Start
2 Stream Start
3 Shearnd Shart Measurement Type |g,—,E Way Delay j
¥ Enable Tx Tx QWD FramELength] 21 £ Minimum —
Tt Minimum Length
Range from 21 to 8996
| Enable Rx g Maxirmum Length
Uzer Defined
£ >
Inzert | Add | Delete | Start/Stop |

Default Stream

Periodic Reports | Impairments ]

Configuration | Start |

Traffic Generation kMode
f* Burst [Fate value will be used)
{7 IFG [IFG walue will be used)

Rezaolved Status Apply Stream Parameters

o GL

Communications
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Round Trip Delay (RTD)

Transmit

Receive

Test Setup #1 Test Setup #2

e Calculates the average Round Trip Delay with microsecond resolution
* RTD is the time taken for a packet to travel to the remote end and back to the source

* RTD calculated using 2 PacketCheck™ applications - one at the local end running in Tx_Rx (Transmit

and Receive) mode and another at the remote end running in loopback mode
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Round Trip Delay (RTD)

2 MNormal Configuration
| Sl Mok | Shream Name | Statuz | Stream T_I,Ipe] Layer.-’Dir] kAL ] MPLS ] IP ] UDP ] F'ayLl:uad] T F'arameter&] R Parameters  Delay Measurements | Periodic Reports | Impaiments
I R Stan I
2 Stream? Start ?
. e St Measurement Type | -
r Tx RTD Framelength | 56 Minimum |
r Range from 56 to 8996
Inzert | Add | Delete | StartStop |
Default Stream
Configuration | Start | Traffic Generation Mode
O B st (Bt o] bl Resolved Status Apply Stream Parameters
7 IFG [IFG value will be used)

o GL
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Run-time Impairment Generation

Stream Type | Layer/Dir | MAC | MPLS | IP | UDP | PayLoad | Tx Parameters | Rx Parameters | Delay Measurements | Periodic Reports

Impairment Type l _'__,l 3
Options Impairment Duration ,IS\,SDER TEVTES
Bytes toinsert |4 € Repeat | 1 SCF;R
Byte Offset |0 (¢ Continuous

Skip Before Impair |1 Activate |

Impairments can be introduced in outgoing traffic using various impairment types and duration. Supports
various types of impairments - DELETE BYTES, INSERT BYTES, AND, OR, & XOR. Impairments can

be introduced at specific intervals or can be set to continuous insertion on each stream
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Impairments (Contd.)

The following Impairment Types are supported in PacketCheck™:

Delete bytes: Insert bytes
Deletes ‘X’ number of bytes at specified offset for every Insert ‘X’ number of bytes at specified offset for every
‘Y’ packets sent out for the stream. Repeat this for ‘Y’ packets sent out for the stream. Repeat this for
limited number of times or repeat continuously. limited number of times or repeat continuously.
E.g. : 20 bytes being deleted from every 11th frame E.g.: “ABCD” being inserted within the frame at an
sent at an offset of 18 bytes which will be repeated 500 offset of 14 bytes in every alternate frame, which will be
times repeated 500 times.
Impairment Type |DELEFE BYTES ﬂ Impairment Type |IN5EF1T BYTES j
Options Impairment Duration Options Impairment Duration
Byte count | 20 (+ Repeat |5|Jn Bytes to insert | ABCD {* Repeat |5E"I'
Byte Offset | 13 (" Continuous Byte Offset | 14 (" Continuous
Skip Before Impair | 10] Activate Skip Before Impair | 1| Activate |

oaL
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Logical AND

Modify a byte at specified offset for every Y’ packets sent
out for the stream. Modification is done by doing logical
AND with the user specified Hex byte. Repeat this for

Impairments (Contd.)

limited number of times or repeat continuously.

E.g.: 56th byte of every 17th frame being ANDed with 00

which will be repeated 20 times.

Impairment Type |.-5.ND
Options

B

AND with | 00

Byte Offset | 56

Skip Before Impair | 156

Impairment Duration

{+ Repeat |3':'|

{" Continuous

Activate |

OGL

Communications

Logical OR

Modify a byte at specified offset for every Y’ packets
sent out for the stream. Modification is done by doing
logical OR with the user specified Hex byte. Repeat
this for limited number of times or repeat continuously.

E.g.: 21st byte of every 6th frame being ORed with FF
which will be repeated continuously.

Impairment Type |c]|:1 j
Oplions Impairment Duration
OR with | FF " Repeat |3':'
Byte Offset | 21 * Continuous

Skip Before Impair |5 Activate |
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Impairments (Contd.)

Logical XOR

Modify a byte at specified offset for every Y’ packets sent out for the stream. Modification is done by doing
logical XOR with the user specified Hex byte. Repeat this for limited number of times or repeat continuously.

E.g.: 36th byte of every 22nd frame being XORed with 55 which will be repeated 30 times.

Impairment Type |.1{£]R ﬂ
Options Impairment Duration
XOR with | 55 + Repeat | 30|
Byte Offset | 35 (" Continuous

Skip Before Impair |11 Activate |

o GL
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Default Stream Configuration

« Allincoming Ethernet frames not belonging to any of the user defined streams are treated as default
stream

g PacketCheck (I/F -192.168.1.28) - Normal mode - Untitled = g X
File View Windows Help
. [SE]r=]
~
SINott | Stieam Name Status | SteamType | Layer/Dir| MAC | MPLS | IP | UDP | Payload| TxP | RxP. | Delay M | Periodic Reports | Impaiments |
Start
2 Stream2 Start Stream Type
3 Stream3 _ Start
Type |User Defined v
[~ File Based
¥ Default Stream Configuration X
fie ¥ PacketCheck Statistics (Record To File) —— ~NIC Statistics (Record ToFile) ——— {¥ Other Statistics (Record To File) —
Inset | Add | Delete | Stawstop| | L
- Default Stream = € None € None € None
Configuration Start " HDL l _I " HDL | _l " HDL I _,
Traffic
 But & pCAP IC:Program Files (x86)\GL Ccmmmncz_l & pcap IC:‘ProgramFiles (x86)\GL Commm-cz_] & PCAP |C:‘ProqamFies (x86)\GL Co'mmcz_]
@« IFE1
v

£ Statisti
Reset I V' Show Default Stream PacketCheck Reset | NIC Reset I Other Reset I R
Statistics | Default Stream Statistics | PacketCheck T | PacketCheck Rx [ NICTx | NICRx | Other Rx Cumnulative Statisfies | Tx | Rx
Streamld Total Frames 0 0 0 0 0 Total Frames 0 0
Stream Name Rate 0.00 bps 0.00 bps 0.00 bps 0.00 bps 0.00 bps Rate 0.00 bps 0.00 bps
Mode Non Test Frames -NA- -N&- -NA- NA- NA- Non Test Frames 0 0
Duration IP Frames 0 0 0 0 0 IP Frames 0 0
Tx Total Frames UDP Frames 0 0 0 0 0 UDP Frames 0 0
TxBERT Frames TCP Frames 0 0 0 1) 1] TCP Frames 1) 0
TxRate ICMP Frames 0 0 0 0 0 ICMP Frames 0 0
Tx RTD Frames IGMP Frames 0 0 0 0 0 IGMP Frames 0 0
Tx OWD Frames Other L4 Protocol Frames 0 1] 1] a 1] Othes L4 Protocol Frames 0 0
Rx Total Frames ARP Request Frames i} o 0 1] 1] ARP Request Frames a 0
Rx BERT Frames ARP Response Frames 0 0 0 0 0 ARP Response Frames 0 0
Rx Rate Other Frames 0 0 0 0 0 Other Frames 0 0
Rz RTD Frames Broadcast Frames 0 0 0 o o Broadcast Frames 0 0
Rx OWD Frames Unicast Frames 0 0 0 0 0 Unicast Frames 0 0
Lost Frames Multicast Frames 0 0 0 0 0 Multicast Frames 0 0
Out Of Order Frames 64 Length Frames 1] 1] 1] 0 0 64 Length Frames 0 0
Pattem Enror Frames 65_127 Length Frames 0 0 0 0 0 B5_127 Length Frames 0 0
Good Frames 128_255 LengthFrames 0 0 0 0 0 128_255 LengthFrames a 0
Non Test Frames Received 256_511 Length Frames 0 1] 0 0 0 256_511 Length Frames 0 0
Bit Emror Rate 512_1023 Length Frames 0 0 0 1] 1] 512_1023 Length Frames 0 0
Error Status 1024_1518 Length Frames 0 0 0 0 0 1024_1518 Length Frames 0 0
SyncLoss Count > 1518 Length Frames 0 0 0 0 1]  Fr.
Bit Eror Count Status Idle . Idle - Idle
RTD Duration 00:00:00 . 00:00:00 - 00:00:00
0WD (Average) File Recording Status Idle - Idle - Idle
OWD (Min)
OWD (Max)
UDP Checksum Error Frames
Zero UDP Checksum Packet
— HDL/PCAP File Recording ...
Binary File Recording Status
o
-
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Default Stream Statistics

@ PacketCheck (I/F -192.168.5.10) - Normal mode - Te_Rx_105trearns2 o [u] X
File View Windows Help
d Normal Configuration EII 2

SINU#I Stream Mame

] Status

1

2 o Stoo |
[ I

Insert | Add | Delete | Slalt.fStopl

Default Stream

Corfiguration

Stop

Stieam Type | Layer/Dir | MAC | MPLS | 1P

Stream Type

Type |User Defined =

r~ File Based-

FileType |HDOL -

File Mame I

| uDpP I Pa]ﬂ.na‘]l Tx Parameters] A Paarelersl Delay Measuremerlx] Periodic Reports Impa\'lmarl:l

r~ Traffic G ion Mode

Resolved Status

Apply Stieam Parameters

Ready

S =) =
Reset ¥ Show Detault Stieam PacketCheck Reset | MIC Reset | " Other Resat i

Staistics [ | Default Stream Statistics | PacketChesk Tx | PacketCheck Rx [ NICTx [ NICRx | Other R Cumulative Statistics | Tx | R |
Streamld 1 2 3 Total Frames 0 41366 g a8 2789 Total Frames 163058 323156
Shieam Name Rate 0.00 bps 27.84 Mbps 0.00 bps 000bps 192268 Mbps | Rate 57.01 Mbps 22380 Mbps
Mode TE_RX TH_Rx TH_Rx Mon Test Frames A Ma- N N Né- Mon Test Frames 0 0
Duration 00:00:21 00:00:21 00:00:00 IP Frames 0 0 g8 8 0 IP Frames g g
Tx Total Frames 96143 72903 0 UDP Frames 0 0 ] 8 0 UDP Frames 9 8
TxBERT Frames 36143 72903 0 TCP Frames 0 a a 0 0 TCP Frames 0 0
TxRate 5513 Mbpz 41,99 Mbps 0.00bps ICHP Frames 0 o] u] i} o ICMP Frames o 1]
T=RTD Frames 1] 1] 1] IGMP Frames 0 0 1} 1] 1] IGMP Frames 0 1]
Tx 0D Frames 1] 1] 1] Other L4 Protocol Frames 0 0 1} 1] ] Other L4 Protocol Frames 0 1]
Rx Total Frames 4329 4319 o ARP Request Frames 0 o 1] 1} o LRP Request Frames o 1]
Rx BERT Frames 4329 4319 o ARP Response Frames 0 1] 1] i} o ARP Response Frames 0 0
Rx Rate 256 Mbps 257 Mbps 0.00 bps Other Frames 0 41366 1] 0 273162 Other Frames 169050 323148
Rx RTD Frames 0 0 0 Broadcast Frames 0 0 1] 0 0 Broadcast Frames 0 0
Rx OWD Frames 0 0 0 Unicast Frames 0 41388 0 0 273162 Unicast Frames 169050 323148
Lost Frames 0 0 0 Multicast Frames 0 0 8 8 0 Multicast Frames 9 8
Out Of Order Frames 1] il il B4 Length Frames 0 a 1] 1] 1] 64 Lenath Frames 0 0
Pattern Erar Frames L1} a o B5_127 Length Frames 0 u] o 1} 1] B5_127 Length Frames 0 0
Good Frames 0 1] i} 128_255 LengthFrames 0 0 2] g o 128_255 LengthFrames 8 8
Mon Test Frames Received 0 o o 256_511 Length Frames 0 u] 1] i} o 256_511 Length Frames 0 0
EBit Eor Rate 0.0DE+00 0.00E+00 0.00E+00 512_1023 Length Frames 0 u] o 1} i} 512_1023 Length Frames 0 0
Enor Status SYNC MO R DATA  NO Rk DATA 1024_1518 Length Frames 0 41366 1] 1} 273162 1024_1518 Length Frames 163050 323186
Syncloss Count 0 1] L] » 1518 Length Frames 0 1] 1] 1] il » 1518 Length Frames 0 0
Bit Ewor Count 0 ] ] Status Runiring . Running . Rurnining
RTD NA- Na- N&- Duration 00:00:18 00:02:02 00:00:17
OwD [Average) NA- N Na- File Recording Status Idle Idle Idie
OWD [Min) M- MA Ma-
OwD [Max) MA- M- Ma-
UDP Checksum Error Frames 0 1] 1]
Zero UDP Checksum Packet 0 0 ]
HDL/PCAR File Recording ... Ide Idle Ide
Bnary File Recording Status  Idle Idle Idie

[cap [NUM
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Report Generation

(*.pdf, *. csv file formats)

Reports

Choose Format |PDF

Title CsY
\

User Comments | Test conducted ormrsu\

Header | Test against PacketExper

Footer | L2 Test

User Logo | C:\Program Files\Gl Comn |

File name | C:\Program Files\Gl Comm .,

Save Cancel

’? Name - \OeviceNPF_{SAMAIDE- 1ABS M8 ATTOFACF242T2204)

PacketCheck

A PC Based Ethernet/ IP BERT and Throughput Test Tool

PacketCheck

TestOate - 080410
Start Time = 144731
End Time . 142051

PacketCheck Initial Configuration

Mode Selection = Nomat
UF Selection - 1

Description - inte(®) PRO/I000 PM Network Connecton
MAC Address - 0-13.20-g5-00-84
P Address - 192168150
Lirk Type - Edwenwt (502.3)
Current Link Speed - 100 Mips
Max Payload Size - 1500 bytes
Mecia State - Connectes

& GL Communications Inc.

BELS L ve—— 1 |
WCOUKHI IR L MNCE QRS T U VVAY I AVMADMCAIALAIAKAAAGA AR | AS AT AL BA ll

penst PachelE rpmt

PacketChecI;

A PC Based Ethernet / IP BERT and Throughput Test Tool

PacketCheck™
;v Test Dave
‘.' Saant Time
t £nd Time
u
# PacketCheck Initial Configuration
‘!? Mode Selacuon toor=al
.|': ¥ Selecten 0
:.' Name DwaceNPF_IDE 300262-37DI497E SDEA AZTLACDEOMEE)]

Descripion | Realek RTLA1IVEY0x Famdy Fast Ethemet NC
MAC Address 0-13-20-0c-40-65

:

N W Address | 192140196
:‘l Link Type Ehamet (302 3
'u; Currens Link Speed 1 100 Mops

z Max Payboad 1500 Bytes

H Meda State Comnectes

:r Usar Comments

Tost conducted on 16t stream

" & GL Communications Inc.
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