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Point-to-Point Protocol (PPP)

Point to Point (PPP) networks are used in Ethernet, POS, and in some T1 E1 and T3 E3 dedicated circuits

Designed to work with numerous network layer protocols (such as Internet Protocol (IP), Internetwork Packet

Exchange (IPX), AppleTalk, etc.) and transport packets between two peers

Encapsulates other network layer protocols like IP for transmission on synchronous and asynchronous

communications lines

Two encapsulated forms of PPP, Point-to-Point Protocol over Ethernet (PPPoE) and Point-to-Point Protocol over

ATM (PPPoA), are used mostly by Internet Service Providers

PPP links provide full-duplex simultaneous bi-directional operation, and deliver packets in order

Widely used in synchronous connections between LANS, bridges, routers and other intermediate devices
Major Features of PPP Protocol are:

» Authentication

» Encapsulation of higher layer protocols



Protocol Information

« The Point-to-Point Protocol (PPP), as described in RFC 1661, provides an encapsulation protocol for transporting

network layer traffic over point-to-point links, such as synchronous serial or Integrated Services Digital Network

(ISDN)
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PPP Frame Structure

* Protocol field: Identifies the datagram encapsulated in the information field of the packet
« Information field: Contains the datagram for the protocol specified in the Protocol field

« Padding: On transmission, the Information field may be padded with an arbitrary number of octets

0 4 S 12 16 20 24 28 32
Protocol
(8 / 16 Bits)
|nformation
Padding
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PPP Encapsulation in HDLC Framing

« The basic operation of the PPP is based on the ISO High-Level Data Link Control (HDLC) protocol

* The PPP Frame Format uses the same basic format as HDLC

0 L’l '8 1’2 16 20 24 2’8 32
Flag Address Control Protocol
(binary 01111110) | (binary 11111111) (binary 00000011) (first byte)

Protocol
(second byte) @
@ Data

Padding @

@ Padding Frame Check Sequence (FCS) Flag
(may also be of 4 bytes) (binary 01111110)
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PPP Link Operation

To establish communications over a point-to-point link, each end of the PPP link MUST first send LCP packets to

configure and test the data link

The peer MAY be authenticated when the link is established

Then, PPP MUST send NCP packets to choose and configure one or more network-layer protocols

The link will remain configured for communications until explicit LCP or NCP packets close the link down

Authenticate

Success/None

UP
Dead > Establish OPENED >
A
FAIL
< FAIL
DOWN Terminate CLOSING Network <




PPP Control Protocols

« There are many different PPP control protocols that contain specific information that is used to
configure, manage and discontinue PPP links, and to implement the various features that

comprise PPP
« Two of such protocols are :-
» Link Control Protocol (LCP)

» Network Control Protocols (NCPs)
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Link Gonfiguration Protocol (LCP)

The LCP is responsible for configuring, maintenance, and termination of links

Device 1 Device 2

Configure - Request

>t

Opened ¢ Configure - Ack

Configure - Request

Configure - Ack

> Opened




LGP Negotiation Options

Configure - Request: W, X =100,Y =0, Z

Configure - Reject: Z

Configure — Request: W, X =100,Y=0

Configure — Nack: W, X = 200

Configure — Request: W, X =200,Y=0

Configure - Ack: W, X =100,Y =0, Z
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LCP Retransmission

Device 1

Device 2

Configure - Request

Time-out

Configure - Request

Time-out

Configure - Request

Time-out

Configure - Request

Max-configure
Stopped




Link Maintenance and Link Termination

Link Maintenance Link Termination
Echo - Request Terminate - Request
> 3
B Echo - Reply < Terminate - Reply
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Network Control Protocols IPGP (NCGP for IP)

Allows PPP to support multiple network layer protocols by negotiating parameters that are unique to the network layer
protocol

Responsible for configuring, enabling, and disabling the IP protocol modules on both ends of the point-to-point link
Supported IPCP standards:

> RFC 1332 - The PPP Internet Protocol Control Protocol

> RFC 1877 - PPP Internet Protocol Control Protocol Extensions for Name Server Addresses

Supported IPCP negotiation options:
> |IP Address

> |IP Address Compression

RFC 1144 - Van Jacobson Compression

RFC 3544 — |IP Header Compression over PPP
RFC 2508 - CRTP

RFC 2507 - IP Header Compression

» Primary and Secondary DNS Server Address

» Primary and Secondary NBNS Server Address

12



Network Control Protocols

« Bridge Control Protocol (BCP) is responsible for establishing and configuring Remote Bridging for PPP links
« Supported standard — RFC 3518
« Supported BCP negotiation options:
» Bridge Identification
Line Identification
MAC Support
Tinygram Compression
MAC Address
Spanning Tree Protocol
IEEE 802 Tagged Frame

Management Inline

vV Vv YV V¥V Vv VY V VY

Bridge Control Protocol Indicator
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PPP Authentication Protocols

After the LCP link is set up a series of authentication messages are sent to verify the identity of the device

initiating the link
Only if authentication is successful can the link configuration proceed
» Password Authentication Protocol (PAP)

» Challenge Handshake Authentication Protocol (CHAP)
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Multilink PPP Protocol

variant of PPP . Protocols Protocols
 Allows to bundle multiple low-speed PPP links into a DY — TCP/UDP TCP/UDP
single high-speed logical channel for the transport of ——
3
traffic i Internet N 1L IP
* MLPPP bundles multiple link-layer channels into a o PPP MC-MLPPP
2
single network-layer channel Network Physical Link PPP #1 PPP #2
1 | Interface (Serial, Dial- Physical| [Physical
up, ISDN,etc) Link #1| |Link #2
OSI & TCP/IP PPP Multilink PPP
Model Layers Architecture Architecture

P
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Multilink PPP Long Fragment Frame Format

|0 ) 8 1|2 16 20 2‘4 773 32
Flag Address Control Protocol 1
(binary 01111110) | (binary 11111111) | (binary 00000011) (first byte)
Protocol Sequence number
L(second byte) Flage ‘ (bytes 1 and 2) 1
Sequence numbzr
T (byte3) o
Fragment Data
Padding ".
L Padin Frame Check Sequence (FCS) Flag
£ (may also be of < bvtes) (binary 01111110)
— —
Il
: d vy
g 1
0O : 4 ) ‘.8
¢ s | Y
e LU Ending
ning Frag-
Frag- ment Reserved
ment (E)
(B)
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Multilink PPP Short Fragment Frame Format

« Short Sequence Number Format uses 2 octets ML PPP header with 12 bit Sequence number, 1 bit B flag, 1 bit E flag

0 4 8 12 16 20 24 28 32
| | | f | | | | |
Flag Address Control Protocol —;
(binary 01111110) | (binary 11111111) | {(binary 00000011) (first byte)
Protocol 1 Sequence number
((second byte) Flage “ 1
Frariment Data
Padding 3
( Paddin Frame Check Sequence (FCS) Flag
¢ (mey also be of 4 bytes) (binary 01111110)
L ]
) ]
¢ : ’ :
f Yo
¢ '
O , (I |
r '
i Ending
ning Frag-
Frag- ment Reserved
ment (E)
(B)

—
i s
.

Communications

17



Multilink Protocol (MP) Fragmentation

Protocol (byte 2) = 21 2A 00 1D
a7 oF BC 19
88 18 ES 01
73 A3 69 AF
18 90 54 BA
00 7C D1 AA
"/1'4 ,,._.?J
21 2A 00 10 Flag = 7E | Ador = FF | Ctri=03 | Prot1 = 00
47 o BC 19 Prot1 =30 | 1| 0| seq=o0cC1 21
88 18 €S 01 2A 00 10 a7
73 Al 69 AF
™ % ~ ~ oF BC 19 Pad = 00
00 7c o1 AA Pad = 00 FCS=7727 Flag = 7E
PPP Elultilink Fi mrlne#t(b\ftesj_to &)
. . Flag = 7E€ | Ador=FF | Ctn=03 |Prot1 =00
Original PPP Frame PoR=B0[0]0] seq=ocz =
18 ES5 01 73
A3 69 AF Pad = 00
Pad = 00 FCS = 7277 Flag = 7E
Flag = 7E | Agdr=FF | Ct=03 [ Prot1 =00
Prot1=3D|0[1| seq=0c3 18
90 54 BA 00
7C D1 AA Pad = 00
Pad = 00 FCS = 7277 Flag = 7E

PPP Muliilink Frame #3 (byles 17 to 24}
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Multilink PPP Long Fragment Frame Format

* Long Sequence Number Format uses 4 octets ML PPP header with 24-bit sequence number, 1 bit B flag, 1 bit E flag

and 6 reserved bits
* Flags:
» Begin (B) Flag - One bit field; 1 on the first fragment and O for all other fragments

» End (E) Flag - One bit field; 1 on the last fragment and O for all other fragments

o GL

Communications
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Multilink Point-to-Point Protocol (MLPPP)

* More efficient mapping of Ethernet frames into MLPPP frames equals less processing overhead
» Facilitates traffic delivery to the WAN by application type or IP source/destination address
« Supports an all IP connectionless environment for VPNs

» Uses an average overhead of only 2-3% of the customer’s access bandwidth

Customer Location A MLPPP Service Provider

NxT1E1

|

MLPPP Links

i

Corporate LAN
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Inverse Multiplexing over ATM (IMA)

* IMA allows some Quality of Service (QoS) capability Contains some considerable overhead

Customer Location A IMA Service Provider

O
NxT1E1
O T
o ‘
IMA Links
Corporate LAN
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Multilink Frame Relay (MFR)

« Supports variable frame sizes and fragmentation
* Low latency
« Minimal management bandwidth overhead of 2-3%

» Provides for standards-based Service Level Agreements using FRF.13

Customer Location A Frame Relay Service Provider

O—
NXT1E1
O t
o— |

MFR Links

Corporate LAN FRF.16
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Need for Multi-Class

« MLPPP’s uses contiguous sequence numbering (for all fragments of a packet) does not allow suspension of the
sending of a sequence of fragments of one packet in order to send another higher-priority packet
« This limitation is overcome by Multi-Class MLPPP where each "class" of traffic uses a separate sequence

number space and reassembly buffer

MLPPP Packets
MLPPP Router distributed over bundle  pLPPP Bundle

Upto 8 T1 E1 Iinesl

oGL
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Alternative Methods: 1. Priority Queue

J e{1 ]

Communications

MLPPP Router

MLPPP Packets
distributed over bundle MLPPP Bundle

Upto 8 T1E1 lines l

ooo0 =
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Alternative Methods: 2. Frame Inter-Leaving

MLPPP Packets
MLPPP Router distributed over bundle  \PPP Bundle

Upto8 T1E1 Iinesl

”

L e{ ]
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Multi-Class MLPPP Explained

MLPPP Router

MLPPP Packets
distributed over bundle

MLPPP Bundle

Upto 8 T1E1 lines l
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Applications

p
PPPoE — PPP over Elthemet
PPPoA — PPP over ATM
Email Modem (pcm)
WEB
Chat Room
Other applications T1 E1
T3 E3
i 0OC3 0C12
i Layer 1
: : Layer 2 : :
s : Layer 3 :
Layer 4 — TCP, UDP

aGL i
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GL's MLPPP Analyzer

Ability to decode and analyze PPP, MLPPP, and MC-MLPPP packets exchanged between the two nodes over T1
or E1 link

MLPPP analyzer also supports Packet Data Analysis module (requires additional license) to perform detail

analysis of MLPPP packets over IP and segregates them into SIP / H323 / MEGACO / MGCP / T.38 Fax calls

Network

Customer Location MPP Router

ML PPP Router

~ MLPPP ~ MLPPP
Analyzer Analyzer

oaGL
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Supported Protocol Stack

|

Application
(FTP/SNMP / HTTP /
DNS / DHCP / SIP etc)

|

,

TCP / UDP

P e Y

- ~
N

pd WRGSCESESESS g
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Real Time Analysis

TimeSlot Selection

Bundee 1 | Bundie 2|

AddBundle | Delete Bunde |

Card and Timeslot Selection

[ Addlik ]| DeleteLink |

B

Real Time Analysis

BA:PPP Protocol Analysis PPP

File Wiew Capture Statistics Database Configure Help

~lo| x|

o] 0 (S| Awu@l =el W

&[5l =cl=2lsh [0 | ¢

~Caed Selection - Timeslat Selection, - Data Transmission Rate : —
(e e e
Cards | TS5 | = BT ) iy
1 0 = B4 kbps oo | —
2 1 " 56 kbps 16 ; Al |
; ra2ll3
i HyperChannel ———— |~ o5 | |4 None |
5 C N4 kbps 40 |2
s € NS6 Kbps (bits 1-7) ; s I
56
g " NxS6 Kbps (Bits 2:9)
10 :
n = cRc [cRcie =)
AITS
Cleat TS
~ Bit Inversion (1 <> 0 1~ Mippp Options
r Fragment Format |Larg5emmce 'l
~ Octet Bit Reversion [ MSB <> LSB ) Ly
[250
[ M asamurn Differential D elay (113
Selected Links [

HDLC Frame Data + FCS
sssssssssss= PPP Link I_a_ver I TSI T
Adddress

Dev [ 1S.. [ Su..|  Framett| TIME [Relative) | Len | | PPP Layer3Prot.. | M..| M... | LCP Code [1F<]
. 2| 12 w Link Contral “u Echo-Reply .
1012 89 00:03:52. 471625 21 Link, Control Echo-Reply
S1012 30 00:03:59.839500 21 Link Contral Echo-Request
S2 0 12 91 00:04:00. 791687 21 Link Control Echo-Request
;20 12 92 00:04:01.547750 21 Link Control Echo-Reply
A1 1-2 93 00:04:02.498000 21 Link Control Echo-Reply JI|
1012 94 00:04.09.865812 21 Link Control Echo-Request -
4| | 3
Card2 TimeSlots=1-2 Frame=88 at 00:03:51.5525%62 OK Len=21

|»

11111111 {255)

ctl = 00000011 (3)

Protocol = 11000000 00100001 Link Control

ssssssssss== Link Control Iayer EEEEE NN =

Code = 00001010 Echo-Reply e

Identifier = 20 (=14)

Length = 15 (=000F) -
4| | 3
Hex Dump of the Frame Data
—— — - = —— - B s S
FF 03 CO 21 0A 14 00 OF 00 00 0D 00O 47 4C 20 43 ¥ Al GL C
4F 4D 4D A0 2B OMM (
| | |
Running. Utilization 0,02% UnderRuns=1 (Captured 96 frames Errors 0 CRC, OFrame |

oGL
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Filter Options

E,:-:'E PPP Protocol Analysis PPP

Eile Wieww Capture Stakistics Database Configure  Help

w1 &S| Awmal =

Dev | TS... | Su... Frame# TIME [Relative]

ayerdProt...

| A —

Link Cantral -- Echa-Reply

File | Views Capture  Statistics : Datahase o 1-2 00:00:42. 033637 Link Control Echo-Reply

Define Yiews to Display ... 1-2 00:00:51.1 43687 L!nk Contral Echo-Reply
1-2 el Link, Caontrol Echa-Reply

Prataocal ... 1-2 21 Link Caontrol Echo-Reply
zerMetwork Side Specification ... 1-2 | Link Control Echao-Reply
Tirme Format » 1-2 21 Link. Cantrol Echo-Reply -
Lakest | 3
Trace Len=21 =
Eraph

|
¥
¥

Filtering Crikeria ...
Ackivate Filber
Mo Filtering

11111111 (255
ooo0oo11 ¢3)

11000000 00100001 Link Control

Code aoo0l1010 Echo-Feplwy —
Identifier 1 (=013
Length 15 ({=000F) -
1| | b
Hex Dump of the Frame Data
FF 03 C0 21 0A 01 00 OF OO0 00 00 00 47 4C Z0 43 oAl GL
4F 4D 4D 24 73 COHMS=
* >
Filter is active, |L|n|:|erFU_|ns=1 Idle Fltr 285 of 586 Frames | |[Errors 0 CRC, O Frame o
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Decode View - MLPPP

iy PPP Protocol Analysis PPP RS .- =10} %]

Mippp Clats | LCP Code | IPCP Code | =
1 13 2 (0001 04, 586112 19 Link Corteol Canbigure-Feguesl —
1 130 5 0L 39 387229 12 Link Cioetsod Echo-Regass
”1 130 [ | W 39 9931 45 g | e e F i Rends o
L3
K ardl TimeSlots=1-30 Frame=3 at 00:00:05.002229 OF Len=28 -
MDLC Frame Data + FCS
LT T PFP Link Layer ==ssssssssss
Addrez= 11111111 (2555
el ooo00a1l {33
Protocol Q0000000 00111101 ML PEP

ENENFIENENE NN my‘er IFIEFENEEEEEE N

Begining Fragment 1 Tes
Ending Fragme=nt .o . Yes
lprp Clas= Coogoa. o {0y

Sequances Humber{ Long )
snmssmemmeme PRE 1Rl Iav'T FTEEEEEEEE W

Protocol
.- EEE .. HL PFP Lﬂiler HEEEEEEEEE .-

0 {=000000})
Q0000000 00111101 ML PFP

Begining Fragment 1....... Ye=
Ending Fragment I R -
Hlppp Class oo, . (0}
| Sequence Humber{long) g _(x000000)
ssssssssssss PPP link Layer ssssssssasas |
Pratacol 10000000 00100001 IBCE
szensmemmmnnm JPCP L&gar TEITTTETORT L
Code Qooooonl Conf igure=Regusst
Identifier 1 (=01}
Length 10 {x0004) -|
il | 3
OFF - lires: Viswing D:\Program FilesiGL Communications Il 459 Frames | .z
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Summary, Detail and Hex Dump Views

=T
File Miew Capture Statistics Dakabase  Configure  Help
el | VBl || E|MI[EE] = O] B 5| W[ =52 5e] 0 GoTo |
ev | 75| Su.. | Framett| TIME (Relativel| Len| PPP Layer3Prot.. | MipppSeqMo|  Mippp Class | LCP Code IPCF Code EC| -
g11 20 | 9000007455, 5 Link Contral | | [Configuresdck || |
1 1 10 000007 822, 21 Link, Contral Echo-Request —I
1 1 11 | 00:00:07.837... 59 ML FPF 1] 0 Echo-Fequest
1 1 12 00:00:07.857... 16 kML PPP 1 0 Configure-Fequest Summaﬁ“
1 2 13 00:00:08.196... 21 Link Control Echo-Request View
2 1 14 00:00:09 275 2 Link, Cantral Echo-Request
2 2 15  00:00:09 276... pal Link, Cantral Echo-Request =
l‘i - 1 I'Il'l.rirl.l-ll'l b lnk} [= ] Wdl mmm mn n | ) PR oy [ LI—I
Cardl TimeSlot=2 Frame=9 at 00:00:07.49587Y5 Q0K Len=18 -
HDLZ Frame Data + FiZS
Addre== = 11111111 {2553
Ctl = Qoooooir (3
Protocol = 11000000 00100001 Link Control Ditail
Code = 00000010 Configure—ick IEW
Identifier = 1 (=013
Length = 12 (=000C)
HERTT =
I Ture I = NNnnnnnl Maximam—Ferm1we=TIn1 t+ _ILI
4 [
Hex Dump of the Frame Data
FF 03 C0 21 02 01 00 OC 01 04 0L 00 11 04 05 DC F Al if Heﬁizimp
E7 9B 1
1| | 0
OFf-line Yiewing [D¢'\Program Files|GL Communicatior S0 Frames | [ 2
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Statistics

EfePPP Protocol Analysis PPP =10 x|
File Wiew Capture 3Skatistics Database Configure Help
0 | GaTo |

Framett TIME [Felative] Len | PPF Layer3Prot... | Mippp SeqMo Mlppp Clagzs | LCP Code | IPCF Code -
2 1 1 (0 00: 00. 00000a 14 Link, Contral Configure-Hequest S
A 1 1 00:00:01. 736750 14 Link. Contral Configure-ack
A 1 2 00:00:01.8171000 22 Link. Contral Echo-Aequest
A 1 3 00:00:01. 826250 10 |FCF Configure-Requr _
e L e - —— r—— LI_I
_EE Device # ? Coce Frame Count{Cod...

Corfigure- Redguest .

1 Corfigure-Ack (2] 2

1 Terminate-Feguest .. 2

1 Termirate-Ack (&) 1

1 Echo-Fecuest (9) 24

1 Echo-Reply (10 2% . Statistics
total 1 Total £ Wi
2 Corfigure-Feguest ... 2

2 configure-Ack (2) 1

2 Termirate-Ack (&) 2

2 Echo-Reguest () 24

2 Echo-Reply (107 24

total 2 Tatal &4
Off-line Yiewing 0:\Program Files\GL Communications 116 Frames | 2
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MLPPP Analyzer with Packet Data Analysis

Traffic Analyser - Summary Yiew o ] |

File Wiew Call Summary Settings Help

Flo||mW T = | g =& F|| W [sipcans

lehuw All Sessions

Call Surnmary | Registraton Summary | Alert Summary |

Call # SSAC Payload | Packet | Converzat|Listening | Packetz |Mizsing | Duplicate | Out OF Average |Awverage |Awverage |Awerag

MOS/R... | MOS/R... | Discard... | Packets.. | Packets...| Sequen... | Gaplms] | Delay Jitter |rker Ar
""" E4.1.64 Callee: 21 CalldGLPG StartTime 5:01:55 2all D
&1 27a3dh.. PCWMU..  TR3Z 13040 1334 M4/ 2895/ 0/000 O/000 2675 0.00 a.00 3 —
Qf'l 2rAF. PCWU.. 10260 4040 4044 RS 04000 0000 OS000 200 0.00 1.00 a
EFCalHO00002 Caller:LA026E192.164.1.64 Callee:JA026E192.168.1.21 Call dGLPG 2313494722741 Call StarTime: 2009-03-24 15:01:55.000642 Call Dur

Q.Q 2 27387 PCM Traffic Analyser - Detail ¥iew

932 2731...  FCM File Yiew DetailView Settings Help

=10l ]

ﬁl’fallﬂl’lﬂﬂl’lﬂ? Caller] LA —
. ¢.5 MW D m g =& % M [sipcals

lehuw All Sessions

| 4

Call Summary | Regisiaton Summary | Alert Summary |

Packet 5.

Payload ... Packet 5. G.. Payload ...
EE|  p—— M 272  B1860 437 PCMUAE. 160 Sessionl.. | 0.00 0. M 27 AE2R4  BA7. PCML/E..
LEE I 280 B18R1 497 PCWUM.. 160  Sessionl.. 2908 2. 29 AEZRR  BY7. PCMLU/A..
Nt 294 B1853 497 PCMUM.. 160 Jump'wit.. 2244 4. )| RE2EE  BA7..  PCMU/E..
ERE N6 B18BE 497 PCMUMS.. 160 Jumpwit.. 3210 6. 35 RE267  BO7..  PCMU/E .
21 329 B18R8 497 PCWUM.. 160 Jumpwit. 2191 4 47 AEZRE  BY7. PCMLU/A..
0 o 339 B1885 497 PCMUM.. 160 InSeque.. 2123 2. 52 RE2E9  RA7.. PCMU/E..
15:01:55 15:02:22 15 50 B1860 497 PCMUM.. 160 InSeque.. 10898 2. 57 RE270  BA7.. PCMU/E..
356 B18R1 497 PCMUM.. 160  InSeque.. 1041 2. B2 AE271 BA7. PCML/E..
4 | F I\ Active Calls Gi 366 B18EZ2 497 PCWUMS.. 160 InSegue.. 1112 2_|;| B7 RE272  BA7.. PCMULE..
»

160

1E0
160
160
1E0
1E0
160
1E0
1E0

Session ..
In Seque...
In Seque...
InSeque...
In Seque...
In Seque...
In Seque...
I Seque...

Session |

n.oo
nzs
247
21.20
18.91
20.41
19.54
2052
13.46

[ S A= 7]

RTF Packets Count

J70

w | | ATP Packets Count
I [ 4] -

Heading I Walue 4 | | Heading I Walue
SSRC 2733575681 SSRC 27172729
Source IF &ddress 192.168.1.64 = | Source IP Address 192168.1.21 o
Destination IP Address 132.168.1.21 Destination |P Address 192168.1.64
Source Port 1024 Source Port 1024
Destination Port 1024 Destination Port 1024
TE20 10237

RTP Statistics}{ FETEF':)\ Gap Graph }.\ Jitter Graph :}.\ Gap Distribution Graph )\ Jitter Diztribution Graph :).\ MOS Graph :)\ [luality Factors ).\_
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Offline Protocol Analyzer

[H Off-line PPP Protocol Analysis PPP

File Wew Capbure Skatistics

Database Configure Help

=10 =]

ol | VB <G| MRS =] B H(ML| G WSE| =5 =D 0] |0

Dy | TS... | Su... | Frameﬂl TIME [Helative]l Lenl Error | PPP Layer3Prot.. | Mippp Seg Nl:nl -
SHIEEIN ) 00:00:00000000 | 1442 | BrdgngPOU| 0 |
L2 023 1 00:00:00.016385 1442 Eridging PO

L2 023 2 O0:00:00.033718 1442 Eridaing PO

L2 023 3 00:00:00. 050625 1442 Endging PO

L2 023 4 00:00:00.071244 1442 Eridging PO

L2 023 5 O0:00:00.034479 1442 Eridaing PO

2 23 B 000000101218 1442 Endging PO =

HOLC Frame Data + FCS

Cardd TimeSlot==0-23 Framse=0 at 00:00:00.000000

OF Len=1442 ﬂ

============ PPP I.lnk I.a:;l;rer ============

Adddress 11111111 (255}

Ctl oooooall (3)

Protoczol ooooooon 00110001 Bridging .
============ Bridging PDU Layer ============

Bit F: ... ... LiN FCS Field i=

O LiN ID Field i=s no

Hex Dump of the Frame Data

I:
Bit Z: S | Reszerved =
‘In‘_"_....L I [nEnNnNn] Forn ﬂJ

FF 03 00 31 00 01 FF FF FF FF FF FF 00 00 C& 87 ¥ o1 wyEEEy Al
CC EBEO 08 00 45 00 0% 8C 21 33 40 00 74 06 86 D3 I E 1132 ¢t 10
41 F7 b5 47 42 95 gF 92 00 50 FE BE C8 30 OB 4F A-eGElo” PaxE0D O
99 C3 90 81 50 10 FC EA 57 74 00 00 9C 07 1lE E0 1ANIF gz 1 & -
I"I‘l"i A1 DL 272 1D T 71 A 134 Al 791 T™ad T2 A 17 |'_"I".‘ A02 Di=T BT o~ _}I—I
OFf-line Yiswing |C2\Program Files\@l Communi 402 Frames | o
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Customer Location

l

Emulator

MC-MLPPP Emulator

T E1

ML-PPP
Analyzer
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Automated Testing of PPP, MLPPP, and MC-MLPPP using Client Server

#= MC-MLPPP Emulator
File Action Help

=101 x|

Sirnulation
I MLPFPP "I

MLPFF View | PP view | Action | Tw/Rx Verification |

Link. configuration | Impairmentsl Statisticsl Link Testl

— MC-MLPPF Options

1 Multi-Class options

Suzpendable clazsez IE

Fragment Format ILong Sequence j

I'l 500

M aximum Receive
Reconztructed Lnit

—PPF in MLFPF
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inform task 1 "HC #1:0..23 LCP MRU 256"

0K

inform task 1 “HC #3:0..23 LCP MAU 256"

0K

run task "MLPPPTerrT1:TxRx";

Task 2: Task 2 started

inform task 2 "Tx: CLASS 0 FRAMES 100 SEQNUM MSEBE1 FIXLEN 2048";

0K

inform task 2 "R CLASS 0 FRAMES 100 SEQNUM MSB2 LOG ‘ciLog2.log" RECORD ‘ci\Frame.hdl® FIXLEN 2048";
0K

inform task 2 "HC #2:0..23 LCP MRLU 256"

0K

run task "MLPPPTerrT1: TxFx";

inform task 1" Tx: CLASS 0 FRAMES 100 SEQNUM MSB1 FIXLEN 2048

inform task 1 ""RX: CLASS 0 FRAMES 100 SEQNUM MSB2 LOG 'ci\Log1.log' RECORD "c\Frame1.hdl' FIXLEN 2048";
inform task 1 "HC #1:0..23 LCP MRU 256";

inform task 1 "HC #3:0..23 LCP MRLU 256";

run task "MLPPPTerrT1:TxH";

inform task 2 "Tx: CLASS 0 FRAMES 100 SEQNUM MSB1 FIXLEN 2048

inform task 2 "RX; CLASS 0 FRAMES 100 SEQNUM MSB2 LOG 'cilog2.log" RECORD "c\Frame2.hdl' FIXLEN 2048
inform task 2 "HC #2:0..23 LCP MRU 256";

inform task 2 “"HC #4:0..23 LCP MAU 256

inform task * “STARTLCP;

inform task * "START";

query task 1;

end task *
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Scripted MLPPP Conformance Testing using MAPS™

« MAPS™ MLPPP is an advanced protocol simulator/tester for MC-MLPPP/MLPPP/PPP protocols over TDM (T1 E1)
* The tester can simulate a complete PPP/MLPPP link between two peers (Router or a Switch), with MLPPP signaling

conforming to IETF specifications
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MLPPP Emulator as Router

« MLPPP Emulator is configured as router (using NETWORK TRAFFIC source and sink type) and might be required to

maintain the timing while forwarding packets from Ethernet to T1 or E1 and vice versa

« The time difference between the consecutive packets captured from NIC card is maintained while transmitting on T1 or

E1 and vice versa
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Ry MLI:)PPREmtuIatr \»
r Router
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~ . Traffic Tx Rx over
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Route Table Route Table

192.168.2.x || 255.255.255.255 192.168.1.x | 255.255.255.255
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MLPPP Emulator as MLPPP Bridge

« Emulator is configured to act as bridge between two networks, all ARP and traffic (checked against the priority table)
received from the network is encapsulated as BPDU (Bridging Protocol Data Unit) and streamed over T1 E1 links

«  The Emulator on another network removes BPDU header, converts to Ethernet and streams to the destination
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Impairments

« Various impairments can be introduced before frames are transmitted or during traffic generation

« In PPP simulation frames are impaired by applying impairment to a particular PPP link

* One can specify a limited number of impairments or continuous impairment

Impairments that affect an entire frame:
» CRC Error

> Insert and delete frame
> Frame Error

» Frame duplication
Impairments that affect a frame by impairing frame data:

» Inserting bytes

» Deleting bytes DELETE FRAME
INSERT FRAME

» Bitwise ANDing octets INSERT BYTES
DUPLICATE FReME

» Bitwise Oring octets oR

» Bitwise XORing octets
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Data Verification using Statistics

MLPPP Statistics
=101 x|

File Ackion Help
Simulation

(+ MLPFP " PPP

MLPFF iew | PPP view | Action | T/ Verification |

Link: cu:unfiguratiu:unl Impairments  Skatistics | Lirik: Testl

Mumber af octets transmitted |E1 7 Rezet |

Mo of fragmentz transmitted |25'| q

Mumber of tatal frames tranzmitted |4?4

MNurnber of botal octets received IE

Mo of fragments received |2

Mumber of total frames received |2

MHurmber of tatal lozzed fragments |'I

Mumber of PPPAMLAMC packet fragments ID
received with invalid sequence numbers.

 MLPPP statistics provides important information about the MLPPP bundle such as Number of transmitted/received

octets, frames, fragments, lost fragments, and PPP/ML/MC packet fragments received with invalid sequence numbers
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# MC-MLPPP Emulator
Fil=  Action Help

Tx/Rx Verification

Traffic verification results provide the overall statistics for all classes (MLPPP Simulation) or links (PPP Simulation)

The statistics include number of Transmitted, Received, Matched, Modified, Inserted and Deleted frames

=13
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MLPPP iew | PPPView | dction  Tw/Rx Verification ]
Link Mame | TxCnt | Rx Crit | Matched Crit | Madified Crit | Inserted Crit | Deleted Crit
#2.05 0 23543 23538 a1 1007 7036
#2610 0 21983 18846 0 N7 10638
#21115 0 16445 13458 0 2987 5540
#21620 O 16275 13410 0 2964 5537
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PPP Statistics

« PPP Statistics provides important statistics information for the selected PPP link, such as the Number
of transmitted/received octets, frames, PPP packets with bad addresses, PPP packets with bad control
bytes, and PPP packets exceeding the MRU

LCP Ennfiguratinnl MCP Ennfiguratinnl Link Test Statistics | HOLC Statisticsl Impairmentsl

-_—

Number of octets ansmitted 19212 Resst |

Mumber of tatal frames tansmitted  |£0B

Mumber of total octets received  |3154

Mumber of tatal frames received |202

Mumber of PPFP packetz with bad addressez |

Mumber of PPP packets with bad contral bytez |0

Murnber of PPP packets too long exceeding the MAL |0
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