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TDM, Wireless, and VolP Protocol Analysis

« GL Communications provides a host of protocol analyzers for testing a variety of protocols

* Analysis may be done both in real-time and off-line

oGL

Communications



Types of Testing Intrusive and Non-Intrusive

* Intrusive Testing
« Example Applications:

* BER Testing, Transmit Tone, Gaussian Noise, Transmit Multi frames, Signaling Bits, Error Insertion,

Delay Measurement, Protocol Emulation

4/ REMOTE PC

TCP /1P

LOCAL PC

Far - End
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Types of Testing Intrusive & Non-Intrusive

* Non-Intrusive Monitoring

« Example Applications: Capture and Dialed digits, Call Capture & Analysis, Automated record playback, Playback from

file, Protocol Analysis, and many more
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Supported Platforms

Front Panel

= | |18 Back Panel
4 SR o ) {
L TIET 1 —I s I—— TIE1 2 il aProbe

tProbe™ - Portable USB based T1 E1 VF
FXO FXS and Serial Datacom Analyzer Quad / Octal T1 E1 PCle Card

tScan16™ with
16-port T1 E1 Breakout Box

ooooo

Dual T1 E1 Express (PCle) Board
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Multilink PPP Protocol Standards

I I ' ]
« Multilink PPP (MLP), as defined in RFC 1990, is a 4
- 6 | Application| [YPPer Layer Upper Layer
variant of PPP - Protocols Protocols
« Aggregates multiple WAN links into single logical Y G y——
channel for the transport of traffic 4 | Transport N TCP/UDP | TCP/UDP
 MLPPP bundles multiple link-layer channels into a single :: ::::
network-layer channel 5 | Internet . P >
o [ _MC-MLPPP |
, PPP l
Network Physical Link PPP #1) | PPP #2)
1 | Interface (Serial, Dial- Physical| [Physical
up, ISDN,etc) Link #1| |Link #2
OSI & TCP/IP PPP Multilink PPP
Model Layers Architecture Architecture
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Link Gonfiguration Protocol (LCP)

Device 1

Device 2

Configure - Request

Opened |g

Configure - Ack

>

Configure - Request

Configure - Ack

)‘ Opened



LGP Negotiation Options

Configure — Request: W, X =100,Y=0, Z

Configure — Reject: Z

Configure - Request: W, X =100,Y =0

Configure — Nack: W, X = 200

Configure — Request: W, X =200,Y =0

Configure - Ack: W, X =100,Y=0, Z
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LCP Retransmission

Device 1

Device 2

Configure - Request

Time-out

Configure - Request

Time-out

Configure - Request

Time-out

Configure - Request

Max-configure
Stopped




Link Maintenance and Termination

Link Maintenance Link Termination
Echo - Request Terminate - Request
> 3
B Echo - Reply < Terminate - Reply
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Network Control Protocols
IPCP (NCP for IP)

Responsible for configuring, enabling, and disabling the IP protocol modules on both ends of
the point-to-point link
Supported IPCP standards:

» RFC 1332 - The PPP Internet Protocol Control Protocol

> RFC 1877 - PPP Internet Protocol Control Protocol Extensions for Name Server
Addresses

Supported IPCP negotiation options:

» |IP Address

» |IP Address Compression
» RFC 1144 - Van Jacobson Compression
» RFC 3544 - IP Header Compression over PPP
= RFC 2508 - CRTP
= RFC 2507 - IP Header Compression

» Primary DNS Server Address

» Primary NBNS Server Address

» Secondary DNS Server Address

» Secondary NBNS Server Address

12



Network Control Protocols BCP

« BCP is responsible for establishing and configuring Remote Bridging for PPP links
« Supported standard — RFC 3518
» Supported BCP negotiation options:
» Bridge Identification
Line Identification
MAC Support
Tinygram Compression
MAC Address
Spanning Tree Protocol
IEEE 802 Tagged Frame

Management Inline

vV ¥V ¥V Y Y VY VY VY

Bridge Control Protocol Indicator
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MC-ML PPP Emulation using Client-Server
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Windows Client Server MC—MLPPP Emulator

GLl's T1/E1 Server
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Features

Automation
Multi-site connectivity

Simultaneous testing of high capacity T1/E1 systems through a single Client

Integration of T1/E1 testing into more complex testing systems

DU N N N

Intrusive / Non-Intrusive T1/E1 Testing

16



Connect to T1/ E1 Server

« T1/ E1is software selectable
« Connects using the same parameters set in server

oGL
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Start GL Server

Lizten Part

Start GL Server

«[Drefault:

E =it

| Server iz Invizible

M ezzaging

(¢ Send/ Receive Binary Meszages
(" Send / Receive ASCI Meszages

Version

(" Send / Receive Yerzion 3 Meszages

)

Send / Hecerve Verzion 4 Messages

| Usze These Settings until Further Notice

.
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MC-MLPPP Emulator

 GUI based WCS client, which simulates MC-MLPPP and PPP protocols over T1/E1 links
« Capable of generating and receiving MC-MLPPP/PPP traffic (with or without impairments)

« Traffic source can be sequence number, HDL files (containing packets/frames), flat binary file, user-defined frames
(ASCII HEX file), and Ethernet data

T1 E1

ML PPP
Emulator

Customer Location

ML-PPP

Analyzer
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Features

Performs MC-MLPPP as well as PPP simulation

Supports LCP with the following negotiation options

» PPP options: MRU, ACFC, PFC, and Magic Number

» MLPPP Options: MRRU, Short/ Long Sequence Fragment Format, & Endpoint Discrimination
» Multi-Class Options: Multilink Header Format

Supports following NCP’s:

» IPCP - RFC 1332 and RFC 1877 standards

» BCP - RFC 3518 standard

» PPPMuxCP - RFC 3513 PPP Multiplexing

Supports PPP Multiplexed data transmission/reception in both PPP and MLPPP frames conforming to RFC
3513

Supports LCP Echo Test at PPP and MLPPP level

Payload traffic generation and verification (Sequence number, HDL file (containing packets/frames), Flat
Binary file, Ethernet traffic, and User defined frames (ASCIl HEX file))

Transmit and receive Ethernet traffic over T1/E1 links in bridge or router mode

19
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Features

Differential link delay insertion between PPP links during transmission
User configurable bandwidth using flags

Supports fragmentation and reassembly at MLPPP level

Supports various impairments at PPP link layer and MLPPP Layer
Provides detailed PPP and MLPPP statistics

Provides detailed test (Tx/Rx) results per class / per link in GUI as well as through log file in
command line

Ideal solution for automated testing using command line scripts
Support for HDLC framing with CRC16, CRC32 or without CRC
Supports IP compression

» RFC 3544 — IP Header Compression over PPP

» RFC 1144 - Van Jacobson TCP/IP Compression

» RFC 2507 - IP Header Compression

» RFC 2508 - Compressed RTP

20
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Supported Protocols

Point—to—Point Protocol (RFC 1661)

PPP links in HDLC framing (RFC 1662)

Multi-link PPP (RFC1990)

Multi-class extension to MLPPP (RFC 2686)

Internet Protocol Control Protocol (IPCP) (RFC 1332)

Internet Protocol Control Protocol Extensions for Name Server Addresses (RFC 1877)
Bridging Control Protocol (RFC 3518)

PPP Network Control Protocol for PPP Multiplexing (PPP Mux CP - RFC 3513)

21
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Adding PPP Links

« Supports up to 16 T1/E1 links

« Timeslot of 64 Kbps or a Hyper Channels of n*64 Kbps or sub channels can also be used
« Supports hyper channels with continuous or discontinuous (sparse) timeslots
« Each link is independent and can be configured with the selected LCP options

Added PPP Links

#'= MC-MLPPP Emulator - 0] x|
File Action Help
Sirnulation
:
MLPPP View PPPView | Action | Tu/Fs Verlfication |
Link M arme | Action | LCP Statuz | MCF Status | T#/R= Status
#1:1-10 Open | mitial | mitial T Mot Tranzmitting . Rx: Mot Recerving
#1:11-14,17-20 Open | mitial | mitial T Mot Tranzmitting , Rx: Mot Recerving
1| ¥
Add Delete Open Cloze

oGL
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— Part Hurnber

1
2

Link Selection

Port And Timeslot Selection

— Timeszlat

2 5

Al TS

-~

TITYTITYTTY Y

&

B

16
24
a2
40
48
56
B4

— Subchannels 856 kbps

= DS Eits

Al

fone

Clear TS

Add
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Common Configuration — PPP and HDLC

 PPP Configuration Parameters:

» User configurable LCP parameters, like Restart-timer, Max-Configure, Max-Terminate, and Max-Failure, can be set
for all PPP links

« HDLC Configuration Parameters:

» User configurable HDLC configuration parameters for HDLC framing with CRC 16, CRC 32 or without CRC can be
set for all PPP links

» User configurable number of flags between HDLC frames

Common Configuration EA|W Common Configuration EI

FPF Configuration | Hdle Configuration I FPF kMux Configuration I PEP EDT’IHEIL-ITEIHEIFI| Hdlc Configuration I PPP tux Configuration I

Restart Timer I SEC

t aw-Configure {10

Flagz bebween frames (100

CRC |CRC1E =
M au-Terminate |2 CRC1E
CRC3Z

CRC MOMWE

b aw-F ailure |5

Ok I Cancel | Cancel

oGL
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PPP Mux CP Configuration
« PPP Multiplexing feature allows sending multiple PPP X

encapsulated packets in a single PPP Multiplexed frame PPF Canfiguration | Hdlic Canfiguration | PPP Mux Configuration
« PPP Mux configuration is an optional feature, will be ¥ Multiplex PPP

negotiated for Default PID when enabled. [~ Megatiate PPP Mux CP Diefualt PID | -
» User Configurable Maximum Sub-Frame length bdax Sub frame Lengthl< MAL-2] |ME|B
« Supports simulation of different muxing scenarios: Mux ) Ll s

_ o % bdiw Framesz UP to AL
sub-frames to up the link MRU and Mux within the
i Range
configured range of sub-frames incrementing from min to
J J J b Frames |1 b ax Frames IE
max or randomly within the given range
* |ncreazing € Bandom

Cancel
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LGP Configuration

Link configuration is an optional feature, and the following values are negotiated when enabled
» MRU (Maximum Receive Unit)

» ACFC (Address and Control Field Compression)

» PFC (Protocol Field Compression)

» Magic Number

LCP Configuration | NCP Configuration | Link Test | Statistics | HDLC Statistics | Impaiments |

~ LCP Negotiated Values
Link is not configured... -

Vv Protocol Field Compression
v Address and Control Field Compression [2

IV Magic-Number [476

¥ Flags between fiames [100 Set Flags |

oGL
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IPCP Configuration

* IPCP (Internet Protocol Control Protocol) - RFC 1332 and RFC 1877 standards ;

» Following IP compression standards are supported:
» RFC 3544 IP Header Compression over PPP
» RFC 1144 Van Jacobson Compression
» RFC 2507 IP Header Compression
» RFC 2508 Compressed RTP

IP Compression Pratocol
Frimary DMNS Server dddress
Frimamy MBMNS Serer Address

= Secondary DHS Server Address
IE:EHEP_QEL_E.[_I,I MBMNS Server Address

¥ MCP
Metwork Contral Protocol | IPCP j
— Options
Dption tupe IIF' Compression Protocal ;I
¥ Enable [ - |

TCP Space |15 Maon TCF Space |15
M aw Period IEEE; b aw Time |5
tax Header I'I Ga [~ Compress RTP

{ND Compression
*=|'Van Jacobszon Compression
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BCP Configuration

» Supports the following BCP standard
» BCP in RFC 3518 (Point-to-Point (PPP) Bridging Control Protocol) standard

v MCP v MCP
Metwork, Contral Protocal IIF'EF' [ Metwork. Control Pratocal |BCF
— O phionz — Optiornz
Option type | IP Address - Option twpe | Bridge |dentification
IP Compression Protocal T Select Line [dentification
[ IP &d Primary DNS Server Address LAM Segm MAL-Support _
Frirnary MBMS Server &ddress Tinygrarn-Compressian
I U |Secondary DMS Server Address Bric Iéd.-'i-.l}.-ﬁ:ddr?ss Protocl
5 dary HEMS 5 Add panning- | ree-Fratoco
[ Peer I-'?-ﬁ.cclljclr:nag;jrl == =t IEEE 802 Tagged Frame
t anagement nline
[ e Bridge Contral Packet Indicatar
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LCP and NCP Negotiation

The negotiated LCP values will be displayed, once the link is UP

Dynamically add/remove (open/close) PPP links without

loss in data

&= MC-MLPPP Emulator N ] B3

File Ackion Help

Simulation
FPF i
MLPPP View PP View | Action | Ta/Rx Verification |
Link, Mame | Action | LCF Statuz | MHCF Statug | T#/Rx Statuz
#1:1 Cloze Link LIP Link LIP Tw: Mot Tranzmitting . Bx: Mat Receiving
#1:2 Cloze Link LIP Link LIP Tw: Mot Tranzsmitting . B=: Mot Receiving
#1:3 Cloze Link LIF Link LIF Tw: Mot Tranzmitting . Bx: Mat Receiving
Bdd Delete | Dpen I Cloze I

LCP Configuration | HCP Ennfiguratinnl Link Testl Statisticsl HOLC Statistics Impairmentsl

—¥ LCF

b axirmum Receive Uit

|15EIIII

™ | Fratocol Field Compression

™| &ddress and Contol Field Compression

— LCF Megotiated Yalues

PFP Optionz: -
MEL = 1500 _I
ACFC - Dizabled
FFC - Disabled
MaAGIC NUMBER = 43

[

¥ |t agic-Hurnter |43

" | Elags between fames I'IEIEI Set Flags |

29



Link Test at PPP Level

» Tests link connectivity by sending an echo request and receiving an echo reply
 When the link is up, the test will be started by sending/receiving echo messages

LCF Ennfiguratinnl MCP Configuration  Link Test | Statisticsl HOLC Statisticsl Impairmentsl

¥ | Enable
— Slatiztics
b ax Echo Request I'1 — I
[Enter -1 far Infinite] Bt
Diata |[m Mumber of Echo Requests sent |B
Murnber of Echo Reply recerved |B

oGL
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Link Test at PPP Level

Parameters include: Max Echo Request, Data, and Statistics

Max-Echo-Request option allows the user to specify the number of times link should be tested
» If the count is O (zero), then link will not be tested

» If the countis 'n', then the link will be tested for n times

> Ifitis -1, then it will be tested infinite number of times, until the link goes down

Data field specifies the data to be carried as Payload in Echo Request Message

Statistics will provide the number of requests sent and number of replies received

31
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Transmit and Receive Functions

PPP traffic can be generated, received, and verified on each PPP link individually

Sequence numbers (1,2,4 or 8 least significant byte first (LSB) or most significant byte first (MSB)) with

configurable start sequence numbers and increments
User defined HEX string frame, which is ASCII based. Can be edited, loaded and saved
Binary flat files that allows user to provide any random data

GL *.HDL trace file is GL's packet file format which can be constructed pre-hand or captured using MLPPP

Analyzer
Network traffic (LAN traffic) - In bridge or router mode
User configurable Tx / Rx duration and payload length for each PPP link

User selectable PPP multiplexing option for each PPP link

32



Tx Rx at PPP Level
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Tx Rx Network Traffic at PPP Level

» Allows user to receive traffic from Ethernet, convert to PPP traffic and send through T1/E1 line and vice versa
« Emulator can be configured in bridge or route mode

oGL

Communications

# = MC-MLPPP Emulator

Bl Actin beb

[~ Seulshion
‘ [rep =]
MLPPP View | PPP View Action | TR Vesticatr= L
# » MC-MLPPP Emulator

Bl tion Heb

- Simudason ——
#1110 Lk M | [Frp 3] ‘
T pa MLPPP View | PPP View Action | Tx/RxVeslicaton | ‘
Source Type [NETWORK_TRAFFIC  ¥| [ add | Deete |
- Seurce Paatred
AdagtorName | #2110 Lok |
[192168.157 Restek ATLEVIY/ %] . | TX paraems - R parame
Pty | Rose |  Souce Type |NETWORK_TR&FFIC =] SinkType  [NETWORK_TRAFFIC =]
' ~Sourcs P ~Sink P
™ Prepensa [ Adsgtor Name | Adaptoe Name
P [152168157 Reahes ATLE13Y %] [152168157 Reatek ATLE13%/ %] ]
B Pooty | Rous |
Lreted lrame I!lu
oo I~ Prefin Hende |_ I~ Pastacteads |_
Dusabion Spec Durahon Spec
PML" I.‘I"’)" & Corke & Conhr Heoeghor
™ Muigies PP C L y 1 (aft| Ty Ih’u
- € EQF Lot
Payload Len l“m Payload Len li‘r’lr
I Mg P
Staet Tx l ottty l
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Tx Rx Verification

Tx Rx Verification is common GUI that shows Tx/Rx results for each class (in case of MLPPP) or for
each link (in case of PPP)

= E
Elle Action Help
Simulation———
{:
MLPPP View | PPP View | Action Tx/Ri Veiification |
| Reset I
Link Name | Tx Cnt R Cnt MatchedCnt | Modified Cnt | Inseited Cnt | Deleted Crt
247 346 718 4 0 4
228 345 716 2 0 2




—
oGaL
o

Communications

Impairments at PPP Level

Impairments that affect an entire frame:
» Delete Frame
» Insert Frame
» CRC error
» Frame error
» Duplicate Frame
Impairments that modify a byte or few bytes in a frame at specified offset :
» Insert Bytes
» Delete Bytes
> Bitwise ANDing octets
> Bitwise Oring octets
> Bitwise XORing octets

Differential link delay insertion during transmission

36
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FF
00
00
00
00
00

Impairment : INS ABCD, OFF 10

FF
00
00
00
00
00
00

03
21
00
00
00
00

03
21
00
00
00
00
00

00
00
00
00
00
00

00
AB
00
00
00
00

3D
00
00
00
00
00

80
00
00
00
00
00

3D 80
CD 00

00
00
00
00

00
00
00
00

Impairments at PPP Level

Original Frame

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

00
00
00
00
00
00

02
00
00
00
00
00

02
00
00
00
00
00

FF
00
12
Al
AC
1C

FF
00
34
43
D4

03
21
54
2D
23
A3

Impairment :

03
21
AB
A3
EF

Original Frame

00
01
67
34
43
D4

00
33
65
24
F5

3D
30
54
AB
A3
EF

3D
65
76
5C
65

80
AO
33
65
24
F5

DEL 10, OFF 10

80
23
F4
76
F2

00
CD
65
76
5C
65

00
95
F5
C2
81

00
40
23
F4
76
F2

00
Al
AC
1C

04
80
95
F5
C2
81

04
2D
23
A3
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FF
00
12
Al
AC
1C

03
21
54
2D
23
A3

Original Frame

00
01
67
34
43
D4

3D
30
54
AB
A3
EF

80
AO
33
65
24
F5

Impairments at PPP Level

Impairment: OR OxFF, OFF10

00
CD
65
76
5C
65

00
40
23
F4
76
F2

04
80
95
F5
C2
81

Impairment: AND 0x00, OFF13

FF
00
12
Al
AC
1C

03
21
54
2D
23
A3

00
01
67
34
43
D4

3D
30
54
AB
A3
EF

80
AO
33
65
24
F5

00
00
65
76
5C
65

00
40
23
F4
76
F2

04
80
95
F5
C2
81

FF
00
12
Al
AC
1C

03
21
54
2D
23
A3

00
FF
67
34
43
D4

3D
30
54
AB
A3
EF

80
AO
33
65
24
F5

00
00
65
76
5C
65

00
40
23
F4
76
F2

04
80
95
F5
C2
81

Impairment: XOR 0x0A, OFF12

FF
00
12
Al
AC
1C

03
21
54
2D
23
A3

00
FF
67
34
43
D4

3D
30
54
AB
A3
EF

80
55
33
65
24
F5

00
CD
65
76
5C
65

00
40
23
F4
76
F2

04
80
95
F5
C2
81
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Impairments at PPP Level

LCP Configuration | NCF Configuration | Link Test | Statistics | HDLE Statistics  Impaitments |

v Enable

— Impairmet Type—l DELETE BYTES

DELETE FRAME

MNSERT FRAME

=

— Ophionz

[rmpairment Diuration

Byte count |1EI

" Repeat |1

Byte Offset |5

* Continuous

Skip Befare Impair |4

— Delay

250 miec  Apply |

DELETE BYTES
INSERT BY'TES
DUFLICATE FRAME
CRCERROR
FR&ME ERROR
AW

OR

=0R

#» MC-MLPPP Emulator

file Action Help

oGL

Communications

— Simulation

MLPPP View | PPP View | Action Tx/Rx Verification |

Reset
Link Name | TxCnt RxCnt Matched Crit Modiied Crit Inseited Cnl Deleted Cnt
#2:1-10 247 946 718 4 0 4
#211-20 228 945 716 2 0 2
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Statistics

« PPP Statistics provides important statistics information

for the selected PPP link

* Errors that occur during file transmission like the Tx
Under/Over Runs, Rx Under/Over Runs, Number of PPP
packets with bad FCS and Number of Frame Errors are
recorded in the HDLC Statistics

o GL

Communications

PPP Statistics
LCF Configuration I MCP Configuration I Link. TeDLE Statistics I |mpairments I

Murnber of octets ransmitted I1 624 ﬂl

Humber of tatal frames transmitted I1 04

Murnber of tatal octets received |1 E16

Murnber of tatal frames received |1 0z

MHumber of PPP packets with bad addreszes |D

Humber of PPP packets with bad control bytes |D

Murmber of PPP packets too long excesding the MEL IU

LCP Eanfigurationl KCP Canfiguratianl Link. Testl Statigticf HODLC Statistics |Rmpaiments
T Under/Ower Runs |1D4 Resget |

R Under/Over Runs [1616

Mo of PPP packets bad FCS |1 0z

Mo of Frame Errors ID

HDLC Statistics

LCF Configuration I MCP Configuration I Lirk. Test I Statisticf] HDLC Statistics |Rmpairments

T# Under/Over Runz |1 04 Fezet |

Fx Under/Over Buns |1 E1E

Mo of PPP packets bad FCS [102

Mo of Frame Errors ID

40
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MG - MLPPP Simulation
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Adding links to form an MLPPP bundle

Various PPP links (of any bandwidth varying from 64Kbps to n*64Kpbs or sub channels) can be

added to form the MLPPP bundle
MLPPP bundles multiple link-layer channels into a single network-layer channel

PRIeTEY
File Ackion Help
Simulation
|V|MLF'P'F' A
MLPPP View PPP View | Action | Tu/Fi Verification |
Link. M arne | Achion | LCP Status | MCP Statuz | T=/H= Statusz |

oGL

Communications

#1:1-10 Oper | Link, Dy Link, Doty Tw Mo dAchon, By Mo Action

#1:11-20 Open | Link Crown Link Crown T Mo Action, Bx: Mo dction

Add Delete | | Open I | Cloge I

42



LCP and NCP Configuration

MLPPP and MC-MLPPP Level
e - 5

File Action Help
Simulation

(+ MLFFF (" PPP

MLPPP View | PPP View | Action | Ta/Fix Verlication |

Link canfiguration | Impaiments | Statistics | Link Test |

—MC-MLPPP Options
Fragment Format ILu:ung Sequence j T MultiClass options
Suzpendable classes IE!
b awirmum Receive I—
Reconstructed Unit 1500 PFF in MLPFR
Endpoaint Discrimingtar —— | [~ Protocol Field Compression
Clazz ILgcau}. fasigned j ¥ &ddress and Control Field Compression
Address I M axirum Differential Delay |25E| ms
I¥ MCP
Metwark Contral Protacal ||F'|:F' j
Mep Over IMLF'F'F' j
— Options
Option type IIF' Address ﬂ
[ IP Address

[ o .0 . 0.0

[~ Peer P Address
[ o .0 . 0.0

oaL
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LGP Configuration Options

LCP with the following negotiation options
» PPP options: MRU, ACFC, PFC, and Magic Number
» MLPPP Options: MRRU, Short/ Long Sequence Fragment Format, & Endpoint Discrimination

» Multi-Class Options: Multilink Header Format

~PPP in MLPPP

[ Protocol Field Compression
[v Addresz and Control Field Comprezsion




NCP Configuration Options

» Allows user to send NCP packets over MLPPP or PPP

» NCP Over PPP - It is possible to send NCP packets directly over PPP layer even though the emulator has been
configured for MLPPP simulation

» NCP over MLPPP - The NCP negotiation will occur over MLPPP Layer

* The NCP status column in PPP view shows NCP layer status per link in PPP simulation. In MLPPP simulation, it
shows the status of the entire MLPPP bundle

v MCP

Metwork, Control Protocol I -I . Metwork Control Protocal |IPCP |

Nep Over [MLPFF o Nop Over P
A Mone
— Options
Option type |IP Address | Nep Over [MLPPP =]
_
PPP
[ IP address

| o .o .0 .0

[T Peer IP Address
| o .o .0 .0

oaGL 5
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LCP and NCP Negotiation
T S - [

File Action Help
Simulation
=1

MLPPP View PPP View |Achnn| Tx/Rx Verification |

Link Mame Action LCP Status MNCP Status Tw/Rx Status
#2:1-10 Close Link UP Link UP Tx Mo Action, Rx: No Action
#2:11-20 Close Link UP Link UP Tx No Action, Rx: No Action

add | [ Delete | [ _Open | [ Close |
LCP Configuiation | NCP Configuration | Link Test | Statistics | HDLC Statistics | Impaimments |

¥ LCP ~ LEP Negotiated Values

M aximum Receive Unit MRU = 1500 -

PFC - Disabled
|MLPPP Dphions:

I” | Protocol Field Compression MRRU = 1500
Long Sequence

I Address and Control Field Compression

™ Magic-Number |1 83

: I™ Flags between frames |100 SetFlags
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Tx Rx at MC-ML PPP Level

MLPPP traffic can be generated, received, and verified over multiple classes and MLPPP bundles
Different source/sink types for each class independently -

» Sequence numbers (1,2,4 or 8 least significant byte first (LSB) or most significant byte first (MSB)) with

configurable start sequence numbers and increments
» User defined HEX string frame, which is ASCII based. Can be edited, loaded and saved
» Binary flat files that allows user to provide any random data

» GL *.HDL trace file is GL's packet file format which can be constructed pre-hand or captured using MLPPP

Analyzer
» Network traffic (LAN traffic) - In bridge or router mode
User Configurable ML PPP Packet Size and Fragment Size per class
Tx/Rx Duration Parameters: Continuous, Limited Frames, EOF (End of File)

User selectable PPP multiplexing option for each class
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Transmit Functions

SEQ NUM

- NETWORK
TRAFFIC

Impairment

Physical Layer

48



Receive Functions

SEQ NUM

DATA SINK
BIN FILE

NETWORK

TRAFFIC
MLPPP Reassembly

Physical Layer

oaGL
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Tx Rx at MC-ML PPP Level

« Traffic is generated and received on the entire MLPPP bundle for various classes

- MC-MLPPP Emulator =101 ]

File Action Help
Simulation
IMLF‘PF‘ "I

MLPPP View | PPPView Action | Tu/Rs Veriication |

Traffic: Mode
Irl_ T Realime [~ R Realtime Add Delete I
Class EII Class 1 | Class 2| Claszs 3 Clasz 4 I

Select Classes ko x|
— ¥ params — R params
Source Type |SEGNUM | Sirk Type  [SEQNUM = Select Classes | +
Clazz &
— Source Parameters — Sink Parameters Class B

Clazs 7
DrderlMgB vI Length Id vl DdefIMSB vI Length |4 'l I:I:zzﬂ

Clazz 9
Start ID Increment|1 Start ID Incrementl‘]

Clasz 11

Clazz 12

Clazz 10
[~ Prefis Header I [ Prefiz Header I Claszz 13 |

— Dluration Spec — Duration Spec oK I Cancel I
' Continuous ransmizsion * Continuous Reception
 Limited frames I'IIJD " Limited frames I'IDEI
 EOF " EOF

Fayload Len |1EDD Papload Len |1EDD

Fragrment Len IEEE ™| tultiple: FRR

Start Tx | Start Fx |
Start &l T | Start All R |

oaL
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Tx Rx at MC-ML PPP Level

« Traffic mode provides an option to maintain timing between frames
« Emulator configured as router (using NETWORK TRAFFIC source and sink type) requires to maintain the timing
while forwarding packets from Ethernet to T1/E1 and vice versa
» Tx Real-time: Maintains timing while forwarding packet from NIC to T1/E1
» Rx Real-time: Maintains timing while forwarding packet from T1/E1 to NIC
#'= MC-MLPPP Emulator =10 x|
File Ackion Help

Sirnulation
[lMLF‘F‘F‘ A

MLFPP View | PPP View Action | Tu/Rx Veriication |

Traffic Mode
|7|_ T« Realtime [ Fx FRealtime Add I Delete

Clazs DI Clazs 1 I Clazs EI Clazz 3 Claszz 4 |

oGL
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Tx Rx Verification

« Tx Rx Verification is common GUI that shows Tx/Rx results for each class (in case of MLPPP) or for
each link (in case of PPP)

&'+ MC-MLPPP Emulator o =]
File Action Help
Sinulation
=
MLPPF iew | PPP View | Action  Ta/Fin Veriication |
Clazz Mo | Tx Cht | Rx Cht | kd atched Chit kd odified Crit | Inzerted Cht | Deleted Cnt
] 138 434 386 2 0 2
1 136 alala) 512 a] 0 a]
2 715 145 140 2 1] 2
3 136 145 140 2 1] 2
4 136 145 142 1 1] 1
b 135 145 142 1 1] 1
B 1] 1] 1] 1] 1] 1]
7 1] 1] 1] 1] 1] 1]
a 0 0 1] 0 0 0
9 0 0 1] 0 0 0
110 1] 1] 1] 1] 1] 1]
11 1] 1] 1] 1] 1] 1]
12 a a 1] a a a
13 1] 1] 1] 1] 1] 1]
14 1] 1] 1] 1] 1] 1]
15 1] 1] 1] 1] 1] 1]
Tatal 1336 1639 1462 13 0 13
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Impairments at MLPPP Level

» Supports various Fragment/Packet level impairments at MLPPP level for each class and/or for any of the

PPP links in the bundle
* Impairment Types Include
» Delete Frame
Insert Frame
Delete Bytes
Insert Bytes
Duplicate Frame
Bitwise ANDing octets

Bitwise Oring octets

vV V ¥V V V V V

Bitwise XORing octets

—
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-

Fle Acion Help

MLPPP View | PPP View | Action | Tx/Rx Veiiication |

Impairments at MLPPP Level

# = MC-MLPPP Emulator

Simulation—
MLPPP =

Link configuration Impaiments | Statistics | Link Test |

[_Add_] _Deete |

Class O | Class 1| Class 2| Class 3

¥ Enable

Impair IF‘M —_d-ﬁ

|
Fr

I° 1 I
~ Impaiment T_“:g—iDELETE FRAME —_ﬂ=’—
: . . INSERT FRAME
~ Dptions Impasment Durstion | DELETE BYTES
INSERT BYTES
Frame count I'l - Repaat I'I DUPLICATE FRAME
. AND
Byte Offset ||:| * Continuous OR
#0R
Skip Before Impair |1 Acivate |
— 5.'!'“:—
Synchionize
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Impairments at MLPPP Level

#'= MC-MLPPP Emulator

Eile Action Help

=10 x|

Simulation

:
MLPPF View | PPP View | Action Ta/Rix Veriication |
Clazs Mo | Tu Crt | R Crt | b atched Cht | todified Cht | Inzerted Cht Deleted Cht |
0 524 338 327 5 1] 16E
1 523 A05 495 4 1] 4
2 523 324 33 3 1] 178
3 R B34 497 3 187 3
4 B2 505 494 2 1] 2
5 1044 102 1000 El 1] 4
E 0 0 1] 0 1] 0
7 0 0 1] 0 1] 0
a 0 0 1] 0 1] 0
9 0 0 1] 0 1] 0
10 0 0 1] 0 1] 0
11 0 0 1] 0 1] 0
12 0 0 1] 0 1] 0
13 0 0 1] 0 1] 0
14 0 0 1] 0 1] 0
15 0 0 1] 0 1] 0
Tatal 658 3378 32T 21 187 a7




Statistics

* Provides important information about the MLPPP bundle —
» Number of transmitted/received octets, frames, fragments
» Number of lost fragments, and
» Number of PPP/ML/MC packet fragments received with invalid sequence numbers

#l= MC-MLPPP Emulator _ =] ]

File Action Help

— Simulation

MLPPP R

MLPPP View | PPP View | Action | Ta/Rix Veriication |

Lirk. n:nnfiguratin:unl Impairments  Statistics | Link, Testl

Murnber of actetz fransmitted |EE‘I 47364 Rezet |

Mo of fragments transmitted |'| 04492

Murmber of tatal frames tranzmitted |1 7463

MNumber of total octets received IEEE‘??EUE

Ma aof fragments received I'I 0330y

Mumber of tatal frames received |1 7447

Mumber of tatal logt fragments |1 3

Mumber of PPRPAMLAMC packet fragmentz ID
received with invalid zequence numbers.
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MLPPP Emulator as Bridge and Router

To establish connection between two machines residing in two LANs, MLPPP emulator can be configured to work as —
» MLPPP router (if IPCP type of negotiation is used)
or

» MLPPP Bridge (if BCP type of negotiation is used)

oGL

Communications
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MC-MLPPP Emulator in Bridge Mode

In Bridge Mode

192.168.1.x 192.168..x

Emulator MLPPP Emu

Traffic Tx Rx over

T1 E1

192.168.1y 192.168

192.168.1.2 TR
Analyzer

PacketScan™




MC-MLPPP Emulator in Router Mode

In Routing Mode

192.168.1.x 192.168.x

MLPPP Emu
mulator Or Rout
Traffic Tx Rx over Subnet 2
T1E1
192.168.1.y 192.168.2.y
Route Table Route Table
s | mask
192.168.2.x 255.255.255.255 192.168.1.x 255.255.255.255

@ GL 59
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Simulation using Command Line
MLPPPTerr Module



MC- ML PPP Emulator Command Line

 Sends and receives ML PPP frames with or

without impairments
» Displays the command syntax, Logs the events

* Lower pane in the screen displays the script;
upper pane displays the script and the server

responses

oGL

Communications

&+ Untitled - GLClient - [O] x|

File Edit Wew Connect 3Scripk Log User Help

DEE + 2@RE 0NN Del BLEHE| das| ?

Task 1: Task 1 started -]
inform task 1 "SIMULATION MLPPP;

0K

Task 1: Simulation: MLPPP

inform task 1 "HC #1:0..10 CRC16 FLAGS 100 LCP*;

0K

inform task 1 "HC #1:11..20 CRC16 FLAGS 100 LCP*;

0K

inform task 1 "PPP_CONFIG RESTART_TIMER b6 MAX_CONFIG 10 MAX_TERM 2 MAx_FAILURE
5";

0K

inform task 1 "TEST _PARAMS -1 'GL Comm.' "} b
0K

inform task 1 "STARTLCP HC #1:0..10 LCP MRU 256 MRRU 1500 NCP OVER MLPPP IPCP
IPANDR 192 1RR.1.15""

f{f Add ppp links to the MLPPp bundle
inform task 1 "HC #1:0..10 CRC16 FLAGS 100 LCP*%;
inform task 1 "HC #1:11..20 CRC16 FLAGS 100 LCP*;

L Bl

!l set the LCP timer and counter values
inform task 1 "PPP_CONFIG RESTART _TIMER 6 MAX_CONFIG 10 MAX_TERM 2 MAX_ FAILURE
5II;

/f set LCP echo test parametres
inform task 1 "TEST_PARAMS -1 'GL Comm." '}

W Kl

Ready Mer 4B UM |
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MC- ML PPP Emulator Command Line
11/ E1 Server

» Logs the commands and tasks from the client

oGL

Communications

= Untitled - GLServer =18]

File Edit %ew Setup Help
DEeEd @ 2R &2 & 7

Connected: client #316 at 192.168.1.61

316: run task "MLPPPTerrT1: TxRx"";

316:; inform task 1 "SIMULATION MLPPP";

316; inform task 1 "HC #1:0..10 CRC16 FLAGS 100 LCP'";
316; inform task 1 "HC #1:11..20 CRC16 FLAGS 100 LCP"
316: inform task 1 "PPP_CONFIG RESTART _TIMER b
MAx CONFIG 10 MAX TERM 2 MAX FAILURE %'";

316: inform task 1 "TEST_PARAMS -1 'GL Comm." '}

316; inform task 1 "STARTLCP HC #1:0..10 LCP MFlU 256
MRERU 1500 NCP OVER MLPPP IPCP IPADDR
192.168.1.15";

316; inform task 1 "STARTLCP HC #1:11..20 LCP MRU 256
MRRU 1500';

Ready . T 4
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Sample Script

// Start a task and set the simulation type
run task "MLPPPTerrT1: TxXRX";
inform task 1 "SIMULATION MLPPP";

/I Add PPP links to the MLPPP bundle
inform task 1 "HC #1:0..10 CRC16 FLAGS 100 LCP™;
inform task 1 "HC #1:11..20 CRC16 FLAGS 100 LCP™

/| set the LCP timer and counter values

inform task 1 "PPP_CONFIG RESTART_TIMER 6 MAX_CONFIG 10 MAX_TERM 2
MAX_FAILURE 5%

Il set LCP echo test parameters
inform task 1 "testlcp HC #1:1..31 'GL Comm' -1"";
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/l start LCP with selected LCP and NCP negotiation options

inform task 1 "STARTLCP HC #1:0..10 LCP MRU 256 MRRU 1500 NCP OVER MLPPP
IPCP IPADDR 192.168.1.15";

inform task 1 "STARTLCP HC #1:11..20 LCP MRU 256 MRRU 1500

Il Inform the Tx/rx parameters for the desired class
inform task 1 "Rx: CLASS 0 CONT SEQNUM MSB4 FIXLEN 1500";
inform task 1 "Tx: CLASS 0 CONT SEQNUM MSB4 FIXLEN 1500 FRAGSIZE 256"

/I Start Tx/Rx
inform task 1 "STARTRX CLASS 0"
inform task 1 "STARTTX CLASS 0"

/I Stop Tx/Rx
inform task 1 "STOPTX CLASS 0";
inform task 1 "STOPRX CLASS 0";

/I end the task
end task 1;
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MLPPP Analyzer

Ability to decode and analyze PPP, MLPPP, and MC-MLPPP packets exchanged between the two nodes over T1
E1 link

MLPPP analyzer also supports Packet Data Analysis module (requires additional license) to perform detalil
analysis of MLPPP packets over IP and segregates them into SIP / H323 / MEGACO/ MGCP / T.38 Fax calls

Customer Location  \LPPP Router ML PPP Router

ML PPP ML PPP

Analyzer

Analyzer
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Features

Ability to capture and decode both PPP routed protocols, PPP bridged protocols, MLPPP and MC-
MLPPP streams of data

Ability to test and perform numerous measurements across WAN- LAN or LAN-LAN connection

Ability to test and analyze HDLC based PPP protocol, PPP SIGTRAN, and PPP over IP protocols in

synchronous environment
Supports decoding of frames with two MLPPP layers
Supports reassembly of captured MLPPP fragments

Multiple bundle of MLPPP traffic on various T1/E1 channels can be decoded simultaneously in the same

or different GUI instances

Option to create multiple aggregate column groups and prioritize the groups as per the requirement to

display the summary results efficiently
Allows the user to create search/filter criteria automatically from the current screen selection

Remote monitoring capability using GL's Network Surveillance System
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Supported Protocols

Link Control Protocol (LCP)

Bridging PDU (BPDU)

PPP, Multiplexed PPP

Multi-class extension to MLPPP

Multi-link PPP

Network Control Protocol (NCP)

» Internet Protocol Control Protocol (IPCP)
» Bridging Control Protocol (BCP)

» PPP Mux CP

Cisco HDLC decodes

STUN, SNMP, RIP

Link Quality Report (LQR)

DHCP, DNS, ICMP

Van Jacobson TCP/IP compression decodes
IPHC

IP, TCP, UDP

PAP, CHAP

SIP, MGCP, MEGACO
RTP, CRTP, RTCP
H.263, H.264, H.450
ISDN H.225, MPEG2
T1.38

RAS, SCTP

M2UA, M2PA, M3UA
ISUP, SCCP

SUA, IUA, TUP

Test and Network Management

Messages
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Non-Intrusive Testing

e
- ! - 3
Con §
» f~
-~

LOCAL PC

BRIDGE TAP
Far - End
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Different Views

« Virtual Packet Analysis (VPA) view
« Packet Data Analysis (PDA)/ Traffic Analyzer (TA) views

oGL
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MLPPP Analysis View
» Default panes - summary, detail, and hex dump of the frame data views
» Optional panes — statistics views

Packet Data Analysis

« Summary view (Call Quality Matrix) displays complete summary of call information in graphical

format, along with a summary of alerts

» Detall View (RTP diagnostic) displays packet by packet statistics for particular call information in

tabular format

* Registration summary view displays statistics and status of the SIP registration process
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Real-time Analysis

E® PPP Pratocal Analysis PPP 64-bit — O *
Eile  Wiew Capture Statistics Database Configure  Help
|| B S AoEa| (o0 (v | ([ ] C[-0] bl I O | _Goto |
Dew T5lat SutCh Frame# TIME [Relative] Len Erar Protacal Code Code Protocal Protocal Source IP &ddrezz | Destination [P a
PPP Link Link. Cantrol IPCP PPF Lirk[Lewel 1] FPP Link[Lewvel 2] IP IP
W | | | 0| wwowoow] om| e [ [nerroeotra | |15 i
./ 258 1-1 1 00:00:00.013543 208 ML PPP Internet Pratocal [IPywd) 1921688.1.200 192168111
./ 258 1-1 2 00:00:00.040020 208 ML PPP Internet Pratocal [IPywd) 1921688.1.200 192168111
./ 258 1-1 3 00:00:00.05955& 208 ML PPP Internet Pratocal [[Pywd) 1921688.1.200 192168111
./ 258 11 4 00:00:00.020043 208 ML PPP Internet Pratocal [[Pywd) 1921688.1.200 192168111
./ 258 11 5 00:00:00.100580 208 ML PPP Internet Pratocal [[Pywd) 1921688.1.200 192.168.1.11
./ 258 1-3 £ 00:00:00120076 208 ML PPP Internet Pratocol [[Pywd) 15921681.200 132168111
£ >
Card258 TimeSlot=s=1-31 Frame=0 at 000000, 000000 O Len=208 *#x% Right click to SHOW-HIDE layer details or copy *xx 4
HDOLC Frame Data + FCS
============ PPP Link Layer ============ =
0000 Protoool = 00111101 MI FFF
============ ML PPP(lewvel 1) Layer =====s======= =
0001 Begining Fragment =1.. ... .. Tes
0001 Ending Fragment = .1.... .. Yes
0001 Hlppp Class = ..goog.. (03
0002 Sequence Humber({Long) = 9090 (=x002382)
============ FPP Link(lewel 1) Laysr ============ =
nnns Protoenl = NNINNNN1T Tnternet Protoenl (TPw4h R
£ >
Hex Dump of the Frame Data ~
3D C0 00 23 82 21 45 00 00 C8 <1 C3 00 00 &80 11 =§ #1'E EAL ¢
F3 De CO A8 01 C8 CO A8 01 Y2 07 DO OF A0 00 B4 a4 EA r B ’
75 DA B0 00 A5 34 A2 D4 12 4 23 59 4F 01 FF FF ule #4000 LAVO 4
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF o0
T U UrC T T T CC CC TCT TC TC TC TCD TC TTC T
_EE Device # | Frame CountiDevice #) |
2 1487
total 2 1487
|C:\Program Files\GL Communications Inchlsh E1 & |1 487 Frarmes | v
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Different Views

Summary View: This pane displays the columns that contain Card Number, Timeslots, Frame Number,
Time, Frame Error Status, PPP Layer 3 Protocol, LCP Code, BCP Code, IPCP code, MLPPP Class,

and more in a tabular format

Detail View: This pane displays in detail about a frame in order to analyze and decode by selecting it

in the summary view
Hex Dump View: This pane displays the frame information in HEX and ASCII format

Statistics View: This pane displays various statistics that are calculated based on the protocol fields
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Real-time Analysis

ddBundie | Delete Bundie |
Bundie 1 | Bundle 2 |
Addlink | DelsteLink |
Cad1 Card1 |
— Timeslot Selection) — Data Transmiszion B ate
Single Channel ~ Subchannels 8-56 kbps
TS I — D50 btz
5 = B4 kbps g
5 " Bfkbps 16 12 Al
i o2 | |3
g Hyper-Channel 1 4 Mg |
7 0 MuBd kbps 40 g Card and Timeslot Selection
g £ Nu56 Kbps [bits 1.7) | | € 48 g — Card Selection [~ Timeslot Selection, D::;rummm Rate wr =
{56 Channel '
10 M6 Kbps [Bits 2-8) [ Cards | 15 | & ~DS0bits
1 0 * /64 kbps [ JE p—
2 1 " 56 kbps ~ 16 ‘2 All
CRC ICFH:'IE v| 2 24 3
AITS | i Hyper-Channel——— | ~ o5 | |4 None
L]
Cleer T | 5 1 40 | ls
: C NGB Kbps bits17) || © 48 | |7
g . " BB
g " Nx56 Kbps [Bits 2-8)
—Bit [nwersion [1 < 0] Mippp Optionz 10
I Fragrment Format ILu:ung Sen :‘1 _ﬂ CRC IEHE1B ..,.I
_Ili:tet Bit Feversion [ MSE <-» LSB ] Masimum Differential Delay |725E| ﬁl
Clear TS
Selected Links [T5 1:1HC 1:2.10 _l

oGL
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Real-time Analysis

Streams can be captured on the selected time slots (contiguous or non-contiguous), sub-channels
(fractional DSO to DS1) or full bandwidth

Frames can be captured in either, n x 64 kbps, or n x 56 kbps data channels

Capture frames based on MLPPP options such as fragment format (long or short), & maximum

differential delay

Supports reassembly and decoding of multiple ML PPP bundles simultaneously. Each MLPPP bundle

Is created by selecting groups of timeslots on various cards

Frames may also be captured based on their FCS (16 bits, 32 bits, none), bit inversion, octet bit

reversion, user/network side options

Recorded trace file can then be analyzed offline, exported to ASCII file, or printed
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Offline Analysis

Off-line analysis is equivalent to capturing a file in pre-defined timeslots

Captured frames or only the filtered frames can be exported to *.HDL file for the further off-line
analysis

Trace file for offline analysis can be loaded either through analyzer GUI or through simple
command-line arguments

BAePPP Protocol Analysi

File Wiew Capture Sta

QfF-line From a File |—o
.

SaveAs 2] x|
Savein I ) Ppp j - £F Ef-

| CeltroCapture, hdl

HTTP.hdl
ICMP.hel

[ tPPP Test,HOL
PPPEridged. HOL
PPPoH Fiouted. HOL

File name:  |PPP_Test.HDL Save

Save az type: IHDLE Frame Output Files [*HDL) j Cancel
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Offline Analysis

« Trace files for offline analysis can be loaded through simple command-line arguments as below:
Command Syntax: pppprot ppp\Filename.hdl

_ioix
File Wiew Capkture Sktatistics Database Configure  Help
wil| VBl @ AMEEE| =S WY FIWE S | GoTo |
Dev | T5... | Su.. | Framett|  TIME (Relative) | Len|  Eror| PPP Layer3Frot.. | Mippp SeqNo| Mippp Class | PPR{Hihger La... | =
1 130 0 00:00:00.000000 19 Lirk, Cantral b
1 130 1 00 00:00, 391 391 19 Lirk, Cantral
1 130 00:00:04.986112 19 Lirk, Cantral
W | 10 “m 00-00: 05, 00222: ML PPP ww ML PPP | |
1 130 00:00:07. 975691 28 ML FFPP 1] ML PFF
1 1-30 5 00:00: 39, 987229 12 Lirk, Cartral
1 o WINDDWS, system32h cmd.exe =10O] =|
‘|1 ?égrgsuft_winduws "P [Uergiun L.1.26001 5
opyright 1?85-26801 Microsoft Corp.
Caxd | D:~Program Files*Gl Communications Inc“PPPF Analyzer =

el : “Program Files“Gl Communications Inc“PPP Analyzerpppprot ppp~PPP_Test.hdl

O D:~Program Files~Gl Communications Inc“PPPF Analyzer>

gooooooo 0011110l ML FFR
============ W PPP layer ============
Begining Fragment

Ending Fragment B Ye=

Mlppp Clas= Lgooo. . (o) -
IEHH1.H“HH Blavrmbiman T e = I I'I .""I'II'II'II'II'II'I". LIJ
4

Hex Dump of the Frame Data

oo
—
=]
m
]

FF 03 00 3D <0 00 00 0o 0o 3D Co 00 00 o0 80 21 ¥ oo=h = 1!

01 01 00 QA O3 0O QA OO0 OD 33 B85 96 Kh |
| i
QFff-line Wiewing |C:'|,Pr|:|gram Files'al Communicati |489 Frames ,;5

e
i Y
.
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Filters - Offline View Filter

» Isolates required frames from all frames in real-time, as well as offline

« Allows filtering according to various layers and protocol fields such as LCP Code, IPCP, ML PPP
sequence number, message type, mlppp class, TCP / UDP source and destination port and more

MWviewriter =1o| x|

Save Load Default

B Select summary columns o display

— Filker Selection — LCP Code Yalue
[wifaa)
Menu checked opkions ﬁ PPF - CodePeect
J . - Data Link
g?g Protocol skandard selection 9’ — Configure-Nak
%NetwurHUser side selection @ ML PPP EEEF:QE:S:ESIELTQH
@ @ PP Link Disu:agrd-He b
Time Format 5 - quest
-8 Bridging PDU E cho-Reply
5 View Fiter 5@ MLPPP | |EchoRequest
B r- 8B PPP Link pentficaton
Wigw Search = ; rolacal-meec
E‘ 9’ 'L‘lrzk Control Teminate-Ack
@D: TCP Connection Options o . LCF Code Teminate-Feguest
o @ Paszwiord Authentication Time-Remaining
[ﬂl Perindic Trace Saving Options - Link Quality Feport -|
ﬁ?Startup Optians 4| | 9 Activate I Deactivate
@Data Link, Groups Al Selected
F.o. ) Layer | Field | Filter ' alue
FiView Font Size PPP Link Pratocol IPCP
IMI Decode Options Link. Cantral LCP Code Code-R eject, Configure-dck., Configur
@Capture Options d I I LI
— Conditionz for all selections
 AMD &+ OR % Include { Exclude Deactivate Sel Deactivate Al
1 | ] [~

oGL
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Search Options

Search features helps users to search for a particular frame based on specific search criteria

Save Load Defaul

=10 |

G Select summary columns ko display
[Fiapas]
Menu checked options

“,lj?n Protocal skandard selection

%Netwnrlﬁ'User side selection

@ Time Formak
? ‘Wieww Filter

ﬂﬂ Wiew Search

@D: TCP Connection Options
—

Perindic Trace Saving Options

P?Startup Opkions
@Date Link, Sroups

F

FF View Font Size

IMI Decode Options
@Capture Options

— Filter Selection

[+ PPF Link
-8 Bridging POU
-8 ML PPP
-8 PPP Link
@ Lirk Cantrol

@ FPazzwaord Authentication

@ Challenge Handzhake Auth
B 802 1d Hello Packets

----- @ Link Quality B eport *

— |PCP Code Yalue

Code-Heject
Configurestck,
Configure-M ak,
Configure-Feject
Canfiqure-Request
T erminate-Ack

T erminate-Aegquest

= IFCP
- ¥ |PCP Code
- BCP -
1| | " Activate Deactivate |
—all Selected
Layer | Field | Search Value il
FPPF Link Praotocol ML PFF
IPCP IPCF Code Code-Reject, Configure-ack, Conf~—
4| | *
— Conditions far all zelections
= AND G OR i+ Include  Exclude Deactivate Sel Deactivate Al

KN
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Filtering Criteria From Screen Selection

« Allows the user to create filter criteria automatically from the current screen selection

Vil PP Protocal Analysis PP 64-bit se Ctrl, Shift for Extended Selection =|
File View Capture Statistics Database Configure Help
=|m| E 2O Awal =lel Woew g5 R 00 b %0 GoTo | PPP Link::

Dev TSlot SubCh ' Frameft TIME (Relative) Len Enor Protocol Code PPP Link d

I | | | PPP Link | L"“ Conircl ’ IPCP | IP::Destination IP .ﬁ.ddress
131 0 00000000000 208 “MLPPP ‘ ' IUP[;'PS”[L)'”‘E. Ipt’.:‘d'j;esf
1:Destination Porl
__Im_ Search Selected Value UDF+Saurce Port
2 00:00:00.040080 208 MLPPP o
258 , 3| 3 00.00.00.053556 208 ML PPP Set Search Criteria as Sel Values
258 1-31 4 00.00:00.080048 208 ML PPP Set Filter Critenia a5 Sel Values

ol I Select Al Cancel

v
B Analyzer GUI and Protocol Configuration
Save Load Default
E Select summary columns to di.. | Filter Selection————————————————— ~Walue Selection
%ﬁ Menu checked options E PFF ~
. -8 Data Link
g?g Protocol standard selection - MLPPP Error
ﬁNetworkaser side selection (-5 PPP Link
@ - ML PPP[Level 1)
Tirme Format [ PPP Link(Level 1)
S iew Filter - Bridging PDU »
_ - ML PPP[Level 2]
(7] view search -4 PPP LinklLevel 2]
Uit TCP Connection Options - Link Control o
j— @ FPazzward Authentication
;@I! Periodic Trace Sawing Options e Link Qualty R epart W
ﬁ]Startup Options < > Activate I Deactivate
@Data Link Groups 4l Selected | i
I . . Laper Field Filter Y alue
£ View Fant Size FPF Link Pratacal ML PFP
IMI Decode Optians PPP LinkiLevel 1] Protocaol Intermet Protocol (IPwd)
Z Define Surmmary Columns g 4
'%Aggregate Summary Columns  Conditions for all selections —————————————
:C}Capture Options | @ AND{ OR | | @ Include ¢~ Exclude Deactivate Sel Deactivate All
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Allows the user to create search criteria automatically from the current screen selection

Search Criteria From Screen Selection

m PPP Protacal Analysis PPP 64-bit

File  Miew Capture Statistics Database Configure Help
w|ih| B = |=J.!ii]l| I AL AP |£|_||—| GoTo |
Dev TSlot Frameft TIME [Relatrve) Len Enor Protocol Code
PPP Lirk Lnl: Contral IFCP
1-31 0 00:00:00,000000 208 ML PFP
E_ 00:00:00.013548 m——— >
1-3 2 00:00:00.040020 ML FPP Search Selected Value
2‘58 1-31 3 00:00:00.053556 203 ML PPP Set Search Criteria as Sel Walues
258 1-31 4 00:00:00.080048 208 ML FPP . .
. 171 5 000 AEEN o ML BEP Set Filter Criteria a5 Sel Values

Use Ctrl, Shift for Extended Selection

PPP Link: :Protocal
PPP Link({Lewvel 1}

IP: :Destination IP Addr
1P::Source IP Address
LGP :Destination Port
LGP :Saurce Porkt

Select Al

Cancel

Sawve Load  Default

B Analyzer GUIl and Protocol Configuration

Menu checked options
J),L Protocol standard selection
=T

éNet\wDrk/User side selection
@T\me Format

ST View Filker

M\-"iew Search

(= TCP Connection Options
—
@ Periodic Trace Saving Options

I[Z]Startup Options
@Data Link Groups

IFFF Wiew Font Size

IMI Decode Options
Z Define Surnmary Colurnns
Z&Aggregate Summmary Columns

(@BCapture Optiohs

E Select surmmary columns to di.

r~ Filter Selection

& pre

[ Dala Link

(88 MLPPP Enmor

(-8B PPP Link

- ML PPP[Level 1)

-4 PPP Link(Level 1)

.. Bridging FOU

.8 ML PPP[Level )

-8 PPP Link[Level 2)

-8 Link Control

- Password Authentication
8 Link Quality Repart

€ >

W

~Yalug Selection

Aictivate I Deactivate

&l Selected

Layer | Field

| Search Value

PPF Link[Level 1] Protacol
IF

<

Drestination [P Address

Internet Pratocol [|Pwd]
1921681114

i~ Conditions for all selections

& AND ¢ OR H @ Include © Exclude

Deactivate Sel Deactivate All
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Statistics

« Statistics is an important feature available in PPP
analyzer and can be obtained for all frames both in real-

time as well as offline mode

* Numerous statistics can be obtained to study the
performance and trend in the PPP networks based on

various protocol fields and parameters

oGL

Communications

Field Hames — Protocal
ze Type [single selection)
ﬁ Lapers =

= Prysial Lk b

. Device # »
{ Field

@ Error Code =
{ @ StartT<UrTs3¢ — Statiztic Type(z] [calculated, multiple zelection] —
- 18 Time Stamp
EI ygpﬂl'dlzk Frame Percent
i 1ess | Byte Count

N CH Byte Percent ll
! @ Pratocal
I @ ML PPP oo Sl
- @ Bridging PDU SLE o2
@ Link Canrol 802.1d Hello Packets a
@ Fazzword Authentication Fridainn P

@ Link. Quality Repaort

@ Challenge Handzhake Authentic:
-8 802.1d Hello Packsts

-8 [FCP

: w
1| | »

i - -
1 | b

* | Cumulative

" Separate

Remove |

:Add/Mod

— Selected Statistic Information

Layer | Field Mame | ze Type | Statiztic Type Remove Sel
Phugical ... Dewice # Total Frame Count

PPF Link.  Protocol K.ey Frame Count Remaowve Al
1] | | Apply
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Captured trace files can be controlled by

saving the trace using different

conventions such as —

>

>

Trace files with user-defined prefixes
Trace file with date-time prefixes

Slider control to indicate the total
number of files, file size, frame count,

or time limit

Saving a File

Il Periodic Trace Saving Options

Save Load Default

[wrajnn]
Menu checked options
'2?'; Protocal standard selection

%Network}ﬂser side selection

@ Time Format
? Wig Filker
ﬁﬂ View Search

@El: TCP Connection Options
—

Periodic Trace Saving Options

f[:?Startup Options
@Data Link. Groups

F}?F\u'iew Fonk Size

INI Decode Options

Capture Options

G Select summary colurns to display

— L zing YWiew Filter Save Directory
£ &l Frames [ho filterin
[ al Im E +
" Filtered Orly [use view filker]
—Save File Names
% Sequential File Names I 12 HOL
file narme prefis — file mame: suttix
number of digits
= Date/Time Formatted Mames IZY%M%D_B;H%I I'HDL
fileM amePrefis_ &R0 2HE_ et amelant file: riamie suitfiz
— Create a Mew File After the Specified Limit Has Eeen Reached
& File Size Limit &g, 104E576 or 1024K or 1h Limit ¥alue
" Frame Count Limit £.q. 1048576 or 1024k or 1k 1000000
" Time Limit £ g, 2400 [HH:RR]
— Festrict or Recycle After M Filez Options
|21 47433647 {* KeepM Latest Files " Stop After M Files " Unrestricted
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Configuring INI Decode Options

PPPProt.INI configuration file enables —
» Customization of the value for the sequence number format
» Select either decoding of MLPPP frames or Cisco HDLC frames

W 141 D=code Options B =10 x|
Save |oad Qefauk
[
| g Select summany cobamng bo dhaplary
BT Meras cheschd sptions Ecit I IEMMMWWMHDH i
1%& Frotocol standard selection E PppProk |r.|-"1|_|l|_l|,;..|:||]
5
:-“:'[hrhl:mkm-:-u'ndeﬂhm o Fle [t Fomat Yew Hep
£ ¥ i time Rormat [HOFFSET_TO_IP_LAYER| f-------—----——- MLPPP Sequence number Toramt values
L e IP_OFESET=4 :gEq_um_Fﬂmu:r
- HHILEFE PRESEMCE i =» SHORT SEQ FORMAT
T Ve e Al ! i1 -> LONG SEQ FORMAT
[} view Search [HLAYER_2_PAOTOCOL) e e e e e
i LZ FROTOCOL=Z . . ;
|13 TP Coraction Options [HMLPFP_SED_MUM_FORMAT _CHOICE] igg;ggg; ?31;’55{_:1;225'- 10:MLPPP
SEQ_MUM_FORMAT =) L
@Pu-:-d-t Tracs Servifey Opliond T3 - IF_OFFSET=d
o Oplions 138 _FLAG0 L Q:MLPP Absent, 1:MLPP Present
e H i
‘{_ e [#HLFPP_PRESENCE]
T Dt Link Grougs HLFFF=l
Fi. v Fort se :2:PPP, 3:C1scondlc
= ry i:lLP.TELE‘_FRDTEh:DL]
== INI Decode Options L2 _FROTOCOL =2
idishort seq, 1:long seq
I Coghure Options al [AHLEPE_SEQ MUM_FORMAT _CHOICE]
2| SEQ_WUM_FORMAT = 1
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Define Summary Golumns

User can remove the protocol field which is not required

Required protocol fields can be added through Define summary column option

Output display in analyzer

w5

ﬁr;sd«tﬁuunuycdantoduﬂn
E-Mem Definad Protocol Summary Fields for PPP
? checked options
2 -o@er Al Defe |
’)?E Protocol standard selection ON Compartments =
2 NetworkiUser side selection 83(‘:‘""‘"
( ?'TMFVM D.xmy D PPP Protocol Analysis PPP
7 View Fiter [S Oestnatond Fle Yow Captuwe Ratistcs Database Configre Heb
’ DElfs
[ view search ET:’”OW!NCﬂ .
(N’ Handing Res | Dev
(§5- 1cP Connection Options 8@ Hoader Chec| _/
< o -
€ periodc Trace Saving Options ON 1dentécaticn|
- 0O inkernet Add N
["'”‘WW“ DN ItenetHea| >
T 0sta Link Groups CJ@?::?wh 2
l?;“mnFatSn D1 Option Class ;
Bh ON Option Numd
lewecodeowun D";"m . £
> Dﬁn&m&yml ON Porter €] sy
— DE'iﬁe«dm(o Card2 TaneSlots=1-31 Frame=0 at 00:00:00.000000 OK Len=180
O Cagture Options 01 Protocal DLC Frame Data + FCS
Ozl G wessssssssns PPP Link Layer s=sssssssssus .
= Address = 11111111 (255)
ON Reserved
D8 reservedfr] St = 00000011 (3)
* Protocol = 00000000 00111101 ML PPP
O RoteOna | | ceceuune ML PPP Layer =sssssssssss .
0= I“m“"" Begining Fragment =1 Yes
D'" Securty Ending Fragnent a .} Yes
5 IPAdl Mlppp Class - 0000 (0)
Commssmmmem Vinabawn /Y an~ - 2190 LNADNSAICN
= Header 4 J
DEL <o Space I}—iex Dunp of the Frame Dota
ON cogf sey |+ D T
F 03 00 3D CO 00 0C 3C 00 21 4S5 00 00 AA F9 89 ¥y =A < IE )

/

Selection of Summary Column

40 00 3F 06 C9 3C CA AE 9C 22 48 25 C9 91 06 B8
8 9F 00 44 EE F3 4C 96 B9 S2 80 18 00 D? 08 84
r:r} AN N1 N1 NR NA N2 23 1R R? N2 S3 AA 22 N3 NN

@ ? E<EOI"HZE" ,
&) DidLI*R1 x 1

= 2 Gy

Off-ine Viewing

Lol

C:\Program Files\G Communications |11 933 Frames

-
mr
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Aggregate Group Column

» The user can create multiple aggregate column groups and prioritize the groups as per the
requirement to display the summary results efficiently

B Aggregate Summary Columns

Save Load Default

Menu checked options

J;L Protocol standard selection
5TD

%Net\morkaser side selection

@'ﬁme Format
77 Wiew Filter
ﬂﬁ‘u’iew Search

B Select surnmary colurmnns ta di.,

&dd Delete | hliases | Reorder | Reverse Use "' in the name For multiline headers
Name Display Format Summary Columns Separator
Group~0 rg Concat rg Protocol _PPP Link(Level 1) &
Source IP Address_IP
‘Group~1 S| «Col_Alias>Value [S] Destination IP Address_IP —5
Group~2 E Overlay = Source Port_UDP EZ PPP Protacal Analysis PPP 64-bit
Destination Port_UDP

File ‘“iew Capture Statistics Database Configure Help

GoTo |

@&TCP Connection Options |i| ﬂ | | |‘.,.|H ﬁ|-| |
Periodic Trace Saving Options Dev TSlat SubCh Frame#
F\’J?Startup Options -
/B T I )
@Data Link Groups ./ 258 13 1
' ! ./ 258 131 2 00:00:00.040080
f;‘" Wiews Font Size ./ 258 1-31 3 00:00:00.059556
INI Decode Options ./ 758 1-31 4 00:00:00.080048
] ./ 758 1-31 5 00:00:00.100560
2~ Define Summary Colurnns ./ 258 1431 6  00:00:00.120076
%Aggregate e ./ 758 1-31 7 00:00:00.139641
./ 758 1-31 8 00:00:00.160108
(‘% Capture Options ./ 258 131 9 00:00:00.179641
./ 758 1-31 10 00:00:00.200145
./ 758 1-31 11 00:00:00.219665
S RA 1.1 12 NN-00-N0 241172

Internet Protocal [IPw4) & 192.168.1.200
208) Internet Protocol [IPw4) & 192.168.1.200
208) Internet Protocol [IPw4) & 192.168.1.200
208) Internet Protocol [IPw4) & 192.168.1.200
208) Internet Protocol [IPw4) & 192.168.1.200
208) Internet Protocol [IPw4) & 192.168.1.200
208) Internet Protocol [IPw4) & 192.168.1.200
208) Internet Protocol [IPw4) & 192.168.1.200
208) Internet Protocol [IPw4) & 192.168.1.200
208) Internet Protocol [IPw4) & 192.168.1.200
208) Internet Protocol [IPw4) & 192.168.1.200

200 L Lk, EDectoc ol 10410 1074004 200

Fratocal
PPF Link

ML FFP

ML PPP
ML PPP
ML PPP
ML PPP
ML PPP
ML PPP
ML PPP
ML PPP
ML PPP
ML PPP

ML PPP
L 1R ===}

Cardi58 TimeSlots=1-31 Frame=0 at 00:00:00.0000
|HDLC Frams Data + FC5

============ PPP Link Layer ==s====s======
0000 Protocol

============ ML PPP{Llewvel 1) Layer ========
0001 Begining Fragment
0001 Ending Fragment
0001 Mlppp Clas=
0002 Sequence Humber(Long)

============ PPP Link{lewel 1) Layer
0005 Protocol

=======s===== JP Layer ====s===s=====
0006 Version
0006 Internet Header Length (In 32 bit words)
£

Off-line VYiewing.

00 OK Len=20%

00111101 ML FPP

0100, .. (4}
....0101 (5)

Ch\Prograrn Files\GL Cornrunications InchUsh |1 487 Frarmes
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Save/Load All Configuration Settings

* Protocol Configuration window provides a consolidated interface for all the settings required in the analyzer
such as protocol selection, filter criteria, search criteria, and so on

« Configuration settings can be saved to a file, loaded from a configuration file, or user may just revert to the
default values using the default option

Il Analyzer GUI and Protocol Configuration

Save Load Defadlk

B Select summary columns o display
[Fiapaa]
Menu checked opkions

— Filter Selection —Walue
FPP -

-4 Data Link

-8 PPP Link

& MLPPP

-4 PPP Link

-5 Bridging PDU

-fl)?'; Protocol standard selection

%NetwurkﬁUser side selection

{E} Time Farmat

?View Filter @ Link Cantral .‘
- L e
Ff v 21
@g TP Savein | ) Usb E1 Analyzer ~| « @& cF B
[E]]IPeric ) A-Law Samples [Chcoma [ChEraos IO : :
) ARP IS)Digital Echa Canceller 123 Gsm Ch | Aetivate [l eactivate
Starl
| hatkm [Chdocs [Chdlc_isdn IO
@Daﬁ | )Ber [ demf hip C :
P;-: View |L)BiNZFrame [CT)Filker Files L3 IsdrErmulatar C | Filter alue
| BitFiles ) FrameRelay [C)MLPPP C
% INIT 475 calldata [hclcviev [CaMtd Files i
@Capt \)capdata [ChGprs [ChMetwark Surveillance [ _PI
dl | ol
File name: |PppPr.;.mna|_.r.zer Eizm | Deactivate Sel Deactivate &l
Save as ype: IEaniguratiun Filez [* ACF] j Cancel |
v
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Record Count (4 Bytes)

HDL File Format

Version (2 Bytes) Circular (1 Byte) Trace Type (1 Byte)
Reserved (12 Bytes)

Comments (124 Bytes)

Length of frame 1 (2 Bytes) : Begin of Frame 1
Frame Header (13 Bytes) [Ref: HdlcTraceRecord?2]
Frame Data (n Bytes)

Length of frame 1 (2 Bytes) : End of Frame 1

Length of frame 2 (2 Bytes) : Begin of Frame 2
Frame Header (13 Bytes) [Ref: HdlcTraceRecord?2]
Frame Data (n Bytes)

Length of frame 2 (2 Bytes) : End of Frame 2

Length of frame ‘n’ (2 Bytes) : Begin of Frame ‘n’
Frame Header (13 Bytes) [Ref: HdlcTraceRecord?2]
Frame Data (n Bytes)

Length of frame ‘n’ (2 Bytes) : End of Frame ‘n’
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Record Count: Number of Frames (Records) in the file
Version: Version of HDL file

Circular: If circular buffer is used, setitto 1, else setto O
Trace Type: Setto O

Reserved: Not used, setto O

Comments: Not used, setto O
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Frame Header Information

Timestamp: Time of capture in 100ns
Dev No: GL card number

Sub channels used: Indicates whether sub channels are used or not. If whole of channel is used

for one stream, itis setto O
Time slot for sub channels: Timeslot number used for sub channels
Start and End Ts: Starting / ending timeslot or sub channel

Error flag
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Packet Data Analysis

» Packet Data Analysis consists of -
» Summary view
» Detall view

» Registration summary view

oGL
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Main Features of PDA

Supported protocols - SIP (Session Initiation Protocol RFC 2543 and RFC 3261), MEGACO
RFC 3525, MEGACO RFC 3015, MGCP, T.38, H323/H225, and RTP

Full RTP Analysis with audio capture/playback supported for all common codecs
Supports saving the selected calls from traffic analyzer into *.HDL or *.PCAP formats

T.38 Analysis - User can decode T.38 frames received over VoIP calls and can have ladder
diagram for T.38 traffic flow, reassemble the fragmented data & to identify the T.30 message

from it
Displays summary of signaling, audio, and video parameters of each call.

Video parameters such as Source/Destination Video Channels, Media Type, SSRC, Average
Delay/Gap, Packet Counts, Media Delivery Index (MDI- (Delay Factor : Media Loss Rate)), and

Frame Rate are calculated are displayed for all video calls
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Main Features of PDA

* Real-time audio/video monitoring of RTP streams; Record audio and video data of a session to a file in

QuickTime format

» Supported audio and video codecs: Mul-aw, A-law, G.711 App Il, G726 (40, 32, 24 and 16 kbps), G726 with
VAD, GSM610, G.722, G.722.1, G729, G729B, AMR, ILBC, SPEEX, EVRC, EVRCB, EVRC-C, H.263, and
H.264

« Call Quality Of Service (QOS) for all calls with E-Model based (G.107) Mean Opinion Score (MOS) and R-

factor with individual and summary statistics presented in graphical and tabular formats
« Alert Summary tab provides summary of each alerts that have occurred during the analysis

» Support Video QoS for H.263+ and H.264 video codec; provides video capture & video conference

monitoring and video compression capability

» Capable of displaying Video QoS Statistics such as Missing Packets, Delay, Gap, Video Frame Count,

Media Delivery Index (MDI- (Delay Factor : Media Loss Rate)), and Frame Rate, and more

OGL o4
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Registration Summary

* Provides the registration summary of each SIP registration including the user agent, registrar, status, registered time, expiry time,
time to live, remaining time, Registration Request Delay (RRD), and number of registration attempts

[ ahic anaiyse - summary ey R lalx
File Wiew Help
R
¢.B
Call Summary  Fegistraton Summary I Alert Surmmary I
Call # | U ser Agent I Registrar | Status | Registered Time | TTL [zecs) | Ex=piry Time: | Remaining Tirmne | RRD [meecs] I Registration Attempts
a 00011 92.168.1.57 1592.168.1.50 Failed a i i]
1 0007192168157 1592.168.1.50 De-Registered 2011-02-16 151526 3E00 20110216 16:15:26 14 1
2 0002¢192.168.1.57 192.168.1.50 Fe-Fegistered 2011-02-1615:32.18 120 201102-1615:3418  00:01:55 1 a
3 0001¢a192.168.1.57 192.168.1.50 Fegistered 2011-02-16 15:1&02 3600 201102416 16:18:02  00:45:38 a 1
4 00031 92.168.1.57 1592.168.1.50 Re-Registered 2011-02-16 15:30:47 180 201102416 15:33:47  0001:25 1 3
] 0004¢2192.168.1.57 1592.168.1.50 Re-Registered 2011-02-16 15:22:47 240 20110216 15:32:47 000024 248934 2
g 0005¢2192.168.1.57 192.168.1.50 Fe-Registered 2011-02-16 15:30:57 120 2011-02-1615:32.57  00:00:35 128164 4
7 0006¢192.168.1.57 192.168.1.50 Fe-Registenad 2011-02-16 15:30:47 180 2011-0241615:33:47 0001225 1 3
g 0007 92.168.1.57 1592.168.1.50 Re-Registered 2011-02-16 15: 2347 240 201102416 15:32:47  00:00:24 1 2
9 000261 92.168.1.57 1592.168.1.50 Failed 1] a 1]
10 0003¢1592.168.1.57 152.168.1.50 Failed a a i]
11 0010¢21592.168.1.57 192.168.1.50 Re-Registenad 2011-02-16 15:30:67 120 201102416 153267 00:00:35 128159 4
12 00081 92.168.1.57 1592.168.1.50 Re-Registered 2011-02-1615:31:17 180 20110241615:3417  0001:55 193080 )
13 0003¢2192.168.1.57 1592.168.1.50 Re-Registered 2011-021615:31:17 180 2010216153417 00:01:55 183959 3
4« |
Active Reqgistration Graph I Registration 5tatistics | Count |
| 0181 HEgISTanons 14
Active Registrations 10
9, Completed Registrations 1
Failed Fegistrations 3
. 2 Fegistration Pktz Count 37
571 De-Registration Pktz C... 1
Ze
(2]
™5
o
4
(=}
o 31
=
2
1 T T T T T T T T T T T T
192215152254 152336 152418 152500 152243 152625 152707 152749 1902832 1202914 1529056 15030038 1923120 153202
Time

Achive Registration Elaph,{ Registration Trace /
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Active Registration Graph

Displays the active registration graph of the entire registration summary

Simple line graph, depicting the Number Of Active Registration Vs Time

Active Registration Graph

1005711 13734 1SSy 10aE:20 15544 10229003 10039031 109254 1100015 11:00:42 11:01:06

Active Reqgistration Eraph/,{f Heaqiztration Trace /
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Eile Miew Help

Registration Trace

Traffic Analyser - Summary Yiew

48

User Agent Registiar

Call Summary Registraton Summary | Alert Sumenary |

Status

Registered Time

TTL [sees]

Expiry Time

Femaining Time | RRD [msecs]

0 D001 @192.168.1.57 192.168.1.50
1 0001@&@192.168.1.57 192.168.1.50
2 00260 592.168.1.57 192.168.1.50
3 0001&192.168.1.57 132168.1.50
4 0003&@192.168.1.57 192168.1.50
2 D004192.168.1.57 192.168.1.50
B 0005@132.168.1.57 192.168.1.50
7 0006@192.168.1.57 192.16%.1.50
g 0007@192.168.1.57 192.168.1.50
9 0009@192.168,1.57 192.168.1.50
10 0009@192,168,1,57 192.168.1.50
11 OD0MDE1592.168.1.57 152168.1.50
12 D008E192.168.1.57 192.168.1.50
13 D009E192.168.1.57 192.168.1.50

Failed

Re-Registered
Registered
Re-Registered
Re-Reaqistered
Reqistered

F ailed

Failed
Re-Reaqistered
Reqistered
Feqistered

2011-02-16 15:15:26
2011-02-16 15:25:56
20110216 15:18:02
20110216 15:27:46
2011-02-16 15:24:38
2011-02-16 15:26:46
20010216 15:27:46
2010216 15:24:38

2011-02-16 15:26:46
2011-02-16 15:25:03
2011-02-16 15:25:03

20110216 16:15:26
20110216 15:27:56
2011-0216 16:18:02
2011-0216 15:30:46
201140216 15:28:38
20110216 15:28:46
20110216 15:30:46
20110216 15:28:38

2011-02-16 15:28:46
20110216 15:28:03
20110216 15:28:03

00:00:03
00:50:08
00:02:54
00:00:45
00:00:53
00:02:54

00:00:45

00:00:53
00:00:09
00:00:09

14

128164
1
1
0
0
128159
0

0

E

—‘—‘NGD—'MI\J—"I‘\J—‘I—‘

=

192.168.1.57

152.168.1.50

|

5060 ‘ SIP/2.0200 DK,
54038 REGISTER ’l
5050 4 SIP/2.0 200 0K
54038 REGISTER '
5060 ‘ SIP/2.0 200 DK,
54088 REGISTER 7

|»

REGISTER =ip:1%2.168.1.50 SIPSZ.0
ia: SIP/Z.0/UDP 192.168.1.57:5060;branch=z9%hG4bE729508016-3623
ax=-Forwards:

70

Allow: INVITE, EYE,CANCEL,ACK,INFO, PRACK,COMET OPTIONS SUBSCRIBE NOTIFY,
From: 0002 =gip:000Z@L9Z,168.1, 87> cag=CGLPGC_7Z3508016-2624
:0002@152Z. LE8. 1. 57

To: sip

Call-ID:

CSeq: 1

Expires:
Contact :

GLPG7Z25080163622

REGISTER

120

Content-Length: 0

0002 <sip:00D0Z@AL19Z.168.1.57=

l\ Active Registration Graph )\ Registration Trace }.f'




o GL

Communications

Registration Trace

Displays the message sequence of registered calls

Message sequence pictorially displays the messages exchanged for a particular scenario between a user agent

and the registrar
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Summary View

Summary View displays -

Summary of data transmission in each direction including calling number, called number, call id,

start time, duration, missing packets, and so on

Includes separate statistical counts on total packets, calls, failed calls, captured frames, etc., for
SIP, H323, MEGACO, T.38, and RTP based calls

Provides various graphs to view active calls, active jitter distribution, E-model based
measurements for R-factor / MOS/ Packet discarded, RTP packets, T.38 fax analysis, and call

flow graph over the duration of the call
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) Summary View

Traffic Analyser - Summary Yiew

, File  View Call Summary  Settings  Help

=10l x|

BB W 5 om |y x| F % || M [sipcans ~|[show all Sessions -

Eall Summary | Registraton Summary | Alert Summary |

T CaI000003 Caller:D003E 921651231 Calles: 0003E192.168.1.237 Calld. GLPG1 3425567753992 Call StanTime: 2008-03-05 16:14:59.000307 Call Duration: 00:00:42. 000004

ﬁln A aan L= Ao 4o 4 me 4 o PECRo Ao A oLonn PE Y oo ~on . P -..n.]-. wa

Call & SSRC Papload |Packet | Conwerzat| Listening | Packets | Mizzing  |Duplicate | Qut OF | Average |Average |Awerage |dwerage | Cumulativn] Maw/bin | Magdin | bMaw/bdi = |
Received | MOS/R... | MOS/R... | Digcard... | Packets...| Packets.. | Sequen... | Gapims] | Delay Jitker Inter &i...| Packet ... | Gap Delay Jitter

TFCalF000001 Caller:0001E&192.168.1.231 Callee:0001 @192 168.1.237 Calld: GLPG13407127763982 Call StartTime: 2008-03-05 16:14:57 000444 Call Duration: 00:00:41.000637
?m‘l 95741 PCMU.. 1889 2274 234 4/013 1944 04000 04000 2206 0.o0 4.00 3 194 039, 42727 8929/
gﬁ1 95778.. PCMU.. 1883 2214, 23/ 0/000 194/, 0/000 0/000 2207 0.00 2.00 3 127 E449.. 4/49 3324
BCaIF000002 Caller0002E192.168.1.231 Callee:000262192.168.1.237 Calld: GLPG13417127763967 Call StartTime: 2008-03-05 16:14:58.000443 Call Duration: 00:00:41.000855

| %2 95897, PCMU.. 1647 147/ 1804 37014 446/ 04000 0/000 2544 0.o0 4.00 3 146 1828, 43726 974/
gﬁ2 95681.. PCMU.. 164B 147/, 180/, 0/000 446/, O0/000 0/000 2544 0.00 2.00 5 283 12888, 12/9 402/,

-
P e N - I
»

Active Calls Counter Type I Caunters

Total Packet Count aaeE2
Tatal Calls 3
9 Active Calls ]
Completed Calls 3
Purged Callz[Completed) 0
Failed Calls 1]
__________________________________________________________________________________________ Toatal Frames 3581
5 Laszt Frame Processed 9531
Total Processed Frames aa3E2
% Frames Purged Before Proces.. O
%}
$ a |2
e L S O S TS S S S N S SR Counter Type | Counters :I
1 Session Establishment Ratio 100,00
Seszzion Establishment Effec... 100,00
Seszion Defects 0.00
Ineffective Sesgion Attempte 0,00
Session Completion A atio 100.00
B . B . . SIP Invites 3
o U U U U u SIP Acknowledgements 3
161457 161305 161513 161521 161529 161537 1615468 161554 161602 161610 161618 1616:26 16163534 161642 SIP Bues 3
Time SIP Cancels 0 -
1 | B
Active Calls Graph /< Awerage Jitter Distibution )\ E-Model )\ RTP Packets Graph >\ T.38 Analysiz )‘ Call Graph )\ Call Surnmary f" SIP !( Haz3 “)\ RTP )\ MEGALCD ',c’
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Active Calls Graph

Active calls graph depicts the Number Of Calls plotted Vs Time across Total Sessions

Active Calls
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14:3005014:30:57 1431:05 14:31:13 14:31:21 143129 14:31:37 143145 143153 14320 143210 143218 143226 143234

Active Calls Eraph},{ Ayerage Jitker Diztnbution }\ E-Model :}\ RTF Packets GGraph )\ T.38 &nalysiz }\ Call Garaph ; Call Summasy .|-I"
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Average Jitter Distribution Graph

Distribution of the Average Jitter values across Total Sessions

Aversge Jeter Dishribirtion
L LS| Prant
E it Save..,
- '
%
e
1
E 211
[ 'S NSRS [N S S (S U S N S T S S — = ———-S S W S W S " " " S S S — S —" ——" -  — =
i 1 3 3 4 ] ] T ] ] 1 i1 12 13 14 1% 14 17 b 1% 20 a1 a2 = 4
Fiter {msec)

[ Active Cals Ggh ), Avorage Jter Distribution ( EMadel ), RTF Packets Grgh ), 733 Aralyss ) Call Graph ) Cal Sumwmay
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E-Model Graphs

« E-Model graph provides R-factor, MOS, and packets discarded against number of sessions
« All these three graphs show statistics of terminated calls

» R-Factor — A bar graph that plots R-Factor across No of Sessions

» MOS — A bar graph that plots Mean Opinion Score across No. of Sessions

» Packets Discarded — A bar graph that plots Packets Discarded across No. of Sessions
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MOS Graph and R-Factor Graph

Mean Opinion Score (Mos) During Call
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RTP Packets Graph

 RTP Packets graph plots and compares out of ordered packets, missing packets and duplicate
packets against Total Audio Packets

Packets Graph B 3436 Out Of Ordered Packets
i g B 1579 Missing Packets
B 4550 Duplicate Packets
| Duplicate Packets | I 20,768 Total Audio Packels

[Missing Packets |

[ Out Of Orcered Packets |

Active Calls Giaph ), Average Jittes Distibution ), E-Model ), RTP Packets Graph / T.38Anabsis ) CalGraph % Call Summary /
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1.38 Analysis - Fax over IP

« Supports capturing and decoding of Fax (T.38 data)
calls over VoIP; also reassembles the fragmented

data and identifies the T.30 message from it

* Decodes of selected FAX message is displayed on

the right pane

« Captured fax calls can also be analyzed using
GLInsight™ by saving the fax calls directly in
(*.PCAP) Ethereal file format

oGL

Communications

Traffic Analyser - Summary Yiew

File Wiew Call Summary Settings  Help

Jﬁ J 0 H A=A T AR H M [sip Calls ~|[show Fax calls ;D
Call Summary I Fegistratan Summal_l,ll Alert Summar}ll
Call # Awerage | Average
1E {
&‘I 14058... . 418/ 420/ o/o000 0/000 04000 0 15.93 0.a0 2016 ...
ﬂ'l 20744, PCMA.. B3 418/, 420/, 0/000 0/000 O0/000 0/000 B8BTF7 -1.00 0.aa 1] 32200..
Ladder diagram showing
4] the FAX Call | i3
ﬂ ============ T 32 Layer ============ = -
213160, 242 11 Y 192 168.0.108 I - STQUENCE
Col MUM-: ) seq-tumber Displays the decoded = INTEGER
[ 10536 | - 16354 ) TORCEnT = inforamtion of the selected = 309
DISDSRAITU-T V.27 ter V.23 & .17 primary-ifp-packet FAX message = Open Typ
1059 (4 2 16384 Length . =
IFPPacket = SEQUENCE
10596 RIS Py 16384 Preauble =1
type-of-msg = CHOICE
DCS:DSR:9E00bps, ITU-T %29 Choice Index =1
105596 P 15304
data = ENUMERATI
sianal Extensibility Mark =0
10536 e P 1638 Comeants “ o wzvin
29.9600-raini dara-field = SEQUENCE
10596 5 e P 16354 Tteration Count -1
. . data-field = Instance
10556 t-non-ecm-data23-9600; 0 phis lost ’ 16384 data-field - SEQUENCE
. Preasmble =1
R na-signal [0 R . fiald-rame = RMITMRELATI
4 | » 4| r >
4 I rlh Axerage Jitter Distribution }\ E-todel }\ RTF Packets Graph }\T_38 Analysis},( Call Graph )\ Call Summary /
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Displays the message sequences

of captured VoIP calls

Decodes of the selected SIP
message is displayed on the right

pane

Call Graph - SIP Call

_ioix
Eile Wiew Call Summary  Settings  Help

B : (o m) :

B = SEI ip Calls - 0w essions -
dEIL W B|e m g = & % W (siecal Show All 8 -

Call Summary | Registraton Summary | Alert Summary |

Call # SSAC Payload |Packet | Conwerzat| Listening | Packets | Mizsing | Duplicate | Out OF Average |Awerage |Awerage |Awerage | Cumulativi M ax/bin

MOS/R... | MOS/R... | Digcard... | Packets.. | Packets...| Sequen... | Gaplmz] | Delay Jitter Inter Armi...| Packet ... | Gap

1

[@Cal#000007 Call 24211 Calles: 92.168.0.106 Callld: 207158 3. 918
&1 14068.. PCMaA. 303 418/, 420/ 0000 0A000 O/000 O/000 1333 0.0 .00 0 a 2016 ...
g_ﬁ1 20744, PCMA.. B3 418/, 420/ 0000 0A000 0000 O/000 BEFY -1.00 .00 0 a 3220.0...
Ladder diagram showing the
SIP Call Flow
1] | 2
~||INVITE sip:farxtestcZ@E192.165.0.106: 5060 SIPFZ.0 -
213.160.24=1 132.168.0.106 Via: SIP/Z.0/UDP Z13.160.24Z.11:5060;branch=g3hG4bKibeocDz:
IMYITE From: "2ZzZEES240" <sip:z2iZLE9240RELZ. 160,242 11: 5060 ;tay=as:
S0E0 b SO0 _) To: <sip: faxtest2@19Z.1658_0.106: 060>
— Contact: =sip:ZZEE9240@213.160.24Z.11:E060%
5050 .‘ SFHEIDVED F i 5060 Call-ID: Z071lb2dZ2e0fddd94e20804721331fhERELE. 160, 242, 11
CSeq: 10Z INVITE
BORD ‘ SIP/2.0 200 OK BORD Uszer-Agent: CallWeaver
Max-Forwards: 70
ALK, Date: Fri, 13 Jul 2007 l4:36:11 GMT
5060 ’ 5060 allow: INWITE, ACK, CANCEL, OPTIONZ, EYE, REFER, SUESCRIEE,
INVITE Content-Type: application/sdp
5050 (4 5050 Content-Lengeh: 164
Displays the decoded information
5IP/2.0 200 OK, —
5060 P 5060 =0 of the selected SIP message e
ACK o=root 10995 10995 IN IP4 Z13.160.242.11
5060 5060 s=session

BY'E

h

c=IN IP4 Z13_160_.Z4Z7_11
- -
.= n
| _'I_I i | _>I_I

4

3

Average Jitter Distribution }\ E-todel }\ RTP Packets Graph }\ T.38 Analysis }\Eall Eraph},{ Call Surnrmary ;‘f
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Signaling, Audio, and Video Parameters

Traffic Analyser - Summary Yiew

File Wiew Call Summary Settings Help

=&l ]

Flo|lmw e w

2w | B %

W |sip calls

lehuw Video Sessions Only (il

Call Summary | Registraton Summary | Alert Summeary |

Call # SSAC Payload

Packet | Conversat| Listening | Packets | Mizzing | Duplicate | Out OF
Received | MOS/R... | MOS/R. . | Discard... | Packets...| Packets...| Sequen...

Gapims] |Delaw  |.Jitter

Ayverage |Average |Average |Average | Cumulativi| b as/bin

Inter Auri... | Packet ... | Gap

Marsin | anin | banin
Delay Jitter RTDela...

R4CaIHO00007 Caller:0007 &1

1. 1.169 Callee: 0007 (22

254 Callld: 7

MwemlU. Call StartTime: 201 0-1:

f‘nﬂ RE4b5.. SPEE.. 3147 404/.. 406/.. 33/1.. 0/000 O/000 O/000 2054 1.00 E.00 a 16414, 288/-.. 1530.. 0.000..
,ﬁf1 E7157.. SPEE.. 3144 401/.. 4068/.. 3., 0/000 07000 0O/000 2058 1.00 2.00 3 a 14387, 247 /-.. 1607.. 0.000..
% 1 42571, h2g32.. 22597 n/a n/a n/a o/000 0/000 07000 12885 3800 R.00 n/a a 1367 14067, 128.0E. nfa
,ﬁf1 11286, h2g3-2. 2654 n/a n/a n/a o/000 0/000 07000 10308 @ 34.00 4.00 n/a a 22848, 1445/ 12848. n/a
1] | |
Signalling Parameters Yalue Audio Parameters Yalue Wideo Parameters Yalue
Caller 000163192, 168.1.163 Stz ATP Channel 192.168.1.231 : 8090 Src Video Channel 192.168.1.231 - 8092
Calles a001@1 92, 168.1.254 Src Media Type SPEEX_wB /16000 Src Media Type h263-2000,/90000
Calld FehdBI1BRIEEY 77 3 hr G | Sic S5RC R8455907 Sz S50 4257195096
Call Status Terminated Src Packets Count a7 Src Packet Count 2297
Sic Packets Lost / [%] 0/000 Src Miszsing Packets / [%) 0/000
Call Start Tirne 2010:12-08 141807 972 Src Duplicate Packets 7 [%Z] 0/000 Src Duplicate Packet £ [%] 0/000
Call Stop Time 2010:12-08 14:19:31 657 Src Out of Sequence Packets 7 [%] 0/000 Src Out of Sequence /£ [%] 0/000
Call Duration 00:07:04.000483 Src Conversational MOS/B-Factor 4.04 /100 Src Yideo Frame count A12
Call Terminator Caller Src Listening MOS/R-Factor 4.06 /101 Sic Frame R ate[Frames/sec] a
Call Failure Reagzon Sic Digcarded Packets £ (%) 33108 Sic AwgDelay 33.00
Src Awerage Inter Arival Jitter [RTCP) 3 Sic Awglap 125,85
Session Request Delay [msec] 9734 350 Src Awerage Jitter E.00 Src MDI [DF:MLR) 116.38: 0
Session Dizconnect Delay (msec] | 53.444 Sic Awerage Delay 1.00 Src AwgMDI[DF:MLR) 16.82:0
Sic Awerage Gap 2054
Dest Yideo Channel 132168.1.254 : 10576
Dest ATP Channel 192.168.1.254 : 10574 Dest Media Type h263-2000,/90000
Dest Media Type SPEEX_wB /16000 Dest S5ic 1125539973
Dest S5RC E7157R365 Dest Packet Count 2E54
Dest Packets Count 344 Dest Mizzing Packets / [%) 0/000
Dest Packets Lost £ [%] 0/000 Dest Duplicate Packet / [%) 0/000
Dest Duplicate Packets 7/ [%Z] 0/000 Dest Out of Sequence 7 [%Z] 0/000
Dest Out of Sequence Packets / [%Z] 0/000 Dest Video Frame count ha1
Dest Corversational MOS/R-Factor 401799 Dest Frame Rate[Frames/sec) 9
Dzt Listening MOS /R-Factor 4.06 /101 Dest dwgDelay 34.00
Dest Dizcarded Packets £ [%) w/AI2 Dest dvgGap 103.068
Dest dverage Inter Arival Jitter [RTCP) 3 Dest MDI [DF:MLR) 12818:0
Dest Average Jitker 8.00 Dest dwghDI[DF:MLR] 1969:0
Dest dverage Delay 1.00
4 | | _PI Dest dverage Gap 2058

'\ Active Callz Graph }\ Average Jitter Diztribution )\ E-Maodel )\ RTP Packets Graph }\ T.38 Analyziz }\ Call Graph :}\Eall Summary
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Signaling, Audio, and Video Parameters

Displays the signaling, audio, and video parameters of each call for SIP, RTP, H323, and
MEGACO in a tabular format

Signaling parameters include caller, callee, call id, call status, call start time & stop time, duration

of the call, call terminator, call failure reason, session request delay, and session disconnect delay

Audio parameters include the source and destination information such as TP Channel, Media
Type, SSRC value, Packets Count, Missing Packets, Duplicate Packets, Out of Sequence

Packets, and so on

Video QoS parameters include Video Channels, Codec Info, SSRC, Frame Count, Packet Count,
Packets Lost, Duplicate Packets, Out of order Packets, Frame Rate, Media Delivery Index (Delay

Factor : Media Loss Rate), Average Media Delivery Index
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Detail View

Provides a detail look at the two (or one) RTP sessions that are part of a single call
Left and right panes accommodate the two sessions

Provides detailed statistical information for Inband (DTMF & MF )events, RFC 2833 events,

RTP/RTCP packet count and reports per direction, duplicate and missing packets

Includes host of graphs such as Gap, Jitter, Gap Distribution, Jitter MOS, Quality, Wave Graph,
Spectral Display, R-Factor scores, MOS scores, Delay metrics, Burst metrics, and Jitter Buffer

statistics for media stream analysis

110



Detail View
=101 x|

File Wiew Detail Yiew Settings Help

4E MW T o~ =g u| & ¥ || W [sipcans ~|[show all Sessions -

Call Summary | Fegistraton Summar_l,ll et Summar_l,ll

Packet # .. | Payload Type Packet Seq... Packet # : ... | Pavload Type Packet Seq...

M 44 2020 1446 PCWL/AB000 160 Seszzion InP... 000 M 41 HE448 1832 | PCMU/B000 160 SezzionnP...  0.00
4F a0 1446 PCWLAB000 160 Seszion InP...  21.48 X 42 AE443 1832 | PCMU/B000 160 Sezzion InP...  21.51
47 a0z 1446 PCHWLAB000 160 InSequence | 10.74 ; 43 HE450 1832 | PCMU/B000 160 InSequence 1071
49 2023 1446, PCKWL/AB000 160 InSequence | 2247 X 45 5E451 1832 | PCMU/B000 160 InSequence | 21.4R
A3 2024 1446,  PCMWUA2000 160 InSequence | 21.49 ; 4a BE452 1832, | PCMUE000 160 InSequence  21.43
ala] 2025 1446, PCHWLAB000 160 InSequence | 21.45 ; 52 HE453 1832 | PCMU/B000 160 In Sequence  21.50
a7 a026 1446, PCWLAE000 160 InSequence | 21.49 X A4 GE454 1832 | PCMU/B000 160 In Sequence | 21.47
=] a0y 1446,  PCMWUAZ000 160 InSequence | 21.47 ; BE BE455 1832, | PCMU/2000 160 In Sequence  21.50
B2 2028 1446 PCWL/AB000 160 InSequence | 21.49 X bt HE456 1832 | PCMU/B000 160 In Sequence | 21.49
R4 a9 144F PCRLLAAOON TR0 In F.Ferlumnnﬁ 1 4R _hlj il RRART 1832 Predllsannm - 160 I P.Fuiluanrtﬁ 1n7A _FILI

Heading | W alle 4 | | Heading | " alue -

5SRC 957412353 S5RC 957785601
Source |IF Address 192.168.1.231 Source P Address 192.168.1.237
Destination IF Address 192.168.1.237 Destination P Address 1921681231
Source Port 26850 Source Port 21708
Drestination Port 21708 Destination Port 2B550

RTF Packet: Count 1836 RTP Packets Count 1887

RTCP Packetz Count 3 RTCP Packets Count 2

Facketsz With Marker Bit 1 Packets With barker Bit 1

Total Audio Bytes 3M7FEN Total Audio Bytes 3ma20
RTCFP Sender's Reparts 3 RTCF Sender's Reports 2

RTCP Receiver's Reoorts 1] T 1 | RTCF Receiver's Feports 1] ha
4 I B 1 B

RTP Statisticsj{ HTEPh Gap Graph }... Jitter Graph )\ Gap Digtribution Graph }\ Jitter Digtribution Graph }.. MOS Graph ).\ Cluality Factors ).\ Inband Ewentz >\
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RTP Statistics

RTP Statistics displays details such as Source / Destination IP Address, Source / Destination Port, RTP / RTCP
Packets Count, Packets with Marker Bits, Total Audio Bytes, RTCP Sender’s and Receiver’s Reports, count
and percent of Out of Sequence packets, Missing Packets, Discarded Packets, & Duplicate Packets, and

MOS-CQ \ Conversational R, MOS-LQ \ Listening, G.107 R, and Nominal MOS \ Nominal R

Heading | Yalue Heading | Yalue

S5RC 3514759169 S5RC 1143281025
Source IP Address 192.168.1.232 Source IP Address 192.168.1.199
Deztination 1P Address 192.168.1.199 Deztination 1P Address 192.168.1.232
Source Port 1024 Source Port 1024
Deztination Port 1024 Deztination Port 1024

RTP Packets Count Falll RTP Packets Count GBS

RTCP FPackets Count 2 RTCP FPackets Count 2

FPackets "with Marker Bit 1 FPackets "with Marker Bit ]

Total Audio Bytes 113600 Total Audio Bytes 106400

RTCP Sender's Reports 2 RTCP Sender's Reports 2

RTCF Receiver's Reports 0 RTCF Receiver's Reports 0

Out OF Sequence Packets \ % 179N 2178 Out OF Sequence Packets \ & 04000
Mizzing Packets b & 11241363 Mizzing Packets b & 2B 27.00
Duplicate Packets b & 04000 Duplicate Packets b & 223N 24,48
kO5-C0 % Conversational B 1.754% 35 kO5-C0 % Conversational B 116418
FOS5-L0 4 Listening A 1.79% 36 FOS5-L0 4 Listening A 118419
G107 R 34 G107 R 17

Maominal MOS % Mominal B 420493 Maominal MOS % Mominal B 420493
Digcarded Packets 154%1.82 Digcarded Packets 04000

1] | e i B

RTP Statisticsf.(: RTCP >\ Gap Graph >\ Jitter Graph >\ Gap Distribution Graph >\ Jitter Distribution Graph

>\ kOS5 Graph >\ [luality Factors >\ |nband E
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RTCP Details

* Provides Senders and Receivers report , SDES item, and Bye packet in tabular format

« Senders and Receivers report includes details such as frame number, RTP Timestamp, SSRC, Packet count,
Sender's SSRC, Fraction Lost, Cumulative Fraction Lost, Jitter, Last SR timestamp, and Delay since last SR

» SDES Item includes details such as frame number, SSRC/CSRC, SDES type, and Content/SDES Item
» Bye packet includes frame number, SSRC, and Reason for leaving

Traffic Analyser - Detail Yiew 1Ol =|
File Wiew Detail Wiew Settings Help
= = . .
¢F R ] ‘ ‘ [ | | 3| x5 ‘ AR | |S|p Calls lehuw All Sessions [ad
Call Summary | Registraton Surmnmary I Blert Summary I
Packet # | Seque... Papload T... ... | Packet Se... ... | Payload ... ... | Packet5...
M 44 2020 144..  PCWUR0.. 16D Sezzionln.. | 0.00 0.. Lo M 41 BE448 182 PCMUM..  1E0 Seszion [n..  0.00 0. et
46 a1 144 PCMUAD.. 160 Semsionln .. 2148 20 42 RE449 183 PCMUMA.. 160 Seszzion n..  21.51 20
47 anz: 144, PCMUMR0.. 160 InSequence 1074 200 43 RE450 133, PCWU/E.. 180 InSequen.. 1071 20..
49 2023 144..  PCWUR0.. 16D InSequence | 2247 20.. 45 RE451 182.. PCMUM..  1E0 InSequen.. 21.46  20..
53 anz24 144 PCWUR0.. 16D InSequence | 2143 20 4a hE452 183 PCMUMA.. 160 InSequen.. 2148 20
a3} a025 144 PCWMUAR0.. 16D InSequence 2145 20 52 RE4R3 183 PCMUME..  1ED InSequen.. 2150 20
a7 2026 144..  PCMWUE0.. 16D InSequence | 21,43 20.. 54 hE454 183 PCMUM..  1ED In Sequen..  21.47 20
IF:n ANz 7 144 PCRLAEN TR0 I Semisnee | 1 47 9n_lL| IRF: FEARE 187 PrMILA 1AM Ik Seanen | 7 En 'Jn_lll
4 3 ] »

ISender Report 'I

Frame ... | Sender's .. | RTF Tim...l Packets...l Oictet | S5AC | Flactinn...l Frame ... | Sender's ... | RTF Tim...l Packets...l Dctet...l SSRC | Flactinn...l
1859 957412363 1832527.. 452 72320 957FEE.. 24 1847 957735601  1446638.. 451 F2ED 957412 23
5774 957412383 1832672.. 1358 217121 9577ER.. 23 5737 957785601 1446782.. 1382 216320 957412, 24
8858 957412353 1832787.. 2080 332641 957FEL.. 23
| K] | i

FITI:P!,( Gap Graph ,\,\ Jitter Graph >\ Gap Digtribution Graph >\ Jitter Digtribution Graph )\ MOS Graph )\ Quality Factars >\ Inband Events )\ RTFP Ew
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Gap and Jitter Graph

« Gap graph plots the Gap (in milliseconds) versus the packet number
» Jitter graph plots the Jitter versus the packet number

Gap Graph

Gap

LA LA Lt '~l:-': | _ Jitter Graph

o 100 0 300 40 SO0 €0 700 800 500 1000 3100 3200 1300 140 ISOr -
Packet Number er

~ . e

354
<[+ ]\ RTCP )\ Gap Graph { JierGragh ), Gsp Ditrbution Groph ), Jtler Dtrbution Gragh )\ MOS Gragh ) band Everts ), RIP Everts )\

|
b
| ' | : | ' \ all 1
| \.‘ ‘ ' ' i '} v *'f ,.]H ill ﬂl lqu 'n"‘ J ) J | WA

!

Jitter {msec)

15 4 i|ii1jl |
10
5

0

T T T T T T T T T T T T T T T T T T T T
0 100 200 300 400 500 600 Jo00 aon 900 1000 1100 1200 1300 1400 1500 1600 1700 1800 1900 2000
Facket Number

v SRR [ ikl
7] u} RTCP %, Gap Graph ), Jitter Graph { Gap Distribution Graph 3, Jitter Distribution Graph 3, MOS Graph 3, Inband Everts 3 RTP Events 3 Wave Graph 3 Spectral Display 3, R-Factor Sta
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Gap and litter Distribution Graph

» Number of packets with a particular value of gap is plotted against the (gap) value

Gap Distribution

700+
600
500

400

Total Pkts

300+

200+

100

i T
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 B0 85 90
Gap (in msec)

v IEEERDEHENE + Fight Gap Distibution
| |} RTCP >\ Gap Graph >\ Jitter Graph >\Ga:| Distribution Graph /< Jitter Distrbution Graph >\ MOS Graph )\ Inband Events )\ RTF Events >\ Wave Graph >\ Spectral Display
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MOS Graph

 MOS Graph plots Mean Opinion Score values throughout the duration of the call

Mean Opinion Soore (Mos) Durisg Call

i

'

Lk

LE)

[ 28]

Heasn Dpirden Soore (HO5]
bl

-

] L 1 13 T T T
162144 18:21:51 1 21:58 If:23:01 12204 1f-22:11 10221k
Time in Segonds

RSN - gt R Facto
4| v [\ RTCP ) GapGrph ), MeerGraph ) Gap Disibusion Graph ), JBer Disisbution Graph ), MOS Graph [ Inband Everis ), RTP Everts ), Wave Graph ), Speciral Display
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Quality Factors

* Quality Factors graph plots and compares Good Quality packets, Packets Discarded, and Echo level
against total Packets for each individual sessions

Left Session VYoice Quality Contribution Factors Right Session VYoice Quality Contribution Factors

[ Packets Discard 64.76 % | | Packets Discard 57 .61 % |

Packet Loss 3.9 % |

Good Gualty 29.93 % | Good Guality 3095 % |

Echo Level 1.41 9% Echo Level 1 .41 %

4| K itker Listnbution arap rap uality Factors nband Events vents ave arap pectral Display -t actar Statistics
[, Jitter Distribution Graph 3, MOS Graph 3, Quality F A Inband E % RTPEvents % ‘Wave Graph % SpectralDisplay 3  F-Factor Statistics  /
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Inband and RTP Events

In-band Event tab displays inband DTMF and MF digits as they are received on selected RTP stream
RTP Events tab displays all Out of band RTP events defined in RFC 2833

T iueS baggs Evant Digatio = | | TimaSlamg Evert W
1006 3 003 Crll it Mg B 1} 1000632 D005 71 Comdoat boiss =] 1] J
10:06; 32 000773 Comiot Hoize 1 0 | 100632 000737 Comioet Hoize 5 o
106 32 D054 Coomfiont Moie B5 0 105 32 D00 Comioa Moies ) 1]
o6 32 oooss Comloil Hosse B i 1100633 000850 Comlon Hose & a
10:06:; 33 000080 Comdoat Hoize 05 0 | 10:06:34 DDDGEE Comioet Hoise b2 0
0005 33,0000 77 Cowront Moie B5 0 | 1000634 D000 Comiloa Mois 4 1]
06 35 00065 Comicil Hoese B i 1100635 000044 Comloet Hose 5 W]
10:06; 34, DODESE Cosmioat Hoize g5 0 | 10006 35.000044 Comiot Hoize 5 0
Tk 34, 000745 Cmont Mot B 1] | 10006 35 D005 Comipa Moits &5 1]
06 34 o0Sa 2 Comicil Hosse B8 i 1100635000787 Comloet Hiodse & &)
10006 34, 000943 Cosmioat Hoize gg 0 | 10:06:35.000808 Comios Moise 25 0
T 06 35 00004 6 Cardodt Mo B [} [ 10006 36 000256 Comion Notts &5 1]
k06 350000 42 Comicit Hoee B8 i 1100636, DO0456 Comio Hoise a8 i
110006 35, D00 %S Coombioat Moz BE 0 ! 10006 365 DDA 5SS Do ol Moice 21 0
106 36 DO00SS Corloit Mot B5 1] | 10006 36 00256 Comlpa Hoits & 1]
k06 36 000561 Comicil Hoize BE i 1100636, DO0456 Comios Hoise AR o
1006 37 000248 Cowvfoat Miotse g5 0 1000635 D00 790 Comdont Hotze = 1]
T 06 35 000045 Coorlit. Mot B5 1] | 1000637 00:ED Comion Hoie &5 1]
1006 350001 52 Comicit Hoize 5 0 100538 D00264 Comios Hoise 5 W]
[ e 5 i 10020 N7 vl Blnise £ i
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Wave and Spectral Graphs

« Wave graph - Displays the amplitude of the incoming signal in a selected call as a function of time

» Spectral Display - Displays the power of incoming signal while the capturing is going on as a function of
frequency

Time Baze Zaam Dizplay Made

G see| | & Q|| FC =

Wave Graph
5,000
5,000
3,000
@ ]
E ]
= 0
=
- ]
-3,000 4
-6,000 <
-8,000 4
| T T T
0 0.1 0.6 0.7
Time in Seconds

v Fighta~ A
[ |} F{TCF‘}\ Gap Graph }\ Jitter Graph }\ Gap Distribution Graph >\ Jitter Distibution Graph }\ MOS Graph }\ Inband Everts }\ RTP Events }\Wavea—dph /< Spectral Display >\ R-Factor Statistics /
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R-Factor Statistics — Quality Metrics

Quality Metrics based on E-model - R-Factor and MOS Factor

R-Factor display statistics such as R Listening, R Conversational, R-G107, and R-Nominal values
MOS Factor display current values such as MOS CQ, MOS PQ, and MOS Nominal values during a call

F-Factor |ﬂ| R-Factar |ﬂ|
100 - ' 100 - ' ' '
a0 a0
o- r 0- : .
F Listening R Conversational F-G107 F-ram F Listening F Conwversational R-z107 R-Mom
MO Factar MOS Factor
b Tmaa | L
1] T
MWIOS Mom WDS T MOS P MO Fom

Quality HEtli[:S},{ D egradation Factor >\ Burst Metrics }\ Delay Metrics

4 | ¢ | Quality Hetlic:s),{’ D egradation Factor >\ Burzst Metrics >\ Delay Metrics

Jitter Distribution Graph }\ kMOS Graph }\ [uality Factaors }\ |nband Ewents ; RTP Ewvents }\ Wiave Graph }\ Spectral Dizplay }\H-Factur Statistics

e
i Y
.
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R-Factor Statistics — Degradation Factor

» Quality Factors graph plots and compares Good Quality packets, Packets Discarded, Packet Loss, and
Echo level against Total Packets for each individual sessions

Degradstion Factor Degradation Factor
Packets Discard 67 61 % |

Packets Discard 64 76 % |

Packet Loss 3.9 % |

Good Cuality 29.93 % | Zood Guality 30 .98 % |

| Echo Level 1.41 % | Echo Level 1.41 %

4 | » [i Degradation Factur},{f Burst Metrics }.\ Delay Metrics }\ Jitter Buffer Stats f 1 | ¥ |» Degradation Factur/.‘: Burst Metrics }\ Delay Metrics }.\ Jitter Buffer Stats ,,l"
4 | o % Jitter Distribution Graph }\ MOS Graph }\ Huality Factars }.\ [nband Eventz }.\ RTF Ewentz }\ Wave [araph }.\ Spectral Display }\H—Factur Statistics;f’
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R-Factor Statistics — Burst Metrics

» Burst metrics displays the statistics for Burst R, Burst Count, Average Burst Loss Rate, Average Burst Packet Count,
Average Burst Length, Gap R, Average Gap Loss Rate, Average Gap Packet Count, Average Gap Length, Average

Loss/Discard Rate, Average Net Loss Rate, and Average Discard Rate

Burst R 43
Burst Count 1

Ayg Burst Logs Rate 10,82 %
Aueg Burst Packet count 3393
Ayeg Burst Length 3383
GaphR 92

Byg ap Lozz Bate .00 %
Aywg Gap Packet Count 4]

Ayg Gap Lenght A mzec
Ay Lozs/Dizcard Fate 10.80 %
Avg Met Lozz Rate 985 %
Syg Dizcard R ate 094 %
4|

2

Burst R 12
Burst Count

Byvg Burst Logs Fate AE.ER X
Bueg Burst Packet count F511
Byg Burst Length F511
GaphR 92

bSyvg ap Lozs Bate 0.00 2
by Gap Packet Count 1

&g Gap Lenght 1 mzec
By Lozs/Dizcard Fate AE.E3 %
bvg Met Loz Rate AB.23 %
Bug Dizcard Rate 0.40 %

d

1

k

Burst Hetricsf{’ Delay Metrics }\ Jitker Buffer Stats ,,i"r

Burst I'-Ie:tric:s},.{'f Delay Metrics }\ Jitker Buffer Stats ),l"r
1| Jitter Diztribution Graph }\ M5 Graph }\ Cluality Factors }\ [nband Events ; RTP Events }\ Wave Graph }\ Spectral Dizplay }\H-Factur Statistics /
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1

Ayvg Round Trip Delay
b ax Round Trip Delay ha

R-Factor Statistics — Delay Metrics

Delay metrics displays the statistics for Average / Maximum Round Trip Delay, Average / Maximum One Way Delay,
Average / Maximum Originating / Terminating End system Delay, and Average / Maximum Packet Variation Delay

hda

dyg Oneway Delay a0
b am One way Delay a0

dyg Orig. End System Delay ha
b am Orig.End System Delay ha

Ay Term End Spztem Delay 21
tam Term End Spztem Delay 41

dyg Packet Delap VW ariation 4 169000 mzec
b am Packet Delay VW aration 5R.653000 mzec

4
4

]
]

i

Burst Metrics }\Dela_l,l I'-'Ie:tric:s‘,.{'f Jitker Buffer Stats l,.l"'

Ayvg Round Trip Delay ha

b ax Round Trip Delay ha

dyg Oneway Delay 43

b am One way Delay 43

dyg Orig. End System Delay ha

b am Orig.End System Delay ha

Ay Term End Spztem Delay &

tam Term End Spztem Delay 41

dyg Packet Delap VW ariation 4 202000 mzec
b am Packet Delay VW aration 30.332000 mzec
4| | |
1| Burst Metrics }\ Delay I'-'Ie:tric:s‘,.{'f Jitker Buffer Statz l,.l"'

Jitker Digtribution Graph }\ kOS5 Graph }\ Cluality Factors }\ Inband Eventz ; RTF Events }\ Wave (araph }\ Spectral Dizplay }\H-Factur Statiztics /
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R-Factor Statistics — Jitter Buffer Statistics

Plots and compares packets received, packets discarded, and packets lost against total Packets for each

individual sessions. Also provides a tabular data on average

ki Delay
Aog Delay
taw Delay
Current Delay

AvgJB Eny Delay

bin JB Env + Delta
bax JB Erve + Dielta
AvgJB Env + Delta
kin JB Env - Delta

bax JB Erve - Delta
AvgJB Envy - Delta

1

Jitter Butfer Statistics

Lost

10 mzec
20 mzec
40 mzec
25 maec

10465 mzec
0.00 mzec
39.95 mzec
296 mzec
0.00 mzec
-400.13 mzec
-2.84 mzec

Il =057 Received
[ 32 Dizcarded
B 09 Lost

[

ki Drelay
Avg Delay
M aw Delay
Current Delay

Awvg JB Ene Delay

ki JB Enwv + Delta
kax JB Env + Delta
AyvgJB Env + Delta
kin JB Env - Delta

kax JB Erve - Delta
AvgJB Env - Delta

a

Jitter Butfer Statistics

10 mzec
3 mzec
40 mzec
35 mzec

10177 mzec
0.00 mzec
23.38 maec
3.58 mzec
0.00 mzec
-5.79 mzec
-2 15 mzec

|»

atl

B 1 575 Lost

Bl 1 541 Received
[ 14 Discarded

i Burst Metrics )-. Drelay Metrics }\JI“EI Buffer Stats/

1 | 3 Ih Degradation Factar }\ Burst Metrics )-. Drelay Metrics >\JlllEl Buffer Statsf.-“

i|» Jitter Diztribution Graph :}\ FMOS Graph )‘ Cluality Factors }\ Inband Events i TF Events :,\\ W ave Graph }\ Spectral Dizplay }\H -Factor Etatlstlcs/
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Play to Speaker

* Plays the RTP streams of a call to the PC speaker using a sound card

» Provides a host of options such as jitter buffer settings, audio mixing, and so on to play a live call in real-time or play
captured voice files

Play - Jitter Options x|

— Options —Jitter Buffer Option
* Comected i Static % Dynamic
 Azls Jditter Buffer Len IF MEEc
€ Estract — Dwrnarnic Jitker Buffer Ophior

— Mix Ophion Min Delay |40 MEEC:
' Mix t 2w Drelay F MEEC
" Steren
€ Seperate IV Fill with Last Packet _Set Defau

I Start from beginning T | Select other, Sessions for Flayback

Cancel |

oGL
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Write to File

* Provides various options to save the captured file in a required format

» Uses the files with voice quality analysis software to investigate more about the quality of voice in the network

 Records the RTP stream to a file in *.wav format

Write To File - Jitter Options

oGL

Communications

— Optiohz

* Comected
T Asls

" Extract

By

—Jitter Buffer Option

* Static  Dynamic

..............

Jitter Buffer Len I'I oo MmEec

[wranmic Jitter Butfer Dptiar

— Wi Option
o+ Mix

" Steren
™ Seperate

befiry el ay |4|:| U

faw Delay oo MEes

¥ Fill with Lazt Packet Set Default

[ Start fram Begitritg

— File Recard

™ Use S5RE for File Hame

O:MProgram Files'GL Communications [ncPacketScanE sampl...

[ Invoke Coal Edit after warite

] Cancel
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Record Video

Traffic Analyser - Summary Yiew -0l x|
File Yiew Call Surmmary Setkings  Help

iﬁ 0 e ‘ ‘ =~ o | >§|| EH h SRR | ISip Calls 'I|Shnw\."iden Sessions Only ;]

Call Summary I Reqiztraton Summar_l,ll Alert Summar_l,ll

Call & S5RC FPayload |Packet | Conwersat| Listening | Packets | kissing

Duplicate | Qut OF Ayerage |Awverage |dverage |Awerage | Cumulative] basdbdin | b
Received | MOS/R... | MOS/R... | Dizcard... | Packets.. | Packetz.. | Sequen... | Gaplms] | Delay Jitter Inter Ami... | Packet ... | Gap C

20817 PCMU.. 1391 41440 4164 /0580 04000 EB/043 0/000
@1 13332, PCMU.. 1355 41440 418/ 3022

2B f

04000 3022 04000 1996 0.00 2.00 15 o 106.93.. ¢

e 1 223, kh2E32. 996 n'a n'a h'a o/000 04000 0000 nda néa néa néa néa néa t
1 18161, kh2EF2. N7 n'a n'a n'a o/000 04000 0000 nda néa néa néa néa néa t
| | i

Record video option is available for both Auto Detected RTP Calls and SIP Calls
Records audio and video data of a session to a file in QuickTime format

« Supported Video Codecs are:

»>H263+

»H263++ CIF 190 kbps

»H263++ CIF 350 kbps

»H263++ CIF 512 kbps

»H263++ QCIF 128 kbps

»H263++ QCIF 64 kbps

»H263++ QCIF 80 kbps

»H264 is an industry standard codec for video compression, the codec offers better compression performance
over previous standards

Communications
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* rtf file

Save Call

Saves a patrticular call in either GL's proprietary HDL file format or Ethereal PCAP file format
Saves the Call Summary details including signaling and audio / fax/ video parameters for a particular call in

Helps in getting data from real-time traffic locations to the lab for detailed analysis

Call=)

CallMum_2
CallMum_3
CallMum_&
CallMum_7
CallMum_11
CallMum_12
CallMum_13
CallMum_14
CallMum_15

* HDL File

" PCAP File

cave Call

Selected Call[z)

1[4

X

CallMurm_1
CallMum_5
CallMum_9
CallMurm_10

v Owvenwrite Files

Fath ID:"»F'ru:ugram Files\GL Communications Inc\Packet5can'\Ezamples\Othe
Sawve Calls)

E =it
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Export Displayed Summary

« Saves the call records and statistics to a comma-separated file
« Imports the exported summary into a database or spreadsheet for post processing

Export Displayed Summary E[

— Expart File Mame
Ian::ketS carhE xamples \Woicelualitps D efaultE sport. bt _I

— Colurnnz to Espart
¥ Export Headers

Select All

E wport

E st

Facketz Dizcarded

Ayerage [ap(msz)

Byerage Delay

Byerage Jither j
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Dynamic Payload Mapping and Codec Packing

« Dynamic payload assignments are made at call setup based on receive side assignment
« Dynamic payload mapping is used to define payload type for supported codecs

« Additional parameters can be set to codecs such as G726, AMR, EVRC, EVRCB, EVRC-C, G722.1, and AMR-WB using
codec parameter settings

Payload Mapping Table El

x
Audio Codec Fayload -
Al A 0 —Codec Type———— — Rtp Packet Farmat
MuLAW . 7db IElur'u:IIecl Farmat -
GY2E_40 95 AME |
GY2e 32 97
G726 24 93 . G722 1 — Payload Packing Formnat
G726 16 39 AMF_WE
G723 4 EVRCE {* LSE " MSE
G729 19
GY29B 18
GSMETO 3 | Save I
AR 100 -
N | » )

| ak. I
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E-Model Base Parameters

« E-Model (ITU—-T Rec. G. 107 [1]) is a transmission-planning tool
* Provides a prediction of the expected voice quality
« Considers many basic parameters in estimating voice quality

o GL

Communications

E-model Base Parameters

Send Loudness Rating [SLE]

Hecerve Loudnesz Rating [FLA)
Sidetone Mazking Bating [STHMR]

D alue of handzet, Send Side [Dz]

DA alue of handzet Receive Sidellir)

T alker Echo Loudneszz Rating[TELR]
Weighted Echo Path Lozz[\WEPL]

tean one-way Delay of the Echa Path(T]
Round Trp Delay in a 4-wire Loop [Tr]
Abzolute Delay in echo-free Connectiong(T a)
E quipment [mpairment Factor]le]
Facketlozz Hobustneszs Factor[Bpl]

Random Packet-lozs Probability[Fpl)

Circuit Moize referred to O dBr-point[Mc] |-

Room Moize at the Send Side[Fz]

Room Moize at the Recene Sidelpr)

-
-

"

—
o
4|k

) LJ) La
i
4|

—
—_
=
I-III- afe ) Jalr

o) =y o)l O o) O
AN IaEaNaaIan

L
-
=
F) J4d ]k

[Wh]
tn
ale ] |4

Ok, I Set Default Values I

db
dB

db
dB

msec
maec

mzec

=
dBmp
dB[A&)
dB[A&)
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VQMon Settings
x

« Sets jitter buffer emulator settings to emulate received VolIP call —Jitter Buffer Ermulator - Surmmmary
« Static or dynamic buffer can be set depending upon the requirement '

Type

Minimum |40 ms
Morninal |40 s
bd amirnurn | 100 e

—Jitter Buffer Emulator - Detail &nalysis —

Type Adaptive ¥

tinirum {40 e
Morminal {40 e
b a=imum | 100 Mz

—WlMon Standards
" Japan f* Morth America

- | Ok I Set Default
OGL 1 132
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Trlgger and Action Settings

x
File
— Trigger List———————————— — Filter Selection
Trigger] =& SIP -
----- L Calling Party
----- & Called Party
----- v Faw Calls
----- 2 Incomplete Callz
----- 2 Failed Callz
----- 2 Sip Error Code
----- 2 Call Duration [minz]
----- 0 Seszion Request Delay [meecs)
----- 2 Sesgzion Dizconnect Delay [meecs) J
Enter Trigger Mame Enter String % alue
- Conditionz
Trigger] |1000@1592.168.1.183
C And 0 0Or
Add | Delete Bictivate | Diedictivate
— Action
m o — Save Call To File Options — Save Options ——
Bi-ave Ca
Adio Recording File Mame task ' HOL File
User Defined |1 3¢ _%M_%D _%h-%m-%s  ECAP File
= o
'i;antdse mai Filez Destination Directany
ert Surnmary
Call Detail Becord IE:'\F‘ngram FilezhGL Communications | .. | I Call Summary
— Create File Options - If File E stz
@+ Ovenwrite  Skip Operation ¢ Append Sequence Mumber
O G L Ok I Cancel

133

Communications



2 GL

Communications

Sets the triggers and actions criteria to further filter calls and perform additional actions on these subset

of completed calls
Triggers on certain SIP, RTP, MEGACO, and H323 parameters

It allows users to specify the formats and the type of calls to be saved as *.hdl, or *.pcap, and/or *.wav

format

Triggering factors includes calling number, called number, incomplete calls, fax calls, call duration, MOS

factor, sip error code, average jitter, and more

Actions include saving call to a file, recording audio to a file, sending an email, posting alert summary,

and viewing custom calls in summary view

Call detail record trigger option will output three types of Comma Separated Value (CSV) files such as
Call Master Record, Call Side Record, and Call Events Record. Each set of CSV file is specific to an

individual call

134



Call Detail Record (CSV)

Save Cal ¥ Call Side Record Probe Name I"-.-"u:anF*mh-e
[4 Audio Recording ¥ Call Master Record

User Defined
W
Send o. v Call Events Record
Alert Summary CSY Files Destination Directory

Call Detald Record

IIZ:"uF"rcugram FilesGL Communicationz ...

—v Uze Sub Folders

Folder Prefix [VolPCapture: Create Subfolder Every |1 ""I hr

= Cxmaln Fis Dplions — If Fde Exssts
¢ QOverwrite  Skip Operation  Append Sequence Mumber

« Creates three types of Comma Separated Value (CSV) files such as Call Side Record, Call Master Record, and Call
Events Record

» Call Side Record: It is a record concerning each party participating in the call. For example: Probe ID, Call ID, Side,
Address, File Name, SSRC, Codec, Total Packets, and so on

» Call Master Record: It contains fields concerning the call as a whole, For example: Probe ID, CALL ID, Side 1, Side 2,
Protocol name, Start & Released dated and time, and so on

» Call Event Record: It gives an event-by-event account of the call. For example: Probe ID, Call ID, Side, Class ID,
Start, Duration, Source IP address, Destination IP Address, and so on

« Use Sub Folders option to automatically create the subfolders after some time duration

oaL 135

Communications



oaL

Communications

8% YoIPCaptures 2012 02_16_15

File Edit Mew Favorites Tools  Help

CSV OQutputs

=10 |

CSV File Destination Path

a Back -

Falders

I demf

I esf

I Fas
I Fdl
I Filker Files

I} FrameRelay

I GleView

[ﬁ Gaprs

I Gr3os

I G5M

I hdle_jsdn

) hip

I IsdnEmulator Sub Folder

Q mAc Prefix Name
i) MAPS
= ) MLPPP

Probe Name

I3 Mg

I Mu-Law Samples -
< B

Twpe

PE16Z57231268143761 2012 02 16 15-37-34 csr.csv
MoILRTobE GLPGL6Z57231 26143761 2012 _02_16_15-37-34_Left.way
& oIPProbe_GLPG16257231 26143761 _2012_02_16_15-37-34_Right.wav
Bl volPProbe_GLPG16257231 26143761 _2012_02_16_15-37-34_sbf.csv
b3l yolPProbe_GLPG16299261 28143764_2012_02_16_15-37-34_cmr csv
Bl volPProbe_GLPG16299261 26143764_2012_02_16_15-37-34_csr.csv
\J| volPProbe_GLPG16299261 25143764 _2012_02_16_15-37-34_Left.wav
& | WolPProbe_GLPG16299261 26143764 _2012_02_16_15-37-34_Right.way
bl voIPProbe_GLPG1629926126143764_2012_02_16_15-37-34_sbf .csv
Bl volPProbe_GLPGI634332126143767_2012_02_16_15-37-34_cmr csv
bl voIPProbe_GLPG1634332 126143767_2012_02_16_15-37-34_csr.csv
& volPProbe_GLPG16343321 28143767 _2012_02_16_15-37-34_Left,way
\J | volPProbe_GLPG16343321 26143767 _2012_02_16_15-37-34_Right.wav
B3] yolPProbe_GLPG16343321 26143767_2012_02_16_15-37-34_sbf.cov
bl voIPProbe_GLPG1636736128143770_2012_02_16_15-37-34_cmr.csv
E3L]yolPProbe_GLPG1635736126143770_2012_02_16_15-37-34_csr.csv
& volPProbe_GLPG1636738126143770_2012_02_16_15-37-34_Left.wavy
& voIPProbe_GLPG1638736126143770_2012_02_16_15-37-34_Right,way
B3l volPProbe_GLPG16357361 26143770_2012_02_16_15-37-34_sbf.csv

|‘T!Ih I

1KE
1 KB
1KE
1KE
1KE
1KE
1KE
1KE
1KE
1FKE
1KE
1FKE
1KE
1KE
1KE
1KE
1KE
1KE
1KE
1KE

Microsoft ©
Microsoft O
Waye Soun
Wave Soun
Microsoft ©
Microsoft O
Microsoft ©
Wiaye Soun
Waye Soun
Microsoft ©
Microsoft ©
Microsoft ©
Wave Soun
Waye Soun
Microsoft O
Microsoft CJJ
Microsoft O
Waye Soun
Wave Soun

Microsoft O
oy
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Alert Summary

« Generates alerts when particular vital parameters go beyond a specified value
* Provides an active list of the alerts for the events in a tabular column

« Displays the summary of call#, user-defined message, threshold value, actual value for which the alert occurred,

callee, caller, and callid

_Iojx

File Wiew Help

AT

¢B

Call Summary I Registraton Summary  Alert Summary

Calltf | Pratocal | Meszage | Type | T hrezhold | " alue | Caller | Calles | Calld |
1 SIP mos value between 3 to 4 YWharning  2.00-4.00 a57 0005E192.168.1.236  0005ET192.168.1.234 GLPG1434572057E0

2 SIP moz value between 3 to 4 Warning  2.00-4.00 339 0006192 168.1.236 O00RE152 168 1,234 GLPG143617 2065763

3 SIP moz value between 3 to 4 YWarning  2.00-4.00 277 0002@192.168.1.236  0002E152.168.1.2234 GLPGT143617205764

3 SIP mos value between 1to 25 Critical 1.00-2.50 236 0002E192.168.1.236  0002E192.168.1.234 GLPGT143617205769

4 SIP moz value between 3 to 4 Warning  2.00-4.00 348 00093192 168.1.236 00090152 168 1,234 GLPG14361 7206772

4] SIP moz value between 3 to 4 YWarning  2.00-4.00 2.30 0011@E192.168.1.236 0011@192.168.1.2234 GLPG143777206778

B SIP mos value between 3 to 4 YWharning  2.00-4.00 277 0M2E192.168.1.236 0012@192.168.1.234 GLPG143927205781

B SIP moz value between 1to 25 | Critical 1.00-2.50 2.3 02192 168.1.236 0012@1521681.234 GLPG143927 206781

7 SIP moz value between 3 to 4 Warning  2.00-4.00 2.27 000 E192.168.1.231  0001@192.168.1.237 GLPG134071 27762982

7 sIP mog value between 1to 25 Critical 1.00-2.50 2.27 00 @E192.168.1.231  0001@192.168.1.237 GLPG13407127 763382

a SIP moz value between 1to 25 | Critical 1.00-2.50 1.47 000203192 168.1.231  0002@1592.168.1.237 GLPG123417127 762987

3 SIP moz value between 1to 25 | Critical 1.00-2.50 1.04 0002192 168.1.231  0003E152.168.1.237 GLPG1 3425567762992

o GL
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MAPS™ MC-MLPPP Conformance Testing

« MAPS™ MLPPP is an advanced tool for MLPPP simulation over TDM (T1 E1) that can simulate peer endpoints (Router or
a Switch), with MLPPP signaling specification conforms to IETF standards

MILPPP Router

MLPPP Bundle

MAPS™ MLPPP Emulator
PPP Analyzer
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Features

* Performs MC-MLPPP as well as PPP simulation over TDM (T1/E1)
« Supports LCP with the following negotiation options

» PPP options: MRU (Maximum Receive Unit), ACFC (Address and Control Field

Compression), PFC (Protocol Field Compression), and Magic Number

» MLPPP Options: MRRU (Maximum Received Reconstructed Unit), Short Sequence Number

Format, Long sequence header format, Endpoint Discrimination, and Multi-class option
» Multi-Class Options: Multilink Header Format
« Supports the following NCPs -
» |IPCP - RFC 1332 (The PPP Internet Protocol Control Protocol) and RFC 1877 (PPP Internet

Protocol Control Protocol Extensions for Name Server Addresses) standards
» PPPMuxCP - RFC 3153 (PPP Network Control Protocol for PPP Multiplexing) standard
» Supports IP compression negotiation option conforming to RFC 3544
» Supports full or fractional timeslots for PPP Link
» Ideal solution for automated testing using command line scripts

Communications



Protocol Stack
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Supported Protocol Standards

Supported Protocols Standard / Specification Used
Point-to-Point Protocol RFC1661
Multi-Link PPP RFC1990
Multi-Class Extension to Multi-Link PPP RFC2686
IPCP RFC1332
IPCP Extensions RFC1877
PPPMuxCP RFC3153
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Typical MLPPP Negotiation Operations

LE.- |erarom]

Configure Request ~

Vv

Configure Reject

N

Configure Request

v

Configure Nak > LCP Operations

N

Configure Request

A4

Configure Ack

N

Configure Request IP

4

Configure Ack

AN

S ___s» (~ NCP Operalions

Terminale Request

A4

Teminate Ack
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Call Generation and Call Reception

Active Calls < |—> Completed Calls

Ei Call Generation - Untitled =10l x|
|| @ B f&a
Load Wptﬁ s ame 0 | Ser tatus vents vents teratio... terati...
S Script N Profile CallInfo | Script E i S| E E Profile | Result | Total lterati ed lterati
and Profiies OpenstteTen g | P cpertae NN espbstss [EETETE e T I
< | »]
Add | Delete | imset | Gt | Abot | Refresh | Staral | aboral |
I™ View Executing Line
7| Script Contents ;]
acksent="No" ; |
IDSent=4Identifier:; Executing Commands
MRU=1500;
- send “Configqure-Request” "ConfigureRequestImport”“Streanld”=Streamld retxmit Timer (10,TimeSpan (sec);
sc“pt co“tents Y EventLog ("ConfigReq Sent”):
\ | Status="Request Sent” ; & Call Reception o (=]
RecvTine=30 ;
rel:::l:;oofmu, RecuTine secs StNo_ [ SciiptName Calllnfo_| Sciipt Execution Status | Events Events Profle | Results |
if [Hsg:eceived] ’ 1 TestLoopBackUsingPeerMagicNumber.gls Complet None Fail
\ 2 TestLoopBackUsingPeeiMagicNumber. gls Completed None Pass
q BN |[iestioooBscklisincPesiisgicunberglsl | INCTTO R T
] TestLoopBackUsingPeerMagicNumber.gls Completed None Unknown
\SOIiDtSK Message Sequence ) Event Ct TestLoopBackUsingPeeitagicNumber.gls Completed None Unknown
TestLoopB ackUsingPeerMagicNumber.gls Completed None Fail

‘l' _tbot_|

R -Vil‘g PPP Link L
. ============ ink Layer ============
smpm MAPS ouT Address Compression Choice
g ongueRequest o037, T
Configure-Ack ProtoCol Field Selection
e w14:22:37.375000 |f| Protocol
Message Sequem:e‘ Corfioe Focued B S T —
of a sellected call e Pz 7 arso0n || Code Tive
ode
' Conilgule-Nak h4:22-40.890000 Identifier
Length
Magic-Number
IE id

Tawerh af (nrdians

Kl 1]

[~ Auto Trash Trash

1111.... No Address Cc¢
11111111 Broadcast Adc
00000011 UnSecquenced ]
....... 0 ProtocolFielc
11000000 00100001 Lin}

00000001 Configure-Rec
1 (x0l)
18 (x0012)

00000101 Magic-Number _]
-

A fvNES
jo

mﬂeuage Sequence,{ Event Config )\ SWTPM 7 |

v
Message Decodes of the selected ISDN message
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Thank You!
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