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MAPS™ 5G N8 Interface
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Main Features

+ Emulate Access and Mobility Management Function (AMF) and Unified Data Management (UDM) elements
*  Services use REST APIs based on HTTP and JSON data format

*  Supports Command Line Interface (CLI) through a client-server model, enabling users to control all features

via Python APIs
*  Supports TLS and TCP transports
*  Supports scripted call generation and automated call reception
»  Supports customization of call flow and message templates using Script Editor and JSON messages
* Ready-to-use scripts for quick testing
* Provides Call Statistics and Events Status
+  Emulate multiple subscribers using CSV Profiles

* Automation, Remote access, and Schedulers to run tests 24/7
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JSON

HTTP/2

Supported Protocols

N8 Interface

Protocol Stack Specification

Standard / Specification Used

N8 Interface (UDM - AMF)

T1529.503

TCP

TLS

JavaScript Object Notation (JSON)

I[ETF RFC 8259

IP

REST
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Ethernet

HTTP IETF RFC 7231
HTTP /2 IETF RFC 7540/RFC 7541

TLS IETF RFC 8446

TCP IETF RFC 793

o IETF RFC 791 [5]

IETF RFC 2460 [6]




MAPS™5G N8 User Cases

+  MAPS™ can emulate any one node (AMF/UDM) or both AMF and UDM nodes

DUT
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Testbed Setup (AMF)

MAPS AMF (M8 RELEASETT) - [Testbed Setup -TestBedDefault] - X
| Configurations Emulator Reports Editor Debug Tools Windows Help - & X
LYY T IEXT B YEEICE.]
H & ]
Config Value [¥ Enable
B AMF Configuration
H=l AMF 1
=) AMF1
F  AMFIP Address 192.168.12.170
- AMF Server Port 6666
- URIScheme HTTP
Hzl Served GUAMI List 1
L) Served GUAMI List 1
L= Guami
= PLMN Identity
t Mcc 001
MMC 0
AMF Region ID 2
AMF Set 1D 1
AMF Painter 63
F  AMF Client Name AMFClient1
Htl AMF AP Versions
L=l UDM 1
L= upm1
UDM IP Address 192.168.12.198
UDM Server Port G666
=l UDM AP Versicns
UE Authentication Service vl
Context Management Service vl
Subscriber Data Management Service w2
Event Exposure Service vl
Parameter Provision Service vl
NIDD Authorization Service v2
L= UE Simulation Parameters
Type Of UE Simulation Profiles
End User Configuration UE_Profilesxrml
+| Aute Generated Users Info Start | Edit |

@ Initialisation Errors

| @ B 4
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Testbed Setup (UDM)

MAPS UDM (N8 RELEASENT) - [Testbed Setup -TestBedDefault]

[#'{ Configurations Emulator Reports Editor DebugTools Windows

Help

& 5

%ea sPl

o &

W

% 41@|C

HE

Config

B UDM Configuration

=l

4=

UDm
L= ubm 1
UDM IP Address
UDM Part
URI Scheme
UDM APl Versions
UE Authentication Service
Context Management Service
Subscriber Data Management Service
Event Exposure Service
Parameter Provision Service
MNIDD Authorization Service
UE Sirmulation Parameters
Type Of UE Simulation
End User Configuration
Autc Generated Users Info

Value

192.168.12.192
6666
HTTP

vl
vl
w2
vl
vl
w2

Profiles

UE_Profiles.xml

¥ Enable

Start | Edit |

Initialisation Errors

| @ Emro
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Profile Editor (AMF)

[8" Configurations Emulator

Reports

MAPS AMF (M8 RELEASETT) - [Profile Editor -UE_Profiles]
Editor Debug Tools  Windows

Help

Q5

s » 3

¢ Mis e

% 59|

HB

# Profiles (Edit-F2]
1 UEProfile0001
UEProfile0002

UEProfile0003

oW

LEProfile0004
5 UEProfile000s
6 UEProfile0006
7 UEProfilenoo?
8 UEProfile000s
9 UEProfile0o0g

10 UEProfile0010

11 UEProfile0n1l

12 UEProfile0012

13 UEProfileno13

H=l Subscriber Info
PEI
SUPI
F  AMF Client Mame
H=l PLMM ID
MCC
MMNC
H=l UECM Service Parameters
- UECM Service Request
- Access Type
- RAT Type
- IM5VaPs
I Dual Registration Flag
L UE SRVCC Capability

L=l SDM Service Parameters
- SDM Service Request

359877068325248
001013012041631
AMFClient1

o001
01

AMF Deregistration

NOM 3GPP ACCESS

MR
HOMOGENEOUS_SUPPORT
False

False

Unsubscribe Motification

| Config Value [V Enable

14 |UEProfilenoid I~ Multi DataSet Names AM,SMF_SEL
L=] SDM Subscription
15 UEProfile0015
L immediate Repart False Add I Insert Delete
16 UEProfiled0i6 Properﬁesl
Insert Delete Clear -
£ |Initialisation Errors | @ Error Events | [- | /ﬁ
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Profile Editor (UDM)

[ Configurations Emulator

Reports

MAPS UDM (N8 RELEASETT) - [Profile Editor -UE_Profiles]
Editor Debug Tools  Windows

Help

Q5

e 3

o &

LI

£ 8|

k=]

Config Value A | [[¥ Enable
MSIN3012041631

2 MSIN3012041532 H=l Subscriber Info

- IMSI 001013012041631
3 MSIN3012041633 L mE 350877068325248
4 MSIN3012041634 - MSIN 3012041631
5 MSIN3012041635 = HPLMNID

|: MCC o0
6 MSIN3012041636 MNC o1
7  MSIN3012041637 H=l NSSAl for HPLMM
8 MSINI012041638 +| Default Single N5S5AI
+| Single NS5Als

8 MSIN3012041633 Supported Features 0
10 MSIN3012041540 Provisioning Time 2022-08-01T10:35:15....
11 MSIN3012041541 +| Additional Snssai Data

Hxl GPSls 1
12 MSINZD120%1842 - Internal Grouplds 01030507-123-456-0...
13 MSIN3012041543 H+ VN Grouplnfo
14 MSIN3012041544 - SharedVnGrpDatalds Jsonlssue AddinFut...

H#l Authentication Parameters
15 MSIN3012041645

H#l Subscribed UE AMBR
16 MSIN3012041646 I RATRestrictions EUTRA
17 MSIN3012041647 H+l Forbidden Areas
18 MSIN3012041543 Hl Service Area Restriction

I Core Network Type Restrictions EPC Add | Insert Delete
13 MSIN3012041643 H+l UPU Info Properh'esl
Insert Delete Clear B

@ |Initialisation Errors | @ Error Events | @ Capt /|




OGL

Communications

Call Generation

4 MAPS AMF (N8 RELEASE1T) - [Call Generation -Default]

lﬁ;gonfigurations Emulator Reports Editor DebugTools Windows Help

EF B3 e@Ph Y e

s % 5]9S

)= H B/

8 [ea

Script Name

Profile Call Info

Script Execution

LIEProfile0001

204163 Start

|| AMF Registiation None

<

UDM

201 CREATED

15:49:58.979000

2 Nud SDM_Control.gls UEProfile0001 Start | None | Unknown 1 0
< >
]
[ add | Delete | msert | Refresh | start | statal| ciop |v| stepal fw| abort | abortal
Save | ColumnWidh ————— [ Show Latest
AMF Find

PUT http://19Z.168.12.198: 6666 /nudn-uecn/vl /insi-00101301204163]1 /regis
content-type : application/json

accept : application/json,

application/problentjson

{
"amfInstanceld":"£19d267b-dd40-4276-b396-92437d45c35e",
"deregCallbackUri": "http://192.168.12.170: 6666 /nudn-uecn/vl/insi-00101

" eaami "
"amfId z163",
"plmnId": {
"mee":"0OL",
"mne":"0L"

}

Y.

"imsVoPs": "HOMOGENEOUS _SUPPORT",
"initialPRegistrationInd":true,
"ratType":"NR"

}

< >

; Scripts ) Message Sequence /< Event Config >\ Script Flow /

@ Initialisation Errors

| @ Error Events

| ® Captured Errors | @ Link Status Up=0Down=0

11



Call Reception

MAPS UDM (N8 RELEASETY) - [Call Reception]

201

<

15:43:58.970000

= m} X
%4 Configurations Emulator Reports  Editor DebugTools Windows Help - |5 %
g : " 0 s i s n P
Q5Bs3vBR ¥ s :/% 400
SrNo I Script Name | Profile | Call Info I Script Execution I Status ] Events | Events Profile I Results |
1 UDM_HTTP2_Connection_Monitar.gls LUDM Server Clients : AMF e Monitoring HTTP2 Cannection Status None | Unknown
Nudm_UECM_Cantrol gls SUP! - imsi-001 01301 2041831 (e CeeMl|  AMF Registiation is updated None | Pas |
3 Nudm_SDM_Control. gls SUPI : imsi-001013012041631 Completed | Succesful Response Sent None Pass
< >
]
Stop I Stop Al I Abort | Abort AIII ¥ ShowRecords | Select Active Call |~ Auto Trash  Trash |
Save | Column'Width ——— }——— | Show Latest
AMF UDM pd
Status: 3

method : PUT

:path @ /mudmn-uecn/vl/imsi-001013012041631l/registrations/anf-3gpp-access

:scheme : http

rauthority : 19Z.168.12.198:6666
content-type : application/json
accept : application/json,
application/problemtjson
content-length : 317

{

"amfInstanceId":"£19dZ67b-dd40-4276-b396-92437d45c35e",
"deregCallbackUri":"http: //192.168.12.170: 6666 /nudn-uecn/vl/insi-00101301204.

<

§ Scripts » Message Sequence /< Event Config >\ Script Flow /

@ |Initialisation Errors

| @ ErrorEvents | @ Captured Errors | @ Link Status Up=0 Down=0 4
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MAPS™5(G N8 Interface Procedures

- Nudm_UEContextManagement Service * Nudm_SubscriberDataManagement Service
> AMF registration for 3GPP access > Slice Selection Subscription Data Retrieval
> Update AMF registration for 3GPP access » Access and Mobility Subscription Data Retrieval
> AMF deregistration for 3GPP access > SMF Selection Subscription Data Retrieval
> UDM Initiated NF(AMF) Deregistration for 3GPP > SMS Subscription Data Retrieval
access » Retrieval Of Multiple Data Sets
» AMF registration for Non 3GPP access » UE Context in SMF Data Retrieval
» Update AMF registration for Non 3GPP access » UE Context In SMSF Data Retrieval
» AMF deregistration for Non 3GPP access > LCS Mobile Originated Data Retrieval
> UDM Initiated NF(AMF) Deregistration for NON » Subscription to notifications of data change
3GPP Access » Moadification of a subscription to notifications of
» UDM initiated P-CSCF-Restoration data change
» Unsubscribe to notifications of data change

oGL
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MAPS™5(G N8 Interface Procedures

Nudm_UEContextManagement Service

AMF registration for 3GPP access

5GC Network
AMF

PUT../{ueld}/registrations/famf-3gpp-access
{Amf3GppAccessRegistration)

204 No Content

Update AMF Registration for 3GPP access

< 201 Created
403 Forbidden

OGL

Communications

- 5GC Network
uDM '
[t

PATCH.../{ueld} registrations/amf-3gpp-access

(Modification Instruction)

204 No Content
403 Forbidden

A

14



5G N8 Interface Procedures (Contd.)

Nudm_UEContextManagement Service

AMF de-registration for 3GPP access

5GC Network

PATCH.../{ueld} registrations/amf-3gpp-access
{Instruction: set PurgeFlag)

204 No Content

M

OGL
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UDM '
—

—_—

403 Forbidden

UDM Initiated NF(AMF) Deregistration for
3GPP access

- 5GC Network

POST{callbackReference}(DeregistrationData)

UDM '
_____

A

204 No Content

v

15



MAPS™5G N8 Interface Procedures (Contd.)

Nudm_UEContextManagement Service

AMF Non-3GPP Access Registration Update AMF Registration for Non-3GPP access
- 5GC Network - 5GC Network
“EH ’ UDM ’
R
PUT /nudm-uecm/v1/imsi-001013012041632 5 ___ PATCH /nudm-uecm/v1/imsi-001013012041632
[registrations/amf-non-3gpp-access /registrations/amf-non-3gpp-access

3

201 Created

3 204 No Content

AMF De-registration for Non-3GPP access

- 5GC Network
uDM ’
—

PATCH /nudm-uecm/v1/imsi-001013012041632
[registrations/amf-non-3gpp-access

—

204 No Content

.QbGL 16
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MAPS™5G N8 Interface Procedures (Contd.)

Nudm_UEContextManagement Service

UDM Initiated NF(AMF) Deregistration for
Non-3GPP Access

- 5GC Network '

POST{callbackReference} (DeregistrationData)

204 No Content . 5GC Network ”I " ’

POST{pcscfRestorationCallbackUri}
(IPcscfRestorationNotification)

UDM initiated P-CSCF-Restoration

N

v

204 No Content

 ——
4XX/5XX (Problem Details) or 3XX
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MAPS™5G N8 Interface Procedures (Contd.)

Nudm_SubscriberDataManagement Service

Slice Selection Subscription Data Retrieval Access and Mobility Subscription Data Retrieval

. 5GC Network i . 5GC Network ;

N GET../{supi}fam-data
GET.../{supi} nssai Hsupil/am-data

v

200 OK (Nssai) 200 OK (AccessAndMobilitySubscription Data)
404 Not Found 404 Not Found

N

SMF Selection Subscription Data Retrieval

. 5GC Network i

GET.../{supi} smf -select-data =~ — 5

200 OK (SmfSelectionSubscriptionData)
404 Not Found

OGL
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MAPS™5G N8 Interface Procedures (Contd.)

Nudm_SubscriberDataManagement Service

SMS Subscription Data Retrieval

. S i

GET.../{supi}/sms-data

Retrieval of Multiple Data Sets

. 5GC Network ﬁ

—— GET.../{supi}?database-names=AM,SMF_SEL ——>

<€—— 200 OK (SmsSubscriptionData)

€—— 200 OK (Subscription DataSets)

=
O GL
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MAPS™5G N8 Interface Procedures (Contd.)

Nudm_SubscriberDataManagement Service
UE Context in SMF Data Retrieval

. 5GC Network i

GET.../{supi}/ue-context-in-smsf-data —>

UE Context In SMSF Data Retrieval

200 OK (UEContextilnSmsfData)

404 Not Found . 5GC Network ’

—_— GET.../{supi}/ue-context-in-smsf-data _

D ———

€———— 200 OK (UeContextInSmsfData)
404 Not Found




MAPS™5G N8 Interface Procedures (Contd.)

Nudm_SubscriberDataManagement Service
LCS Mobile Originated Data Retrieval

. 5GC Network ’

GET.../{supi}/lcs-mo-data —— >

Subscription to notifications of data change

5GC Network ’

POST.../{ueld}/sdm-subscriptions
(SdmSubscription)

200 OK (LcsMoData)
404 Not Found

A

—_—

201 Created (SdmSubscription)
— 404 Not Found

501 Not Implemented

OGL
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MAPS™5G N8 Interface Procedures (Contd.)

Nudm_SubscriberDataManagement Service

Modification of a subscription to
notifications of data change

- 5GC Network ’

___ PATCH.../{ueld}/sdm-subscriptions/{Subscriptionld} -
(SdmSubscription)

Unsubscribe to notifications of data change

5GC Network d

—— DELETE.../{ueld}/sdm-subscriptions/{Subscriptionld} —>

200 OK (SdmSubscription)
€ 404 Not Found

204 No Content
404 Not Found

A
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MAPS™ APl Architecture

>
MAPS™ )
Client IP Network
g
>

MAPS™

Server 1 :

MAPS™

Server 2

MAPS™

Server 3

MAPS™
Server n

gl

Network )
Under Test /

« APl wraps our proprietary scripting language in standard languages familiar to the user:

> Python

» Clients and Servers support a “Many-to-Many” relationship, making it very easy for users to
develop complex test cases involving multiple signaling protocols

OGL
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Python Client

CLI/API Support

[.& *Python 3.7.5 Shell
File Edit Shell Debug Options Window Help

- O X

{AMD64)] on win32
x>

\exswples) AMF\NS_AMF_PlaceCall.py

N8 CLI Server Connection... True

N8 Testbed Starting ... True

NS Profile Loading... Trug

N8 Nudm UECH Control.gls Script Started... True

Call Response Status... Regquest Sent

MAPS N8 MsgCount: 2
MAPS LastM3GRov.....

Python 3.7.5 (tags/v3.7.5:5c02a39a0b, Oct 15 2019, 00:
Type "help", "copyright"”, "credits" or "license()" for more information.

= RESTART: C:\Program Files\GL Communications Inc’)\MAPSSG-NS)MAPSCLIYPythonClient

Call Initiation Status ... AMF_Registration : True

ConfirmationResponse = AMF Registration is successful

11:34) [M3C v.1916 64 bhit

MAPS™ CLI Server

CTi MapsCLI AMF (N8 RELEASET7)
5 File Edit View

Time Staap Route Message
11:06:41.546 <= 201
EEXEXXERXRLTNNLTNAMAPS NS nessage Flow *#%XEXXXX8X%%%
Time Stamp Route M ge
Message decode...

11:06:41.202 =5 PUT - /nudm-
/registrations/amf-3gpp-access

11:06:41.202 -> PUT - /nudw-uecn/v1/imsi-0010

DS HE| B x|

nf-3gpp-access
{"anfInstanceld"”:"540563c3-fhf7-4e09-8827-a895aab6thh)

[V view Latest Command

://192.168.12.170: 6666/ nudn-uecn/v1/imsi-001013012041
access/notification”, "guami: {"amfId":"2163", "plmnId"

"insVoPs": "HOMOGENEOUS_SUPPORT", "initialRegistration]]
Message decode...

11:06:41.546 <= 201
11:06:41.546 <= 201
{"anfInstanceld":"540563c3-fhf7-4e09-8827-a895aab6Lh
://192.168.12.170: 6666/ nudn-uecn/v1/imsi-001013012041

"imsVoPs": "HOMOGENEOUS_SUPPORT", "initialRegistration]]
Stopping Script... True
Stopping N8 TestBed...

access/notification”, "guami™: {"amfId":"2163", "plrunId" 1

1:: 2024-1-30 11:06:34.746000 : Start "TestBedDefault. xml" # *_AMF[0].UDM[0].UDMIPAddress"="192.168.12.198","_TypeOfUESimulation"="¥ML","_DefaultProfile"="UE_Profiles.xml";

1:: 2024-1-30 11:06:38.031000 : LoadProfile "UE_Profiles.xml"

2024-1-30 11:06:40,662000 : UserEvent 1 "Nudm_AMF_3GPP_Access_Registration”;
2024-1-30 11:06:41,309000 : UserEvent 1 "GetCallStatus";
2024-1-30 11:06:42,616000 : UserEvent 1 "GetMessageCount”;
2024-1-30 11:06:42,736000 : UserEvent 1 "GetLastReceivedMessage";
2024-1-30 11:06:42,841000 : UserEvent 1 "GetMessagelnfo"# "Index"=0;
2024-1-30 11:06:42,946000 : UserEvent 1 "GetMessagelnfo"# "Index"=1;
2024-1-30 11:06:43.066000 : StopScript 1;

11 2024-1-30 11:06:43,171000 : Stop TestBedSetup;
ServerLog:errCode = 0,errString = connection has been gracefully closed for ClientId =1

2024-1-30 11:06:40,331000 : StartScript 1 "Nudm_UECM_Control.gls" "UEProfile0001" 1 # "IMSI"=( binarystring )001013012041631,"AccessType"="3GPP_ACCESS","EnableCLI"

OGL

Communications
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