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MAPS™ 5G N13 Interface
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Main Features

+  Emulates Authentication Server Function (AUSF) and Access and Unified Data Management (UDM) elements
*  Supports Nudm_UEAuthentication Services Procedure
+ Services use REST APIs based on HTTP and JSON data format

«  Supports Command Line Interface (CLI) through a client-server model, enabling users to control all features via
Python APIs

»  Supports TLS and TCP Protocols

»  Supports scripted call generation and automated call reception

»  Supports customization of call flow and message templates using Script Editor
» Ready-to-use scripts for quick testing

» Provides Call Statistics and Events Status

«  Emulates Multiple Subscribers using CSV Profiles

* Automation, Remote access, and Schedulers to run tests 24/7
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Protocol Stack Specification

JSON

HTTP/2

TCP TLS

IP

Ethernet

REST
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Supported Protocols

Standard / Specification Used

N13 Interface

N13 Interface (UDM - AUSF)

TS29.509 (Release 17)

JavaScript Object Notation (JSON)

IETF RFC 8259

IETF RFC 7231

HTTP /2
IETF RFC 7540/RFC 7541
TLS IETF RFC 8446
TCP IETF RFC 793
IETF RFC 791 [5]
IPv4

IETF RFC 2460 [6]




MAPS™ 5G N13 Interface Procedures

Nudm_UEAuthentication Service
> Authentication Information Retrieval
> Authentication Confirmation

> Authentication Result Removal



MAPS™ 5G N13 Use Cases

* MAPS™ can emulate any one node (AUSF/UDM) or both AUSF and UDM nodes
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Testbed Setup (UDM)

MAPS UDM (M13 RELEASETT ] - [Testbed Setup -TestBedDefault] — O >
[87 Configurations Ernulator Reports  Editor Debug Tools Windows Help - 8 X
CHLYENY ] IEXY FREEEIDI:
HE 9
Config Value # | I¥ Enable
B UDM Configurations
H=1 UCHM 1
L= upm 1
UDM IP Address 142.168.1.31
UDM Server Port 5055
URI Scheme HTTP
UDM APl Versions
L UE Authentication Service vl
AUSF API Versions
ALUSF UE Authentication APl Version vl
ALSF SoR Protection APl Version vl
AUSF UPU Protection Service API Version vl
U=] UE Simulation Parameters

Type Of UE Simulation Profiles
End User Configuration UE_Profiles_N13UDM.xml

Auto Generated Users Info

9 start | Edit |

Initialisation Errors | @ Error Events y
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Testbed Setup (AUSF)

M4 MAPS AUSF (M13 RELEASE1T ) - [Testbed Setup -TestBedDefault]

®{ Configurations Emulator Reperts Editor DebugTools Windows Help

g X

LRI ] IR d FN

% 5]0|C

HE

Config

B AUSF Configurations
H=l AUSF
L= ausF1
ALUSF P Address

ALSF Server Port

URI Scheme

ALUSF Name

UDM Configuration

L= uom

L= ubM 1

UDM IP Address
UDM Port

L=l UE Simulation Parameters
Type Of UE Simulation
End User Configuration
Auto Generated Users Info
Mo Of Users To Be Simulated
Starting IMSI
Starting MSIN
Starting IMEI
Starting IMEISY
Auto Generated End User Configuration

UDM UE Authentication Service AP Version

Value

192.168.1.161
5055

HTTP

Client1

182.168.1.31
5055

vl

Profiles
UE_Profiles_M13AUSFxml

100000

001013012061631

3012061631

358877068345248

1234567890143001
AutoGenerated_UE_Profiles_M13AUSFxml

@ Initialisation Errors

¥ Enable

Start I Edit |

| @ ErrorEvents

)
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Profile Editor (UDM)

[87 Configurations

Emulator

Reports

MAPS UDM (M13 RELEASETT ) - [Profile Editor -UE_Profiles_N13UDM]

Editor DebugTools Windows Help

o =

>

o &

M e

% 80|C

HE .

| =

| Profiles (Edit-F2)

1

2

3

4

Insert

M5IN3012041631
MSIN3012041632
MSIN3012041633
MSIN3012041634
MSIN3012041635
MSIN3012041638
MSIN3012041637
MSIN3012041638
MSIN3012041639
MSIN3012041640
MSIN3012041641
MSIN3012041642
MSIN3012041643

Delete

Clear

B MSIN3012041631

=] Subscriber Info

MSIM
IMEI
IMEISY

Authentication Parameters

Authentication Type

Algorithm Type 5G AKA

KEY

Operator Variant Parameter Type
op

OPc

SOM

AMF

001013012041631
3012041631
359877068325248
1234567890120001

5G_AKA
Milenage

0011223344556677889%abbecdd...

OPc

01020304050607080910111213141....
01020304050607080910111213141....

00000000007
8000

@ Inihialisation Errors

V¥ Enable
Add | Insert Delete
Prnpertiesl
| @ Capt 4

| @ Error Events
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Profile Editor (AUSF)

MAPS ALISF (M13 RELEASET7 ] - [Profile Editor -UE_Profiles_N13AUSF]

[®" Configurations

Emulator

Reports

Editor

Debug Toels  Windows Help

& 5

i o B

v &

Wi =

HR .

| = | profiles (Edit-F2)

i

T B )

14

15

15

17

13

19

M5IN30120416

M5IN3012041632

MSIN3012041633

M5IN3012041634

M5IN3012041635

MSIN3012041635

M5IN3012041637

MSIN3012041638

MSIN3012041639

M5IN3012041640

MSIN3012041641

MSIN3012041642

MSIN3012041643

MSIN3012041644

M5IN3012041645

MSIN3012041646

MSIN3012041647

MSIN3012041648

MSIN3012041649

Insert Delete

Clear

[

MSIN

IMEI

IMEISY

- AUSF Client Selection
H=l PLMM ID

MCC
MMNC

L=l Authentication Parameters

43l

Authentication Type
Algorithm Type 5G AKA
KEY
Operator Variant Parameter Type
opP
OPc
SQN
AMF
Sync Failure
t] Sirmulate Sync Failure
=] Resynchronization Info
RAND
AUTS

001013012041631
3012041631
359877068325248
1234567890120001
Client1

001
01

5G_AKA

Milenage
0011223344556677889%abbccd...
OPc
010203040506070809101112131...
010203040506070809101112131..,
00000000007

8000

False

ARRRRRRRRRERARRRRRERRRRERANIS
2222222222222222222222222222

@ |Initialisation Errors

| & Error Events

[V Enable

Add I Insert I Delete

Properties I

| @ Captu
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Call Generation

MAPS AUSF (N13 RELEASETT ) - [Call Generation -CallGenDefault]

- O *
|§, Configurations Emulator  Reports  Editor  Debug Tools  Windows  Help - 8 X
e ) 1 I 5 Y * . 1] e
QEEs3 eBP% Y ble o £'ﬂ‘@‘\u’
o —
= HR . B |[ea
| Srho I Scrpt Mame I Prafile I Call Info I Script E xecution I Status I Events I Ewvents Profile I Fezult I Totallterationsl Completed Iterat ~
1 MSIN3012041631 | suci-0-001-01-0-0 Start Authentication 5 vore ([
2 Mudr_UEAL_AUSF_Control.gls Start Mone Unlkrnowan 1 0
3 Mudm_UEAU_AUSF_Control. gls Start Mone Unkmown 1 0 W
< >
1
[ add | Delete | msert | Refresh| start | startal| sop [ stopan fw| abore | abortal|
Save I Column 'width -— [~ Show Latest
Find
AUSF UDM il
BOST http://1l52.1628.1.21:5055/nudmueau/vl/suci—-0-001-01-0-0-0-3012041€31
content-type : application/json
accept : applicationsjson,
200 0K, 11-29:28 673000 application/problemtijson
POST Anudm-ueaudy] Amsi-00101 3012041631 /auth-events {
b 11:23:28. 796000 "ausfInstanceld”:"95472468-743f-4c97-88£a-313acb3be22a",
201 CREATED "servingNetworkName" :"5CG:mnc00]l . meoel0l . 3gppnetwork.org”
11:25:28.830000 (|}
< > < ¥
Scripts kllmage Sapence/( Event Config }\ Script Flow /
@ Initialisation Errors | @ Error Events | @ Captured Errors | @ Link Status Up=0 Down=0 A
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Call Reception

MAPS UDM (M13 RELEASETT ) - [Call Reception] - O X
# Configurations Emulator Reports Editer DebugTools Windows Help - 8 X
ey ) . I El LY ~ LY 1] Fa
Q52 eB%N «¢ m@m£ﬁ|@‘u
Sr Mo | Script Mame | Frofile | Call Info | Script Execution | Status | Ewents | Ewents Profile | Results |
LIDM_HTTP2_Connection_Monitar. als UDM Server Clients : AUSF.  [0SEEE|  Manitaing HTTPZ Cannestion Status Mohe Urknawn
Mudn_UEAL_Cortral.gls syci-0-007-01-0-0-0-301 2041631 Completed | Authentication Yectors sent Maone Pazs

Completed | Luthent t Maone _

in: 10

| Stop I Stop Al I Abort | Abort AIII ¥ Show Records [~ Select Active Call [~ Auto Trash  Trash |

ave I Columnwidth — —— ——— I Show Latest

Find

Status: 1

method : POST

path : /nudm—ueau/vl/imsi-001013012041€31/auth-events
:scheme : http

rauthority : 15%2.1l€8.1.31:5055

content-type : application/json

accept : application/json,

application/problemtjson

content-length : 179

11:42:06.937000

{

"authType":"5G_RAKA",
"nfInstanceld":"733%cfTac-53d7-455e-9ae5-6df3744c43b3",
"servingletworkName™ :"5G:mncl0l mocd0l . 3gppnetwork.org™,
"success":true,

"timeStamp™:"2025-1-13T11l:42:&62"

< > |||t

Scripts }Jlmage Seq.lence,( Event Config }\ Script Flow /

@ Initialisation Errors | @ Error Events | @ Captured Errors

| @ Lin 4
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MAPS™ 5G N13 Interface Procedures

Nudm_UEAuthentication Service

Authentication Information Retrieval

E 5GC Network

POST...{supiOrSuci}/security-information/generate-auth-data
{serving network name, resync info}

200 OK {AuthenticationIinfoResult}
403 Forbidden

14



MAPS™ 5G N13 Interface Procedures (Contd.)

Nudm_UEAuthentication Service
Authentication Confirmation

E 5GC Network b

POST...{supi}/auth-events (AuthEvent)

201 Created

15



MAPS™ 5G N13 Interface Procedures (Contd.)

Nudm_UEAuthentication Service

Authentication Result Removal

PUT...{supi}/auth-events/{authEventld} (AuthEvent)

200 OK (AuthEvent)

16



MAPS™ APl Architecture

MAPS™
Server 1

A2

Nl

5 MApPS™

MAPSTM 7 Server 2
4
Cq pyenon R -

Network y

Under Ty
/ —
e MAPS™ A =
Server 3
MAPS™
> Servern

« API wraps our proprietary scripting language in standard languages familiar to the user:
» Python
» Clients and Servers support a “Many-to-Many” relationship, making it very easy for users to develop complex
test cases involving multiple signaling protocols
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CLI/API Support

Python Client

H13 Server Connection... True

N13 Testbed Starting ... True

N13 Profile Loading... True

N13 Hudm UEAT AUSF Control.gls Script Started...
Starting W13 script True

Authentication Reguest Initiation nudm authenticate regquest entered

| & Python 3.7.5 Shell - ] X
File Edit Shell Debug Options Window Help

Python 3.7.5 (tags/v3.7.5:5c02a3%a0k, COct 15 2019, 00:11:34) [MSC v.1916 64 bit (AMDGE4)] on win3d2
Type "help", "copyright", "creditcs"™ or "license ()" for more informatiomn.

p

= RESTART: C:\Program Files\GL Communications Inc\MAPSSG-N13\MAPSCLIPythonClient\examples\AUSF\N13
_PlaceCall.py

svent_args = [] _ MAPS™ CLI Server
Auth Regquest Status = Applied
True
Authentication Response Status... Regues CTi MapsCLI AUSF (N13 RELEASE17) _ 0 %
ConfirmationResponse = Authentication 35Su N
7 E . ; _
M&P MsgCount: 4 File Edit View il
#xxx® MAP Message Flow *#%##%% DDE||X|
Time Stamp Route Ml ¥ view Latest Command
msSg_count== 1 :: 2024-1-25 19: 16:20.033000 : Start TestBedDefault.xml” # *_AUSF[0]. AUSF[0] AUSFIPAddress™="132. 168. 12.7","_TypeOfUESmulation”="XML","_DefaultProfile="UE_Profiles. xml™;
I.I.S :16:35.546 - Fl1:: 2024-1-25 19:16:22.794000 : LoadProfile "UE_Profiles, xml”
i s mTtTh— 1::2024-1-25 19:16:24.977000 : StartScript 1 Nudm_UEALU_AUSF_Control.gls™ "UEProfied001” 1 # "IMSI™={ binarystring )001013012041632, "AuthenticationAlgType™="Tuak", CallFlowDebug™=1, EnableCLI"=1;
y—lnforrr.atlsvn/generate g .:%t._'l data _ it 2z 2024-1-25 18:16:35.041000 : UserEvent 1 "Nudm_UE_Authentication”;
19:16:35.572 <= 2|1 2 2024-1-25 19:16:35.153000 : UserEvent 1 "GetCallStatus™;
19:16:35.695 _ plfit :: 2024-1-25 15:16:36.799000 : UserEvent 1 “GetMessageCount™;
_ - X {1 s 2024-1-25 19:16:36.910000 : UserEvent 1 "GetMessagelnfo™# "Index"=0;
19:16:35.714 <= 211 :: 2024-1-25 19:16:37.020000 : UserEvent 1 "GetMessagelnfo™# “Index™
Stopping Script... True 1:1 2024-1-25 19:16:37.130000 : UserEvent 1 "GetMessagelnfo™# "Tndex
. R - i 11 2024-1-25 19:16:37.240000 : UserEvent 1 "GetMessagelnfo™# "Index"=3;
N13 Server Disconnecting... True 111 2024-1-25 19:16:37.352000 : StopSeript 1;
B ServerLog:errCode = 0,errString = connection has been gracefully dosed for Clientld =1

[ nm[ 4
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Thank you
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