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MAPS™5G N11 Interface
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Main Features

Emulate Session Management Function (SMF) and Access and Mobility Management
Function(AMF) elements

Supported Procedures are-
» Nsmf_PDUSession Services
» Namf_Communication Services
Services use REST APIs based on HTTP and JSON data format

Supports Command Line Interface (CLI) through a client-server model, enabling users to control all
features via Python APIs

Supports TLS and TCP transports

Supports scripted call generation and automated call reception

Supports customization of call flow and message templates using Script and JSON messages
Ready-to-use scripts for quick testing

Provides Call Statistics and Events Status

Automation, Remote access, and Schedulers to run tests 24/7



Protocol Stack Specification

JSON Supported Protocols Standard / Specification Used
N11 Interface (SMF - AMF) TS29.502 (Release 17)
HTTP/2 JavaScript Object Notation IETF RFC 8259
(JSON)
TCP TLS HTTP /2 3GPP TR 21.905 (Release 17)
IETF RFC 7540
(Hypertext Transfer Protocol) IETF RFC 7232
IP IETF RFC 7234
TCP IETF RFC 793
Ethernet IPv4 IETF RFC 791 [5]

IETF RFC 2460 [6]
REST
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MAPS™5G N11 User Cases

* MAPS™ can emulate any one node (AMF/SMF) or both AMF and SMF nodes

DUT
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Testbed Setup (AMF)

End User Configuration

+] Auto Generated Users Info

AMF_Profilesxml

Start I Edit |

@ Initialisation Errors

MAPS AMF (N11 RELEASE1T) - [Testbed Setup -TestBedDefault] — O x
[ Configurations Emulater Reports Editor DebugTools Windows Help a X
LY EINY T IEXT FRIEEICE:

HE| 9
Config Value [v Enable
B AMF Configurations

H=l AMF 1

L= AMF1

- AMFIP Address 192.168.12.170
- AMF Server Port 6666
- AMF Client Name Client1
- URI Scheme HTTP
- Traffic Adapter Index 0
- GTP Tunnel IP Address 192.168.12.170
H=l AMF APl Versions
L AMF Comrunication Service vl
L=l SMF Configurations
L= smF 1
L= smF1
SMFIP Address 192.168.12.198
SMF Server Port 6666
SMF AP Version vl

H=] Traffic Parameters

|: Traffic Disable

Traffic Type MobileTraffic
L=] UE Simulaticn Parameters
Type Of UE Simulation Profiles

| 4
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Testbed Setup (SMF)

MAPS SMF (N11 RELEASE1T) - [Testbed Setup -TestBedDefault]

[F' Configurations Emulator Reports Editor Debug Tools

Windows Help

HLYERLY ] X PRI
H &
Config Value ¥ Enable
B SMF Configurations
H= SMF 1
L3 smF1
SMF IP Address 182.168.12.198
SMF Server Port 6666
URI Scheme HTTP
SMF APl Version vl
Traffic Adapter Index 1
GTP Tunnel IP Address 192.168.12.198
=l AMF Configurations
L2 amF 1
L) AMF1
AMF P Address 182.168.12.170
AMF Server Port 6666
= AMF API Versions
L AMF Communication Service vl
Hxl DMN Configuration 3
H=l Traffic Parameters
~  Traffic Enable
—  Traffic Type GateWay
— Gateway IP Address 192.168.12.1
Subnet Mask 255.255.252.0
—  Primary DNS IP Address 192.168.1.3
—  Secondary DNSIP Address 2888
U=l UE Simulation Parameters
~  Type Of UE Simulation Profiles

—  End User Configuration
L+l Auto Generated Users Info

SMF_Profiles.xml

Start | Edit

Initialisation Errors

| @t 4
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Profile Editor (AMF)

MAPS AMF (N11 RELEASE1T) - [Profile Editor - AMF_Profiles] - ] >
[#'f Configurations Emulstor Reports Editor Debug Tools Windows Help - 8 x
= & . n Fay
LS ENY ] EXY FRIEEEICIEE]
HE .
Profiles (Edit-F2) A | Config Value v Enable
1 M 1204
2 MSIN3012041632 H=) Mobile Identity
SUPI 001013012041631
3 MSINI012041653 PEI 350877068325248
4 MSIN3012041634 MSIN 3012041631
5 MSINI012041535 - AMF Client Selection Client1
Hzl Serving Network
6 MSIN3012041636 |: Mce o0
7 MSIN3012041637 MMNC 01
8 MSIN3012041633 H=l SM Parameters
PDU Sessionld 1
8 MSIN3012041639 PDU Session Type IPV4
10 MSIN3012041640 55C Mode S5C Mode 1
11 MSINID12041641 DNN Name internet
=| Integrity Protection Maximum Data Rate
12 MSIN3012041642
UP Integrity Protection for UL 64 kbps
13 MSIN3012041643 UP Integrity Protection for DL 84 kpbs
14 MSIN3012041644 = Requested NSSAI
35T eMBE
15 MSIN3012041645
5D o
16 MEING012041646 U=l Traffic Parameters
17 MSIN3012041647 L=) Mobile Traffic Parameters
18 MSIN3012041648 — Udp Src Port 2132
— Udp Dst Port 2152
19 MSIN3012041649 - HTIP Server IP Address 192.168.14.70
20 MSIN3012041650 ~ TCP port for HTTP a0
21 MEINZD12041651 — Transmission Type Once
— Start File Count 1
22 MSINI012041652 —  Traffic File Name www.etsi.org
23 MSIN3D12041653 —  File Count For Concurrent Or Sequential 3
24 MSIN3D12041554 —  File Playback Count 1
25 MSINZO12041655 OS5 Socket Disable Add I Insert Delete I
Co v - TxFile For Once Transmission From List 1 Properﬁesl
Insert Delete Clear -
@ Initialisation Errors | @ Error Events | @ Car




OGL

Communications

Profile Editor (SMF)

MAPS SMF (N11 RELEASETT) - [Profile Editor -SMF_Profiles] - O x
|[W' Configurations Emulator Reports Editer Debug Tools Windows Help - 8 %
Lo n o3
el T RILE 1 IEXY FINEEICI]
HE .
Profiles (Edit-F2] # |Config Value [V Enable
1 12041631
2 MSIN3012041632 =] Subscriber Info
- IMs 001013012041631
3 MSINGD12041633 I MsiN 3012041631
4 MSIN3012041634 K=l HPLMN ID
5 MSIN3012041635 L= HeLwn D1
|: MCC o1
6 MSIN3012041636 MMC o
7 MSIN3012041637 H=l QOSRule
3 MSIN3012041638 Q05 Rule Identifier 1
Rule Operation Code Create new QoS5 rule
9 MEINI012031633 DOR The QoS ruleis not default Q...
10 MSIN3012041540 Mumber of Packet filters 1
11 MSIN3012041641 Packets Filter Direction Bidirectional
12 MSING012041642 Packets Filter Id 13
Qo5 Rule Precedence 233
13 MSIN3012041643 Segregation Mot Requested
14 MSIN3012041644 Fl Trace Data
Hil Expected UE Behaviour List
15 MSIN3012041645
 Supported Features 0
16 MSIN3012041646 H#l SessionManagementSubscriptionData
17 MSIN3012041647 U=) Traffic Parameters
18 MSIN3012041648 L=} Mobile Traffic Parameters
~ Udp SrcPort 2152
19 MSIN3012041649 I Udp DstPort 2152
20 MSIN3012041650 - HTIP Server IP Address 192.168.14.70
21 MSIN3012041651 [ TCPportfor HTIP a0
- Transmission Type Once
22 MSINI012041652 | Start File Count 1
23 MSIN3012041653 ~  Traffic File Name www.etsi.org
24 MSIN3012041554 ~  File Count For Concurrent Or Sequential 1
i File Playback Count 1
25 MSIN3012041655 .
- 0S5 Socket Disable
26 MSIN3012041656 L TxFile For Once Transmission From List 4 i MDEI_EEI
EERRYE NELPERVR ) v LI _IPmperuas

Insert I Delete

Clear

Initialisation Errors

| @ FError Events

| @ Captured Em |
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Global Configuration

MAPS AMF (M11 RELEASETT) - [Global Coenfiguration -Globalprofile] — O >
& Configurations  Emulator  Reports  Editor  Debug Tools  Windows  Help - 9 X

s v @B

Qg

# & Ml e

% 510|C

B Global Configuration

=l General Timers
Seszion Duration in msec
User Inactivity Timer in msec
Inter Session Duration Timer in msec
|Pywh Prefix
Sbi Connection Monitor Tirmer in sec

Yalue

10000

1200000

2000
feB0000000000000

¥ Enable

@ Initialisation Err
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Call Generation

MAPE ARF (M11 RELEASETT) - [Call Generation -CallGenDefault]
|%, Configurations  Ermulator  Reports  Editor  DebugTools  “Windows  Help

[ Y
® & 6

EEENY X

£ %06

HR| . L

Call Info

S i

t Execution | Status

Everts Result

Total lterations | Completed Itera

| Sat | None
2 MNamf_Session_Control gl MSIN301 2041632 Start I MNone
£ >
]
add Delete | Insert I Refresh | Stark | Start Al | Stop IVl Stop Al IVl Abort | Abort: Alll
Save |  Column'widh ———F—— T Show Latest
Find
AMF SMF il
POST http: /192 168,12 198 6666 /menf-pdusession/vl/sn—contexts
accept :© application/json,
application/vnd. 3gpp.ngap,
201 CREATED o] applications/problentijson
‘ Ll content-type : multipart/related; boundary=2F29Zdead?dE3cldbis
POST Anamf-commv1/ue-contexts/imsi-001 013012041631_2/n1-n2-meszages
4 = 16:18:59.818000 --5F89242a47dz3cldbis
200 Content-Type: application/json
Pl 151 8:59. 515000
POST Mnamf-pdusession/s1/sm-conkests/imsi-00101 301 2041631_2/modify ’ 161269 516000 '{'anType” . N30PD ACCESEN
T "dront o int.erneg" .
‘ 201 CREATED 16:18:59. 951000 "gpsi'i'"msisdn-3012041631"
ST "nlEnM=g": |
POST /nzmf-pdusessiondv] fsm-contestsimsi-001 01301 2041631 _2/releasze ’ 161952 760000 "contentId":"Sqnas—su"
T |
204 NO-CONTENT "pduSessionId":l,
o 16:19:52.793000 "pei’:"imei-3E9877068325248",
"ratType": "NR",
£ > < 3

. Scripts 3 Meszage SequenceK Event Config >\ Script Flow /

@ |Initialisation Errars

| @ Error Bvents | @ Captured Errors

| @ Link Status L ¢
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Call Reception

MAPS SMF (W11 RELEASETT) - [Call Reception] O X
48 Configurations  Emulator  Reports  Editor Debug Toals  Windows Help - 8 %X
; ) ; L Al e TaTa 1] +
Q5 Ees 3 ePNR o« m@miﬁa‘@‘u‘
Sr Mo | Script Mame | Frofile | Call Info | Script Execution | Status | Events | Fesults

1 SMF_HTTP2_Connection_Monitor.gls SMF Server Clients | AMF, Connect Server | Unknown

Completed I

Mone

Stop I Stop Al | Abort | Abort Al | ¥ show Records [ Select Active Call [ Auto Trash Trash |

Save | Column'width ————— T Show Latest

AMF SMF

Fird
Status: 1
tmethod @ POST
tpath : /nsmf-pdusession/vl/fsm-contexts

<

- n 16:1#:59 635000
‘ POST /namf-comm.yAue-contexts/ims-00101 301 2041 631_2/n1-n2-messages 164555, 791 000
2000k P 15:15:59. G25000

POST /nemif-pdusessions1 sm-contestsAms-001 01301 2041637 _2/modify ’ 16:15:59.930000

] an 16:15:59.846000
POST /nsmf-pdusessionv1Asm-contests imsi-00101 301 2041631 _2/release b 161952 771000

204
] 16:19:52. 753000

:scheme @ http

tanthority @ 192 168_1Z2_198: 6666

accept :© applicationsjson,

application/vnd. 3gpp._ngap,

application/problentison

content-type : wultipart/related; boundary="8FS55Z4ead7diZZcldb
mime-version - 1.0

content-length : &4F

--"8F8924ead?d23cldibB6"
Content-Type: application/json

{

"anType":"3GPP_ACCESS",
"dnn": "internet",
"gpsi':"nsisdn-301E041631"
"nlSmMsg":{

"oontentId": "Eognas-sm"

1

£

Scripts >\Message Sequence/< Ewent Config >\ Seript Flaw /

Initialisation Errors

| @ Error Events | @ Captured Errors

| @ Linksta |

13



MAPS™5G N11 Interface Procedures

 Nsmf_PDUSession Services

Create SM Context Service Operation
Update SM Context Service Operation
Release SM Context Service Operation

Notify SM Context Status Service
Operation

Retrieve SM Context Service Operation

YV V V V

A\

2GL
—

Communications

YV V V V V

YV V V VY

Nudm_UEContextManagement Service

Network triggered Service Request
PDU Session establishment

PDU Session modification

PDU Session release

Session continuity, service continuity and UP path
management

Inter NG-RAN node N2 based handover

SMS over NAS procedures

UE assisted and UE based positioning procedure
Network assisted positioning procedure

UE configuration update procedure for transparent
UE policy delivery

14



MAPS™5G N11 Interface Procedures

Nsmf PDUSession Service

Create SM Context Service Operation

5GC Network
SMF ’

POST../sm-contexts (SmContextCreateData) ——

Update SM Context Service Operation

S — 4xx/5xx (SmContextCreateError) -———-———————- i 5GC Network
SMF

POST../sm-contexts
(SmContextRef)/modify(SmContextUpdateData)
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MAPS™5G N11 Interface Procedures

Nsmf_PDUSession Service (Lontd)

Release SM Context Service Operation

5GC Network
SMF '

POST../sm-contexts/
(SmContextRef)/release(SmContextReleaseData)

Notify SM Context Status Service Operation

5GC Network
Cmmmmm e —————— Soe/Sxx (ProblemDetails) =====--cmmceaaaa SMF

POST {smContextStatusUri}
(SmContextStatusNotification)

OGL
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MAPS™5G N11 Interface Procedures

Nsmf_PDUSession Service (Lontd)

Retrieve SM Context Service Operation

- 5GC Network
e
[

POST../sm-contexts/
{SmContextRef}/retrieve(SmContextR etrieve Data)




MAPS™5G N11 Interface Procedures

Namf Communication Service

* Network triggered Service Request
« PDU Session establishment
« PDU Session modification

- PDU Session release i 5GC Network o ’

« Session continuity, service continuity

and UP path management
POST../uecontexts/ {ueContextld}/n1-n2-

* Inter NG-RAN node N2 based message(N1N2MessageTransferReqData)
handover
202 or 200
* SMS over NAS procedures € oo (NIN2MessageTransferReqData) ~—~

 UE assisted and UE based
positioning procedure

* Network assisted positioning
procedure

» UE configuration update procedure
for transparent UE policy delivery

OGL
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User can load multiple patterns for selected script

User configurable Test Duration, CPS, Maximum and
Minimum Call Rate etc.

Add Delete

[~ Stop Time

Days |0 Hours |0 Minutes |0

MAPS AMF (M11 RELEASE1T) - [Load Generation - LoadGendefault] — O e
Fixed Ramp Uniform # Configurations Emulator Reports Editor DebugTools Windows Help - 5 x
100
. . ? i I A LY LY LY )
% ) L HesaleBEN ol e le LA &
T ]
£ 50 = S| P
A | HRE
/ | Total Calls To Generate | * {* indicates no limit)
4p Call Rat &
Time (sec) Ramp Duration  Time (se<) MinCallRate " Max Call Rate Max Active Calls | 1000 I Uricue Distributions Per Script
[¥ Multi Distributions Iteration | (Findicates no limit)
S , Distributions | Description | Add |
Normal awtoot 1 Max Call Rate [ Uniform MinCR=40 , MaxCR.=30 , Duration=10.00 Remove
J Fixed Call Rate=100 , Duration=10.00
e 4 ) | Normal MinCR=40 , MaxCR =30 , Duration=10.00 Remove All
| /1N ' ® . W Call Rate A
i/ \ | = Step ﬁ
3 X i - N\
Mmmﬁall Ra(é:nwm Max%’all Rate ﬁam;{ Duv«;uon Time {sec) Time Step Time (sec) Scripts profle [ Exdusive Profies
Scripts Profile ~
e . . Namf_Session_Control MSIN3012041631
Stability/Stress and Performance testing using Load MSIN30 12041632
. MSIN3012041633
Generation MSIN3012041634
MSIN3012041635
H H H MSIN3012041635
Different types of Load patterns to distribute load MeTn 1ona 17 v
< >

Add Delete

| Start Time - 00:00:00.000

| End Time - 00:00:00.000

Start

@ |Initialisation Err




Traffic Emulation

Simulate User
Equipment

All Protocols

Load, Stress,
Performance

Hundreds of thousands of simultaneous calls

HD Voice

| T1E10C-30C-12
+ Hardware Unit

I

I

I

I

I

Voice, Digits, Tones, Fax, Video, SMS, Data, Packet, GTP

20



MAPS™ API Architecture

MAPS™
—
7 Server 1 \
—>
=
P 4 ™ Server 2
&, | MAPSE «—  ppcorll T Network )
L0 Client Under Ty
g MAPS™ _—7
Server 3
MAPS™
> Servern 7

» API wraps our proprietary scripting language in standard languages familiar to the user:
> Python
* Clients and Servers support a “Many-to-Many” relationship, making it very easy for users to develop complex
test cases involving multiple signaling protocols

OGL

Communications
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Python Client and MAPS™ CLI Server

| & Pythan 3.7.5 Shell — O *

File Edit Shell Debug Options Window Help

Python 3.7.5 (tags/v3.7.5:5c02a39alb, Oct 15 2019, 00:11:34) [MSC v.1916 64 hit A
[AND64)] on win3z

Type "help®™, "copyright”, "credits™ or "license()" for more information.

P>

= RESTART: C:%Program Files4GL Communications Ine' MAPSSG-N11%MAPSCLIYPythonClien
thexamplesh AMFYN11_PlaceCall.py

N1l Server Connection... True
N1l Testbed Ztarting ... True
W11l Profile Loading... True

Waiting for AMF - SMF Connectiwvity
M1l MNamf Session Control.gls Script Started...

1 2024-1-30 11:13:01, 169000 : UserEvent 1 "GetMessageInfo"# "Index"=6;
1 2024-1-30 11:13:01,394000 ¢ StopScript 1;

Profileload3tatus == FProfile loaded
Starting N1l script True
Create 3M Context Reguest Initiation ... N1l smContextReleaseType= Release3HNC
ontext
Nll_user_event= CreateZMContextRequest C[i MapsCLIAMF (NH RELEASE'I?) —_ D x
UserEwventStatus= Lpplied
CallInitiated3tatel3tatus = Initiated E] Eile  Edit  Wiew - 8 X
CallInitiated3tate= 0
regponsedtatus_1 = 5H Context Created D Dﬂ n E.9
responseStatus 2 = N1 N2z TRAINSFER Response Sent .
responseStatusZS = Segsign Est,abl_ish Accepg W' “fiew Latest Cammand
responsedtatus & = UpdatesMContextRecuest Jent 111 2024-1-30 11:12:06,453000 : Stark "TestBedDefaul.xml" # *_TypeOfUESimulation"="%ML"," _DefaultProfile"="aMF_Profiles xml";
responseltatus 5 = SM Context Updated 1 i1 2024-1-30 11:12:09, 832000 : LoadProfile "AMF_Profiles, <ml"
N1l ReleaseSMContext_status= Lpplied 111 2024-1-30 11:12:54,935000 : StarkScripk 1 "Marnf_Session_Contral.gls” "MSING012041631" 1 # "IMSI"=( binarystring J001013012041631, "EnableCLI"=1;
True 11 2024-1-30 11:12:57.669000 : UserEvent 1 "CreateSMContextRequest”;
CreateSHcontext Response Status... SH Context Released 11 2024-1-30 11:12:55, 225000 ; UserEvent 1 "ReleaseSMContext";
MAPS N1l MsgCount: 7 1 i1 2024-1-30 11:12:58,876000 : UserEvent 1 "GetCallStatus";
MAPS LastMIGRev..... 1::2024-1-30 11:12:59,966000 : UserEvent 1 "GetMessageCount”;
Time Stamp Route Message 11 2024-1-30 11:13:00.076000 : UserEvent 1 "GetlastReceivedtessage”;
11:12:58.747 . 204 1 2024-1-30 11:13:00,193000 : UserEvent 1 "GetMessageInfo"# "Index"=0;
srrwwmar s AR A TMAPS N1l Message Flow srssssssssssss 11 2024-1-30 11:13:00, 257000 : UserEvent 1 "GetMessagelnfo’# "Index"=1;
Time Stamp Route Hessage 11 2024-1-30 11:13:00.418000 ; UserEvent 1 ::GetMessageInFD::# ::Index:=2;
recess oo .. LB 1130 st Ut | Gttt S
11:12:57.709 - POST - /nsmf-pdusessigl, © coei a0 1ildibh PUSEIEVEML | LBLNESSAQ8 M0 NOSX =4
11:12:57.709 s POST - /nsmf-pdusession/vl/si—contexts i r2024-1-30 11:13:00.959000 : UserEvent 1 "GetMessageInfo"s# "Index"=5;
1

Nessage decode. ..
11:12:55.034 <- 201 MUk
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