MAPS™ 5G N10 Interface Emulator

OGL Communications Inc.

818 West Diamond Avenue - Third Floor, Gaithersburg, MD 20878
Phone: (301) 670-4784 Fax: (301) 670-9187 Email: info@gl.com
Website: https://lwww.gl.com



https://www.gl.com/inforequestform.php
https://www.gl.com/

5G Network Diagram
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MAPS™ 5G N10 Interface
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Main Features

Emulate Unified Data Management (UDM) and Session Management Function (SMF)
elements

Supported Procedures are-
» Nudm_SubscriberDataManagement Services
» Nudm_UEContextManagement Services
Services use REST APIs based on HTTP and JSON data format

Supports Command Line Interface (CLI) through a client-server model, enabling users to
control all features via Python APIs

Supports TLS and TCP transports

Supports scripted call generation and automated call reception

Supports customization of call flow and message templates using Script and JSON Messages
Ready-to-use scripts for quick testing

Provides Call Statistics and Events Status

Generate multiple subscriber using CSV profiles

Automation, Remote access, and Schedulers to run tests 24/7



Supported Protocols

Protocol Stack Specification

Standard / Specification Used

unications

JSON N10 Interface
HTTP/2 N10 Interface (UDM - SMF) TS29.503 (Release 17)
JavaScript Object Notation (JSON) IETF RFC 8259
TCP TLS
I[ETF RFC 7231
HTTP /2
1P IETF RFC 7540/RFC 7541

TLS IETF RFC 8446
Ethernet TCP IETF RFC 793

REST Pva IETF RFC 791 [5]

IETF RFC 2460 [6]




MAPS™ 5G N10 User Cases

« MAPS™ can emulate any one node (SMF/UDM) or both SMF and UDM nodes
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Testbed Setu

MAPS SMF (M10 RELEASETT) - [Testbed Setup -TestBedDefault]

[8" Configurations Emulator Reports Editor Debug Tools

Windows Help

End User Configuration
=l Autoc Generated Users Info
Mo Of Users To Be Simulated
Starting IMSI
MSIMN
Auto Generated End User Configuration

UE_Profilesxml

4000

001013012041631

3012041631
AutoGeneratedUser_Profilecml

VLS RILY L IEEd PR IEENCIEe
HR 9
Config Value [ Enable
B SMF Cenfiguraticn
H=1 SMF 1
L= smF1
SMF IP Address 192.168.12.170
SMF Server Port G666
LRI Scheme HTTP
SMF Client Mame Client1
=l UDM 1
L= upm 1
UDM IP Address 192.168.12.198
UDM Port 6666
=l UDM APl Versions
UE Authentication Service vl
Context Management Service vl
Subscriber Data Management Service w2
Event Exposure Service vl
Parameter Provision Service vl
MNIDD Authorization Service w2
U=l UE Simulation Parameters
Type Of UE Simulation Profiles




Testbed Setup (UDM)

MAPS UDM (M10 RELEASETT) - [Testbed Setup -TestBedDefault] — O x

[8" Configurations Emulator Reports Editor Debug Tools Windows  Help - &8 %

T S REYNY 1 IEXT FE IR
HE 9

Config Value [¥ Enable
B UDM Configurations
H=l UDM 1
L= upm 1
UDM IP Address 192.168.12.198
UDM Port 6666
URI Scheme HTTP
=l UDM API Versions
UE Authentication Service vl
Context Management Service vl
Subscriber Data Management Service w2
Event Exposure Service vl
Parameter Provision Service 2
MNIDD Authorization Service v2
L=l UE Simulation Parameters
Type Of UE Simulation Profiles
End User Configuration UE_Profiles.xml
= Auto Generated Users Info
Mo Of Users To Be Simulated 4000
Starting IMSI 001013012041631
Auto Generated End User Configuration AutoGeneratedUser_Profilesxml Start | Edit |

*Q' Gl @ Initialisation Errors | @ Error Events 2
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Profile Editor (SMF)

MAPS SMF (M10 RELEASETT) - [Profile Editor -UE_Profiles] — X
L& Configurations Emulator Reports Editor Debug Toels Windows Help - &8 %
§ = & . [ n Fal
IS RIT L IEK'Y ERIEEIC:
HE: 0|
| = | Profiles (Edit-F2) | Config |‘u’a|ue ¥ Enable
1 UEProfile0o0l (=] UEProfileDDO1
5 UEProfle0onz H=l Subscriber Info
L supl 0010130712041631
3 UProfile0oo3 L SMF Client Selection Client1
4 |JEProfile0no4 H=1 PLMN ID
5  UEProfile000s |: Mec 001
MMC o
& UEProfie000s H=l UECM Service Parameters
7 UEProfile00o? |: UECM Service Request SMF Registration
8 UEProflenons PDU Seccionld 1
i L] SDM Service Parameters
2 UEProfie000s SDM Service Request Get SM-Data
10 UEProfile0n10 Cnn Internet
11 UEProfilenoil Subscription Expires 2022-08-02T025:0%:13.445Z
Immediate Report False
12 UEProfile0n12 . .
=l SessionManagementSubscriptionData
13 UEProfilen013 L=l SessienManagementSubscriptionData 1
14 UEProfie0ni4 L= Single Nssai
=] Single Mssai 1
15 UEProfile001s LD ingie fssar
t S5T 1 Add I Insert Delete
16 UEProfile0n16
5D 01 Propert'esl
Insert Delete Clear
@ [nitialisation Errors | @ Error Events | @ C
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Profile Editor (UDM)

MAPS UDM (N10 RELEASETT) - [Profile Editor -UE_Profiles] m} *
[t Configurations  Emulator Reports  Editor Debug Tools  Windows  Help - 8 X
[ =T A LY LN F o
LY ENY ] EXT P EEICE-]

HE|. (-]
# | Profiles (Edit-F2] # | Config |Va|ue A | ||V Enable
1 MSIN3012041631 = MSIN3012041631
7 MSIN3012041632 H=l Subscriber Info
- IMSI 001013012041631

3 MSIN3012041633 L IME 359877068325242
4 MSIN3012041634 —  MSIN 3012041631
5 MSIN3012041635 = HPLMNID

t Mcc 001
6 MSIN3012041636 MMC o1
7  MSIN3012041637 H=l MSSAI for HPLMM
8 MSIN3012041638 H= Default Single NSSAI

L) Default Single NSSAI 1
9  MSIN3012041639 |: ssT 1
10 MSIN3012041640 50 o
11 MSIN3012041641 F=) Single NSSAls
> MEINE12041642 L= Single NS5Als 1
|: ssT 1

13 MSIN3012041643 SO 02
14 MSIN3012041644 ~ Supported Features 0

~  Provisioning Time 2022-08-01T10:35:15.330Z
15 MSIN3012041645 N i

L=l Additional Snssai Data
16 MSIN3012041646 L= additional Snssai Properties
17 MSIN3012041647 L Required Authentication Au... True
18 MSIN3012041648 e Gpsls T

L Gpsis1 msisdn-3012041631
13 MSIN3012041642 I Internal Grouplds 01030507-123-456-01020...
20 MSIN3012041650 H=l Authentication Parameters
21 MSIN3012041651 ﬁluthe_”:“:"” E"gim if_l—‘qm add | nsert | Delete

gorithm Type ilenage

22 MSIN3012041652 v KEY 00112233445566776998.. v || Proeertes|

Insert Delete

Clear

Initialisation Errors

‘ @ Error Events

| @ Capture /|
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Call Generation

mALPE ShAF (W10 BELEASETT) - [Call Gerneration -CallGenDefault] — O 4
|%_-, Configurations  Ernulator  Reports  Editor  Debug Tools Windows  Help - 8 X
. ) ; i ] [ v 1] R
Q5B BB Y ies/2L 00

HR . B |[sa

SrMo I Script Mame I Profile I Call Infa I Script Execution I Statuz I Events | Result I Tatallt... I Carnpleted [terations
1 Mudm_UECM_Control. gls UEProfile0001 SUPI: imsi-00101301 2041631 Start I SMF Registration iz successful Mone I Fasz
F Nudm_SDM_Controlgls | UEProflenont | SUPI - imsi-O0101300 2041631 Start | Nore |
<

1 1
>

Add Delete | Insert | Refreshl Stark | Stark .ﬁ.III

stop [ | stopan fe| abor | abort al|

| Save I Colurmn Width -—J— I_ Shiow Latest

SMF DM

200 0K

L4

|12:35:34.111EIEID

Fird

GET http: /122,168, 121986666 /mudn-sdn,/vE/insi-00101301204163]l /sn-datal dmm=interne
accept @ application/json,
application/problentison

; Scripts 3 Meszage Sequence/( Ewvent Config }.\ Script Flow /

@ |Initialisation Errors | @ Error Events

| @ Captured Errors

| @ Link Status | 4
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Call Reception

MAAPE UDM (M10RELEASETT) - [Call Reception] - O X
4 Configurations Emulator  Reports  Editor DebugTools  ‘Windows Help - 8 X
4 1 y ) 1 £ LS L L9 n .ﬂ
EEs2 @R CE 5662 L]00
S1Ho | Script Mame | Fraofile | Call Info | Sript Execution | Statuz | Ewents | Events Profile | Results |
1 UDM_HTTPZ_Conrection_tMonitor. gl UDM Server Clients - SMF.  [000Gtep 00| Manitaring HT TP2 Connection Status Maone Uriknowr
Amzi-00101 23070 2041631 Completed I SMF Registration iz updated Hone Pazz

2 Mudm_JECM_Control.gls SUP
3 - SUPI: im Completed I i =ht MHone I_

| Stop I Stap All | Abart | Abart Al | W show Records | Select Active Call [ Auko Trash Trash |

I Save I Columi width ~ ——— f——— [ Show Latest

SHF DM

Fird

Status: 0

method : GET

tpath : Jradw-sdnfvE finsi-00101301204163]1 fsm-data?dnin=internet
t=chems : http

cauthority @ 19E.168. 12,198 6666

accept @ application/json,

application/problentison

12:36:34.104000

< >

; Scriptz 3 Meszage Sequence/‘( Ewent Config >\ Script Flow /

@ Initialization Errars | @ Error Events | @ Captured Errors | @ Link Status L
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MAPS™ 5G N10 Interface Procedures

* Nudm_SubscriberDataManagement Services:
Session Management Subscription Data Retrieval
Subscription to Notifications of Data Change

Modification of a subscription to notifications of data change

v VYV YV V

Unsubscribe to notifications of data change
* Nudm_UEContextManagement Services:
SMF registration

SMF deregistration

SMF Deregistration Notification

vV VWV VY VY

UDM Initiated P-CSCF-Restoration Notification

oGL
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MAPS™ 5G N10 Interface Procedures

Nudm_SubscriberDataManagement Service

Session Management Subscription
Data Retrieval

T —— -

GET.../{supi}/sm-data Subscription to notifications of data

change

SeCiNeryork -

— POST.../{supi}/sdm-Subscription (SdmSubscription) —>

v

200 OK (SessionManagementSubscriptionData)
404 Not Found

201 Created (SdmSubscription)
— 404 Not Found

501 Not Implemented

oL

Communications



MAPS™ 5G N10 Interface Procedures

Nudm_SubscriberDataManagement Service (Contd.)

Modification of a subscription to
notifications of data change

- M -

PATCH.../{supi}/sdm-Subscriptions/{Subscriptionid}
(SdmSubsModification) >

Unsubscribe notifications of data
change

5GC Network d

—— DELETE.../{supi}/sdm-Subscriptions (Subscription) —>

200 OK (SdmSubscription)
404 Not Found

F, 3

204 No Content
404 Not Found

A
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MAPS™ 5G N10 Interface Procedures

Nudm_UEContextManagement Service

SMF registration

i S Network ‘

PUT.../{ueld}/registration/smf- registration/{pduSessionld}
N (SmfRegistration)

201 Created (SmfRegistration) SMF deregistration

403 Forbidden
i ¢ Network -

DELETE.../{ueld}/registration/smf- registration/{pduSessionid}
(SmfRegistration)

>
>

204 No Content

N
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MAPS™ 5G N10 Interface Procedures

UDM Initiated SMF Deregistration

i S Network d

POST {deregCallbackURI} (DeregistrationDate) UDM Initiated P-CSCF-Restoration

204 No Content
4xx/5xx (Problem Details) or 3xx i 5GC Network

POST {pcsfRestorationCallbackURI}
(PcscfRestorationNotification)

N

v

N

204 No Content
4xx/5xx (Problem Details) or 3xx

v
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MAPS™ API Architecture

MAPS™
7 Server 1

s MAPS™

MAPS™ Server 2 ‘

. IP Network Networt

Client Under Test >
i MAPS™ =y

Server 3

Nl

MAPS™
Server n

« API wraps our proprietary scripting language in standard languages familiar to the user:
> Python
» Clients and Servers support a “Many-to-Many” relationship, making it very easy for users to
develop complex test cases involving multiple signaling protocols
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Python Client and MAPS™ CLI Server

| & Pythan 3.7.5 Shell —

File Edit Shell Debug Options Window Help

Python 3.7.5 (tags/vi.7.5:5c0Zaifalh, Oet 15 2019, 00:11:34) [MSC v.1916 64 bit
{AMD64)] on win3z

Type "help", "copyright®, "credits"™ or "license()" for more information.

el

= RESTART: C:‘%Program Files\GL Communications Inc) MAPSS5G-IN10%MAPSCLINPythonClien
thexawples) SUF\N10_PlaceCall.py

N10 CLI Serwver Connection... True

N10 Testhed Starting ... True

N10 Profile Loading... True

N10 MNudw 3DM Control.gls Script Started... start call g

" R d r =13 CTf MapsCLI SMF (N10 RELEASE1T) - o x
True B File Edit View & x
Call Initiation Jtatus ... sw—data Trus = =

Call FEesponse 2tatus... EREegquest Zent D = H o

ConfirmationResponse = UE's 3M Data Receiwved

¥ Wiew Latest Command
MAPS W10 MsgCount: 2

HAPS LastMSGRCov..... 11 2024-1-19 15:30:34.251000 : Start "TestBedDefault, <ml" # " _SMF[0].UDM[0].UDMIPAddress"="192.168.12.198","_TypeOfUESimulation"="%¥ML"," _Def aultProfile"="UE_Prafiles . xml";
Time Stamp Foute Mezsage 111 2024-1-19 15:30:37. 206000 : LoadProfile "UE_Profiles. xml"
15:30:40.229 . 200 } i ggg:}}g }ggggggg?ggg : EltartEScripL: 11 I'I'Eudm_?:DEIﬂ_dConEBDrl“igE" ;‘;lEErotfiIPDDDI" 1 # "IMSI"=( binarystring J001013012041631, "EnableCLI"=1;
i -1- 130039, : UserEven equest_Nudm_SDM_GetSmDats";

pronTERrEaTRrTHARS N10 Message Flow wwrrreeesrees 1 1; 2024-1-19 15:30:40,061000 : UserEvent 1 "GetCallstatus";
Time Htamp Raute Hessage 11 2024-1-19 15:30:41,370000 : UserEvent 1 "GetMessageCount’;
Hessage decode... 111 2024-1-19 15:30:41,475000 : UserEvent 1 "GetLastReceivedMessage”;
15:30:39.930 - GET - /nudw—sdwdll ;1 2024-1-19 15:30:41,530000 : UserEvent 1 "GetMessagelnfo"# "Index"=0;
sw—data?dnn=internet 11 2024-1-19 15:30:41,700000 : UserEvent 1 "GetMessagelnfo”# "Index"=1;
15:30:39.930 -> GET - /nudm-sdw/v2/imsi-00101301)1 1+ 2024-1-19 15:30:41,805000 ¢ Stop3cript 1;
rnet 11 2024-1-19 15:30:41.910000 : Stop TestBedSetup;

ServerLogierrCode = 0,errString = conneckion has been gracefully closed for ClientId =1
Message decode. ..
15:30:40.229 <= Z00
15:30:40.229 <= 200 NUM

{"dnnConfigurations"™:{"internet™: { "SgQosProfile™: {"Sqgi":9, "arp":{ "preemptCap™: "N
OT_PREEMPT", "preemptVuln': "NOT PREEMPTABLE", "prioritylLevel®”:15}, "prioritylLevel™:
15}, "pdulessionTypes":{ "allowvediessionTypes™: ["IPV4", "IPVE", "IPVAVE™"] , "defaultie
ggionType™: "IPVA"} , "sessiondwbhe™: { "downlink™: "1000 Mbops™, "uplink™:"2000 Mops™), "
zscModes”: { "allowved3scMades": ["S3C_MODE_1"], "defaultdscHode™: "33C_MODE 1"i}},"si
nglelssai™:{"sst":1}}

Stopping Script... True

Stopping N1z TestBed... True

N10 Zerwver Disconnecting... True

se |
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