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IP Analytics Overview

• Advanced session-level visibility into IP network 

traffic for performance analysis and 

troubleshooting

• Supports real-time and offline traffic analytics 

across enterprise, telecom, and data center 

networks

• Organizes traffic into MAC, IP, TCP, and UDP 

conversation and endpoint-based analytical views

• Detects TCP performance conditions including 

RTT, retransmissions, congestion, packet loss, 

and connection resets

• Interactive dashboards with graphical visualization 

of throughput trends, traffic distribution, and 

session behavior

• Advanced filtering and TCP statistics for rapid root-

cause identification and troubleshooting
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How IP Analytics Helps Identify Root Cause

• PacketScan IP Analytics identifies whether performance issues originate from:

• Network Issues

⮚ High RTT

⮚ Retransmissions

⮚ Packet loss

⮚ Congestion window reduction

• Server Issues

⮚ Receive window limitation

⮚ Delayed ACK responses

⮚ Connection refusal events

• Client Issues

⮚ Slow ACK generation

⮚ Session setup delays

⮚ Limited transmit rate behavior
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IP Analytics Dashboard (Overview)

• Centralized graphical and statistical 

view of captured IP network traffic

• Real-time visibility into traffic 

behavior, throughput trends, and 

protocol distribution

• Interactive Packet Rate and Data

Rate graphs for traffic and 

performance analysis

• Dashboard views include Overview, 

Top Talkers, Connections, 

Performance, and Issues

• Identifies congestion conditions, 

retransmissions, latency issues, and 

abnormal traffic patterns

• Protocol hierarchy, packet size 

distribution, and TCP statistical 

summaries for rapid troubleshooting
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Top Talkers Analysis

• Identifies high-bandwidth 

clients, servers, and 

applications generating 

maximum traffic

• Displays traffic 

contribution based on 

packets and byte volume

• Helps isolate bandwidth-

heavy endpoints and 

abnormal traffic sources

• Supports rapid analysis of 

dominant network 

conversations and traffic 

utilization
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Connections Analysis

• Provides visibility into 

TCP connection statistics 

and session behavior

• Analyzes 

retransmissions, resets, 

failures, and congestion-

related events

• Helps identify unstable or 

degraded TCP sessions 

across the network

• Supports rapid 

troubleshooting of 

connection-related 

performance issues
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Performance Analysis
• Displays TCP efficiency and RTT distribution for latency analysis

• Helps identify throughput degradation, latency variations, and congestion conditions

• Provides visibility into TCP performance behavior across captured sessions

• Enables efficient validation of network and application performance
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Issues Analysis

• Highlights packet loss, 

retransmissions, 

congestion, and 

connection failures

• Helps rapidly identify 

abnormal traffic 

conditions and 

problematic sessions

• Provides focused 

visibility into network 

performance anomalies

• Accelerates root-cause 

identification and 

troubleshooting 

efficiency
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Packet Rate
• Displays packet processing activity over time to help analyze traffic trends and network behavior
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Data Rate

• Supports zoom-in analysis for detailed inspection of selected time intervals

• Displays traffic throughput variations over time to help analyze bandwidth utilization and network traffic behavior
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Protocol Hierarchy

• Displays traffic distribution across protocol layers from Ethernet and IP to TCP/UDP and application-layer protocols such as HTTP, TLS, and 

DNS
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Packet Size Distribution

• Displays traffic distribution across 

different packet-size ranges for traffic 

pattern and bandwidth analysis
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Endpoint Analysis

• Address (MAC/IP)

• Duration of traffic

• Packets (Forward / Backward / Total)

• Bytes (Forward / Backward / Total)

• Start and End Time

• Number of Conversations

• TCP Message counts (SYN, SYN-ACK, RST)
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MAC Endpoint
• MAC Endpoint displays Layer-2 traffic statistics associated with individual MAC addresses observed in the captured trace
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IP Endpoint
• The IP Endpoint displays Layer-3 traffic statistics associated with individual IP addresses observed in the captured trace
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TCP EndPoint
• The TCP Endpoint displays TCP traffic statistics associated with individual IP address and port combinations
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UDP Endpoint
• The UDP Endpoint displays UDP traffic statistics associated with individual IP address and port combinations
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Conversation Analytics

• Between two endpoints

• Includes endpoint-level metrics such as:

⮚ Packets, Bytes

⮚ Duration

⮚ TCP events

• Helps isolate whether performance issues originate from the client endpoint, server endpoint, or 

the network path between them
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MAC Conversation
• The MAC Conversation displays communication statistics between pairs of MAC addresses observed in the captured trace
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IP Conversation
• The IP Conversation displays Layer-3 communication statistics between pairs of IP addresses observed in the captured trace
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TCP Conversation
• The TCP Conversation view displays communication statistics between source and destination TCP endpoints observed in the captured trace
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UDP Conversation
• The UDP Conversation displays UDP traffic statistics and communication behavior between source and destination IP endpoints



23

Port-Based Traffic Analysis
• Displays traffic statistics associated with TCP and UDP ports, helping users analyze protocol usage, connection activity, and application-level 

traffic behavior across the network
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Packet Filtering
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Filter Session Packets

• Filters and displays packets corresponding to the 

selected TCP conversation within the Packet 

Analyzer (PA) section

• The filtered results represent the selected 

conversation from the TCP Conversations view
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Filter by Expression

• Users can enter custom filter 

expressions to display only session 

records matching the specified 

criteria. Example:

source ip == 192.168.1.110 && 

destination ip == 13.107.5.93

• This expression filters the session 

list to display conversations 

between the specified source and 

destination IP addresses
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Detailed TCP Session View
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Detailed TCP Session View

• Displays frame-level information for the 

selected TCP session, enabling detailed 

analysis of packet exchange behavior, 

session activity, and communication flow 

between source and destination endpoints
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Packet Rate and Byte Rate Graphs
• Displays time-based traffic behavior for the selected TCP session, providing graphical visualization of packet flow and throughput between 

source and destination endpoints in both forward and backward directions
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Receiver Window and Congestion Window Graphs
• Display TCP flow-control and congestion-control behavior over time, helping users analyze receiver capacity, traffic congestion conditions, and 

throughput performance across TCP sessions
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Round Trip Time and Retransmission Graphs
• Display TCP latency variations and retransmission activity over time, helping users identify network delays, packet loss conditions, and TCP 

performance degradation across sessions
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TCP Statistical Views
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TCP Statistics Dashboard
• Provide a consolidated summary of TCP session behavior observed in the capture, enabling users to analyze connection performance, 

congestion conditions, retransmission activity, server behavior, and TCP connection events across the network
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TCP Session Summary

• The Total TCP Connection Info 

displays an overall summary of 

TCP communication observed in 

the capture
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Top Servers By Bytes

• The Top Server By Bytes displays 

servers ranked based on the total 

volume of TCP traffic exchanged during 

the capture
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Top Server Not Accepting Connections

• The Top Server Not Accepting 

Connections displays servers that rejected 

incoming TCP connection attempts
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Top Server with Severe Congestion

• The Top Server with Severe Congestion 

displays servers experiencing severe 

TCP congestion conditions
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Top Servers with Retransmissions

• The Top Servers with Packet 

Loss/Retransmission displays servers 

where TCP packet loss or 

retransmissions were detected during 

communication. This helps identify 

reliability issues affecting data delivery
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Top Clients By Bytes and Packets

• The Top Client By Bytes displays client IP addresses ranked based on the total volume of data transmitted and received. This helps 

identify clients generating the highest traffic in the network

• The Top Client By Packets displays client IP addresses ranked based on the total number of packets transmitted and received
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Flexible Chart Visualization (Pie, Bar and Line Charts)

• Provides multiple chart visualization options to represent statistical 

data in easy-to-interpret format

• Users can switch between different chart types such as Bar, Line, and 

Pie charts based on their analysis requirements 

Bar Chart

Line Chart

Pie Chart
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TCP Server Summary
• The TCP Server Summary view displays traffic statistics associated with server endpoints observed during TCP communication
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TCP Client Summary
• The TCP Client Summary view displays traffic statistics associated with client endpoints observed during TCP communication
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IP Analytics Reports

• Generates analytical reports 

from captured traffic and 

session statistics

• Provides consolidated traffic 

analysis and network 

performance information for 

troubleshooting
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IP Analytics Reports (Contd.)

• Reports are generated in CSV format

• Includes worksheets for:

➢ TCP Conversations

➢ TCP Endpoints

➢ TCP Client/Server Statistics

• Provides:

➢ IP addresses and Ports

➢ Session statistics

➢ Packet and Byte statistics

➢ TCP efficiency and event details

• Supports offline analysis, 

troubleshooting, and traffic validation
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