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PacketForge
• PacketForge is a high-performance IP traffic generator 

and receiver, designed for realistic, large-scale network 

validation and performance testing

• It generates scalable Layer 2 – Layer 7 Ethernet/IP traffic 

up to 100G line rate, enabling engineers to emulate 

thousands to millions of concurrent TCP/UDP flows for 

testing routers, firewalls, switches, data centers, 5G 

networks, and cloud infrastructures
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Key Features
• High-Performance Appliance – Generates realistic IP traffic at 1G, 10G, 40G, and 100G line rates using SmartNIC acceleration

• Laptop-Based Deployment – Supports deployment on laptop-based systems for portable and field testing

• Scalable Traffic Generation – Simulates thousands to millions of unique TCP/UDP flows for large-scale testing

• PCAP and Custom Streams – Create traffic from PCAP templates or design your own streams with full control

• Flexible Traffic Control – Adjust packet size, transmission rate, inter-frame gap (IFG), and burst patterns

• Protocol and Application Support – Covers Ethernet, IPv4, TCP, UDP, RTP, VoIP, HTTP, DNS, video, 5G, and more

• Traffic Shaping and Scheduling – Model real-world conditions with ramp-up/ramp-down, bursts, or sustained loads

• Real-Time Monitoring – Track packet loss, latency, and throughput with interactive dashboards

• Detailed Reporting – Export results in CSV for documentation and compliance

• Automation and Integration – REST API support for CI/CD pipelines and automated test environments

• Multi-Chassis Management – Centrally manage distributed setups with port reservations and resource sharing

• Web-Based Interface – Simple, browser-based GUI accessible from desktops and tablets—no installation required

• Secure Multi-User Access – Role-based permissions for labs, enterprises, and shared environments
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PacketForge Basic Architecture

• PacketForge uses a PCAP file as a template to analyze packet characteristics and traffic patterns. It then recreates realistic network 

traffic that closely resembles production environments

• The application scales captured traffic into thousands to millions of TCP, UDP, or mixed traffic flows. Users can customize packet size, 

transmission rate, IFG, IP addresses, and port numbers to create repeatable test scenarios

• It also supports TCP retransmission handling and window management to accurately emulate application behavior. This enables realistic 

testing under network congestion, packet loss, and varying load conditions

• The SmartNIC acceleration enables traffic generation at speeds up to 100G line rate. Real-time statistics provide visibility into 

throughput, latency, packet loss, and session performance
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• PacketForge uses a centralized control and distributed 

execution architecture

• PacketForge Web Server acts as the central 

management and orchestration component of the system

• PacketForge Agents provide high-performance 

Ethernet traffic generation, reception, and analysis 

capabilities at remote locations

PacketForge Distributed Traffic Testing Architecture
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• The platform is available in multiple hardware form factors:

➢ Rack-Mount Appliances – Ideal for data centers and 

laboratory testing

➢ Portable Lunchbox Systems – Designed for field 

validation and on-site testing

PacketForge Hardware Solution
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• PacketForge can also be deployed on a standard notebook PC equipped with supported NICs.

• In this configuration, one network interface is used as the Management NIC for Web Server access, REST API communication, 

and system administration, while a second network interface is used as the Test NIC for traffic generation and reception.

PacketForge Software Solution
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PacketForge Software and Hardware Solution w/ GNSS Timing Module
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Agent in PacketForge
• In PacketForge , an Agent is a software instance that performs the actual traffic generation and traffic reception operations on one or 

multiple network ports or test interfaces

• Each Agent is capable of transmitting, receiving, and analyzing Ethernet/IP traffic streams over a single or multiple ports

• Agents are controlled from the centralized PacketForge GUI through REST APIs and can be configured with individual traffic profiles, IP 

addresses, protocols, packet sizes, rates, and traffic behaviors to emulate multiple users, applications, or network devices

• Following are the Key Functions of an Agent

➢ Generates and receives Ethernet/IP traffic over a single or multiple ports

➢ Simulates multiple network users or endpoints

➢ Executes configured traffic profiles (TCP/UDP/RTP, etc.)

➢ Collects statistics such as throughput, latency, packet loss, and errors

➢ Operates independently on assigned ports/interfaces

➢ Enables scalable multi-port and multi-user testing
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Agent in PacketForge (Contd.)
• In PacketForge , Agent is a Windows based software and is 

manually invoked by the user 

• Agent uses one IP Address (selected by the user) among the 

available IP Addresses for communication with the centralized 

PacketForge GUI using REST APIs

• PacketForge Agent acts as a REST Server for 

communication between the central GUI and the Agent 

• REST APIs are used by the GUI for issuing configuration 

commands and fetching results and statistics

• At the lower level, PacketForge Agent controls the test ports 

using WinPcap APIs to do the actual Traffic Generation and 

Reception
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What is a Port?

A Port is a physical Ethernet Interface located in the same PC as the PacketForge Agent running in that PC. A PC can have 

multiple Ports:

• If there are multiple NIC cards within the PC on which Agent is running, then each NIC card is a Port 

• The PacketForge software controls all the available ports within the PC

• When user adds an Agent in the GUI, all the available ports within the PC on which the Agent is running is displayed to the user, 

and user can select any of the Ports to include in a test

• For the Hardware based solution, the ports will be the physical ports of the hardware

• A Port can support multiple physical speeds like 1 Gbps or 100 Mbps 

• If multiple speeds are supported, user can select the speed at which the port operates while defining the test
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What is a Test?
• A test is a binding between two ports (the ports could be located within the same agent or belong to different agents) 

created by the user 

• User creates a test by selecting two ports among all the available ports and defines which port should act as the 

Client and which port acts as the Server 

• Users must create a test before they can run any tests. Multiple profiles can be run within a single test

• For Example: User defines a test and names it as Test1. He adds Agent1/Port0 and Agent2/Port0 as the two ports 

within the test and configures Agent1/Port0 as the Client and Agent2/Port0 as the server. All the traffic for this test 

flows between these two ports
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What is a Profile?
• A profile is a specific type of application traffic flow between the ports within a test 

• User defines a profile by selecting the profile type and a template file. Profile type can be either UDP 

(stateless traffic flow) or TCP (stateful flow) 

• Correspondingly, the profile types support UDP or TCP specific templates. For Example, for TCP 

profile, user can select E-mail template or HTTP template or FTP template 

• This is because, E-mail, Http and FTP are all application protocols that run over TCP. Similarly, for 

UDP profile type, user can select BERT test and custom UDP traffic generation

• Note: User can include any number of Profiles within a test and run them all in parallel 
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What is a Session?
A session is a pairing of two endpoints within a profile. The endpoints are defined by these parameters:

• Source IP Address

• Source TCP Port (for TCP profile) or Source UDP Port (for UDP profile)

• Destination IP Address 

• Destination TCP Port (for TCP profile) or Destination UDP Port (for UDP profile)

The Source and Destination IP Addresses are defined by user within the Port Configuration within a test (IP Addresses for the Client Port 

and IP Addresses for the Server Port). Depending on the number of IP Addresses/Ports configured for the test, the number of sessions will 

be available per profile. User can select anywhere from 1 to the maximum number of sessions per profile

• For Example, suppose user creates a test between Agent1/Port0 and Agent2/Port0

• User configures Agent1/Port0 as Client and Agent2/Port0 as Server

• User adds 6 IP Addresses to the Client port:

➢ 192.168.200.111

➢ 192.168.200.112

➢ 192.168.200.113

➢ 192.168.200.114

➢ 192.168.200.115

➢ 192.168.200.116
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What is a Session? (Contd.)
• User adds 1 IP Address to the Server Port:

➢ 192.168.100.111

• Now user creates a TCP Profile and selects the "IMAP_50KB_1MB" template and selects the TCP ports as "As Per File". For the IMAP_50KB_1MB 

template, the predefined ports (in the template file) are like this:

➢ Source TCP Port = 59424 (temporary client-side port)

➢ Destination TCP Port = 143 (well known Server-side port for IMAP Email Service)

• User selects the number of sessions = 1 and the created session parameters are like below:

➢ Session 1:

o Source IP Address = 192.168.200.111 (first IP address is selected)

o Source TCP Port = 59424

o Destination IP Address = 192.168.100.111 (single IP configured for server)

o Destination TCP Port = 143

• Similarly, if user configures two sessions for the profile, then the session endpoints are:

➢ Session 1:

o Source IP Address = 192.168.200.111 (first IP address is selected)

o Source TCP Port = 59424

o Destination IP Address = 192.168.100.111 (single IP configured for server)

o Destination TCP Port = 143

• Session 2:

o Source IP Address = 192.168.200.112 (second IP address is selected)

o Source TCP Port = 59424

o Destination IP Address = 192.168.100.111 (single IP configured for server)

o Destination TCP Port = 143
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What is a Session? (Contd.)
• Similarly, if user configures 6 sessions for the profile, then the session 

endpoints are:

• Session 1:

➢ Source IP Address = 192.168.200.111 (first IP address is selected)

➢ Source TCP Port = 59424

➢ Destination IP Address = 192.168.100.111 (single IP configured for 

server)

➢ Destination TCP Port = 143

• Session 2:

➢ Source IP Address = 192.168.200.112 (second IP address is selected)

➢ Source TCP Port = 59424

➢ Destination IP Address = 192.168.100.111 (single IP configured for 

server)

➢ Destination TCP Port = 143

• Session 3:

➢ Source IP Address = 192.168.200.113 (third IP address is selected)

➢ Source TCP Port = 59424

➢ Destination IP Address = 192.168.100.111 (single IP configured for 

server)

➢ Destination TCP Port = 143

• Session 4:

➢ Source IP Address = 192.168.200.114 (fourth IP address is selected)

➢ Source TCP Port = 59424

➢ Destination IP Address = 192.168.100.111 (single IP configured for 

server)

➢ Destination TCP Port = 143

• Session 5:

➢ Source IP Address = 192.168.200.115 (fifth IP address is selected)

➢ Source TCP Port = 59424

➢ Destination IP Address = 192.168.100.111 (single IP configured for 

server)

➢ Destination TCP Port = 143

• Session 6:

➢ Source IP Address = 192.168.200.116 (sixth IP address is selected)

➢ Source TCP Port = 59424

➢ Destination IP Address = 192.168.100.111 (single IP configured for 

server)

➢ Destination TCP Port = 143
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Need for Rest Server 
• The PacketForge REST Server enables external applications, scripts, or web-based clients to communicate 

with and control the PacketForge application through REST-based API commands

• When the REST Server is started, PacketForge listens on the configured IP Address and Port number for 

incoming control requests

• This allows users to remotely:

➢ Configure traffic streams

➢ Start or stop traffic generation

➢ Monitor traffic statistics

➢ Automate test execution workflows

• Integrate PacketForge with external automation or management systems
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Rest APIs
Rest API

• A REST API is a software interface that allows an external application or script to control PacketForge using standard 

HTTP-based commands 

• In PacketForge , the REST API enables users to start, stop, configure, and monitor tests remotely or through automated test 

scripts, without manually operating the GUI

Example – Multi-Port Testing

• A test can be configured with Port #1 as the client and Port #2 as the server for a TCP throughput test, while Ports #3 and #4 

run a UDP throughput or BERT test in parallel. This allows users to validate multiple network paths, interfaces, or DUT ports

during the same test session

Example – Multi-User Testing

• Multiple users can simultaneously access the same PacketForge system and independently reserve separate ports for 

different test scenarios 

• For example, User #1 can reserve Port #1 and Port #2 to perform TCP throughput testing, while User #2 can simultaneously 

reserve Port #3 and Port #4 to perform UDP throughput or BERT testing without interfering with each other’s test sessions
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GNSS Timing Module Use & Features
• The GNSS Timing Module provides an accurate timing source for primarily measuring One-Way Delay
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GNSS Timing Module Use & Features (Contd.)
• Connect the GNSS antenna to the GNSS Antenna connector on the back panel

• Connect the USB 3.0 interface to the host computer's COM port for 

communication and power

• If required, connect an external portable power source to the Power connector 

for extended outdoor or Holdover operation

• Place the GNSS antenna in an open-sky environment to allow satellite 

acquisition

• Verify that the Power indicator is illuminated. The blue PWR indicator will be 

illuminated when power is applied to the unit

• The red Alarm indicator will illuminate if there is an Antenna or Oscillator error

• Wait for the Lock indicator to illuminate, confirming GNSS synchronization and 

timing lock. The green Lock indicator will be illuminated when the unit is in 

Coarse Lock or Fine Lock status

• Allow the unit to remain in Fine Lock condition for at least 10 minutes to 

establish Holdover capability

• Verify that the Holdover indicator is illuminated as Green before moving the unit 

indoors
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GNSS Timing Module Use & Features (Contd.)

Front Panel

Back Panel
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GNSS Timing Module Use & Features (Contd.)
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• Connect a portable Lithium-Ion battery pack or external power source to maintain uninterrupted power during transport 

(also to provide power for the OCXO – Oven Controlled Crystal Oscillator)

• Take the GNSS Timing Module, GNSS Antenna and Power to an outdoor open-sky environment

• Connect the GNSS antenna and allow the unit to achieve GNSS lock

• Wait until the Holdover indicator is illuminated, confirming holdover readiness

• Ensure that the unit remains continuously powered while moving the device from the outdoor location to the indoor test 

environment

• Do not disconnect power sources during transport, as loss of power may interrupt synchronization and require GNSS 

reacquisition

• Once indoors, the module can continue providing accurate timing information during the available holdover period, placing 

near a window is desirable

GNSS Timing Module Use & Features (Contd.)
Transport from Outside to Inside w/ Power ON, Lithium-ION Battery
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One-Way Delay – Working Principle
• PacketForge uses the PC time to do One-Way Delay 

measurements 

• It sends out special One-Way Delay Measurement packets within 

the traffic stream with the timestamp inserted within the payload. 

This embedded timestamp is the time when the packet was sent 

out – Transmit Timestamp (T1) 

• The timestamp is 8 bytes out of which the first 4 bytes represents 

the Second and the next 4 bytes represents the microseconds 

since the previous second

• On the receiving side, it records the time when it receives this 

special One-Way delay measurement packet. This is the Receive 

Timestamp (T2) 

• After extracting the Transmit Timestamp from the packet payload, it 

calculates One-Way Delay by subtracting Transmit Timestamp 

from the Receive Timestamp (T2 – T1)
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One-Way Delay – Working Principle (Contd.)
• Since the PC timestamps are not synchronized to the GNSS 

satellite, a way to synchronize the two PC's timestamps to a 

global reference is required

• This is where the GNSS timing modules come into picture

• PacketForge continuously monitors the 1 PPS signal and 

the corresponding NMEA data from the GNSS timing 

modules connected to the PC

• It parses the NMEA data and obtains the “Time Of Day” 

(UTC time)

• PacketForge corrects the PC timestamp based on the 

“Time Of Day” got from the NMEA data

• Since PacketForge on both PCs do this procedure, the PC 

time used by both PacketForge are now synchronized and 

the One-Way delay measurements will be valid
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One-Way Delay Packet Format

• The transport header in the OWD packet format can be either UDP or TCP, depending on how the PacketForge traffic profile is 

configured

• UDP Mode

➢ The transport header is UDP (8 bytes). The 12-byte UDP Padding (0x00) field is added to accommodate the OWD-specific field

➢ Commonly used for precise latency and one-way delay measurements because UDP is connectionless and introduces minimal 

protocol overhead

• TCP Mode

➢ The transport header becomes TCP (typically 20 bytes minimum) instead of UDP 

➢ Used when OWD measurements are required over TCP-based application traffic or when validating TCP network behavior

• The Sequence Number (4 bytes) increments by 1 for every transmitted OWD packet
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PacketForge Agents
• Add and manage PacketForge Agents through the centralized web-based interface for distributed traffic testing

• View detailed Agent information including IP Address, communication status, software version, system information, and license details 

• Monitor port-level information such as port availability, MAC/IP address, link status, supported link speed, and active test association

• Reserve and assign ports to specific users and tests for controlled traffic generation and test execution
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Test Configurations
• Create and manage multiple traffic test scenarios within PacketForge

• Configure endpoints, participating ports, traffic direction, and link speed for each test setup

• Add and configure TCP, UDP, Mixed, BERT, and Throughput test profiles for realistic traffic generation and performance validation

• Edit, save, load, start, and monitor configured tests through the centralized web-based interface
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Port Configurations
• Configure the selected Agent ports that participate in the test

• View and assign key port details such as Source MAC Address, Destination MAC Address, and Source IPv4 Address

• Set the Link Speed, traffic Direction, and endpoint role such as Client or Server

• Map each port with its corresponding Peer Port for bidirectional traffic flow between endpoints
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Profile Configurations
• Provides a flexible framework for 

configuring and managing traffic 

generation profiles within the selected 

PacketForge test

• Supports Standard Profiles for 

configuring TCP, UDP, Mixed, and 

BERT traffic using predefined 

templates or custom traffic 

configurations for realistic traffic 

simulation

• Supports Throughput Test profiles for 

configuring TCP and UDP throughput 

validation with customizable packet 

sizes, rates, retransmission settings, 

and trial configurations

• Enables users to create realistic 

application traffic scenarios, validate 

protocol behavior, and measure 

network throughput and performance 

across the configured endpoints
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Summary
• The Summary section provides an 

overall view of the configured test 

setup before traffic execution. It 

displays the configured port 

mappings, endpoint details, traffic 

profiles, and associated test 

parameters, allowing users to verify 

the complete test configuration and 

ensure that all settings are correctly 

configured prior to starting the test
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• Provides detailed visibility into the 

execution and performance of TCP and 

UDP throughput tests

• Displays real-time trial information 

including packet size, attempted rate, 

achieved rate, Tx/Rx packets, 

retransmission percentage, and trial 

progress for each traffic direction

• Summarizes final throughput results with 

Pass/Fail status along with achieved 

Layer 1 (L1) and Layer 2 (L2) throughput 

measurements

• Helps users evaluate bandwidth 

performance, packet handling efficiency, 

retransmission behavior, and overall 

network throughput under different traffic 

conditions.

Throughput Statistics
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• Provides a consolidated real-time view of 

overall traffic performance across all 

configured ports, profiles, and sessions

• Displays transmission and reception 

statistics such as Tx/Rx Packets, Tx/Rx 

Bytes, throughput rates, test duration, 

latency, and jitter measurements

• Enables users to monitor bandwidth 

utilization, traffic flow behavior, packet 

delivery performance, and overall network 

performance during active traffic testing

• Supports configurable views, selectable 

units, port-based filtering, and 

customizable columns for simplified traffic 

analysis and performance monitoring

Aggregate Statistics
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Profile Statistics
• Provides detailed visibility into 

traffic performance for each 

configured traffic profile during 

active test execution

• Displays profile-level statistics 

such as Profile Name, 

Template, Profile Type, traffic 

direction, Tx/Rx packets, 

throughput rates, and latency 

measurements

• Enables users to compare the 

behavior and performance of 

different TCP, UDP, Mixed, and 

BERT traffic profiles within the 

same test

• Helps identify profile-specific 

performance issues, bandwidth 

utilization, packet handling 

behavior, and overall traffic 

performance across the 

configured endpoints
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Advanced Statistics
• Provides detailed protocol-level 

performance analysis for TCP and BERT 

traffic profiles during active test execution

• Displays advanced TCP metrics such as 

retransmissions, duplicate ACKs, out-of-

order packets, control packets, and data 

packets for analyzing TCP reliability and 

network behavior

• Displays BERT-specific metrics such as 

BERT Status, Bit Error Rate (BER), Bit 

Error Count, and Sync Loss Count for 

validating link quality and transmission 

accuracy

• Helps users identify protocol-specific 

performance issues, packet handling 

behavior, congestion conditions, and link 

stability during traffic testing
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Throughput Graph
• Provides real-time graphical 

visualization of transmit and 

receive throughput performance 

during active traffic testing

• Displays TxRate and RxRate

trends over time, enabling users 

to monitor bandwidth utilization, 

traffic stability, and throughput 

behavior across the selected 

ports

• Supports configurable graph 

duration, selectable throughput 

units (Kbps, Mbps, Gbps), and 

port-based filtering for flexible 

traffic analysis

• Helps users identify traffic 

fluctuations, congestion, packet 

drops, throughput degradation, 

and overall network 

performance during long-

duration or high-load traffic 

testing.
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Latency Graph
• Provides real-time graphical 

visualization of latency 

measurements during active 

traffic testing

• Displays latency variation over 

time for the selected port, 

helping users monitor delay 

behavior and traffic response 

consistency during test 

execution

• Supports configurable graph 

duration, selectable latency units 

(usec, msec), and port-based 

filtering for flexible latency 

analysis

• Helps users identify latency 

spikes, delay variations, network 

instability, and overall traffic 

performance during real-time 

traffic generation and monitoring
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Session Statistics Report
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Thank you
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