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HDLC Frames

GL's HDLC Analysis and Emulation

« HDLC Analysis

« HDLC Playback

+ HDLC Real-time and Offline Analyzer
* HDLC Impairment Utility

+ HDLC Tx/Rx Test Application

« HDLC Tx/Rx Using Client Server
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HDLC Analysis and Simulation

What is HDLC?

High Level Data Link Control is a protocol, which operates at the data link layer. The HDLC
protocol embeds information in a data frame that allows devices to control data flow and correct

errors.
Frame Structure:

HDLC data is formatted into frames. A frame of data is encapsulated by flags. The beginning and

end of an HDLC frame are marked by flag characters.

(Flag (Address(ControI( Data ( CRC ( Flag 0




Platforms
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FXO FXS and Serial Datacom Analyzer Quad / Octal T1 E1 PCle Card
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Dual T1 E1 Express (PCle) Board
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HDLC Playback

« Transmits HDLC frames in the pre-recorded files

over T1/E1 channels

* Provides the option to reverse or inverse bits in

the selected data during transmission
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HDLC Playback (Contd.)
x|

* Frames can be transmitted on selected time slots (contiguous ~ Card Number i SIDFE_ Al Tirme Slats
. : lﬂllll
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HDLC Tx / Rx Test

« The HDLC Automated Test System consists of two applications:
> HDLC Tx Application
> HDLC Rx Application

» Both applications can function real-time and offline
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HDLC Tx Test

* Generates HDLC test frames, and transmits them over T1/E1 or records them to an HDLC file for subsequent use with

other applications

o=:HDLC On-line Transmit or OFf-line to HDL File Test o [m] S ==:HDLLC On-line Transmit or OFf-line to HDL File Test o [m] S
— Generated Frame Length [ 2 octet frames don't include FCS | — Generated Frame Length [ 2 octet frames don't include FCS |
b airnum Length b axirnum Length
2 Octets % B Octets ’7 ¢ 78000 Octet:  |256 {2 Dctets % B DOctets ’7 ¢ 78000 Octets  |256
| sdd | Delete | Cadt Card | add | Delete |
— Tirme Slotz — Time Slots
00010203 04050607080910111213141516171819202122232425262728293031 000102030405060708091011121314151617 1519707122 732425262 728793031
— Output HOL File to Save Frames to — Dutput HOL File to Save Frames to
I Browse... | I Erowese... |
[T Continuous Flay Lirnit ¥ Continuous Flay Lirnit
™ Limited |] Create HRL Test Fle I ™ Limited h Create HDL Test File |
Channel bandwidth Subchannels Channel bandwidth Subchiannels
! B4 Kbps ) B4 Ebps
= 66 Kbps {56 Ebps
Flags Between Frames = Bk Flags Between Frames o nuBdKh
“1["] —‘ £ w8k ’i'll:ll:l —‘ gl
— Tranzmizzion On Al Selected Cards — Tranzmizzion On All Selected Cards
Sikart | Stop | [ Start | Stap | [
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HDLC Rx Test

* Receive frames in real-time over T1/E1 or can verify an off-line HDL file for correct frame order and data integrity

HDLC On-line Receive or Off-line from HDL File Teskt - |I:I|E|
Dey | TS | 5E| T_I.Jpe| Frames| Err-» | T atal | Frame| FCS | :l
1 21 & 1] 1] 1] 1]

1 22 2 1] 1] 1] 1]
1 23 2 1] 1] 1] 1]
< 1] & 1089 AEE 426 440
2 1 2 1083 a5y 435 422
2 2 2 1062 a3 413 450
< 3 & 1106 aa 417 464
2 4 2 1082 263 414 449
2 ] 2 1106 290 441 449
< B & 1094 Ceat 452 436
2 7 2 1065 ars 444 435
2 g 2 1090 aay 443 414
& g & 1090 AE1 435 425
2 10 2 1090 avi 446 425
2 11 2 1073 aG64 455 409
& 12 & 1070 a3 418 420
& 13 2 1] 1] 1] 1]
2 14 2 1] 1] 1] 0| ==
& 15 & 1] 1] 1] 1]
& 16 2 1] 1] 1] 1]
2 17 2 1] 1] a 0o -
4 | b
Or-lire

{ TimeSlots | | GStar Stop Gffine framHDL File | Edt |
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» Verifies the proper working of HDLC protocols by simulating

various scenarios taking place in a real-time network

* The HLIU application has the following features:

>

>
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HDLC Link Impairment Utility (HLIU)

Logic Error insertion
CRC Error insertion
Drop a Frame
Change Frame Order
Duplicate a Frame
Insert a Frame

Delay a Frame

i
—Source
Hyper Channel Selection
Device Selecton (04 5 12 16 20 24 &
5 9 1317 21 25 ; % Bdkbps
[Cad1 =] 2 6 101418 22 26 :
17 11 15 19 23 27 © © S6kbps
CRE Errar — Frame |ngzertion
— Inzert Frame | " Tx CRC
Logic Error
Dirop Frame Define Frame
Change Order Selected Frame: Mone
Duplicate
Delay Frame ID mSec
[Frzert Abort
— Dezstination
Hyper Channel Selection
Device Selection
0 4 8 1216 20 24 .
[Cadz =] 5 9 1317 21 25 . % B4kbps
2 B 10 14 18 22 25 |
37 111519 23 27 ¢ ( BEkhps

START |

Cloze
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HDLC Emulation using Windows Client Server

Modules GU's T1 E1 Server

N
Dual PCle
Express
T1E1
Analyzer

« Tx/Rx of Files and digits
e w/ CAS Simulator and Traffic
Classifier

 DSP Operations

’ 7
o s

tProbe™ T1 E1 Analyzer TR

 Emulation & Analysis of
TRAU / HDLC / MLPPP/ SS7
/ 1SDN /MLFR Frames p e

- FDL/ SABits ——

+ Emulation and Analysis of TRAU/HDLC /
MLPPP/SS7/ISDN/MLFR Frames

+ MC Rx BERT

* Pulse Mask Display

T3 E3 Anal
Encode/Decode =

« MC Rx BERT

For T3 E3:

. ST bR - + Emulation and Analysis of PPP
» Pulse Mask DISpIay \ J + Emulation and Analysis of HDLC

GL's T3 E3 Server + BERT Testing
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*  WCS module XX634 - Multi-Channel HDLC Emulation and
Analysis & File based High Throughput HDLC
Record/Playback

>

>

«  WCS module XX640, XX641 - File based HDLC
Record/Playback & Remote Record/Playback

>
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HDLC Emulation using Windows Client Server (Contd.)

Offers high throughput file—based HDLC record and
playback (support for various bandwidth over multiple
links and option to speed up /slow down the

transmission)

* Insert abort sequences
* Corrupt data octets

* Malform frames

* CRC Errors

Performs multi-channel HDLC emulation and analysis

Allows transmission/reception of *.HDL frames files

located on the server and on client

Remote operation

Automation

Multi-site connectivity

Simultaneous testing of high capacity T1/E1 systems through a single Client
Integration of T1/E1 testing into more complex testing systems

Intrusive / Non-Intrusive T1/E1 Testing

Frame data with Timing,

* Insert, delete, duplicate frames

GL HDL Trace File

HDLC Record
& playback

N x 8 kbps sub-channels |_>‘ HDLC
64 kbps timeslots |—>

HDLC Emu|ation’ ' N x 64 kbps hyper-channels |——> ©Ver T1/E1
_ & Analysis

Frames

Memory Generated
Sequence Numbers

Memory Generated
Fixed Patterns

HDLCTerr

HDLC Trace Files

Error Log File

_ Flat Binary File Data
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Key Features

« Client side consists of a PC with Ethernet connectivity and GUI Remote Protocol Analysis software — no special T1

or E1 hardware is required
« Multiple T1/E1 servers may be simultaneously connected to a single remote client using a single GUI

« Multiple remote clients may access a single T1/E1 server. Also, the T1/E1 server is fully functional while being
accessed as a server. Thus, a user may perform T1/E1 operations locally on the server while a remote client is

accessing the same server, in real time

« Supports real-time and offline analysis at the remote client location

OGL 13
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Impairments

Various impairments can be introduced before frames are transmitted. Global impairments (effective for all the HDL

streams) can be specified as well as impairments can be introduced per stream basis before frame transmission

One can specify a limited number of impairments, set continuous impairment in each frame, or apply impairment to

each Nth frame leaving some frames intact

The following types of Impairments can affect an entire HDL frame:
> Frame deletion
> Frame insertion

> Frame duplication

14
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Impairments (Contd.)

Impairments can also modify some octets in a frame at a certain offset and these include:
> Inserting octets
Deleting octets
Bitwise ANDing octets
Bitwise Oring octets

>

>

>

> Bitwise XORing octets
> In addition, the following frame structure impairments can be introduced:
> CRC (FCS) errors

> Frame errors (non-integral number of octets between flags)

>

Abort sequences
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Sample Script performing HDLC Record / Playback

;l} hdlc_TxRx.gls - GLClient

File Edit “ew Connect Script Log User Help

=10 x|

8

DEHE|26aE R De Bl EHER &

get latency:
latency = 3.0
run task "HdlcFuncE1:Tx5erverFile" using” 'hdic_isdn\dcoss.hdl' 700 FLAGS
100" #1:1..3;

Task 1: Task 1 started

[=]

7 00:00:00.144...

run task "HdlcFuncE1:Tx5erverFile" using" 'hdic_ :v??
4

: BA¢HDLC Protocol Analysis LAPD I =]
Task 1: -I:IHSk 1 terminated - . . File Wiew Capture Statistics Database Configure Help
run ta?lk |'.|[||[:|:_I.II'I[:E'|.F|J{5EWETFI|E using" "hdle| T ore [ gl 2@ @wiwigl =el walw e (%= o 0 | GoTa |
10000" #2:1..3; Dev | 75| Su.. | Framett| TIME (Relative)|  Len| E.] CoR |sap [7E0 [t [eF [mis) [ wiEr | o«
Task 2: Task 2 started W2 :| | malooooo0ias. [ 2 [ResponsefUser Comm. [0 43 [T [ [
2 1 74 00:00:00.136... 2 Command(User), Respa... 0 s
2 2 75 00:00:00.136... 2 Command(User), Respa... 0 a0
L2 3 ¥6  00:00:00.140.. 2 Command(Uszer]. Bespo.. 0 3
2 16 Rezponze(User), Cornm... 0 A4 Inform... 0O

3 2 =
| 3

100" #1:1..3;

HDLC Frame Data + FCS
LAPD Laver

\{ireceive on the server into file hdlc_isdnitest r<l

Card? TimeS5lot=3 Frame=73 at 00:00:00. 135875 OK

=
m
[a]
1
%]

oGL
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. . CoR = ... 1. E L1} .o d{Het 13
space for the file] up to 10000 frames on 1..3 time|| ip; D honon | poyronesttser). Comandfistuork)
TEI = 0101011, (433

run task "HdlcFuncE1:Rx5ServerFile” using' 'hdlc_

10000 #2:1..3;
< | i
Hex Dump of the Frame Data

Ready : - - :
nz &7 1}
1| | |
Running. Uklization 0,123 [C:hTemp.Hdl |Captured 1835 Frames [Errors 0 CRC, 704 Frame .
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HDLC Analysis

Perform real-time / offline / remote analysis

Consolidated GUI — Summary of all decodes, detail & hex-dump views of each frame,
statistics view, & call detail record views

Multiple streams of HDLC traffic on various T1/E1 channels can be simultaneously decoded
with different GUI instances

Captured frames can later be used for traffic simulation using HDLC Transmit / Receive /
Playback application

Remote monitoring capability using GL's Network Surveillance System

Fine tune results with filtering and search capability
Trace File Saving Options
Extensive statistics measurement ability

Remote-access capability

17
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The HDLC analyzer supports the following type of protocols:

YV V V VY V V

Supported Protocols

LAPD - ITU Q.921
LAPF - ITU Q.922

LAPD+IP - ITU Q.921 & Layer 3 as Internet Protocol (IP)

LAPX+IP
Cisco HDLC (cHDLC)
X.25, LAPB - ITU-T Recommendation X.25

Il Protocol standard selection

Sawve Load Defaul

=10] x|

B Select summary columns to disple=
iafaal

Menu checked options

21!; Protocol standard selection

%Netwurh‘User side selection

@ Time Formak o

LAPF

LAPD+P

L&A=+ P

Cizgco HOLC
25

Q%? Wiew Filker
ﬁﬂ View Search

IP

@D: TCP Connection Opkions
.‘_

Jq | B

LAPD

LAPF

LAPD

LAPX

LAYER1
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HDLC Analysis

HOLC Protocaol Snalysis LAPD 64-bit
File  Wiews Capture Statistics  Database Cunfigure Help

LARD

00:00:00,000000 “w RR
Wi 1] 1 00:00:00,000027 RR
S 0 2 00:00:00.000362 E AR
Wi ] 3 00:00:00,000375 G AR
s 1] 4 00:00:00. 378362 46
<

Card? TimeSlot=0 Frame=0 at 00:00:00, 000000 OK Len=&
HDLC Frame Data + FCS

wuw RHight clich

1]
0 o A
1] n
1] n

L J

ESEESESEEE=EEES IﬁPD Ia?sr SEESEEEEEEEEES =
gooo CoR = ......0 Command(User})} Response(Hetwork)
o000 SAPI = 000000.. (0}
0001 TEI = 0000000, {0}
ooo2 Ctl = ... 01 Supervisory
0002 Supsrvizory Function = .. ..I]EI FE
{ i
Hex Dump of the Frame Data
loo 01 o1 51 De FC ' ' T
ﬁ Device # I Frame Count(Device #) |
1 13973
total 1 13973
2 13973
total 2 13973

CAProgram FilesA\GL Communications In :\Llfi-ﬂ_]" 46 Frames

oGL
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Summary View

Detail View

Hex Dump
View

Statistics View
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Different Views

Summary View: This pane displays the columns that contain Card Number, Timeslots, Frame Number, Time,
Frame Error Status, Command/Response, Length, Error, C/R, SAPI, CTL, P/F, FUNC, and more in a tabular

format

Detail View: This pane displays in detail about a frame in order to analyze and decode by selecting it in the

summary view
Hex Dump View: This pane displays the frame information in HEX and ASCII format

Statistics View: This pane displays the Statistics that are calculated based on the protocol fields

20



Real-time Analysis

— Port and Time Slot Selection

- Streams can be captured on the selected time slots (contiguous or non-
1 2
contiguous), sub-channels (fractional DSO to DS1), Hyper-channels(n x 64 g?ﬁ
. 02
kbps, or n x 56 kbps ), or Full bandwidth (56kbps, or 64kbps) 03
04|04
05 |05
- Frames may also be captured based on their FCS (16 bits, 32 bits, none), b
. . . . . . 08 |08
bit inversion, octet bit reversion, user/network side options 0909
11 |11
- Recorded trace file can then be analyzed offline 2
1414 ~|
- Capability to export summary view details to comma separated values o (anchesked)  Network (shesked]
. . -~
(CSV) format for subsequent import into a database or spreadsheet _Bitlw;sim“ —
BT
- Capability to export detail decode information to an ASCII file -Tjtetlﬁ_itHeversionlMSB > LSB)
v
- Option to create multiple aggregate column groups and prioritize the groups Pl ET——— e
: . . & B4 kbps e 3 hits
as per the requirement to display the summary results efficiently € 86 kbps el L & Nore
. . . . HyperChannel ————— 2 i
- Allows the user to create searchffilter criteria automatically from the current - oot L g fiicre] [ aw |
screen selection " Nx5E Kbps (bits 1-7) g g ﬂl
N5 Kbps [Bits 28] 56 ﬂl
Al as Ports1.2 |

' :,}' GL 21
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HDLC Protocol Analyzer

B HOLC Protocal Analysis LAPD 64-bit — O >

Eile  Miew Capture Statistics Database Configure  Help

mlil VB f|©| Moz E =] 90| xlnlﬁﬁlﬂl S0 o %[ [0 | coTo |

TSlat SubCh Framett TIME [Felative) Errar adifier Function Supervizony Function SaP TEI HIR] MI5) A
LAPD LAPD LAPD LAPD LAPD LAPD
A 0 1 (00:00:00.000037 E il 0
W 2 0 2 (00:00.00.000362 5 FEFH i 0 4EI
LA 0 3 (00:00:00.000375 5 RR il 0 49
A 0 4 000000, 378362 46 il 0 43 40 v
£ >
Cardd TimeSlot=0 Frame=0 at 00:00:00.000000 O Len=t ##% Kight clicl to SHOWAHIDE lavyel a
HDLC Frame Data + FCS
============ TAFD layer ===========-= =
gooo CAR = . 0. Command({User) Response(Hetworl)
gooo SAPI = Qooooo. . (o)
0o01 TEI = goooooo. (o)
ooo2 Cel = L. 01 Supervisory
0002 Supervizory Function = oo, . ER W
£ >

Hex Dump of the Frame Data

00 01 01 51 De FC Qi
_ZE Dewvice # | Frame Count{Dewvice #)

1 13973

total 1 134973

2 13973

total 2 13973

oGL
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Offline Analysis

- Off-line analysis is equivalent to capturing a file in pre-defined timeslots
- Captured frames or only the filtered frames can be exported to *.HDL file for the further off-line analysis
- Trace file for offline analysis can be loaded either through analyzer GUI or through simple command-line arguments

EI;:"-""EHDLE Protocol Analysis LAPI

File Wiew Capture Statistics [

2

w Lock ir: I_J hdlz_izdn j = 5 EH-

5| 3ho102bykeLEM, hdl QSigEI.IrI:I.HDL
3to102bytelEN.pom ) telicaz. hdl

= deoss.hdl = telicazo1 hdl
EIpDverLapd HOL: kesk
Isdriiserhet.HOL

lock_IE . HOL

File narme: |I|:|EI verLapd Open

Files of ype: IHDLI: Files [%.%) j Cancel

[~ Open az read-only
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Offline Analysis (Contd.)

- Trace files for offline analysis can be loaded through
simple command-line arguments as below:

- Command Syntax: hdlcprot hdlc\Filename.hdl

P
« )
-

Communications

Command Line Interface

BleHDLC Protocol Analysis LAPD ][]
File 'Wiew Capture Statistics Database Configure  Help
N EE O ECE DR E | Goto
Dev | 75...[ Su. | Framett| TIME [F.. Len | Enor | C/R IERED [ =]
2 ] 3 0000 ] CommandUser].... 0O IInhumbered s
1 0 4 00000 ] CommandUszer).... 0O Innurmberad
2 ] 5 00000 a0 CommandUser].... 0 Information
1 ] E 00000 B CommandUser],... 0 Supervizon =
1 n 7 (n[nMalnlnl 1cC | PP (I mn lembimrrm = bimam
J | o
C-R = ... 0. Command{U=zer). Respunseﬂﬁil
SaTT —_fnnnnn RS

MlMicrosoft Windows

gzl oo Do WINDOWS' system32h cmd.exe

P [Uersion 5.1.260H1

il {C> Copyright 1785%-2881 Microsoft Corp.

an D:\.Prngram Files~Gl Communications Inc“Hdlc Analyzer>

D:vrod DisProgram FilessGl Communications IncsHdlc Analyzer

I =]

D:wProgram Files~Gl Communications IncsHdlec Analyzer*hdlcprot hdlcsIsdnlserMNet.H
DL

? Device # | Frame Count(Device #) |

1 B2
2 2

OFF-line Yiewing

|F:'|,F'ru:ugram Files\al Communica |137 Frames
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Filters - Real-time Capture Filter

Real-time capture filter can be set prior to capturing frames

Real-time filter for HDLC based protocols is done by excluding LSSU (Link Status Signal Unit), FISU (Fill-in Signal Unit), or any
other user-defined frame

Il Protocol Capture Configuration - O] x|

Save Load Defaulk

||—| | iZapture File Opkions

n‘] Card & Stream Selection

Qﬁ? iZapture Filker
GUi & Protocol Options

|'5|:|ace Crelirmited Length List bo Exclude
|5

Exclude FISU | Exclude L55U Clear ALL

oGL

Communications



Filters - Offline View Filter

- Isolates required frames from all frames in real-time / remote / offline

- Filter applies to the captured frames and is based on the data link and other decoded protocol field values: CTL, C/R, Modifier

Function, N(R), N(S), P, P/ F, SAPI, supervisory function and TEI

oGL

Communications

Save Load Defaulk

=10l x|

B Select summary columns to display
i)

Menu checked options

Jg?lk Protocol standard selection
%NetwurHUser side selection

{:E} Time Format

? Wigw Filker

Jﬂ:lj Wieww Search

@D: TCP Connection Options
—

[Eﬂ! Periodic Trace Saving Options

ﬁ?Startup Opkions
@Data Link. Groups

PE:F View Font Size

INI Decode Options
@Capture Dptions

— Filker Selection
{8 L:FD -
=4 DataLink

L ‘ Frame Length[z)

----- 2 Emor Frames Only

----- ¢ 0K Frames Only

----- 2 Frame Mumber|z]

é--@' LaPD

----- 2 Card. Timeszlot. Subchan >

— C/R Yalue

Cornmand[Uzer], Besponze(Metwark]
Rezponze[lUzer], Command[Metwork]

..... ¥ C/R —
----- o SAP
..... & TEI
..... & CTL -
4 | 9 Activate I Deachivate
— Al Selected
L aner | Field | Filker ' aluie
[rata Link, Frame Length(z) B
LAPD C/R Command(Uzer], Besponze(Metwark),
1] | i
— Conditionz for all zelections
- aND & OR {+ |nclude © Exclude Deactivate Sel Deactivate Al
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Search Options

- Search features helps users to search for a particular frame based on specific search criteria

Save Load Defaulk

=10l x|

B Select surmmary colurmns ba display
[Fiafan]

Menu checked options

"Q?I\ Protocal standard seleckian

g’y Metwark/User side selection

f:}} Tirme Formak
{‘E’? Wi Filker

ﬂﬂ Wiew Search

@D: TCP Connection Opkions
.‘_

Perindic Trace Saving Opkions

ﬁj Startup Options
@Data Link Groups

P":’?r Yiew Font Size
IMI Decode Options

@ apture Opkions

— Filter Selection —LC/R Walue
|8 LAPD =
E| y ['ata Link Responzellls |-'[| Command(M etwork]
P e £+ Frame Length(z]
----- £+ Errar Frames Only
----- " Ok Frames Only
----- £+ Frame Mumber(z)
I 2 Card.Timeszlot. Subchan *
B 9’ LAFD
..... ¥ /R —
----- O SAP
----- r TEI
""" & CTL -
4| | _p|_| Activabe D eactivate
—All Selected
Laper | Field | Search Yalue
Drata Link, 0K Frames Only ¥
LAPD C/R Command(U zer], RezponzelMetwork],
< | i

— Conditiong far all zelections

i~ AND v OR

& Include ¢ Exclude

Deactirvate Sel

Deactivate Al

27



Filtering Criteria From Screen Selection

- Allows the user to create filter criteria automatically from the current screen selection

Vit HDLC Protocal Analysis LAPD 64-bit Use Ctrl, Shift for Extended Selection n

Eile  Miew Capture Statistics Database Configure Help

F¥| -¢|-o| ﬂal | o GoTo
Errar M adifier Function Supervizary Function SAF T
L&PD L&,

i a = - . ~

I — QN [5P:: Circuit Identification Code
Search Selected Value I-:'I|_|F ane T"." =
Set Search Criteria as Sel Values

Set Filter Criteria as Sel Values

o] 4 Select all Cancel
v
B Analyzer GUl and Protocol Configuration
Sawe Load Default
G Select summary columns to di... | Filter Selection —Walue Selection
?E Menu checked options @ LaPD
54 Data Link

v ; :
%!} Protocol standard selection - LAFD

ﬁI"v.let\m'orkalser side selection

E:E}'I'lme Forrmat
Sy View Filter >

ﬂﬁ‘u‘iew Search

ﬂD:TCP Connection Options
—

Periodic Trace Sawing Options

f[:?Startup Options

@Data Link Groups All Selected | I
F ol ' Layer Field Filter ' alug
F,View Font Size LAFD NIR) w0
INI Decade Options LAFD Supervisory Function RR
Z Define Surmmary Columns “ >
J— P Lggregate Summary Columns Conditions for all selections .
‘Q’ GL :ﬁm’cwtm Options & AND OR | ‘ @ Include ™ Exclude ‘ Deaclivate Sel Deactivate Al
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Search Criteria From Screen Selection

- Allows the user to create search criteria automatically from the current screen selection

B2 HDLC Protocal Analysis LAPD 64-bit Use Ctrl, Shift for Extended Selection B

File  Miew Capture Statistics  Database Configure Help

O BRI RN JIHI?I%I S0 8] WP Gc-rc-l

Dev TShot SubCh Framett TIME [Relative) Emor Modifier Function Superyisory Function TEI MIR) f ry Funckion
LAPD LAPD l.ﬁPD LAPD LAPD o

00:00:00.000000 | __6 _—___' T—
00: 00:00.000037

0 1 [ Search Selected Value
e g & QoM. 8 HH Set Search Criteria as Sel Values ok, I Select Al Cancel
ol 0 2 ki L g i Set Filter Criteria as Sel Values
A 0 4 00:00: 00, 378362 46 -

B Analyzer GUI and Protacol Configuration
Save Load Default

G Select summary columns to di..

~ Filter Selection- 1~ Value Selection
?}S Menu checked options [§ LeFD
J ) -4 Data Link
g?% Protocol standard selection 9' LAFD

g}é Network/User side selection
{: )‘ Time Format

S View Filter >
M\liew Search

@D: TCP Connection Options
Periodic Trace Saving Options
,[‘:J Startup Options

@Data Link Groups - All Selected
F. . Layer | Field l Search Yalue
F, Miew Font Size LAPD capl 0
INI Decode Options LAPD Supervisory Function RR
: Define Surnmary Columns < 2
Z'ZE Aggregate Summary Columns Conditions for all selections
Come Capture Options @ AND OR & Include  Exclude Deactivate Sel Deactivate All
¥ 11
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mode

and parameters
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Statistics

Numerous statistics can be obtained to study the performance and trend in the HDLC network s based on various protocol fields

X

Field Marmes= —LC/R
Ilze Tupe [zingle selection]
E Layers
21 Physical Link
: Key
- Al Device # Fisld
@ Error Code
! - SFarthDrTsSc — Statistic Tvpelz] [calculated, multiple selection] —
- A8 Time Stamp = =
= rame Count .
= yﬁpgm Frame Percent ﬂ
Byte Count
Em CH Bute Percent ;I
Em Modifier Function
(N M[R]
@ M(5) "alue Set
@ P =
AN PF S
~{ND S&PI L | B
Em Supervizony Function
N TEI ! Cumnulative. %) Separate
Remove I
— Selected Statiztic [nformation
Laper | Field Mame | Il1ze Type I Statistic Type Remove Sel |
Phyzizal ... Device # Tuatal
Phyzical ... Time Stamp Field Frame Count Remaove All |
LaPD C/R Total
| | | Apply |

Statistics is an important feature available in HDLC analyzer and can be obtained for all frames both in real-time as well as offline
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Saving a File

Captured trace files can be controlled by saving the trace using different conventions such as —

> Trace files with user-defined prefixes
> Trace file with date-time prefixes
> Slider control to indicate the total number of files, file size, frame count, or time limit

Save Load Default

Il Periodic Trace Saving Options

B Select summary columns bo display
s

Menu checked options

J),\ Protocol standard selection

§;D

/ﬁNetwnrHUser side selection

@ Time Formak

? Yiew Filker

ﬁﬂ Wiew Search

@D: TCP Connection Options
—

;@:! Periodic Trace Saving Options

f':? Startup Options
@ Data Link Groups
F;?F View Fonk Size

INI Decode Options
@Capture Options

— dzing View Fiter——————— 1~ Save Directory
Al Frames [mo filtering)

[
£ Filtered Only [use views filter] I

=

— Save File Names

f* Sequential File Mames I 123 HOL
file name prefis — file: rarme: suffis
rumber of digits
" Date/Time Formatted Names IZ}YZ"‘J| #D_=Hx I-HDL
filetl amePrefis_ v EED_ZHEfleNametont file: e sufiz
— Create a Mew File After the Specified Limit Haz Been Reached
& File Size Limt &) 1048576 or 024K or 1H Limit ¥ alue
™ Frame Court Limit .0, 1048576 ar 1024K ar 1k 1000000
£ Time Limit e.0; 2400 [HH:F ]
— Restrict or Recycle After M Files Dptions
|21 47483647 ¥ Keep M Latest Files = Stop After N Files ™ Unresticted

oGL
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g'{'}. TCP Connection Options N oLcl
Selection of Summary Column €=y @

Define Summary Columns

Required protocol fields can be added through Define summary column option
User can remove the protocol field which is not required

F _ﬁ-&lmt surnimnary columng to desplay
T, Merus checked optisns
= O LAPF Layers/rekds

L Protocol standard selection = 0@ wr
"Hetwo-rlr.ﬂ.bseude selaction g!t sech .
£ 3 Time Format Ozl ar
7 view Fier 8?1 g:mdb‘
ﬂ'ﬁ\-‘leu Search Ozl oic

' BN ce

ety =4 Ending Fragment
/-- Startup Oplions BN recn
155 Data Link Groups g;-: :(:’J"” Funition
f’;.;m Fork Sze amN us)
=iy NP
== INI Decode Options 8:' I
" Define Summary Columns ! =] supervisory Function
O Capture Options

% HOLC Protocol Analysis LAPF

| 000000000000 [ 1] [1]

4]

0 [1} 0
[1] 1} o o [1]
A A P 0 0 00 0
Output display in analyzer < : - : 000000377997 o 0 0 0 irfomaben
2 0 ] 00:00:00.000775 [3 0 0 0 L] Supervisory
2 L] & 00:00-00.000637 n 0 o o 0 Irdeemation
1 o T WSO (WA [ n n n n o S X
4l | _'l_I
Card? TimeSlot=0 Frame=0 at 00:00:00.882462 OK Len=6 -
HDLC Frame Data + FCS
............ TAFF Layeyr ===s=ss=sa== =
EA . 0 (0)
AR = -...0. Command{User). Response(Network})
DLCI = 0 (000000.. 00OO....)
Eh = 1 (1)
DE = .0 (0) =
4| | »
[Hex Dump of the Frame Data
P + — +
00 01 01 51 Dé FC Qi

|C:\Program Fhes\Gl Communications 27 946 Frames

N[t
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results efficiently

Aggregate Group Column

B Aggregate Summary Columns

Sawe Load Default

B Select sumrmary colurmns to di.,

tdenu checked options

{l)?lk Protocol standard selection

% Metwork/User side selection

@'I’lme Farmat
S view Filter
ﬂﬁ\fiew Search

@D: TCP Connection Options
Periadic Trace Saving Options
ﬁ?Startup Options

@Data Link Groups

‘F;Tr\fiew Font Size

IMI Decode Options

Z Define Sumrary Colurmns

Z%:.&ggregate Surnrnary Columns

(':% Capture Options

oGL
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The user can create multiple aggregate column groups and prioritize the groups as per the requirement to display the summary

Add | Delete | Aliases | Reorder | Reverse Use'_"in the namne For multiine headers
Mame Display Format Summary Columns Separator
Group~0 Concat Supervisory Function_LAPD -z
e e TEI_LAPD
Group~1 [S Overlay IS NER) LA B2 HOLC Pratocol Analysis LAPD 64-bit - O X
Group~2 < Col_Alias>Value M(S)_LA
r§ r§ SAP|_La| File Wiew Capture Statistics Database Configure Help
IR ST EIEE A HREES Sl %[ [ GoTo |
Dev TSt SubCh Frameft TIME [Relative) Len Group% Error Modifier Function Supervizony Function SAPI TEI MR] A
LAPD LAPD LARPD LAPD
T i % 0 [0 [m |
A1 a 23547 00:01:19.145600 al3] a a 7
2 a 23548 00:01:19.146000 ] a 93
A a 23549 00:01:19.146337 RA ] a iz
A a 23580 00:01:19.146675 1] a 72
2 a 23581 00:01:19.14701 2 RR ] a 100
2 a 23582 00:01:19.147487 ] a 100
2 a 23583 00:01:19.147675 0 a 100
A1 a 23554 00:01:19.147837 E|RA >0 al3] a a 73
A1 a 23555 00:01:19.148150 E |RA -0 al3] a a 74
LR n WIEEE nn-m-19 140867 11 Lo n n 74
€ >
Card? TimeSlot=0 Frame=23546 at 00:01:19 145525 O Len=6 *#x% Right click to SHOWA/HIDE lawer c
HDLC Frame Data + FCS
============ IAPD Layer ============ -
ogoon CoR = ... 1. Eesponse(User) Command{Network)
oooo SAPI = goooaa. . (0
0ool TEI = goooaoo. {0y
oooz Ctl = .. 01 Supsrvisory
0002 Supervisory Function = ,...00.. EE
goos BAF = 0 (0}
o003 HiR) = 1100011, (99}
£ >
Off-line Wiewing, ChPrograrn Files\GL Communications InchUsh E1 SnalyzerHOL |27 26 Frames
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- Used for Network Surveillance and Monitoring

- Designed to send protocol summary information and binary
frame data via TCP- IP connection to a Database Loader to

load data into a database

oaL
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TGP Connection Options

Il TCP Connection Options =101 x|

Save Load Defaulk

[viafae)
Menu checked options
~2?|; Protocol standard selection

%NetwurHUser side selection

@ Time Farmat
i]_:r? View Filker

ﬂﬁ Wiew Search

ﬂl- TCP Connection Options
—

Periodic Trace Saving Opkions

l[:?Startup Options
@Data Link. Groups

P}?r Wiew Fank Size

INI Decode Cptions
@ﬁCapture Opions

B Select summary columns to display

—IF Address [ 127.0.0.1 Local |

I‘I2?‘.D.IZI.1

IP Port
—‘ “2001 9 Test Connection

— Probe M ame

IF'1

™ Frame Octets

[~ Send Call Detaill Recards [~ Send Tiraffic Summmary

— Select Frame/Packet Information to be zent over TCRAP

™ Summary Fields [~ Status

Dev

TSlat

SubCh

Framett

Time

Len

Ermor

WP

Wl

PT

HEC

OSF

AAL Tope

Frame Type

CID

LI

(H[H]

CPI

SCCPPDU Type
MezzageType(LIMI)
Endpoint Refal
CRY

Type0fCal
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Save/Load All Configuration Settings

Il Network /User side selection - O] x|

Save Load Default

- Protocol configuration window provides a

consolidated interface for all the settings required in

E Select surnmary colurnns to display
the analyzer such as protocol selection, 77 Menu checked optians ¢ As Captured
" Inverse Captured
stream/interface selection, and so on )ﬂ Protocal standard selection
@%NetwnrHUser side seleckion i~ Uszer Defined
- Configuration settings can be saved to a file, loaded @T — r— Metwark Side Cards/Interfaces [comma delimited ranges)
from a configuration file, or user may just revert to the E Save i [ ) Usb E1 Analyze <]« & ok B
default values using the default option @D: ) A-Law Samples )M CGprs
=) 4RP C)Data I)Gr303
=) atm | Digital Echo Canceller IC)Esm
,L‘j ) Ber ICydocs [Chdic_isdn
| ) BinzFrame Iy demf Hp
@ ) BitFiles IC)Filter Files |C) IsdnEmulatar
f;_: | )calldata IC)FrameRelay [CMLPPP
| )capdata ) aElcyiew [C)Med Files
u | o
File rarme: IHdIcF‘rnL-'—‘-.naIyzer..&cf Save
Save az ype: IEnnfiguratinn Files [*.ACF) j Cancel >
i
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What are Remote Protocol Analyzers?

“HDLC based protocols can be monitored remotely via a set of hardware and software features available
with our T1 or E1 based protocol analyzers”

The RPA functionality permits:
> Unattended and 24/7 operation
> Remote accessibility for difficult connection situations
> Remote non-intrusive operation
> Remote detailed diagnostic capability
Supported protocols for remote analysis includes -
> HDLC
ISDN
SS7
GR303
Frame Relay
V5.x

vV V V VYV VY

—
oGaL
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Key Features

Client side consists of a PC with Ethernet connectivity and GUI Remote Protocol Analysis software — no

special T1 or E1 hardware is required
Multiple T1/E1 servers may be simultaneously connected to a single remote client using a single GUI

Multiple remote clients may access a single T1/E1 server. Also, the T1/E1 server is fully functional while being
accessed as a server. Thus, a user may perform T1/E1 operations locally on the server while a remote client

IS accessing the same server, in real time
Supports real-time and offline analysis at the remote client location
Remote analyzers support capturing of encapsulated protocols and long frames

Common filtering criteria can be set for T1/E1 cards located on multiple servers

« GL 37
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Pre-requisites

At the site of monitoring
> Dual T1/E1 PCI based cards or USB based T1/E1 units
> T1/E1 Server software with HDLC capture software

At the client location

> Appropriate GUI based “Remote Protocol Analyzer” such as ISDN, SS7, and others —

licensed via “Dongle”

> LAN/WAN TCP/IP Network with sufficient bandwidth to transport HDLC frames
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Remote Analysis

- Users are required to enter IP address of the WCS server and an IP Port

- Multiple Server IP Addresses can be added to connect simultaneously to all TLE1 cards.
- Lists an IP addresses and the IP port numbers

- Option is provided for the user to select the desired IP address of the server

WCS Server Conneck x|

—"WCS Server

IF Address IF Part
[ |1EIE.1EE.1.EB |7|1?'IIIEEI ‘ add |

— Connected Servers
127.0.0.1:17080

1592.168.1.58:17030

Single User License

GL Conununications Inc.

14 I Cancel Copyright © 1999

This program is protected by 1S, and inte mational copyright laws
as de scribed in the About Bosx.

i Hemote Analpziz Off-line Orly
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Stream Selection

Remote Protocol Analyzers

- Streams can be captured on the selected time slots
(contiguous or non-contiguous), sub-channels (fractional
DSO0 to DS1) or full bandwidth

- Frames may also be contained in n x 64 kbps

- Recorded trace file can then be analyzed offline,

exported to ASCII file, or printed

o GL

Communications

: Protocol Capture Configuration

Save Load Default

Capture File Options

nﬁh Card & Stream Selection

%; Zapture Filker

—Port and Time Slob Selection

1 2 3 4

— Data Transmiszion B ate

8

1B
24
32
40
a8

{56 kbps

— Hyper-Channel
{* MxE4 kbps

" BE

Single Channel——————  —Subchannels 8-56 kbps
" B4 kbps = D50 bits

ars |

Lo

00 = O e L O =

L ClearTs

All 35 Port |
Al as Ports1,2 |

IP A&ddr / Cardz |
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- Real-time capture filter can be set prior to
capturing frames

- Real-time filter for HDLC based protocols is
done by excluding LSSU (Link Status
Signal Unit), FISU (Fill-in Signal Unit), or
any other user-defined frame

oGL
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Capture Filter

Il Capture Filter

Save Load Default

=10l %]

Capture File Opkions

n‘j Card £ Stream Selection

? Capture Filker
Ui & Prokocol Options

— Filter Diefinition

ALL | ANY [ =ALL [=ANY | MOME LenghOrQffzethd ask) aluelist

AlLL=include AMD, AMY=incl OR, HALL=excl AMD, XANY | MOMNE=cxcl OF
LenghQrOffsethd sk aluelist ::= LEM arltemlist | O offzet mask orltenlist

Examples
HAMNY LEM BT - exclude all frames with lenagth 5 and 7
ALLLEM 1517 20+ Ok 12 MSET 5 7 =E4

- length equal 15..17 ar equal or grater than 20
and byte walue at offset 12 iz equal to 5 or 7 or 100 [hex B4

Exchide FISU |
=l Exclude LSSU |
ExclFISU+LSSU |
el |
fd|
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Thank you
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