FastRecorder™ and PacketExtractor™
for Monitoring IP Networks
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2 x 100 GigE / 2 x 40 GigE / 4 x 10/25 GigE /
2 x 10/25 GigE / 2 x 1/10 GigE / 8 x 10 GigE

} Up to 8 Capture Ports

Nano second timestamping

Upto 240 TB
Storage

Wirespeed filtering
Packet slicing
Continuous lossless capture

Error free capture

Portable High Speed Capture System

Time synchronization for collocated probes
PacketScan™ HD



PacketScan™ HD, FastRecorder™ & PacketExtractor™
(2x1/10 Gigk, 8x10 Gigk, 2x10/25 Gigk, 4x10/25 Gigk, 2x40 Gigk, 2x100 Gigk)

**Also available as a rack mounted unit
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PacketScan™ HD, FastRecorder™ & PacketExtractor™
2 (4 x 1/10 Gigk)

4 x 1/10 GigE Card

Lunchbox specs are:

PacketScan™ HD - Lunch Box . Intel Xeon Silver 4210
. 64GB RAM

. 500GB SSD for OS
. 4x 3.84TB NVME SSD
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What the Software Does?

The Record feature includes a powerful Hardware Filter that allows user to filter out unwanted traffic, and

continuously capture the traffic of interest

The previously recorded traffic is extracted into single or multiple files and can be analyzed using GL’s PacketScan™

and Wireshark® application

Can create own filters using custom filter option which provides flexibility to check the fields and use the logical AND,

OR conditions more efficiently

Trigger based Start or Stop writing to disk based on the condition is configured based on Capture Rate, Filter Rate,

per-port Capture Rate, and Filter Rate
E-mail alert for specified trigger condition

Supports Encapsulating Security Payload (ESP) protocol to decrypt ESP packets on both IPv4 and IPv6 by providing
ESP SAs value

Supports Data and Rate analysis

BERT verification analyzes the received BERT pattern and provides various vital measurements
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FastRecorder™ Architecture
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Buffer segments stored internally in files:
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Segment Sequence Number and Segment Length is used while
analysing/Re-assembling the segments in Packet Extractor.
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PacketExtractor™ Architecture

PacketExtractor™

Reading
Trace

Files
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Filters = Port Filter, Pre-
Extraction Filter, and
Extraction Filter
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file or
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Select Previous Recording = Output file generated from Fast Recorder,
once recording is stopped

HDL/PCAP/PCAPNG File



FastRecorder™ Operations

* FastRecorder™ application provides various
options to capture the high-density real-time
traffic on disk drives and store the recorded traffic
into a file

*  The application can capture the traffic
continuously until user stops the recorder or

specify the size limit to stop the traffic capture
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m FastRecorder and PacketExtractor
File Help

FastRecorder ] PacketE xtractor l

; . = o . = Start Capture
Configuration lHardware F|Iter| Stahshcs] Trlgger.ﬁ.ctlnnsl

Card Type |4x 10/25[4x256] -

MNetwork Adapter/ Port List

Adapter_0::4x10/25[4x25G] Network Adapter
@port_0 (SFP+ 10G)
O @ port_1 (sFP+ 106)
@port_2 [SFP+ 10G)
O @rort_3 (sFP+ 106)

Fast Recording Configuration

Recording Name | SIP_GTP_4PORTS
™ Packet Slicing
Drives i}
oA EVY BV G

Free drive space available for recordings [GB] : 2759

Total Record Limit

¥ Stop After 100
GB

" Keep Latest
(Continuous Capture)




Hardware Filters

*  Hardware filters options are useful to capture traffic based on user interest

*  User can select Filter Type as per the test requirements

ﬁ FastRecaorder and PacketExtractor
File Help

FaztRecorder | PacketE xtractor ]

. Start Capt
Configuration  Hardware Filter ]Statistics] Trigger .-’-'-.u:tiu:uns] it

Filter Type |Mo Filter -

Predefined
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Advanced Hardware Filter Type

* Up to 10 filters can be defined based on various parameters in the protocol layers

* User can configure the parameters as per test requirements

Communications

ﬁ FastRecorder and PacketExtractor
File Help

FastRecorder | PacketExtractor ]

- Start Capt
Configuration  Hardware Filter ] Stalisticsl Trigger Actions] D

Filter Type |Advanced v

[Fiters [ [Feum [ Protocol [ Field Name [ operator [ value Condiition

Filter - 1

EF;"E; - =L [FLEr iz == 1P List Type[1p Address List ~| 1P Layer Type [Tunnel-1 P
CFiter - 3 IP Address

ClFiter - 4 FESD:0:0:10: 1000: 1000: 1000:3003
[Filter -5

[Filter -&

CIFilter -7

[CFiter -8

[CFilter -3

[IFitter - 10

Add Edit Delete

add | meert Delete Clear Al | Tunnel Type: GTP, GRE, VXLAN

[” Custom Expression

Selected Filter Expression

KeyList[KeyType=Ipvé; KeySet=7] = ([FEB0:0:0:0: 1000: 1000: 1000: 3003])
Assign[Streamld = 10] ={{(TunnelType == GTPv1-U-GPDU OR (TunnelType == GREv0 OR TunnelType == GREv1) OR TunnelType == VXLAN) AND {{InnerLayer3Protocc

|

< >

Final Configured Expressions | Final Applied Expressions ]

KeyList[KeyType=Ipv6; KeySet=7] = ([FEG0:0:0:0: 1000: 1000:1000:3003])
Assign[Streamld = 10] =({(TunneType == GTPv1-U-GPOU OR (TunneType == GREvO OR TunnelType == GREv1) OR TunnelType == VXLAN) AND {(Innerlayer3Protocol ==

Clear All Filters < >
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Predefined Hardware Filter Type

User can also use Predefined
hardware filters. These are custom
defined filters

Application provides a framework to
create custom filters as per
requirements and group them

By default, it provides configurations
for IP addresses and protocol
combinations. Wherein user can
configure IP address and protocol for

the traffic of interest

@ FastRecorder and PacketExtractor -
File Help

FastRecorder | PacketE xtractor 1

Start Capli
Configuration  Hardwars Fier | Statistics | Trigger Astions | et

FIIaN A Predefined g

Predefined Filters

Filter Groups | GTPTrafficFilter j Filters |Inner IP Address j
- Filters Inner IP Address
-~ Inner IP Address Description: Inner IP address will be matched for GTP packets
- Protocol
IP Address

2600:381: 1f0b: faSe:414d:8a91:a48 11ee5c
2600:381: 1f0b: f675: 2583:6 11: 5f6d: 7066

Add Edit Delete

Validate
KeyList[KeyType=IpvE; KeySet=7] = {[FE80:0:0:0: 1000: 1000: 1000:3003])
Assign[Streamld = 10] =((Port == 0,2) AMND (({TunnelType == GTPv1-J-GPDU OR {TunnelType == GREvD OR TunnelType == GREv 1) OR TunneType :

11
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Custom Expression Filter

User can create combination of hardware filters using && and || operators to get the final expression

' FastRecorder and PacketExtractor

File Help

FastRecorder | PacketExtractor |

5 5 . Start Capture
Configuration  Hardware Filker I Stahsl\csl Trigger Acl\uﬂsl 4p|

Filter - 1
[JFitter -2
[CIFitter - 3
[CFilter -4
[Filter -5
[CFilter -6
Fitter -7
[IFitter -3
[IFitter -5
[CFilter - 10

Clear All Filters |

Filters

Filter Type IAdvancEd VI

| Field Name | Operator I Value

| Condition

Field 1D [ Protocol
Fi  IPLIST
F2  VLAND
F3  UDP
F4  TCP
F5  sCTP
Add Insert

Ip List ==

Tag Frotocol ID == 8100
Source Port == 5060
Source Port == 443
Source Port == 36412

Delete | Clear Al I

¥ Custom Expression

~Value (Decimal valug)————

|443

Examples

Ex1: 6000
Ex2: 5060,2000,4235
Ex3: 1024-2000

Predefined Values I ~

FTP_Data
FTP_Control

Telnet

SMTP
DNS
HTTP hd

‘ I(fzaaﬁq:nfl

Validate & Update |

E xpression changed validate & update

r~ Selected Filter Expression

Final Configured Expressions | Final Applied Expressions

12
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FastRecorder™ Statistics

' FastRecorder and PacketExtractor —

File Help

FastRecorder I PacketE xtractor |

-~ Stop Ca
Configurationl Hardware Filker  Statishics I TriggerActionsl

.' Capturing And Recording to Dizk

View IList View vl

Reset

Statistics | Value |
Filter Match Frames 58 447 757
Filter Mot Match Frames 0
Total Frames 58 447 757
Filter Match Frames %% 100,00
Dropped Frames (Due to Buffer Cverflow) i]
Recorded Bytes (Gbytes) 15,0000
Capture Rate (Mbps) 10215.26
Filtered Rate (Mbps) 10205, 14
Filtered Bytes % 100,00
Capture Frame Rate (Frames/5ec) 4329 904
Filtered Frame Rate (Frames/sec) 4329 904
Filtered Frames % 100.00
Record Duration (hr:min;sec) 00:00:12
Available Host Buffer Size (Kbytes) 20971 520
Utilized Host Buffer Size (Kbytes) 1328 389
Available OnBoard Memary Size (Mbytes) 7682
Utilized OnBoard Memory Size (3&) 0%
Utilized OnBoard Memory Size (Mbytes) i]
Drive Write Fail Count 0,0,0,0

13



FastRecorder™ - Per Port and Aggregated Statistics

Port Statistics Agaregate | Port-0 (10G) | Port-2 (10G) |
Filter Match Frames 106 071 592 9642512 96 428 730
Filter Mot Match Frames a a a
Total Frames 106071 592 9642 812 96 428 780
Filter Match Frames % 100.00 100.00 100.00
Dropped Frames (Due To Port Buffer Ov... 0 0 0
Capture Rate(Mbps) - 937.07 9370.22
Filtered Rate (Mbps) - 937.07 9370.22
Port Link Status - Up Up
Port Link Down Count = 0 0

L1/L2 ERROR Counters:-

L2 Drop Events 0 0 0
CRC 1] 1] 1]
Alignment 0 0 0
Code Voilation 0 0 0
Fragments o] o] o]
Jabbers ] ] ]
Collisions a a a
FRAME-LENGTH Counters:-

64 Byte 0 0 0
65-127 Byte 1] 1] 1]
128-255 Byte 114 800 10 400 104 400
256-511Byte 105 324 842 9574937 95 749905
512-1023 Byte 517 050 47 025 470025
1024-1518 Byte 114900 10 450 104 450
1519-2047 Byte 1] 1] 1]
2045-4095 Byte 1] 1] 1]
40965-8191 Byte 1] 1] 1]
8192-Max Byte o] o] o]
Undersized Frames ] ] 0
Cversized Frames a a a
VLAM Frames 0 0 a
MFLS Frames 1] 1] o
Temperature(C) - 45.0 43.8

Stats Error Count

oaGL
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Real time and Historical Graph

Real time display of graph (Time v/s Rate), Capture Rate and Filter Rate

. FastRecorder and PacketExtractor

File Help
FastRecorder | PacketExtractor I

Stop Daplulel Capturing And Recording to Disk
Hard

Filter Applied

Configuralionl Hardware Filter  Statistics | Trigger Aclionsl

UvelAIII Port |

GraphOptions |FERNKEE | View |Graph View 'I

> ™ Real-Time Display ~ Graph Duration |30 min vl Clear Save I 27-09-23 9:36:54 v | Goto I

09/27/2023-03:36:54 Graph Start - (09/28/2023-00:50:03) Graph End - (09/28/2023-01:20:02) 08/28/2023-01:20:03
Ovesall |
Time=2023-09-28 - 00:49:24 Rate=19507(Mbps)
20,000.000
30
18,000.000
27
16,000.000
[24
14,000.000 [o1
- ] -
E 12,000.000 F18 &
i z
= 10,000.000 L5 5
= g
8,000.000 H [12
6,000.000 Lo
4,000.000 e
2,000.000 H L3
0.000 -— T T T T T T T T T T T T T T ——10
00:50:00 00:52:00 00:54:00 00:56:00 00:58:00 01:00:00 01:02:00 01:04:00 01:06:00 01:08:00 01:10:00 01:12:00 01:14:00 01:16:00 01:18:00 01:20:00
Time
Capture Rate WiFilter Rate All Ports Link Status [ [llPort-0 Port-2
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Realtime and Historical Graph (Contd

]
@i FastRecorder and PacketExtractor — [m] *
File Help
FastRecorder I PacketExtractor |
Stop Capt I Capturing Apd Hecn(ding to Disk
Canfiguration | Hardware Fiter  Statistics | Trigger actians | Hardware Filter Applied
GraphOpﬁnnleramE/Sec ;I waleraph View ;I
OverAll | Port I
J
(3 ™ RealTme Display  Graph Duration EERTINE ~ Clear Save ||27-03-23 9:36:54 'I (Goto
09/27/2023-09:36:54 Graph Start - (09/28/2023-00:51:38) Graph End - (09/28/2023-01:21:35) 09/28/2023-01:21:36
Overnll |
Time=2023-09-28 - 00:49:24 Rate=19507(Mbps)
000,000.000 - 3o
27
7,000,000.000
|24
6,000,000.000
F21
§ 5,000,000.000 4 [1g 2
5 =
i =
g £
£ 4,000,000.000 s 3
= &
F12
3,000,000.000
F9
2,000,000.000
6
1,000,000.000 L3
0.000 T T T T T T T T T T T T T T T -0
00:52:00 00:54:00 00:56:00 00:58:00 01:00:00 01:02:00 01:04:00 01:06:00 01:08:00 01:10:00 01:12:00 01:14:00 01:16:00 01:18:00 01:20:00 01:22:00
Time
W Capture Frames WFiltered Frames WAl Ports Link Status [ llPort-0 Wrort-2
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Graphs - Port Link Down

Port State is changed to Red indicating that the Port is down

@ FastRecorder and PacketExtractar - ]
File Help
FastRecorder | PacketE xtractor |

Stop Caplulel Capturing And Recording to Disk
Hard

Filter Applied

Configuration | Hardware Fiter  Statistics | Tiigger éctions |

GrapthﬁonisﬁtE (MbDS);I \c’lelerﬁDh View ;I
Overall | Port |

@ ¥ RealTime Display ~ Graph Duration I vl Clear Save | 27-09-23 9:36:54 ~ | Goto

09/27/2023-09:36:54 Graph Start - (03/28/2023-01:50: 12) Graph End - (03/28/2023-02:05: 11) 05/28/2023-02:05: 12
Overdll |
|'HITIE=2023'09-ZE -00:49:24 Rate=19607(Mbps)
20,000.000 o
30
18,000.000
27
16,000.000
[ 24
14,000.000 [21
- -
2 12,000.000 L3 2
5 B
s %
= 10,000,000 L5 5
= g
8,000.000 1 [
6,000,000 - Lo
4,000.000 -6
2,000.000 F3
0.000 —— T f ' T T T T Y Y ' T T T T T 0
01:50:00 01:51:00 01:52:00 01:53:00 01:54:00 01:55:00 01:56:00 01:57:00 01:58:00 01:5%:00 02:00:00 02:01:00 02:02:00 02:03:00 02:04:00 02:05:00
Time
W capture Rate WFilter Rate WAl Ports Link Status [ [llPort-0 Fort-2
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Graphs - Zoom IN and Zoom QOut

* User can click on the required area on the graph and select Zoom IN or Zoom Out as required

Communications

@B FastRecorder and PacketExtractor — O

File Help
FastRecorder ] PacketE xtractor ]

- Stop Capt " A R
Configuration | Hardware Fiter Staust.cs|T,iggemcuum} op L-apture . Capturing And Recording to Disk

Grapthﬁcnisabe (Mbps)j \ﬁew|Graph View j

l]velAII] Port ]

@ ¥ Real-Time Display ~ Graph Duration | 10 min A Clear save ||07-12-22 12:49:05
12/07/2022-12:99:05 Graph Start - (12/07/2022-16:32:53) Graph End - (12/07/2022-16:42:53) 12/07/2022-16:42:53
Overall |
80,000.000 o
70,000.000 A [
§0,000.000 - [
— 50,000,000 | [0 s
a E
£ Zoom IN =
= i -8 E
3 40,000.000 Zoom Out 5
5
e 2
30,000.000 e
20,000.000 - F4
10,000.000 L2
O
0.000 - T T T T T T T T T T 0
16:33:00 16:34:00 16:35:00 16:36:00 16:37:00 16:38:00 16:39:00 16:40:00 16:41:00 16:42:00 16:43:00
Time
¥/l Capture Rate Filter Rate All Ports Link Status [ l|Port-0 [ WPort-1 [ WPort-2 [ lPort-2
< >
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Trigger based Start/Stop Recording

ﬁ FastRecorder and PacketExtractor

»  User can specify the triggers to perform action Fie Help
based on the following conditions FastRecorder | PackelExtractor |

Eonfiguration] Hardware FiIter] Statistics  Trigger Actions ] . Capturing And Recording to Disk
» CaptureRate (Mbps)

F| |te r Rate (M b ps) # Conditions Condition Period (secs) | Action Trigger Type |

>
> Port[n].CaptureRate (Mbps)
>

Port[n].FilterRate (Mbps): where n is
port number

Delete Clear

» TimeStamp based

Triggered Events

oaGL
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Adding Trigger Actions

On the Add Trigger Actions window,

oL

Communications

Enter the Conditions

Specify the Condition period in
seconds

From the Trigger Type drop-down list
select Once or Repeat as required

Under Action option, check Disk Write
option

From the Action drop-down list select
Start Disk Write or Stop Disk Write
option as required

Click on OK

File Help

FastRecorder ] PacketExtractor ]

Start Capt
Conliguration] Hardware F\Iler] Statistice  Trigger Actions l ant Laplure

Initial Actions |Capture and Record o

Conditions Condition Period (secs) |

Action

| Trigger Type |

Conditions

Add Trigger Actions

Example of Trigger:
1, CaptureRate > 1500.00
2. FilterRate < 5000
3. Port[3].CaptureRate>1500.00
4. Port[2] FilterRate < 2000
5. TimeStamp.DateTime == "2022-09-29::07:427
&, TimeStamp.Time == "07:43"
7. Port[n].LinkState == Down"

Condition Period | 0 secs

Trigger Type ,h
Add = Action
[ isk wirite et oo
[ 5end e-mail ction |Start Disk Write -
Triggered Events

oK
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Activated Trigger Actions

*  Once the trigger is successful, the trigger
status changes from Orange to Green color
indicating the recording is started
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ﬁ FastRecorder and PacketExtractor
File Help

FastRecorder l PacketE xtractor ]

Eonfigulation] Hardware Filter] Statistics  Trigger Actions

Capturing And Waiting for Trigger

Initial Actions |Capture and Record 9

| Conditions Condition Period (secs) | Action | Trigger Type |
Start Disk Write,
CaptureRate = 1500.00 0 Send Mail Once
Stop Disk Write,
Port[3].CaptureRate>1500,00 25 Send Mail Once
TimeStamp. Time == "12:44" 0 Send Mail Repeat
TimeStamp.DateTime == "2022-12-07::12:44" 0 Send Mail Once
FilterRate < 5000 15 Start Disk Write Once
Start Disk Write,
Port[2] LinkState == "Down” 40 Send Mail Repeat
Start Disk Write,
Port[2].LinkState == "Up” 0 send Mail Repeat
Deactivate
Triggered Events ~
12-7 12:49:33  Action=>"Stop Disk Write®  Condition=>"Port[3].CaptureRate »1500.00"
12-7 12:49:9  Action=>"Start Disk Write™  Condition=>"Port[2].LinkState == "Up™
12-7 12:49:9  Action=>="Start Disk Write"  Condition=>"CaptureRate = 1500.00"
v
>

21



Activated Trigger Actions (Contd.)

@l FastRecorder and PacketExtractor - O *
File Help

FastRecorder | PacketE xtractor I

. . Stop Capt i i i
Eonfiguration' Hardware FiIterI Stalistics  Trigger Actions | wl . Capturing And Recording to Disk

Initial AcﬁonsICapture Only 'l al
£ | Conditions | Condition Period (secs) | Action | Trigger Type -I_
1 CaptureRate > 20480.00 10 Start Disk Write Repeat
2 CaptureRate < 1000 10 Stop Disk Write Repeat
3 TimeStamp.DateTime == "2022-11-15::01:357 1] Start Disk Write Once
4 TimeStamp.Time == "02:007 10 Start Disk Write Repeat
5 TimeStamp. Time == "06:00 10 Stop Disk Write Repeat
Add Delete Clear .
Deactivate
Triggered Events | -~
Triggered- Condition-="CaptureRate = 20480.00" Action-="Start Disk Write™ TriggeredTime->11-15 1:34:17
Triggered- Condition->"CaptureRate < 1000" Action->"Stop Disk Write” TriggeredTime->11-15 1:31:23
Triggered- Condition->"CaptureRate < 10007 Action->="Stop Disk Write™ TriggeredTime->=11-15 1:30:41
Triggered-  Condition-="TimeStamp.DateTime == "2022-11-15::01:30™  Action-="Stop Disk Write™  TriggeredTime->11-15 1:30:3
Triggered-  Condition->"CaptureRate < 1000"  Action->"Stop Disk Write” TriggeredTime-=11-15 1:29:33
— Triggered-  Condition->"CaptureRate < 1000"  Action->"Stop Disk Write” TriggeredTime-=11-15 1:28:25 v
,O, ( l 12 . . - - - . .
=

Communications
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Recording with Default Name

User can start the capture without
specifying Recording Name for which
current time is taken as recording name

Network Adapter - Port List display SFP
Types and negotiated rates

il FastRecorder and PacketExtractor - O X

File Help

FastRecorder I PacketE xtractor I

Stop Caplutel () Capturing And Recording to Disk

Configuration | Hardware Filtell Slalisticsl Trigger Ac!ions'

Card Type |4x1/10G[4x 10G] ~|

Network Adapter/ Port List |
Adapter_0::4x 1/10G[4x 10G] Network Adapter
HE@®rort 0 (sFP+ 10G)
@port_1 (SFP+DR 10G)
@port_2 (SFP+.DR 10G)
@port_3 (SFP+.DR 10G)
Adapter_2::4x1/10G[4x 10G] Network Adapter
@rort 6 (SFP+ 10G)
@rort_7 (SFP+ 10G)
@rort_8 (SFP+.DR 10G)
@rort 9 (SFP+DR 10G)

Fast Recording Configuration
Recording Name | 2022-11-14_04-40-14
r

Drives €)
V E\W F\ W 3 V v V k¥
Free drive space available for recordings [GB) : 106856

Total Record Limit

« -
|1nua -
& Keep Lates

23



PacketExtractor™

m FastRecorder and PacketExtractor — O
File Help

FastRecorder PacketExtractor ]

» PacketExtractor™ configuration settings allows to Exvacor |Record Sttt |

Recording Information

extract recorded files on the selected HD NIC Record Name: SIP_GTP_4PORTS
. . . Record Start Time: 2024-05-21 02:35:17 Record End Time: 2024-05-21 02:36:02
interface port and required output file format to _ _

Record Duration: 00:00:45 Record Size: 100.001 GB

analyze the results for offline analysis

[ PreExtraction Filter

Start Time | 02:35:17 End Time [~ | 02:36:02 HH:MM:55 e

Limit Criteria 72

Recorded Ports:
& Al Limit Value

" Duration 0

I Port Filter
" Extracted Size

Port |

-~
Extractsd Packet Count Example: 0 or 0-3 or 0,1,20r 2,5-7

[ Extraction Fiter I™ Packet Slicing
Operation |Packet Extraction | ¥ Multiple Files Create New File After| 1024 MB
Destination File Name |Di\EX1TﬂEtEd-hd| |

™ Compress Extracted Files

Start |

Statistics
Description | Value
Extractor status Extraction completed.
Processed Frames 345 516 243
Extracted Frames 345 516 243 ( 100,00 %)
Processed Bytes (MB) 97 056,332
Extracted Bytes (MB) 97 056,332
P— Duration {mm::ss) 3u4
AO‘ G l Frames with FCS Error 0

Communications




Analysis of Extracted Traffic using PacketScan™

» The extracted files can be analyzed using PacketScan™ application (For HDL file format, maximum file size of 10 GB or

having less than 75 million frames is supported)
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E® PacketScan (IpProt) HD 64-bit

File View Capture Statistics Database Call Detail Records Configure Help

Device | Frame# TIME [Date)

Eror | Length/Protocol Type
MAC

Packet Type Destination IP Address | Source IP Address
MAC P

Destination Address
IPv6

Source Address
IPvE

- X
= .l "_'l“& “'| s%l?lil '.l “I;m il 0 GoTo |
Length (Bytes) Desl A

f280:0000:0000:0000:9897:9897:9897.:9991

fe80:0000:0000:0000:3837:9897:9897:9930

fe80:0000:0000:0000:3897:9897:9837:9391
feB0:0000:0000:0000:3837:9897:9897:9330
fe80:0000:0000:0000:9897:9897.9897.9331
fe80:0000:0000:0000:9897:9897:9897:9930
fe80:0000:0000:0000:9897:9897:9897:9991
fe80:0000:0000:0000:9837:9897:9897:9930
feB0:0000:0000:0000:3897:9897:9837:3331
fe80:0000:0000:0000:3837:9897:9897:3930
fe80:0000:0000:0000:3897:9897:9897:3331
fe80:0000:0000:0000:9897:9897.9897.9990
feB0:0000:0000:0000:9897:9897:9897:3331
fe80:0000:0000:0000:9837:9897:9897:9930
fe80:0000:0000:0000:3897:9897:9837:3331
fe80:0000:0000:0000:3837:9897:9897:9930

000E Traffic Class
000F Flow Label
0012 Payload Length
0014 Next Header
0015 Hop Limit
0016 Source Address
0026 Destination Address
= UDP Layer =

0036 Source FPort
0038 Destination Port

0034 Length (Header + Data)
003C Checksum

<

Off-line Viewing

0 ¢ 0000 0000....)

0 ( 0000 00000000 00000000)

236 (x00EC)

00010001 User Datagram Protocol (UDP)
128 (=80)
fe80:0000:0000:0000:9897:9897:9897:9930
fe80:0000:0000:0000:3897:9897:9897:3991

2152 (=0868)
2152 (=0868)
236 (x00EC)

x8648

E:\Extracted\Extracted.hdl 10 000 Frames

IP
2 0 2021-06-14 00:42:03,000000000 294 IPv6 f280:0000:0000;0000; 9897: 9897:9897:9390
/ 2021-0614004203273961364 | 294  [iwe | [ [ [fe80:0000:0000:0000:9897:3857:9897:9991
2 2 2021-06-14 00:42:03 273961382 234 IPv6 fe80:0000:0000:0000: 9897:3897:9897:9390
2 3 2021-06-14 00:42:03.273361407 234 IPv6 fe80:0000:0000:0000: 3897:3897-9897:3391
2 4 2021-06-14 00:42:03. 273961432 234 IPvE fe80:0000:0000:0000: 9897: 3837:9837:9330
2 5 2021-06-14 00:42:03. 2739671460 294 IPvE fe80:0000:0000:0000: 9897: 9897:9897:9391
2 6 2021-06-14 00:42:03.273961488 294 IPv6 fe80:0000:0000;0000: 9897: 9897:9897:9390
2 7 2021-06-14 00:42:03.273961512 234 IPv6 fe80:0000:0000:0000: 9897:9897-9837:9391
2 8 2021-06-14 00:42:03.273361537 234 IPv6 fe80:0000:0000:0000: 3897: 3837 9897:3330
2 9 2021-06-14 00:42:03. 273961559 2394 IPvE fe80:0000:0000:0000: 9897:9837:3897:9331
2 10 2021-06-14 00:42:03 273961584 294 IPvE fe80:0000:0000:0000: 9897:9897:9897:9330
2 11 2021-06-14 00:42:03.273961609 294 IPv6 fe80:0000:0000:0000: 9897. 9897:9897:9391
2 12 2021-06-14 00:42:03.273361634 294 IPv6 fe80:0000:0000:0000: 9897:9897:9897:9390
2 13 2021-06-14 00:42:03 273361665 234 IPv6 fe80:0000:0000:0000: 9897:9897-9897:9391
2 14 2021-06-14 00:42:03.273361689 294 IPv6 fe80:0000:0000:0000: 9897: 3837 9897:9330
2 15 2021-06-14 00:42:03. 273961714 234 IPvE fe80:0000: 0000:0000: 9897:9837:3897:9331
<
Device2 Frame=1 at 2021-06-14 00:42:03.273961364 OK Len=294 *%% Right click to SHOW/HIDE layer details or copy e
Ethernet Frame Data
== == MAC Layer ============

0000 Destination Address x000DES066AAT

0006 Source Address =000DESD66AAG

000C Length Protocol Type 286DD IPvé

== IPv6 Layer
000E Protocol Version 0110.... (&)
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having less than 53 million frames is supported)
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Communications

Analysis of Filtered Traffic in Wireshark®

*  The extracted files can be analyzed using Wireshark® application. (For PCAP file format, maximum file size of 5 GB or

M Extracted.pcapn
pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am [ ® TREBRe>=ZF 5= QAQAQH
(W] apply a display Fiter ... <Ctrl-j> =3 ~|+ WindowUpdate Duplicaste Ack TCPRetx TCPFlags TCPOutof Order TCPLowWindow TCPHandshake #1  TCP Handshake #2
No. Time Source Destination Protocol Streaminde TCP Len
- 1 03:59:01. 000000000 fe8@::10f8:316d:9afd:4398 fes80: :64da:3cd4:cffl:9e96 GTP <SIP>

2 03:59:01.525264717 fes0: :64da:3cd4:cffl:9e96 fes0::10f8:316d:9afd:4398 GTP <SIP>

3 03:59:01.525265542 fe8@::10f8:316d:9afd:4398 fe80: :64da:3cd4:cffl:9e96 GTP <SIP>

4 03:59:01.525266035 fe80: :64da:3cd4:cffl:9e96 fe8@::10f8:316d:9afd:4398 GTP <SIP>

S 03:59:01.525266886 fe80::10f8:316d:9afd:4398 fe80: :64da:3cd4:cffl:9e96 GTP <SIP>

6 ©3:59:01.525267385 fes0: :64da:3cd4:cffl:9e96 fes0::10f8:316d:9afd:4398 GTP <SIP>

7 ©3:59:01.525268589 fe80::10f8:316d:9afd:4398 fe80: :64da:3cd4:cffl:9e96 GTP <SIP=

8 03:59:01.525269062 fe80: :64da:3cd4:cffl:9e96 fe8@::10f8:316d:9afd:4398 GTP <SIP>

9 ©3:59:01.525269581 fes@: :64da:3cd4:cffl:9e96 fe80::10f8:316d:9afd:4398 GTP <SIP>

10 03:59:01.525270374 fe8@: :64da:3cd4:cffl:9e96 fes8@::10f8:316d:9afd:4398 GTP <SIP.

1) ©3:59:01.525271053 fe8@::10f8:316d:9afd:4398 fe80: :64da:3cd4:cffl:9e96 GTP <SIP>

12 03:59:01.525540064 fes8@::10f8:316d:9afd:4398 fes80: :64da:3cd4:cffl:9e96 GTP <SIP>

13 ©3:59:01.525540883 fe8d: :64da:3cd4:cffl:9e96 fe8@::10f8:316d:9afd:4398 GTP <SIP>

14 03:59:01.525541696 fes80::10f8:316d:9afd:4398 fes@: :64da:3cds:cffl:9e96 GTP <SIP>

15 ©93:59:01.525542189 fes@: :64da:3cd4:cffl:9e96 fe8@::10f8:316d:9afd:4398 GTP <SIP>

16 ©3:59:01.525543033 fes@::10f8:316d:9afd:4398 fe8@: :64da:3cd4:cffl:9e96 GTP <SIP>

Frame 7: 1482 bytes on wire (11856 bits), 1482 bytes captured (11856 bits) on interface unknown, id 5

Ethernet II, Src: IntelCor_85:la:ff (a@:36:9f:85:1a:ff), Dst: IntelCor_02:32:62 (a4:bf:01:02:32:62)
Internet Protocol Version 6, Src: fe8@::64da:3cd4:cffl:9e97, Dst: fe80Q::64da:3cd4:cffl:9e96
» User Datagram Protocol, Src Port: 2152, Dst Port: 2152
GPRS Tunneling Protocol
Internet Protocol Version 6, Src: fe80::10f8:316d:9afd:4398, Dst: fe80::64da:3cd4:cffl:9e96
» User Datagram Protocol, Src Port: 506@, Dst Port: 5060
Session Initiation Protocol (INVITE)

© 7 Frame (frame),

1,482 bytes

Packets: 100
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Recorded Statistics in PacketExtractor™

Eill FestRecorder and PacketExtractor
File Help

FastRecorder PacketExtractor 1

Extractor Record Statistics |

- ] X

Wiew |List View

Statistics | WValue

Filter Match Frames 352851674

Filter Mot Match Frames 1}
Total Frames 352851674

Filter Match Frames % 100.00

Dropped Frames (Due to Buffer Overflow) []

Recorded Bytes (Gbytes) 100.0000

Record Duration (hr:min:sec) 00:01:20

|

Port Statistics Aggregate Port-0 Port-2.
Filter Match Frames 352851674 32077822 320 773852
Filter Not Match Frames ] 0 0
Total Frames 352851674 32077822 320 773852
Filter Match Frames % 100.00 100.00 100.00
Dropped Frames {Due To Port Buffer Ove... 0 0 0
Port Link Status B up Up
Port Link Down Count ] 0 0
L1/L2 ERROR Counters:-

L2 Drop Events ] 0 0
CRC ] 0 0
Alignment 0 0 0
Code Vailation ] 0 0
Fragments 0 0 0
Jabbers ] 0 0
Collisions ] 0 0
FRAME-ENGTH Counters:-

64 Byte ] 0 0
65-127 Byte ] 0 0
128-255 Byte 382 150 34750 347 400
256-511Byte 350 367 974 31852222 318 515752
512-1023 Byte 1719450 156 150 1563 300
1024-1518 Byte 382 100 34700 347 400
1519-2047 Byte a a a
2048-4095 Byte a a Q
4096-5191Byte a a a
§192-Max Byte a a Q
Undersized Frames 0 0 0
Oversized Frames 0 0 0
VLAN Frames 0 '} '}
MPLS Frames a a a
Temperature{C) a 45,9 43,6
XTPMotificationSinkMTONEvent.
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PacketExtractor™ - Overall Graph View

User can view the capture rate and filter rate of
the recording

[l FastRecorder and PacketExtractor
File Help

FastRecorder PacketExtractor |

Select Recording

Extractor Record Statistics | Hardware Fiter Used

GraphOptions [Rate (Mbps) | View|[Graph view |

Oveidll | Port |
< I Real-Time Display  Graph Duration - Clear save |[os-028923:43:50 | Goto
Graph Start - (02/06,/6853-05:41:04) Graph End - {02/06/5853-06:11:03)
Overall |
20,000.000 o
18,000.000 -
16,000.000 o
14,000.000 o
__ 12,000.000 o
2
£
£
£ 10,000.000
vl
=
8,000.000
6,000.000
4,000.000 4
2,000.000 4
T R |
0.000 —— T T T T T T T T
06:03:00 06:04:00 06:05:00 06:06:00 06:07:00 06:08:00 06:09:00 06:10:00 06:11:00
Time
[ WAl Capture Rate [ WFitter Rate
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PacketExtractor™ - Port View

*  User can view the per port capture rate and
filter rate of the recorded file

oaGL

Communications

' FastRecorder and PacketExtractor
File Help

FastRecorder PackelExIraclull
Select Recording

Extractor Record Statistics | Hardware Fiter Used

OverAll  Port |

GraphOptions [Rate (Mbps) v View [Graph view |

3 [T Resl-Time Display — Graph Duration vl Clear Save | 06-02-89 23:43:50 > | Goto
Graph Start - (02/05/6889-05:41:04) Graph End - (02/06/6889-06:11:03)

Port-0 | Part-2 |

10,000,000 4

9,000,000

8,000.000

7,000.000
. 6,000.000 -
7
g
£
& 5,000.000
3
&

4,000.000 4

3,000.000

2,000.000

1,000.000 4

!
0.000 —— T T T T T T T T
06:03:00 06:04:00 06:05:00 06:06:00 06:07:00 06:08:00 06:09:00 06:10:00 06:11:00
Time

Wl B Capture Rate WFilter Rate WFort Link Down
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Packet Extraction from the Recordings with Filter

i
File Help

FastRecorder PacketE xtractor ]

Extractor |Record Statistics } Hardware Filter Used
Recording Information

Record Mame: SIP_GTP_4PORTS

Record Start Time: 2023-03-24 07:46:57 Recol

Select Recording

Save Load Default

B Protocol Capture Cenfiguration

Record Duration: 00:07:26

I"" PreExtraction Filter

Start Time | 07:496:57 End Time [

Limit Criteria r

oAl Limit Value

% Duration 00:07:26 |  HH:MM:SS

" Extracted Size

" Extracted Packet Count

[¥ Extraction Filter Filter Configuration

Operation |Packet Extraction *| [T multiple

Destination File Name |

™ Compress Extracted Files [ H

Statistics -
Packet Extraction

Capture Filter

I” Record Frames As |s

Capture Filters

Filter S election

= ii Lavers

@ Pratocal
B pac

@ viaN

@ IP (Al Levels)
B 1P [Duter)
@ ESP

& TP

& uop

% Inrer P
@ lrrer UDP
@ sCTP
& P

@ RTP

& MSRP
& MGCP
@ MEGACO
& Haa

@ RTSP

& Include  Exclude

I™ Filter Selected Pratocals

-
[ &RF [] DIAMETER []DNS
[]GTPC []GTPU [JHTTP
[]IEMP []IPv4 [IFvs
[JLD&P CJLLDP [IMEGACO
CIFTF []SCTP mEl
[ 5Low [ SHMF ] TCR
[JuDbP

Deactivate Sel

Deactivate Al

Canfigure Protocols List
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Specifying End Time for Packet Extraction

@ FastRecorder and PacketExtractor — m] x

File Help

FastRecorder PacketExtractor |

Select Recording
Extractor |Record Statistis |

Recording Information

Record Mame: SIP_GTP_4PDRTS

Record Start Time: 2024-05-15 05:32:05 Record End Time: 2024-05-15 05:32:10

Record Duration: 00:00:05 Record Size: 10.001 GB

[™ PreExtraction Filter

| Start Time [ 05:32105 EndTme ¥ [05:32:10 HH:MM:SS el
Limit Criteria 1 3
Recorded Ports:
& al Limit Value ———

 Duration In
I Port Filter

 Extracted Size
~ Port I
Extracted Packet Court Example: 0 or 0-3or 0,1,2 or 2,57
I™ Extraction Filter I™ Packet Slicing
Operation IPadozt Extraction vl [~ Multiple Files
Destination File Name I D:\Extract-w-Endtime.hdl I

I~ Compress Extracted Files

Start I Stop.

[~ Statistics
| Value |
Extractor status Extraction completed.
Processed Frames 34 556 150
Extracted Frames 34 556 150 ( 100,00 %)
Processed Bytes (ME) 9 706,907
Extracted Bytes (MB) 9 706.907
Duration {mm::ss) 0::18
Frames with FCS Error 0

Communications
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Hardware Filter Used while Recording

il FastRecorder and PacketExtractor

File Help

FastRecorder PacketExtractor

Select Recording
Exiractor | Record Statistics  Hardware Filter Used |

Fiter Type [acvanced <]

¥ Custom Expression

@ FieldID | Protocol | Field Name | operator | value | condition
FL  IPUST InList ==
F2  WAND Tag Protocol ID 3100
F3 UDP Source Port 5060
F4a  TCP Source Port 243
FS SCTP Source Port == 38412
[JFiter - 10
add || msen Delete Clear 2l | Tunmel Type: GTP, GRE. VKLAN

IP List Type|IP Address List ~| 1P Layer Type [nner Tunnel1 ] Outer Non Turnel_~ |

1P Address

192.168.13.187

Add | Edit Delete

Update

I(fz&&f}) KR

Yalidate & Update

~Selected Filter Expression

KeyList[KeyType=Ipv4; KeySet=6] = ([192.168.13.18

<

71)
Assign[Streamld = 10] ={{{mVlan0TPID == 0x8100) AND (mUdpSrcPort == 5060)) OR ({{{TunnelType == GTPv1-U-GPDU OR (TunneType == GREvD OR TunnelType =

Final Configured Expressions | Final Applied Expressions |
Keylist[KeyType =Ipv4; KeySet=6] = ([192.168.13.18

Clear All Filers <

Assign[Streamld = 10] =(((mVlan0TPID == 0x8100) AND (mUdpSrcPort == 5060)) OR (((TunnelType == GTPv1-U-GPDU OR (TunnelType == GREvD OR TunnelType == GR
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eGPRI Analysis

File Help

FastRecorder PacketExtractor ]

Extractor | Record Statistics | Hardware Filter Used |

Select Recording

Recording ion
Record Name: SIP_GTP_4PORTS

Record Start Time: 2023-03-24 07:46:57

Record Duration: 00:07:26

Reco|

¥ " Protocol Capture Configuration

Save Load Default

I™ PreExtraction Filter

Start Time | 07:46:57 End Time [ | 07:54

(~Limit Criteria

oAl ~Limit Value

" Extracted Size

" Extracted Packet Count

' Duration 00:07:26 HH:MM:S5

—

[V Extraction Filter Filter Configuration

Operation |Packet Extraction '[ I~ Multiple

Destination File Name |

™ Compress Extracted Files

[t:

- Statistics

'acket Extraction

[EI Capture Filter

I Record Frames As s Q]

— Capture Filters
~ Filter Selection

=] iﬁ Layers

& Protocol
= & Mac
= VLAN
= IP (4l Levels)
= & IP (Outer)
= & ESP
= & TCP
= & UDP
= & Inner IP
@ & Inner UDP
= & scTP
=& sIP
= & RTP
= & MSRP
@ MGCP
@& MEGACO
@ H323
@ RTSP

‘ @ Include " Exclude

I Filter Selected Protocols

[T Select All Protocol
C1ARP []DIAMETER IDNS
[]GTPC []GTPU [JHTTP
[]1CMP C1IPv4 C1Pve
[]LD&P [JLLDP [MEGACD
C1PTP [1scTP Cse
] sLow ] SNMP crce
[JuDP

Configure Protocols List

Deactivate Sel | Deactivate All
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View eCPRI Layer Decode Details in PacketScan™

From the desktop, invoke
PacketScan™ analyzer

Goto File — Offline, browse and
select any one of the extracted *.hdl
file from the D:\Exracted\ folder. Click
on Open

Observe the eCPRI layer decode
details as shown

Over UDP

Devicel Frame=6 at 2022-06-09 06:07:36.711206000 OK Len=112 *x% Right
Ethernet Frame Data

oooo
0noe
onoc

000E
000E
0ooF
o001z
0014
001s
001le
o002e

0036
o0n3s
0034
0nac

003E
003E
003F
on4on
0n4z
0043
0043
0044
0046
0n4c

=========== MAC Layer ============

Destination Address
Source Address
Length-Protocol Type
=========== [Pyt Layer
Protocol Version
Traffic Class

Flow Label

Payload Length

Hext Header

Hop Limit

Source Address
Destination Address

=========== JJDF Layer ============

Source Port

Destination Port

Length ({Header + Data)
Checksun

=========== g(CPFRI Layer
C

eCPRI Protocol Revision
=CPRI Message Type
=CPRI Payload Size
Fenote Hemory Access ID
Feqg-Resp

Read-Write

Element ID

Address

Length

T=zer Data

=FCAAL149225C4
x54BEF737CE%4
®B6DD IPwE

o1i1o.... (63}

0 ¢....0000 00OO....)

834513 {....1100 10111011 11010001}
58 (=0034)

00010001 User Datagram Protocol (UDE)
64 (=40)

fefl:64f2:5=84:f1db: 502

fef0: :58%:b2d5: 9074 2bec

64000 (=FADOD)
64000 (=FADOD)
58 (=0034)
®7F76

....... 0 eCPREI message i= the last one in=ide the =CPRI FDU
oool.... (1)

0o0o0io00 Remote Memory Access

28 (=001C)

17 (=11}

....0010 Failure

0010, ... Write Ho Resp

8755 (=2233)

=050403020100

16 (=0010)
=FFEEDDCCEBAAY9887766554433221100
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View eCPRI Layer Decode Details in PacketScan™ (Contd.)

Over MAC

Deviceld Frame=0 at 2019-02-13 11:36:46. 000000000 OK Len=64d *xx Right
Ethernet Frame Data
============ MAC Tayer ============
0000 Destination Address =008016000000
0006 Source Address =008016884EFF

000C Length-Protocol Type =AEFE =CFRI

============ (PRI layer ============

=]
=]
=
o]
1
1 R R O I R

....... 0 eCPRI message iz the last one inside the =CPRI PDU
000E eCPRI Protocol Revi=ion aool. ... {13
000F =CPRI Hessage Tvpe Qoooooong IO Data
0010 eCFRI Payload Size 20 (=00143

sCFRI Favload ®x123487650F0EODOCORBOANS0E0706050403020100
====z======= (-RAN Freomthaul CUS Layey =========z=== =

0019 =tartSymbolid
0014 sectionld

..001100 (12)
176 (00001011 0000, ... )

001l =ywlne = 0.. usze the current svynbol number
001E rhb ....1... every other RE u=sed

001E =tartPrbu 521 (... ... 10 00001001)

0010 numPrbu 8 (=08)

udConpHdr
001E udCompHeth
001E udIgWidth
Cump

....0111 Reserwed
oogo. ... I and Q@ are =ach 16 bit wide
=050403020100

ecpriPcid =

0012 BandSector ID = ..010010 {18}

00lz DU _Port_ ID = o0.... .. (o

0013 RU_Port_ID = ..0lo0 (43

ool3  CC_ID = oo011.... (3
ecpriSeqgid =

0014 Seguence ID = 135 (=87)

0015 Sub=eguence ID = 1100101 (101}

0015 E bit =0....... More fragments follow

001 FilterIndex = ....1111 Reserved

0016 payload¥er=ion = .Qoo.... ()

0016 datalirection =0....... UpLinlk

0017 frameld = 14 (=0E)

0018 subframeld = gooo. ... (0

0018 =lotId = G52 (... .1101 oo, ... .. 1
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Encapsulated Security Payload (ESP) Deciphering

Supports Encapsulating Security Payload (ESP) to decrypt ESP packets on both IPv4 and IPv6 by providing ESP SAs value

B Protocol Capture Configuration

— O x
Save Load Default
Capture File Options I
n'] Card & Stream Selection [~ Record Frames Az |s [~ Packet Slicing  Length I14
? Capture Filter - Capture Filter
Gui & Pratocal Options ~ Filker Selection  Filker
& i Lavers I~ Fiter all ESP data
& Protoca [ Decode E d ESP Payload
& MAC ecode Encrypte: ayloa
o Exiract
% 1P [&ll Levels) " Original Encrypted Papload
B IP [uter & Deciphered Payload
& EsP
[ »
& UDP ESP SAz
@ Inner IP
ESP SAs X
Save Load
| IP Protocal | Src [P | Dest IP | SPL | Encryption | Encryption Key | Authentication | Authentication Key
IPV4 192, 168,12, 86 192,168, 12.45 0x05d2edel AES-CEC [RFC3602] 0x97D055ABC4EN326C394DC0F2CCEBES. . HMAC-MD5-96 [RFC2403] Ox5CC1CTBEQ02D25328:
[Pva  [192.168.12.45  [waexx [ 0x967113ba AES-CBC 0x97D055ABCAE0S . | HMAC-MD5-96 [RFC2403] | 03
IPV4 192 168, 12 86 192,168, 12,251 Oxd02382c2 AES-CBC [RFC3602] 0x97D055ABCENB26C394DC0F2CCEES. . HMAC-MDS5-96 [RFC2403]  Ox5CC1C7BES020253286386E7E7C,
IPv4 192.168.12.251 192.168.12.86 0x129e7b1a AES-CBC [RFC3602] 0x97D055ABC4E0826C394DCOF2CCEES. ..  HMAC-MD5-96 [RFC2403]  Ox6CC 1CTBES02D253286386E7B7C,
IPV4 192.168.12.90 192.168.12.45 Oxa5e7259a AES-CEC [RFC36EIZ] UXQTDUEEABC‘IEUSZECEQ‘IDCUFZCCEEE . HMAC-MD5-95 [RFC2403] U)(SCCIC?BEQDZDZSBZBSSSSE?EI.
2 E HMAC-MD5-56 [RFC2403
IPV4 192 168 12 90 192,168, 12,251 0x57be7fla AES-CBC [RFC3602] HMAC-MD5-36 [RFC2403]
evs ___[= | HMAC-MDS5-56 [RFC2403
< >
Add Delete Clear
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IP Analytics™

Network A 4 ' High Speed Ethernet Backbone ‘ | Network B N
R B oip 50
“r gy @ “r p @

Data analysis graph

Switch Monitor Ports [sssssssss ssssssse sasasass . Export statistics to
mﬂm ; 3 CsV file format
H_J
1 Gbps up to 320 Gbps |_|

S~

IP Analytics™

* |IP Analytics™ (Optional with FastRecorder™ and PacketExtractor™) serves as a critical tool for meticulous monitoring and optimization
* [tinvolves scrutinizing data flows to uphold the integrity of voice, video, and data services, ensuring adherence to predefined

performance benchmarks
» Through continuous evaluation of metrics such as Quality of Service and packet loss, network operators can fine-tune their

infrastructure, guaranteeing an unparalleled user experience

OGL .

Communications



Data Analysis

38



Selecting Data Analysis Option

Users can perform Data Analysis using the

PacketExtractor™ application

oaGL
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BB FastRecorder and PacketExtracter

File Help
FastRiecorder PacketExtractor ]
Exftractor | Record Statistics ] S Rt
Recarding Infarmatan
Record Name: 2024-02-14__07-21-22
Record Start Tine: 2024-02-14 07:21:24 Record End Time: 2024-02-14 07:50:10

Recond Duration: 00:28:46 Record Size: 514 987 457 MB

™ PreExtracton Fiter

Stark Time | 07:21:24 End Time [~ [07: HH:MM:SS (7]
Limit Criteria 2 3
Recorded Ports:
Cu Limit Ve

1+ Duration Im;:ﬂ:m HH:MM:SS
Fil
" Extracted Size I~ part rter
Port

" Extracted Packet Count Example: 0 or 0-3 or 0,1, 20r 2,57

¥ Extraction Filter Filter Configuration
Operation |Data Analysis -

Destnation Fle Name

]

[ start

Statistcs
Description [ vaiie
Extractor status Extraction completed.
Extracted Frames 383983 458
Exiracted Bytes (M8) 355892521
Duralion (Fm::5s) D134
Frames with FCS Error 0
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o Executing Python scripts will invoke the GL IP Analytics™ window to perform data analysis

GL IP Analytics™ Tool

« This analysis will display Ports, L3 Protocols, L4 Protocols, DSCP, IPv4 Endpoints, IPv4 Conversations, IPv6 Endpoints, IPv6

Conversations, TCP Endpoints, UDP Endpoints, UDP Conversations, TCP Conversations, SCTP Conversations, and Ping

Conversations statistics

£ GLIP-ANALYTICS

Selectfile Select folder

Ports
[= Protocol Statistics
L4 Protocols
DsCP
IPv4 Endpoints
IPvd Conversations
IPvE Endpoints
IPvE Conversations
TCP Endpoints
UDP Endpoints
UDP Conversations
TCP Conversations
SCTP Conversations

PING Conversations

Filter section

L3 Protocols

Export analysed tabs

Row ID MAC Protocol Type Packet Count Bytes Rate (bits/sec) Percent Packets Percent Bytes
1 IPv6 - ( 0xB6dd ) 45,617 9,071,184 3,556,874.84 016 0.05
2 IPwd - (0x800) 28,419,913 16,677,921,882 6,53%,530,100.38 99.59 99.92
3 ARP - ((%B06) 53,921 3,450,944 1,353,139.33 0.19 0.02
4 027 13,925 891,200 349,445.76 0.05 0.01
5 Oxaa 435 85,540 33,540.83 0.0 0.0
6 LLDP - { (x88cc) 2,229 275,226 107,918.04 0.01 0.0
Total entries: & Previous Export Tab as CSV

e Cy P ——

Communications

=d

Erase
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Port Statistics

£ GLIP-ANALYTICS

Selectfile Select folder

A —

= Protocol Statistics

L3 Protocols

L4 Protocels

DsCP

IPv4 Endpoints
IPv4 Conversations
IPvE Endpeints
IPvE Conversations
TCP Endpoints
UDP Endpoints
UDP Conversations
TCP Conversations
SCTP Conversations

PING Conwversations

Export analysed tabs

Filter section

Ports
Row ID PortMo Packet Count Bytes Rate (bits/sec) Percent Packets Percent Bytes
0 13,101,135 7,624 353,827 2,989, 562,590.61 4591 45.68
2 2 15,434,921 4,067,342,149 3,555,368,428.59 54.00 5432
Total entries: 2 Previous | Mext | Export Tab as CSV
Erase

oaGL

Communications

|
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Outer Protocol Statistics — L3 and L4

£ GLIP-ANALYTICS

Selectfile Select folder

Ports
= Protocol Statistics
L4 Protocols
DsSCP
IPvd Endpoints
IPv4 Conversations
IPv6 Endpoints
IPvE Conversations
TCP Endpoints
UDP Endpoints
UDP Conversations
TCP Conversations
SCTP Conversations

PING Conversations

L3 Protocols

Export analysed tabs

Row D MAC Protocol Type Packet Count Bytes Rate (bits/sec) Percent Packets Percent Bytes
1 IPv6 - ( OxBGdd ) 45,617 8,071,184 3,336,874.84 0.16 0.05
2 1Pvd - [ 0x800 ) 28,419,913 16,677,921,882 6,539,530,100.38 99.59 99.92
3 ARP - (0806 ) 53,921 3,450,944 1,353,139.33 0.19 0.02
4 %27 13,825 891,200 348,445.76 0.05 0.01
5 Oxaa 455 85,540 33,540.83 0.0 0.0
] LLOE o (Ol 2220 275208 107 912 04 001 00

& GLIP-ANALYTICS

Selectfile Select folder

Parts
= Protocol Statistics

Total entries: 6

Communications

L3 Protocols
DsCP

|Pvd Endpoints
IPv4 Conversations
IPv6 Endpoints
|PwE Conversations
TCP Endpoints

UDP Endpaoints
UDP Conversations
TCP Conversations
SCTP Conversations

PIMG Conversations

Export analysed tabs

L4 Protocols

Row 1D IP Protocol Packet Count Bytes Rate (bits/sec) Percent Packets Percent Bytes
1 TCP-(6) 19,857,043 12,697,011,859 4,978,587,369.83 69.76 76.09
2 IGMP - (2] 1,062 78,456 30,763.14 0.0 0.0
3 ICMP - (1) 16,620 2,975,820 1,166,839.88 0.06 0.02
4 IPwB-ICMP - (38) 26,314 2,368,260 928,611.35 0.09 0.0
5 UDP-(17) 8,564,491 3,984,558,671 1,562,373,391.00 30.09 23.88

Total entries: 3 Previous Mext Export Tab as C5V |
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Outer Protocol Statistics — DSCP and IPv4 Endpoints

4 GLIP-ANALYTICS

Selectfile Selectfolder

Export analysed tabs

Ports

[= Protocol Statistics
L3 Protocols
L4 Protocols
DS
IPvd Endpoints
IPvd Conversations
IPvE Endpeints
IPvE Conversations
TCP Endpoints
UDP Endpoints

UDP Conversations

TCP Cenversations
SCTP Conversations

PING Conversations

DSCP

Row ID DSCP Packet Count Bytes Rate (bits/sec) Percent Packets Percent Bytes
1 Best Effort - (0) 28,337,361 16,633,818,424 6,522,236,825.29 99.55 99.68
2 Class selector-CS6 - (48) 468 64,800 25,408.53 0.0 0.0
3 4 127,701 53,109,842 20,324,741.40 0.45 032

£ GLIP-ANALYTICS

Total entries: 3

Selectfile Select folder

Communications

Ports

[= Protocol Statistics
L3 Protocols
L4 Protocols
Dscp

IPvd Conversations

IPv6 Endpoints

IPvG Conversations

TCP Endpeints

UDP Endpoints

UDP Conversations

TCP Conversations

SCTP Conversations

PING Conversations

T

IPv4 Endpaints

Export analysed tabs

RowID  IP Address  Tx Packets Tx Bytes Rx Packets Rx Bytes Avg Tx Packets/sec  Awg Tx Bits/sec Avg Rx Packets/sec Avg Rx Bits/sec Total Packets ~

1 104.44.49.142 30 2,220 0 0 147 87047 0.00 0.00 0

2 3411150114 04 99,024 208 22,656 1490 38,828.00 1019 8,883.57 512

3 91.189.91.49 585 67,905 900 75,915 2867 26,626.02 41 29,766.80 1,485

4 202.83.26.121 1,985 1,134,827 646 67,757 97.29 44497362 3166 26,567.99 2631

5 192.168.12.210 4,001 615,250 2,792 742,619 196.10 241,243.83 136.84 291,186.11 6,793

6 142.2504.188 655 46,098 655 42,340 3210 18,075.34 3210 16,680.23 1,310

7 142.250.196.63 1,305 1,635,943 780 70,590 63.96 641,4653.50 38.23 27,678.83 2,085

8 192.168.1.25 3,693 318478 3,224 261,370 179.04 12487745 138.01 102,485.00 6,877

9 192.168.235.25! 0 0 318 27,762 0.00 0.00 12.58 10,885.67 318

10 192.168.12.208 1,135 280,770 0 0 36.61 110,001.88 0.00 0.00 1,155

11 35.224.170.84 390 37,380 510 41,580 19.11 14,656.96 2499 16,303.80 900

Total entries: 1050 Previous Next Export Tab as C5V

v
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Outer Protocol Statistics — IPv4 and IPv6

£ GLIP-ANALYTICS

Select file Select folder

Export analysed tabs

Ports

L3 Protocels
L4 Protocels
DSCP

TCP Endpoin
UDP Endpoi

UDP Conver
TCP Conversi
SCTP Conver|
PING Conver|

[= Protocol Statistics

IPv4 Endpoints

IPv4 Conversations

IPvE Endpoints

IPvE Conversations

|Pvd Conversations

Address A
1821681212
192.168.12.219
182.168.12.11
40.99.34,146
182.168.12.11
182.168.12.208
182.168.12.91
182.168.12.76

Row |

G - oW B W fa =

Address B Total Packets
142,250.195.226 300
142.250.195.234 3,583
20.198.118.190 1,432
192,168.12.91 476
52.112.39.48 630
192.168.30.156 33,213
74.125.200.188 1,276
192.168.1.61 122

Packets A-»B  Packets B-»A

150
1,770
944
300
285
16,379
638
)

Bytes A->B
150 42,195
1,815 297,420
488 107,128
176 382,260
345 101,610
16,834 1,087,145
638 41,452
32 5,540

Bytes B-=A  Avg Packets/sec A->B

36,430 7.35
313,975 86.75
111,000 46.26

55,280 14.70
278,700 13.96
1,790,730 802.79
24,908 3127
4,300 441

Avg Packets/sec B->A

7.35

88.95

23.91

a.62

16.90

825.09

.27

1.56

Avg Bits/sec A->B

16,544.95
116,620.46
42,006.03
149,886.82
39,841.99
426,277.17

16,253.61

2,329.11

Avg Bits/sec B-> A

14,304.06

125,072.33
43,523.87

21,673.67
109,280.22
702,157.78
17,608.74

1,832.11

Filter section

£ GLIP-ANALYTICS

Selectfile Selectfolder]

Ports

= Protocol Statistics

L3 Protocols

L4 Protocols

DSCP

IPv4 Endpoints

IPv4 Conversations
IPvE Conversations
TCP Endpoints
UDP Endpoints
UDP Conversations
TCP Conversations
SCTP Conversations

PING Conversations

IPv6 Endpoints
Row 1D IP Address Tx Packets  Tu Bytes  Rx Packets  Rx Bytes Awvg Tx Packets/sec Avg Tx Bits/sec Avg Rx Packets/sec Awvg R Bits/sec Total Packets Total | #
1 ff02:1:2 0 0 577 97,048 0.00 0.00 28.28 38,033.20 577
2 ff02::1:f58:118 0 0 32 2,880 0.00 0.00 1.56 1,120.26 EX)
3 ff02::1:ff68:9882 0 0 16 1,440 0.00 0.00 0.73 564.63 16
4 ff02:1:ffali28c4 0 0 93 8,370 0.00 0.00 4.55 3,281.93 93
5 feB0:dd31:122:4fel:6df2 182 19,838 0 0 892 777861 0.00 0.00 182
6 fel0:elab:blda:dbl1:90c0 182 19,838 0 0 8.02 7,778.61 0.00 0.00 182
7 fed0:344T:6c51:73ad:a38 182 19,838 0 0 8.92 7,778.61 0.00 0.00 182
8 fed0:2c53:e5c3:3a0%:7150 5734 516,060 0 0 281.04 202,350.74 0.00 0.00 5,734 g
9 fel0:39ch:1b70:adad:f045 322 232484 0 0 15.78 91,158.60 0.00 0.00 Evh] z
10 feBl:edef:8298:6b5d:737 45 4770 0 0 2.20 1,870.35 0.00 0.00 45
11 fedlnec7®:Sbali1d5f:118 43 7,728 0 0 233 3,030.20 0.00 0.00 48
|
Total entries: 63 Previous Mext Export Tab as CSV |
< > W
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Outer Protocol Statistics — IPv6 and TCP

0 GLIP-ANALYTICS

Selectfile Selectfolder

Export analysed tabs

Ports
= Protocol Statistics
L3 Protocols
L4 Protocols
DsCP
IPv4 Endpoints
IPvd Conversations
IPvE Endpoints
IPvE Conversations
TCP Endpoints
UDP Endpoints

UDP Conversations

TCP Conversations
SCTP Conversations

PING Conversations

IPvE Conversations
Row Address A Address B Total Packets Packets A->B Packets B-»A Bytes A->E Bytes B-»A  Avg Packets/sec A-»>B  Avg Packets/sec B->A  Avg Bits/sec A->B  Avg Bits/sec B->A |*
1 fedlud431:1f22:4fel:6df2  ff02ufb 182 182 0 19,838 0 8.92 0.00 g72.32 0.00
2 fell:elabib9da:db11:90c ffl2:fb 182 182 0 19,838 0 8.92 0.00 972.32 0.00
3 fell:3447:6c51:73ad:a38  ffl2:fb 182 182 0 19,838 0 8.92 0.00 972.32 0.00
4 feB0:2c33:e5c2:3a09: 7150 ff02:1:FF00:1 5,734 5734 0 516,060 0 281.04 0.00 25,203.84 0.00
5 fel0:30ch:1b70:adad:f4 ff02:c 2 2 0 232,484 0 15.78 0.00 11,304.82 0.00
6 fedl:edef:8298:6b5d:737 ff02:fb 45 45 0 4770 0 2.20 0.00 233.79 0.00
7 fell:ecT®9bali1d5f:118 ff02:c 43 43 0 7,728 0 235 0.00 378.77 0.00
8 fed0:810d:1ee:30a0:28c4 f02:1:ff5f:118 16 16 0 1,440 0 0.78 0.00 70.57 0.00

& GLIP-ANALYTICS

Selectfile Select folden

Ports

Filter section

= Protocol Statistics
L3 Protocels

Communications

L4 Protocols

DsCp

IPv4 Endpoints
IPv4 Conversations
IPv6 Endpoints
IPvE Conversations
UDP Endpoints
UDP Conversations
TCP Conversations
5CTP Conversations

PING Conversations

TCP Endpoints

Export analysed tabs

Row ID Port Tx Packets Tx Bytes Rx Packets R Bytes Awg Tx Packets/sec Avg Tx Bits/sec Awvg Rx Packets/sec Awg Rx Bits/sec Total Packets Total Bytes

1 58319 1116 5,120,206 11,281 5,036,486 544.83 3,576,086.71 553.41 3,544,445.83 22,407 18,156,692

2 51094 435 149,639 468 187,031 23.77 58,674.50 22.93 73,336.16 953 336,670

3 64088 398 113,003 419 322,825 19.50 44,344.55 20.53 126,581.54 817 435918

4 55493 85 6,715 51 3,366 4.6 2,632.99 249 1.319.83 136 10,081

5 64146 269 54,264 1% 14121 1318 21,277.29 9.36 5,536.94 460 68,385

6 65182 255 18,320 174 12,744 1248 7,575.50 8.52 4,597.01 429 32,064

7 64937 1,013 116,229 362 67,596 49.65 45,574.20 42.24 26,504.86 1.875 183,825

8 56266 219 64,849 205 16,442 10.73 25,466.95 10.04 6,447.02 424 81,381

9 84193 32 22,659 220 18,730 15.29 8,884.75 1078 734416 532 41,388

10 63054 442 256,763 521 225,041 21.66 100,678.57 25.33 88,240.15 963 481,804

11 48352 96 7,648 30 6,624 4.70 2,998.83 3.92 2,587.31 176 14,272

Total entries: 11363 Previous Mext Export Tab as C5V ‘
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Outer

Protocol Statistics — SCTP

£ GLIP-ANALYTICS

Select file Select folder

Export analysed tabs

L3 Protocols

L4 Protocels

Dscp

|Pv4 Endpoints
|Pwvd Conversations
|Pv Endpoints
|Pv Conversations
TCP Endpoints
UDP Endpoints
UDP Conversations

TCP Conversations

PING Conversations

Filter section

SCTP Conversations

Row ID Address A Address B Port A PortB  Total Packets  Packets A-»B  Packets B-»A  Bytes A->B  BytesB->A  AwgPackets/sec A->B Avg Packets/sec B-»A AvgE
1 192.168.13.135 192.168.13.131 36412 36412 7,648 3,221 4428 454,950 582,608 0.00 0.00
Total entries: 1 Previous MNext Export Tab as C5V
Erase

Communications
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Outer Protocol Statistics — PING Conversations

£ GLIP-AMALYTICS

Selectfile Select folder Export analysed tabs

PING Conversations
Ports Row ID Address A Address B Requests Responses ~
(= Protocol Statistics 1 192.168.12.192 23.62,12.106 150 15
L3 Protocols 2 192.168.12.124 23.62.12.106 150 15
L4 Protocols 3 192.168.12.189 23.62,12.99 150 13
DsCP 4 182,168.12.55 13.107.21.200 285 15
IPv4 Endpaints 5 192,168.12.113 23.62,12.67 160 18
IPv4 Conversations 6 192.168.12.26 13.107.21.200 285 15
IPvE Endpaints 7 192.168.12.163 204.79.197.200 285 15
IPvE Conversations 8 182,168.12.178 23.62,12.59 150 15
TCP Endpoints 9 192,168,125 23.62,12.67 150 13
UDP Endpeints 10 192.168.12.3 204.79.197.200 240 15
UDP Conversations 11 192.168.12.186 23.62,12.106 150 15
TCP Conversations
SCTP Conversations Total entries: 20 Previous ‘ MNext Export Tab as CSV

PING Conversations ¥

Filter zection

| | ' Erase

oaGL
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Tunneled Protocol Statistics

£ GLIP-AMALYTICS - O X

Selectfile Select folder Export analysed tabs

Inner L4 Protocols

(=l Tunneled Protocol Statistics Row ID IP Protecol Packet Count Bytes Rate (bits/sec) Percent Packets Percent Bytes
L4 Protocols 1 HOPOPT-(0) 15,411 6,426,224 0.00 0.29 0.16
DsCP 2 TCP - (6) 5,258,034 4,075,377,645 0.00 99,71 99,84
IPv4 Endpoints
IPvd Conversations| L IP-ANALYTICS _ O %
IPwé Endpoints
IPv6 Conversations @ oo joctile M Select folder Export analysed tabs
TCP Endpoints
UDP Endpoints Inner DSCP
UDP Conversations .
. (=l Tunneled Protocol Statistics Row ID DsCP Packet Count Bytes Rate (bits/sec) Percent Packets Percent Bytes
TCP Conversations
. L4 Protocols 1 Best Effort - (0) 5,273,445 4,081,803,869 0.00 100 100
SCTP Conversation -
_

PIMG Conversation IPv4 Endpoints

IPvd Conversations

IPvE Endpeints

IPvE Conversations

TCP Endpoints

UDP Endpoints

UDP Conversations

TCP Conversations

>CTP Conversations Total entries: 1 Previous Mext Export Tab as CSV |

PIMG Converzations

Communications



Sorting of Columns (Tabs)

« Click on required tab (column) to sort it in either ascending or descending order

Communications

Display of columns in Ascending order

£ GLIP-ANALYTICS

Selectfile Select folder

L3 Protecols

Export analysed tabs

Selectfile Select folder

Ports
=l Protocol Statistics

L4 Protocols

DsCP

IPv4 Endpoints
IPv4 Conversations
IPv6 Endpaints
IPv6 Conversations
TCP Endpoints
UDP Endpoints
UDP Conversations
TCP Conversations

SCTP Conversations

PING Conversations

L3 Protocols

Export analysed tabs

L3 Pretocols
Row ID MAC Protacol Type Packet Count Bytes Rate {bits/sec) Percent Packets Percent Bytes

1 1Pv4 - { 0x800 ) 28,419,913 16,677,921,882 6,539,530,100.38 99.59 99.92
2 ARP - ((x806) 53,921 3,450,944 1,353,139.33 019 0.02
3 IPvE - { Ox86dd ) 45,817 9,071,184 3,556,874.84 0.16 0.05
4 027 13,925 891,200 349,445.76 0.05 0.01
5 LLDP - ((0x88cc ) 2229 275,226 107,918.04 0.01 0.0
& Dxaa 435 85,540 33,540.83 0.0 0.0

Total entries: 6 Previous Next Export Tab as CSV

Ports Row ID MAC Protocol Type Packet Count Bytes Rate (bits/sec) Percent Packets Percent Bytes
[ Protocol Statistics 1 Oxaa 455 85,540 33,540.83 0.0 0.0
2 LLDP -  0xB8cc ) 2,229 275,226 107,918.04 0.01 0.0
L4 Protocols 3 0x27 13,925 891,200 349,445.76 0.05 0.01
DsSCP 4 IPvE - [ 0x86dd ) 45,617 9,071,184 3,556,874.84 0.16 0.05
IPvd Endpoints 5 ARP - ( (%806 ) 53,921 3,450,944 1,353,130.33 0,19 0.02
IPv4 Conversations 6 IPvd - ( 0x200) 23,419,913 16,677,921,882 £,539,530,100.32 99.59 99.92
P Endooints
Display of columns in Descending order
5 GLIP-ANALYTICS - ] X
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» Filter the required data by specifying filter expression syntax for Outer and Tunneled protocol statistics

« Inthis example, filter is applied for IPv4 end points by providing following expression “ip.addr==192.168.12.92", click on the

right arrow button to filter the data

£ GLIP-ANALYTICS - [m| X

Selectfile Select folder Export analysed tabs

IPv4 Endpoints
Ports Row 1D IP Address Tx Packets T Bytes Rx Packets Rx Bytes Avg Tx Packets/sec Avg Tx Bits/sec HAvg Rx Packets/sec Avg Rx Bits/sec Total Packets ™
(=1 Protocol Statistics 1 104.44.49.142 0 2,220 0 0 147 87047 0.00 0.00 3
L3 Protocols 2 34.111.50.114 304 99,024 208 22,656 1490 38,828.00 10,19 8,833.57 51
L4 Protocols 3 91.129.91.49 585 67,905 900 75,915 28.67 26,626.02 4411 29,766.80 1,48!
DSCP 4 202.83.26.121 1,985 1,134,827 646 67,757 97.29 444,973.62 31.66 26,567.99 2,63
5 192.168.12.210 4,001 615,250 2,792 742,619 196.10 241,243.83 136.84 291,186.11 6,79
IPvd Conversations 6 142.250.4.188 655 46,008 655 42,540 3210 18,075.34 3210 16,680.23 1,31
IPvE Endpoints 7 142.250.196.65 1,305 1,635,945 780 70,590 £3.96 641,463.50 38.23 27,678.83 2,08!
IPv6 Conversations 8 192.168.1.25 3,653 318,478 3,224 261,370 179.04 124,877.45 158.01 102,485.00 6,87
TCP Endpoints 9 192,168.255.255 0 0 318 27,762 0.00 0.00 15.58 10,885.67 3
UDP Endpoints 10 192.168.12.208 1,155 280,770 0 0 56.61 110,001.88 0.00 0.00 1,15
UDP Conversations 11 35.224.170.84 390 37,380 510 41,580 19,11 14,656.96 24.99 16,303.80 901
TCP Conversations 12 52.97.202.18 165 92,445 225 42,960 8.08 36,248.33 11.02 16,844.91 390
SCTP Conversations |
PING Conversations Total entries: 1050 Previcus Mext Export Tab as CSV
£ > W
Filter section
| lipaddr==192.168.12.92 | Erase :‘Dﬂ:r

Communications



Display of Applied Filter

« Observe the applied filter is as shown below

 GLIP-ANALYTICS - O >

Selectfile Selectfolder

Export analysed tabs

IPvd Endpoints
Ports Row ID IP Address Tx Packets  TuBytes  Fx Packets  Rx Bytes Avg Tx Packets/sec Awvg Tx Bits/sec HAwg Rx Packets/sec Awvg Rx Bits/sec Total Packets
&I Protocol Statistics 1 192.168.12.92 2,550 437,640 150 27,540 126,03 192,813.27 74 10,829.33 2,700
L3 Protocols 2 224.0.0.251 0 0 917 140,773 0.00 0.00 1532 55,661.76 917
L4 Protocols 3 255.255.235.255 0 0 an 11,610 0.00 0.00 444 4,590.60 an
D5CP 4 2240022 0 0 180 11,520 0.00 0.00 2.80 4,555.01 180
5 192.168.13.235 0 0 46 11,362 0.00 0.00 227 4,492.54 46
IPv4 Conversations 6 192.168.1.3 150 27,540 210 26,535 74 10,889.33 1037 10,491.96 360
IPv6 Endpoints 7 239.255.255.250 0 0 1,107 285,840 0.00 0.00 54,71 113,021.38 1,107
IPvE Conversations
TCP Endpoints
UDP Endpoints
UDP Conversations
TCP Conversations
SCTP Conversations Total entries: 7 Previous Mext Export Tab as C5V
Filter section
- nner
ip.addr==192.168.12.92 | Erase e

Communications
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Exporting Analyzed Tabs to CSV File Format

£ GLIP-ANALYTICS - O X

Selectfile | Selectfolder Export analysed tabs

L3 Protocols

Ports Row ID MAC Protecol Type Packet Count Bytes Rate (bits/zec) Percent Packets Percent Bytes
I Protocol Statistics IPv6 - ( Dx86dd ) 45,617 9,071,184 3,556,874.84 0.16 0.05
IPvd - ( 0x800) 28,419,913 16,677,921,882 6,539,530,100.38 9959 99.92
L4 Protocals ARP - { 0x806) 53,921 3,450,944 1,353,139.33 0.19 0.02
Dscp 027 13,025 891,200 340,445.76 0.05 0.01
IPv4 Endpoints Dxaa 435 85,540 33,540.83 0.0 0.0
LLDP - ( 0xBB8cc ) 2,229 275,226 107,918.04 0.01 0.0

[= B T SN FE I E T

IPvd Conversations
IPvE Endpoints
IPvE Conversations
TCP Endpoints
UDP Endpoints
UDP Conversations

TCP Cenversations

SCTP Conversations Total entries: 6 Previous Mext Export Tab as CSV
PING Conversations

Filter section

| ' Erase

Communications



Export Tabs as CSV

£ GLIP-ANALYTICS

Selectfile Select folder

Export analysed tabs

Ports
= Protocol Statistics
L4 Protocols
DsCP
IPvd Endpoints
IPvd Conversations
IPv6E Endpoints
IPvE Conversations
TCP Endpoints
UDP Endpoints
UDP Conversations
TCP Cenversations
SCTP Cenversations

PING Cenversations

Filter section

L3 Protocols

Row D MAC Protocol Type Packet Count Bytes Rate (bits/sec) Percent Packets Percent Bytes
1 IPv6 - [ Ox86dd ) 45,617 9,071,184 3,356,874.84 0.6 0.05
2 IPvd - ( 0x200) 28,419,913 16,677,921,882 £,539,530,100.38 99.59 99.92
3 ARP - ( 0x206) 53,921 3,430,544 1,353,139.33 019 0.02
4 027 13,925 891,200 349,445.76 0.05 0.01
5 (xaa 453 85,540 33,540.83 0.0 0.0
b LLDP - (0x88cc) 2,229 275,226 107,918.04 0.01 0.0
Total entries: & Previous Mext | I Export Tab as CSV I
Erase

Communications
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Export Tab to CSV (Contd.)

« The sample exported CSV file is shown below

ﬂ AutoSave (. Off) z) - X, ¥ o= [3protocols.csv
File Home Insert Page Layout Formulas Data Review View  Automate  Help
& Cut |Apt05 Marrow v-||11 v-| AoA = = |;| A EE; Wrap Tex{
[ Copy ~ ' o —
BIQ‘“EV@"’&V = = = | 2= MErgE&'_
<% Format Painter
Clipboard ] Font ] Alignment
F23 w i Jx
A B i D E F
1 |MAC Protocol Type Packet Cov Bytes Rate (bits/sec) Percent Packets Percent Bytes
2
3 |IPvE - ( OxB6dd ) 45617 9071184 3556874.845 0.159857387 0.05434549
4
5 |IPvd - { 0xB800 ) 28419913 16677921882 6539530100 99.59298165 99.91747936
6
7 |ARP - { 0x806 ) 53921 3450944 1353139.337 0.18895741 0.020674616
8
g |0:27 13925 891200 349445.7683 0.048797907 0.005339182
10
11 |Oxaa 455 §5540 33540.83373 0.001594474 0.00051247
12
- N 13 |LLDP - { Ox86cc ) 2229 275226 1075918.0442 0.007511169 0.00164588
OGL

Communications



Data Analysis Graph

« Right-click on the selected row, and choose Display graph to view the Data and Rate graphs

& GLIP-ANALYTICS - O X

Selectfile Select folder

L3 Protocols

Ports Row D MAC Protocel Type Packet Count Bytes Rate (bits/sec) Percent Packets Percent Bytes
(= Protocol Statistics 1 IPvE - { 0x86dd ) 45,617 9,071,184 3,556,874.84 0.16 0.05
2 1Py - (0x800) Y 5 99.59

L4 Protocals 3 ARP - [ 0xBD6 ) 3,450,944 1,353,139.33 0.19 0.02
DsCP 4 027 13,825 891,200 349,445.76 0.05 0.01
IPv4 Endpoints 5 Oxaa 455 85,540 33,540.83 0.0 0.0
IPv4 Conversations 6 LLDP - { 0x88¢cc ) 2,229 275,226 107,918.04 0.01 0.0
IPvE Endpoints
|IPvE Conversations
TCP Endpoints
UDP Endpoints
UDP Conversations
TCP Conversations
SCTP Conversations Total entries: 6 Previous Mext Export Tab as C5V

PING Conversations

Filter section

| | ' Erase
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Display of Packet Rate Over Time Graph

& Traffic Rate Graph

Traffic Rate———— Timegranualty————— ~Graph Duratloanage(msec] p p et| Total ,
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Display of Data Rate Over Time Graph

£} Traffic Rate Graph

TrafficRate [ Time granuality 1 ~Graph Duratlon.."Page(msec)
- Prevlousl Page | Total pages: 1
”Data rate v| ||M|I|seconds v|
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Graph Duration/Page(msec) Option

£ Traffic Rate Graph

« Enter Graph Duration/Page(msec)
to change the time interval (by
default, graph duration is set to
600000) as required and click on

Enter

« Inthis case, the time interval is set to
10000 msec. The graph will be
displayed up to the specified time
interval (10000 msec). Refer to the

screenshot
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Rate Analysis
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Rate Analysis in P

o Users can perform Rate Analysis using the

PacketExtractor™ application

oaGL

Communications

acketExtractor™

@ FastRecorder and PacketExtractor

File Help

FastRecorder PacketExtractor |

Select Recording
Extractor | Record Statistics |

Recording Information

Record Name: Data_Analysis_and_Rate_Analysis
Record Start Time: 2024-03-11 05:28:27 Record End Time: 2024-03-11 05:28:54

Record Duration: 00:00:27 Record Size: 16.000 GB

™ PreExtraction Filker

smrmme|ns:2s:z7 End Time I |ns:23:54 HH:MM: S5 (7]
Limit Criteria 0 2
Recorded Ports:
& ol Limit Value

 Duration I—D
™ Port Filker

€ Extracted Size
~ Pertl
Extracted Packet Count Example: 0 or 0-3 or 0,1,2 or 2,5-7
™ Extraction Filter
| Operation |Rate Analysis - |
Destination File Name I D:\Rate-Analysis\Rate-Analysis.hdfs I
[ Statistics
| Value
Extractor status Extracting, Please wait.....
Extracted Frames 19281616
Extracted Bytes (MB) 12 530,098
Extracted Rate (Mbps) 67955.01
Duration {mm::ss) [ESY
Frames with FCS Error 0
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Time Rate Graph

£ Time Rate Graph

Rate calculation Graph Duration/Page(msec/usec) Set rate threshold

Packet rate ~ |BDDDDO D Apply

- O X

Trace record date: 2024-05-14-02-11-57
Record Duration: 0:00:20:403
Capture Ports: 0 2, Total Packets: 28538619

Capture port
0 ~
b MMt
2 Data rate
4000 ~
3000 ~
i
% 2000
g 4
1000 ~
0 -
T
0

T T T T T T
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Previousl Page |1 Mext
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Display of Capture Timestamp

£ TimeRate Graph

Capture port

Rate calculation

Graph Duration/Page(msec/usec) Set rate threshold

= O X

Trace record date: 2024-05-14-02-11-57

i S = Apply Record Duration: 0:00:20:403
500000 R Capture Ports: 0 2, Total Packets: 28538619
4000 - [Capt ime: 2024-0 5-14T0}:12]:01.308
3000 A
2
% 2000
5 4
1000 +
0 |
T T T T T T T T
2500 5000 7500 10000 12500 15000 17500 20000

Time (Miliseconds)

¥=4.34e+03 y=3.T1e+03

Previousl Page |1 Mext
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o Inthis case, the time
interval is set to 10000
msec. The graph will be
displayed up to the
specified time interval
(10000 msec)
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Graph Duration/Page

£ Time Rate Graph

Graph Duration/Page(msec/usec) Set rate threshold

om0 C—

- O *
Trace record date: 2024-05-14-02-11-57
Apply Record Duration: 0:00:20:403
Capture Ports: 0 2, Total Packets: 28338619

Capture port Rate calculation
|0 V| |Packet rate V|
4000
3000 -
8
% 2000
8 4
1000 A
0 -

T
2000

T T
4000 6000
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T T
8000 10000

Previousl Page |1 Mext
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« Enables users to define a
threshold value for
displaying a horizontal

line across the y-axis

« This allows users to
easily visualize rates

exceeding the threshold.

« Enter the desired Rate
Threshold and click on
Apply. Observe the
plotted threshold line for
the configured rate as

depicted
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Rate Threshold

£} Time Rate Graph

- O X

Capture port Rate calculation Graph Duration/Page(msec/usec) | Set rate threshold Trace record date: 2024-05-14-02-11-57
» » Apply Record Duration: 0:00:20:403
o | [Packetrate | [6ooo0 Capture Ports: 0 2, Total Packets: 28538619
4000
3000 A
______________ I - I — -4 —}-BR--1--
2
g 2000
3 ]
1000
0 -
T T T T T T T T T
0 2500 5000 7500 10000 12500 15000 17500 20000

Time (Miliseconds)

Pre\.riousl Page |1 Mext
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Data Analysis using [P TCP UDP Tool
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Invoking IP TGP UDP Analysis Tool

« IP TCP UDP Analysis tool is used to convert *.hdl file to *.csv file format
« Go to the following path “C:\Program Files\GL Communications Inc\FastRecorderAndPlayback”
« Right-click on IpTcpUdpAn.exe and select Run as Administrator option to run the application

« The IP TCP UDP Analytics window appears as shown

B |P TCP UDP Analytics — O >
File

2k, Cancel
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Configuring IP TCP UDP Analysis Tool

B [P TCP UDP Analytics

e Inthe IP TCP UDP Analytics window, configure the File
Open GL Trace File

parameters as required — -
Statistics Options I

Statistics Options

— Output Directory

| D:\IpStat)

—Periodic (burst) statistics options
¥ calculate periodic statistics

Period ms: 1

v Timestamp 1ns predsion

oaGL
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Configuring [P TGP UDP Analysis Tool (Contd.)

« Goto File —» Open GL Trace File to browse
and select the extracted *.hdl file. In this
instance, the *.hdl file is selected as Data-

Analysis.hdl
o Observe the Progress indicator

« After converting the extracted *.hdl file to csv,
the below message will pop-up. Click on OK to

continue

B IPTCP UDP Analytics
Eile

Open GL Trace File
Statistics Options

Read 7 006 266

Progress indicator. Click cancel to stop the process,

Cancel

:l Processed 28 721 034 records in 14 sec 2 051 502 rec/sec

Infarmation >

Ok

Canicel
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GL IP Analytics™

« Upon execution of Python scripts, this will invoke the GL IP-ANALYTICS™ window. Click on Select File button to browse and

select *.hdf5 file. In this instance, the D:\IpStat\ Main.csv.hdf5 file is selected

# GLIP-ANALYTICS

# Select HDFS File

y i » This PC » NewVolume (D:) » IpStat w Search IpStat

Organize » New folder EEE
)
Mame Date modified Type Size
7 Quick access
wr. ByPort.csv.hdf3 12-03-2024 03:18 HDF3 Data File 14 KB
[ Desktop - -
or Main.csv.hdf5 12-03-2024 03:18 HDF3 Data File 1,838 KB
‘_’ Downloads o SumAllifcPerPeriod.csv.hdf5 12-03-2024 03:18 HDFS Data File 611 KB
=] Decuments e SumPerlfcPerPeriod.cov. hdf3 12-03-2024 03:18 HDF3 Data File 1,413 KB
&=/ Pictures
File name: | Main.csv.hdf3 v| HDF5 files (*.hdf5) ~

oaGL
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GL IP Analytics™ (Contd.)

o Click on Analyze. This analysis will display L3, COS, L4, IPv4 Endpoints, IPv6 Endpoints, UDP Endpoints, TCP Endpoints,

and Ports statistics. Observe the progress bar at the bottom left side indicating the progress

« After completion, observe the statistics as shown below is selected

# GLIP-ANALYTICS - O x
Select file Export all Tabs
¥ L3 Protocols L3 Protocol COS L4 Protocol IPvd EndPoints IPw6 EndPoints TCP EndPoints UDP EndPoints Ports
W cos Sequence Number MacProt Packet Count Bytes Percent Packets Percent Bytes
1 1PwvE 46654 8970058 0.16284 0.05415

¥ L4 Protocols
) 2 1Pwed 28603331 16554782924 99.83716 99,94585
¥ IPv4 Endpoints
¥ IPvE Endpoints
¥ TCP Endpoints
¥ UDP Endpoints

¥ Poris

Previous Export Tab as CSV‘ Next
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Rate Analysis using [P TCP UDP Tool
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Rate Analysis using [P TCP UDP Tool

Users can use the existing HDL format. If not, extract the
recoded data into *.hdl format using PacketExtractor™

application

ﬁ FastRecorder and PacketExtractor
File Help

FastRecorder PacketExtractor I

Ferer]

Record Mame: Data_Analysis_and Rate Analysis

Extractor | Record Statistics |

Recording Information

Record Start Time: 2024-03-11 05:28:27 Record End Time: 2024-03-11 05:28:54

Record Duration: 00:00:27 Record Size: 16.000 GB

-

Start Time | 05:28:27 I [o5:28:54 HH:MM:S5 g

Limit Criteria o 2
= . Recorded Ports:
Limit Value
L ’07
~ r
Paort
-

Example: Dor 0-3or0,1,2 or 2,5-7

. [ |

Operation |Packet Extraction r

Destination File Name | D:\Pata-Analysis. hdl EI
r I
Statistics
Desaription | Walue
Extractor status Extracting, Please wait.....
Processed Frames 3255894
Extracted Frames 3255976 ( 100.00 %)
Processed Bytes (MB) 1900.537
Extracted Bytes (ME) 1888.226
Processed Rate (Mbps) 7407.06
Extracted Rate (Mbps) 7353.21
Duration {mm::ss) 0::3
Frames with FCS Error 0
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| 4 Time Rate Graph

Capture port

Rate calculation
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= O X

Set rate threshold
o Apply
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Thank you
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