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Features

A End-to-End 5G Network Emulation

T

MAPS™ 5GC network supports NIN2, F1AP, EIAP N4, N8, N10, N11, N12, N13, N17, N20, N21, N22, N29, and

N51 interfaces

Emulates 5G - UE+gNB, gNB DU, gNB CU, AMF, SMF, AUSF, NSSF, AUSF, UDM, SMSF, NEF, EIR and UPF
Features Functional Testing, Performance Testing, Inter-Operability Testing and Migration Testing

Supports, advanced voice feature testing, such as IVR, Voice Recognition and Speech-to-Text

Emulate Massive UEs (up to 64,000) with Voice Traffic

Emulate User-plane GTP traffic at high line rates (up to 40 Gbps)

o o o Do o I

Assess Voice Quality (eModel, PESQ, POLQA) Supports Control plane signaling and User plane traffic
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Features (Contd.)

Generate and process NGAP/NAS (valid and invalid) messages

Supports customization of call flow and message templates using Script and Message Editor
Supports scripted call generation and automated call reception

Provides Call Statistics and Events Status

Voice Quality, Data Retention, Lawful Interception, Fraud Detection

Record thousands of Voice Calls - Filter & Record Only Calls-Of-Interest

Capture up to 30,000 Simultaneous Voice Calls

Supports Command Line Interface (CLI) using Python APIs
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About MAP'S

LTE SGs

LTE SLs

(FXO/FXS)

A

MAPS stands for Message Automation and

Protocol Simulation

It is a generic framework for the generation of
telecommunications protocol messages and

transmission of bearer traffic

MAPS ™ is built on a proprietary scripting
language developed by GL Communications
All MAPS™ products come with out-of-the-box

scripts that act as fully functional state machines

for the relevant protocol
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MAPS 5G N1 N2 Interface Network Architectt
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Protocol Stack Specification
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Protocol Stack Specification (Contd.)

Supported Protocols Standard / Specification Used

N1N2 Interface

System Architecture for the 5G 3GPP TS 23.50QRelease 17)
NonAccessStratum (NAS) 3GPP TS 24.5QRelease 17)
NG Application Protocol (NGAP) 3GPP TS 38.41Release 17)

GPRS Tunneling Protocol for User Plane{GTP 3GPP TS 29.28Release 17)

SCTP RFC 2960

A NG Application Protocol (NGAP): Application Layer Protocol between the gNodeB and the AMF

A SCTP for the control plane (SCTP): This protocol guarantees delivery of signaling messages between AMF and
gNodeB (N1N2). SCTP is defined in RFC 2960
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MAPS 5G N1 N2 Interface Call Procedures

A UE Registr
U
U
u
U
u
U
U

i

ation Signalling A Deregistration procedures

Initial UE Message u  Deregistration Request
Downlink NAS Transport u  Deregistration Accept

Uplink NAS Transport A UE Context Release Procedure
Registration Procedure it  UE Context Release Command
Authentication Procedure u  UE Context Release Complete

Security Mode Procedure
PDN Connectivity Request
Initial Context Setup Procedure

A Session Establishment Procedure

i

i

Session Establishment Request
Session Establishment Accept

A Session Release Procedure

i
i

i
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Session Release Request
Session Release Command
Session Release Complete
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5GC Network

InitialUEMessage, Registration Request

UPlinkNASTransport , Authentication Response

D i  Security C d

UPlinkNASTransport, Security Mode Complete

InitialC istration Accept

InitialContextSetupResponse

MAPY 5G N1 N2 Interface Call Scenarios

REGISTRATION
signaling

NAS Authentication
and Security

UPIinkNASTransport, Registration Complete

UplinkNASTranspart, UL NAS Transport, Session Establishment Request

PDUSessionResourceSetupRequest, DL NAS Transport, Session Establishment Accept

PDUSessionResourcesetupResponse

UplinkNASTransport, UL NAS Transport, Session Establishment Request

PDUSessionResourcesetupRequest, DL NAS Transport, Session Establishment Accept

PDUSessionResourceSetupResponse

UplinkNASTransport, UL NAS Transport, Session Release Request

PDUSessionResourceReleaseCommand, DL NAS Transport, Session Release Command

PDUSessionResourceReleaseResponse

UplinkNASTransport, UL NAS Transport, Session Release Complete

upli , ULNAS ion Release Request

PDUSessionResourceReleaseCommand, DL NAS Transport, Session Release Command

PDUSessionResourceReleaseResponse

UplinkNASTransport, UL NAS Transport, Session Release Complete

UplinkNASTransport, Deregistration Request

UE Context Release Command

UE Cantext Release Complete

Complete

Session
Creation

Session
Termination

and Context Release
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Call Generation (gNB)

MAPS 5G N1N2 Interfaes@all Generation
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Protocol Stack Specification
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Protocol Stack Specification (Contd.)

Supported Protocols Standard / Specification Used

F1AP Interface
F1AP Interface TS38.473
SCTP RFC 4960
NonAccessStratum (NAS) 3GPP TS 24.501
NR and NERAN 3GPP TS 38.300 V17
F1AP Interface TS38.473

A SCTP for the control plane (SCTP): This transport layer protocol guarantees delivery of signaling messages
between gNB CU and gNB DU (F1AP). SCTP is defined in RFC 4960

oGL
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MAPS 5G F1AP Interface Call Procedures

A UE Registration Signaling

u Initial UE Message

i Downlink NAS Transport

i Uplink NAS Transport

i Registration Request

i Registration Accept

i Registration Complete

i Authentication Request

i Authentication Response

u  Security Mode Command

i Security Mode Complete

u Initial Context Setup Request

u Initial Context Setup Response
A session Establishment Procedure

i Session Establishment Request

i Session Establishment Accept

A session Release Procedure
i Session Release Request
u  Session Release Command
iU  Session Release Complete
A Deregistration procedures
u  Deregistration Request
u  Deregistration Accept
A UE Context Release Procedure
it UE Context Release Command
it UE Context Release Complete

19
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InitialULRRCMessageTransfer, RRCSetupRequest

DLRRCMessageTransfer, RRCSetup

ULRRCMessageTransfer, RRCSetupComplete, RegistrationRequest

DLRRCMessageTransfer, DLInformationTransfer, AuthenticationRequest

ULRRCMessageTransfer, ULInformationTransfer, Authentication Response

DLRRCMessageTransfer, DLInformationTransfer, SecurityModeCommand

ULRRCMessageTransfer, ULInformationTransfer, SecurityModeComplete

DLRRCMessageTransfer, SecurityModeCommand

ULRRCMessageTransfer, SecurityModeComplete

W

DLRRCMessageTransfer, DLinformationTransfer, Registration Accept

ULRRCMessageTransfer, ULInformationTransfer, Registration Complete

ULRRCMessageTransfer, ULInformationTransfer, UL NAS Transport,
Session Establishment Request

UEContextSetupRequest

UEContextSetupResponse

DLRRCMessageTransfer, DLInformationTransfer, DL NAS Transport,
Session Establishment Accept

ULRRCMessageTransfer, ULInformationTransfer, UL NAS Transport,
Session Release Reguest

UEContextModificationRequest

UEContextModificationResponse

DLRRCMessageTransfer, DLinformationTransfer, DL NAS Transport,
Session Release Command

ULRRCMessageTransfer, ULInfarmationTransfer, UL NAS Transport,
Session Release Complete
ULRRCMessageTransfer, ULInformationTransfer,
Deregistration Request

UE ContextReleaseCommand, RRCRelease

UE ContextReleaseComplete

MAPY 5G F1AP Interface Call Scenarios

gNB-DU

REGISTRATION
Signaling

NAS
Authentication
and Security

REGISTRATION
Complete

~

Start Uplink and
Downlink Data Transfer

-

Deregistration
Signaling

} Signal Release
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MAPS 5G F1AP Interfax@all Generation

Call Generation (gNB DU)
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MAPS 5G N1N2 Interfam@all Reception

Call Reception (gNB CU)

MAPS gNB CU (FIAP RELEASE17}- [Call Reception] - o x
B G Emulator Reports Editer DebugTools Windows Help NEIE
= L S S 1] £
0§|%$’ %“ﬁ!ﬂ&) ﬁ‘ o @ e 5 '&|@)‘u|
[Stho [ Soript Name [ Profie | CalInfo [ Seript Evecution_| Status [ Events | Resuls ]
1 F1APM anagementHanden.dls CNEDUId, 100, gNEDUTransactionld 1, Connectionl, 1002 ISHGE R F1 Setup Successiul SendFiReset Fass
[ MSIH: 301204 Completed ] E| Nons
stopal | Abort [ abortAll | ¥ showRecords ™ Select Actve Call I AutoTrash  Trash
Save Colurnn Width [—— T Show Latest
Find
gNBDU gNBCU-0 n
SLAP Layer
0000 F1ap-eov
0000 Choice Index
DLRRCMessageranster, RACSet nitiaingessage
“ SRR Tsemszn |00 I ey
ULRRCMessageT ransfer, RRCS etupComplete, egistiation Fiequest 11:3005 505000 poon Censenta - 1L ie-Tniviaaomanc
DLRRCHM: Transfer, DL nformationT ransfer. R t 0002 Contents ignore(l)
< ssageTranster, DLinformation ranster saues 13005 51000 gove conten
. N 0005 Value Open Type
ULRRChiessageT ransfer, ULnfomationT ransfer, Fiesponee FO— 0008 amieiai0LRRCMessageTransterEs ity
T — 0005 Exvensibilivy Marker
< s sageTransfer, DLIrformationT ransfer, Secuiy Mode Commany B — R
ULRRCHessage Transfer. UlnfomationTransfer, Secury Mods Complete bcos  protocoirs—container
TRERIEETEITD 0008 ProtocolIE-Field
DLRRCMessageTransier, nand 0008 ProtocolIz-ID
< 11:30.05.910000 0008 Contents
\ILRRCMessageTransfer, _— 00oa Criticality
Sreel AN 11:30.06 108000 oooa Contents
< DLRRCMessageT ransfer, DLInfomationT ransfer, Registration Accapt B — ooe s oen Tyoe
ULRRCMessageTransfer, ULl rformalionT ransfer, Regishation Complel o0e e oo e
essageTransfer, ULIrformationT ranster, iegistiation Complete: JO—— o00c Tength Deverminant h
00on Contents 2
ULRRACMessageT anster, ULlnfomationTranster, UL NAS Transpar, Session Fleque: 0002 ProtocollE-Container Item 1
1:30.06.311000 000K ProtoeoclIE-Field = SEQUENCE
UECortextSetupFiequest 000z Procossliz-ID
< T 11:30.06. 314000 ooz Contents
o010 Crivicaliny
HEContextSetupResponse 11:30:06.508000 oot Contencs
o011 Lengen
FRCHessage st DLiiomatonTranstr. DL NAS Trenspor. Sesson coent | e o000 001z il
ULRRCMessageT ransfer, UL rformationT ransfer, LIL NAS Transport, Session Release Flequest oz o
essageTransfer, ULlnfomationT ransfer, vansport, Session Felease Request . o012 Extensibility Marker
11:30:13.845000 oy Trrent
UEContexthodiicatiorRisqusst 0013 10 Tdencic
< ontethodiicationfieques! S — oo sumr v
UE ContextModiicationft 0014 e
o eato e shomee 11:30:14.045000 oo1e ARCellTdentity
DL RCMesssgsTrenstr, DLinomatsnT ander. DL NAS Transpon. Session Release Command_| 1 ) oong oo presmcoremey
o012 FrotocollE-Field
ULRRCHessageTrarster, ULlnformationT ansfer, UL NAS Transpor, Session Release Comglete o oo e Sroneize 1o
ontents
ULRRCMessageTransfer, ULInfomationTransfer, D eregishation Flequest s01n Crivicalivy
11:30:14.247000 01D Contents reject(0)
UEContextfisieaseCommand, ARCFek o1z Length 3
< ortetfeleaseComman clease [ — o1 Lengu S e
A g o1E canTz mTzezR
ortaiticlod; Euonblete 11:30:14.445000 a01F Excensibilicy Marker -0
Y
Scipts ), Message Sequence { Event Corfig ), Scipt Flow
[ y
- [ Errors | @ Eror Events | @ Captured Errors | @ Link Status Up=1 Down=0 A

Communications



MAPS 5G E1AP Interface Emulation
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MAPS 5G E1AP Interface Network Architectu
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Protocol Stack Specification

E1-AP Supported Protocols  Standard / Specification

Used

SCTP E1AP Interface
E1AP Interface TS38.463
IP SCTP RFC 4960

Data Link Layer

A SCTP for the control plane (SCTP): This transport layer protocol
Physical Layer guarantees delivery of signaling messages between gNB CU and gNB
DU (E1AP). SCTP is defined in RFC 4960

oGL
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gNB-CU-CP

MAPY 5G F1AP Interface Call Scenarios

BearerContextSetupRequest

BearerContextSetupResponse

BearerContextModificationRequest

BearerContextModificationResponse

BearerContextReleaseCommand

BearerContextReleaseComplete

oGL

Communications

Call Procedures

Bearer Context Setup Request

Bearer Context Setup Response
Bearer Context Modification Request
Bearer Context Modification Response
Bearer Context Release Request
Bearer Context Release Response

To o oo Too T I
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MAPS 5G E1AP Interfgaf@all Emulation
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15:15:29 836000 [stop | stopa | abort | abortal | @ showRecards [ Select Active Call [ Auto Trash  Trash
BearerContetRcleaseComplete
151630054000 we | ColmnWidh —— F—— T Show Lalest
Find
< QNB-CU-CP QNB-CUP-0 o
BLaP Layer - ~
S\ Swipts ) Message Sequence | Evenl Canfig 3, Scil Flow |/ BearerT o AR [ — -
0000 Extensibilicy Marker =0
Iy BeareiC: fespon 0000 Choice Tndex -1
™~ La15:22 523000 0000 SuccessfulDutcome = SEQUENCE
BearerCr al 0001 ProcedureCode = INTECER
15:18:26.922000 0001 Comtents = 3 id-bearsrContextModification
o0 Criticality - ENUMERATOR
[ —— -0 rejecooy
0003 Length = 33
BearerConteReleaseCommand 151628551000 0008 Lenst L tyee
oaos ficas: 155 = SEQUERCE
I BearaContenFiekaseComplete 151625552000 0004 Bememeibilicy Marker -0
™ o o004 ProtecollE-Container = SEQUENCE OF
< > < B - T T >
Y\, Soipts ) Message Sequence { Evert Conflg y, SciptFlow /
@ _Initialisation Errors | @ ErorEvents | @ Captured Errars | ® Link Status Up=1Down=0
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Protocol Stack Specification

Supported Protocols

Standard / Specification Used

N4 Interface

N4 Interface (SMFUPF)

1529.244

PFCP 3GPP TS 23.5(Release 17)
3GPP TS 23.5(Release 17)

UDP IETF RFC 768

IPv4 IETF RFC 791 [5]

IETF RFC 2460 [6]

A PFCP entity supports IPv4 protocol

oGL

Communications
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MAPY 5G N4 Call Scenarios

5GC Network A PFCP Session Establishment Procedure
ﬁ UPF i Session Establishment Request
U Session Establishment Accept
Session-Establishment-Request A PFCP session Modification Procedure

i  Session Modification Request
i  Session Modification Response

Session

Session-Establishment-Response Establishment

Session A PFCP Session Deletion Procedure
Modification . . .
i Session Deletion Request
i Session Deletion Response

Session-Modification-Response

Session-Deletion-Request

Session

Session-Deletion-Response Deletion

Session-Modification-Request }

oGL

Communications



MAPS 5G N4 InterfatCal

Call Generation

Emulation

oaL

Communications

14 MAPS SMF (N4 RELEASETT ) - [Call Generation -CallGenDefault] - [m] X
[y, Configurations Emulator Reports Editor DebugTeols Windows Help ™
= 3 = £ [i] =
QEFLs s @R I E se %@
& =
|= HH] LA
L .
SrhNo Script Name Profile Call Info Status Events ~
2 PFCPSessionControl.gls Unknown 1 1]
3 PFCPSessionControl.gls MNone Unknown 1 1]
4 PFCPSessionControl.gls MNone Unknown 1 1] A4
add De\atal Insert | Refresh| Start | Startnlll stop |v| Stop Al |v| Abort |AlmrtAJ|| ‘ a” Rece ptlon
Sawe |  CobmnWidh —— F——— T Show Latest
Fing] [ MAPS UPF (N2 RELEASETT) - [Cal Reception] - u} X
I
SMF UPF B C Emulator Reports Editor DebugTools Windows Help REIE
zrce
= ; | AT o
0000 S '0'|%;§‘% ‘a!ﬁ@ﬁ ®00£1|@‘n
0000 Message Priority:
Session Establishment Response (X EGERT 0000 FG (Follow On) SrNo | Script Name [ Profie [ Callirto [ Secript Execution [ Status [ Events Evenls Profile | Resuls |
0000 Spaze 1 UPF_HTTP2_Connection_Moritorgls UPF Server Clients : UPF, Moritoring HT TR2 Connection Status None Unknown
Session Modification Request 0000 Version 2 NRF_ResourceMoritor. gls None Unknown
10:13:43,645000 0001 Message Type 3 PFCPManagementHander gls Cannectiond -1 I | Heattheat Sucsess None Pass
Session Modiication Flespanse 0002 Length 1 LPFSessionCortrol gls UEIPAddress :192.168.15.141 SMFSEID - 0500000 Completed Session Deletion Response Sent None Pass
101242671000 0004 Session Endpoint Ij EIP, Completed ion Deletion Fies none [T
000C Sequence Number
Session Deletion Request
g 10:13:46.463000 000F Spare )
000F Message Priority [ston_| stopal | abort [ bortAl [ [ showRecords |~ Select active Cal [~ AutoTrash Trash || Show Hidden Cals
Session Deletion Response Hode ID
10:13:46.483000
0010 Information Eleme o) ColmnWidh —— —— T ShowLatest
0012 Length "
Find
;i SMF UPF I o
< > PECP Layer =
b - 0000 § SEID field is present
Scripts 3 Message Setpenee/( Event Corfig >\ Script Flow / 0000 Message Priority: . Present
Session Respense 013436000 |[2000 FO (oliow om) Wor eresent
@ Initialisati Ei | @k E t 0000 Spare (3]
e el BT e Session Modification Request 0000 Version 1..... PECP Version 1
10:13:43.655000 0001 Message Type 00110010 Session Zstablishment Rec
5 Modification R 0002 Length 186 (x003C)
ST e e 101343 659000 0004 Session Endpoint Identifier *0000000000000000
Session Deleion Request 000C Sequence Number 0 (2000000)
101 3:46.473000 0007 Spaze L0000 (0
s deteton 000F Message Pricrity 0.... 0
ession Deletion Response RS TETT Node 10
(0010 Information Element Id x003C Node ID
0012 Length S (20005
0014 Node ID Type _0000 TPv4 address
0014 Spazre -
(0015 IDPV4 RAddress -12.89 (xCORBOCSS)
cP F-SEID =
< s ||« >

"\ Soipts ), Message Sequence { Event Corflg 3, Scipt Fow /.

@ Initialisation Errors | @ Error Events

| ® CapturedErrors

| @ Link Status Up=0 Down=0
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MAPS 5G N8 Network Architecture
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JSON

HTTP/2

TCP

TLS

IP

REST

oGL

Communications

Ethernet

Protocol Stack Specification

Supported Protocols Standard / Specification Used

N8 Interface
N8 Interface (UDMAMF) TS29.503
JavaScript Object Notation (JSON) IETF RFC 8259
HTTP IETF RFC 7231
HTTP /2 IETF RFC 7540/RFC 7541
TLS IETF RFC 8446
TCP IETF RFC 793
IETF RFC 791 [5]
IPv4
IETF RFC 2460 [6]
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MAPY5G N8

A Nudm_UEContextManagement Service

AMF registration for 3GPP access

Update AMF registration for 3GPP access

AMF deregistration for 3GPP access

UDM Initiated NF(AMF) Deregistration for 3GPP access
AMF registration for Non 3GPP access

Update AMF registration for Non 3GPP access

AMF deregistration for Non 3GPP access

UDM Initiated NF(AMF) Deregistration for NON 3GPP
Access

U UDM initiated P-CSCF-Restoration

c: c: c: c: c: c: c: c:

—
-

Communications

Interface Procedures

A Nudm_SubscriberDataManagement Service

(R e B e B e S e B et S e B S et S e

Slice Selection Subscription Data Retrieval
Access and Mobility Subscription Data Retrieval
SMF Selection Subscription Data Retrieval
SMS Subscription Data Retrieval

Retrieval Of Multiple Data Sets

UE Context in SMF Data Retrieval

UE Context In SMSF Data Retrieval

LCS Mobile Originated Data Retrieval
Subscription to notifications of data change

Modification of a subscription to notifications of data
change

Unsubscribe to notifications of data change

36



MAPY 5G N8 InterfatCall Emulation

Call Generation

MAPS AMF (N8 RELEASE17) - [Call Generation -Default]

%Qonfiguvations Emulator Reports Editor DebugTools Windows Help
5 Bss @R Y sel[Z L 0C

@

Profile

LEProfile0001

UEProfile0001

SUPI : imsi-00101301204

Nudm_SDM_Control.gls

Unknown

start | start all |

Deletel Insert | Refreshl

siop | 7| stopal [w| abore | abortal|

<

Save Column Width f=—— [ Show Latest
Find
AMF UDM =
PUT http://192.168.12.198:6666/nudn-uecn/vl/insi-001013012041631/regis
content-type : application/json H
e cceart : spplicacionsyson, Call Rece pt|0n
[4 | 154356979000 application/problemtison
MAPS UDM (N8 RELEASETT) - [Call Reception] - [m] X
% Configurations Emulator Reports Editor Debug Tools Windows Help - & %

GFBsa(s@h ¥ issf 10O

‘\ Scripts » Message Sequence /< Event Config )\ Script Flow /

Errors

OGL

Communications

[Stho [ Sciipt Name | Profile | Callinfo | Seript Execution | Status | Events | Events Profile Results
1 UDM_HTTP2_Connection_Monitor.gls JBigE | Monitoring HTTP2 Connection Status None. Unknown
Completed Pass
3 Nudm_SDM_Control.gls Cor d Pass
< >
]
Stop | Stop Al | abort [ abort Al [ ¥ showRecords [ Select Active Call [ Auto Trash  Trash
Save | CoumnWidth ————— [ ShowLatest
AMF UDM find
Status: 3
:method : PUT
201 :path @ /nmudn-uecm/vl/imsi-001013012041631/registrations/anf-3gpp-access
1 . :scheme : http
I‘ 58.970000 authority : 192.168.12.198:6666
content-type : application/json
accept : application/json,
application/problentjson
content-length : 317
(
"amfInstanceId": " £19d267b-dd40-4276-b396-92437d45c35e",
"deregCallbackUri": "http: //192.168.12.170: 6666 ,/nudn-uecn/vl/insi-00101301204.
< X
; Scripts ) Message Sequence /( Event Config >\ Script Flow /
| @ Link Status Up=0Down=0 /|

Errors

| @ ErorEvents \ @ Captured Errors
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MAPS 5G N10 Network Architecture
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Protocol Stack Specification

Supported Protocols Standard / Specification Used

oGL

Communications

REST

JSON N10 Interface
HTTP/2 N10 Interface (UDMSMF) TS29.503 Release 15
—_ JavaScript Object Notation (JSON) IETF RFC 8259
TCP HTTP /2 IETF RFC 7231
P IETF RFC 7540/RFC 7541
TLS IETF RFC 8446
Ethernet TCP IETF RFC 793

IETF RFC 791 [5]
IETF RFC 2460 [6]

IPv4

40



MAPY 5G N10 Interface Procedures

A Nudm_SubscriberDataManagement Services:
U Session Management Subscription Data Retrieval
U Subscription to Notifications of Data Change
U Modification of a subscription to notifications of data change
U Unsubscribe to notifications of data change
A Nudm_UEContextManagement Services:
U  SMF registration
U  SMF deregistration
U  SMF Deregistration Notification

U UDM Initiated P-CSCF-Restoration Notification

oGL

Communications



Call Generation

MAPY 5G N10 Interfac€all Emulation

MAPS SMF (NT0 RELEASETT) - [Call Generation -CallGenDefault] [m] X
[y, Configurations Emulator Reports  Editor  DebugTools Windows Help & x
1 : [ a ~ ~ ~ n )
5L s@R s e sE L]0O
& =i
D= H R LIS
| SiMo I Seript Mame | Prafile | Call Info I Script Executian | Status | Events | Result I Tatal lt... I Completed Iterations
1 Mudm_UECH_Contral.gls LEProfile0001 SUPI : imsi-00101301 2041631 Start SMF Registration is successtul Maone Pass 1 1
UEPiofiled0n | SUPI: im Start a Hane
< >
1
fdd | Delete | Insert | Refresh |  Start | starten| siop [v| Stopan | cbor | abort sl
Save |  Column'Width ;—— ——— T Show Latest C " R .
Find | a EE()EE[)tI()f]
SMF UDM
MAPS DM (W10 RELEASETT) - [Call Reception] - m} X
app . "
4 Configurations Emulator Reports  Editor Debug Tools  Windows Hel - & x
o 000K ‘123534111000 & F g P =
5 . 1 1 5 o e
@B e@R ¥ 56 6E L0000
SrNo | Sciipt Name | Profile | Call Info | Script Execution | Status | Ewents Events Profile | Results |
< >
1 UDM_HTTPZ2_Connection_Monitor, gls UDM Server Clients : SMF, Monitoring HTTPZ2 Connection Statug None Unknawn
Scripts ') Messags Sequence { Event Corfig  SerptFlon / 2 Mudm_LIECM_Cantrol gls SUP :_imsi-001071301 2041631 Completed SMF Registration is updated None Pass
R 5 Campleted ful nt None ]
@ Init
[_stop [ stopan | abort | abort Al | W Show Records [ Select Active Call [~ Auto Trash Trash |
Save |  Column'idth = f——— [ Show Latest
Find
SHF UDM il
Status: 0
cmethod : GET
rpeth @ rudn-sdu/vEfinsi-001013012041631/ sn-dataldin=internet
200 :scheme : http
™ |12'3B'34104000 cauthority : 192.168.12.158:6668
accept :

OGL

Communications

<

Scripts 3, Message SequenceK Ewent Config >\ Script Flow /

application/json,
application/problemtison

@ Initialisation Errors | @ Error Bvents

| @ captured Ervors

| @ Linkstatus |/
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MAPS 5G N11 Network Architecture
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Protocol Stack Specification

REST

oGL

Communications

JSON Supported Protocols Standard / Specification Used
N11 Interface (SMF - AMF) TS29.502 (Release 17)
HTTP/2 JavaScript Object Notation IETF RFC 8259
(JSON)
TCP TLS HTTP /2 3GPP TR 21.905 (Release 17)
IETF RFC 7540
(Hypertext Transfer Protocol) IETF RFC 7232
IP IETF RFC 7234
TCP IETF RFC 793
Ethernet IPv4 IETF RFC 791 [5]

IETF RFC 2460 [6]
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MAPY 5G N11 Interface Procedures

A Nsmf_PDUSession Services

Create SM Context Service Operation
Update SM Context Service Operation
Release SM Context Service Operation
Notify SM Context Status Service Operation
Retrieve SM Context Service Operation

[T et S et S el

OGL

Communications

A Nudm_UEContextManagement Service

cC C o o

cC: C C o C:

Network triggered Service Request
PDU Session establishment

PDU Session modification

PDU Session release

Session continuity, service continuity and UP path
management

Inter NG-RAN node N2 based handover

SMS over NAS procedures

UE assisted and UE based positioning procedure
Network assisted positioning procedure

UE configuration update procedure for transparent UE policy
delivery



MAPS 5G Niltterface Call Emulation

Call Generation

MAPSAMF (M11 RELEASETY) - [Call Generation -CallGenDefault] - O X
\&; Configurations  Ernulator  Reports  Editor  Debug Tools  Windows  Help - & x
. T Al s 4] 4
Q5552 s@RgE 56 3L 40O
& =|
H=HR . B[d
SrMo_ | Script Mame Profile Call Info Script Execution | Status Events Total lterations | Completed Itera
st | Hare [
2 Mamf_Session_Contral.gls  MSIN3012041632 Start | Mone Unknown 1 1]
. . Call Reception
1 MAPS SMF (M11 RELEASETT) - [Call Reception] - [m] X
| Add I Delete | Insert | Refreshl Start | Stark A\Il Stop 'VI Stop All 'Vl Abort |Abort A\Il P
% Configurations Craulstor Reports Editor  Debug Tools  Windows  Help &8 x
Save Columnwidth  ——— F—— T Show Latest %; 1 A= n ey
G| (e =] s sPR Y 56l L5
AMF SMF
BOET hoop:ss18z. L | Srho | Script Name | Profile | LCall Info | Script Execution | Status | Events | Results
wccept - applicatd 1 SMF_HTTF2_C Maritor.gls i o Sep | Connect Server Unknown
application/vnd. 39 Completed None | Paws |
201 CREATED 161853 707000 application/problel
content-type : mull
FOST /namf-commyv /ue-contexts/imsi-001013012041631_2/n1-n2-messages < >
16:18:59.816000 --8F8924ead7dz3c14) 1
200 16:19:59.812000 Content-Type: appll Stop | stop Al | Abairt | Abort AII| [V show Records [ Select Active Call [ Auto Trash  Trash
POST /nsmf-pdusessiondv1/em-contexts/imsi-00701301 2041631 _2/modify 161859 316000 fan_rwa” :v3pp_ncd Save | Calumn Width  ——— }—— I Show Latest
- T,
ICHE TED 16:18:52.951000 peirusisdnosi i SHF [ =
o "nlSuMsg" : Status: 1
POST /nemf-pdusessiond+1/sm-contests/imsi-007101 301 2041631_2/release "contentId": "Egnas| smethod : POST
16:19:52. 760000 } - tpath : /nsmf-pdusession/vl/sm-contexts
; d ischeme : htbp
204 NO-CONTENT 161952 793000 E:‘:SESEZZE:@;?? hl 615 5= 655000 rauthority : 192.159.12.198: 6666
N R POST /namf-comm/v1 /ue-contedts/ims-001 01301 2041631_2/m1-n2-messages accept @ application/json,
ratType": "NR", . 16:18:53.791000
. N application/vnd.3gpp.ngap,
200 0K application/problentison
; 16:18:59.825000 - B ; =
TwlskMessage SequenceK ST }\ e / ;:::T;Zﬁi : lixu;tlpa[b/related, boundary="8F8324ead7dz3c14b
— POST /nsmf-pdusession/v1/sm-contexts/imsi-001 01301 2041631_2/madify 16:18:59 930000 content-length - 642
@ Initialisation Errors | @ Error Events
4 201 16,18:59,945000 --"BFE924ead7d23c14bEE"
Content-Type: application/jison
POST #nsmf-pdusession/y1/sm-contexts/ims-001 01301 2041631_2/4elease 161952 77000 .
204 "anType": "3GPF_ACCESS",
‘A‘ 16:13.52.783000 “dmm® - " inbernet”,
"gpsi':'mrisdn-3012041631",
"nlsmMsg”: {
"contentId": "Sgnas-su"
f = P
< > (||«
‘O" G l %, Scipts ), Message Sequence A EventConfig ), ScrptFlow [
-

Cﬂmm“"icariﬂns @ Initialisation Errars | [ ) ErmrEve_rm ‘ [ ] Captﬂ'ed Errars | @ Link Sta 4I47
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MAPS 5G N12 Interface
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Protocol Stack Specification

Supported Protocols

Standard / Specification Used

JSON
N12 Interface

HTTP/2 N12 Interface (AUSRAMF) TS29.509
TCP TLS JavaScript Object Notation (JSON) IETF RFC 8259
IETF RFC 7231

HTTP/2
1P IETF RFC 7540/REC 7541

TLS IETF RFC 8446
Ethernet TCP IETE RFC 793

REST IPv4

oGL

Communications

IETF RFC 791 [5]
IETF RFC 2460 [6]

50



oGL

Communications

MAPY 5G N12 Interface Procedures

A Nausf_UEAuthentication (Authentication and Key Agreement)

A Authentication Result Removal with 5G AKA method

51



MAPY 5G N1hterface Call Emulation

Call Generation

Start

MAPS AMF (N12 RELEASETY ) - [Call Generation -CallGenDefault] — m] *
|-I§§; Configurations  Emulator  Reports  Editor Debug Tools Windows Help - 8 X
; L N I Y 1] =
R Bsa/v@R| ]2 400
It =
] W B S L
Sr Script Mame Prafile Call Infa Script Execu... | Status Ewvents Ewvents Profile | Result A

Hone

2 Mausf AMF_UEAuthentication_Request.gls  UEProfile0002 Start Mone Unknown
T Manek ARME IE A bhantinstion Pamiact ale | EPrnflaNnna Chan | Wema | [[E—
<
1
| Add I Delete | Insert I Reﬁ'eshl Start | Start AIII Stop 'Vl Stop All 'Vl Abort |AbortAJ\| Ca” Reception
Save | Cobmn'widh —— F——— T Show Lalest
MAPS AUSF (N12 RELEASETT ) - [Call Reception] - O X
AMF ALSFE pp—— 7 i Configurations Emulator Reports Editor DebugTools Windows Help - 8 x
ttp:// ]
i . 1 Al BNy n
sonzent e GFEss s@U Y6 s £ L0
4 20ICRENED) 16:19:10,859000 application/H g ng | Serpt Name [ Protie | call inte | Seript Execution | Status | Events | Events Prafile I Results |
PUT Jnauishauth/v1 /us-authenlications/Aut-Cal_00101301 2041631 5g-of . AUSF_HTTP2_Connection_Monitor gls AUSF Server Clients - AMF [NSEGRIIN Moritoring HTTF2 Connection Status _ None: Urknown
16:19:10.861000 " servingletud Completed None |
P 000K weupiorsucind | 3 Nausf_Control gls AuthCxt_001 01301 2041631 Completed 5i5_AKA_ConfimationR esporiseSent  None Pass
a ] 16:19:10.883000 1
Stop | StopAl | Abort | AbortAll | ¥ showRecords | Select Active Call [ AutoTrash  Trash
< > _I
| ) Columnidth  — f———— T Show Latest
Seripts Ihua_phﬂm/( Evert Config >\ Script Flow / savs I S i
: AMF AUSF fire
@ |Initialisation Errors | @ Error Events Status: 1
:methed : POST
:path : /nausf-auth/vl/ue-authentications
2m R B
4 1o :scheme : http
[~ \18'13'10'850000 authority : 152.168.12.37:6E6€
content-type : application/json
accept : application/3gppHal+jsom,
application/problemtjson
content-length : 103
{
"servingNetworkName":"5G:mnc001l . mec00l._3gppnetwork_org”,
"supifrSuci”:"suci-0-001-01-0-0-0-3012041631"
}
< >
QQQ Gl Sciipis ), Message Sequence | Evert Corfig %, Scipt Flow /'

Communications

@ Initialisation Errors

| @ Error Events | @ Captured Errors

| @ Link Status Up=0Dow /|
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MAPY 5G N13 Interface
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Protocol Stack Specification

Supported Protocols

Standard / Specification Used

JSON N13 Interface

HTTP /2 N13 Interface (UDMAUSF) TS29.509
TLS JavaScript Object Notation (JSON) IETF RFC 8259
TCP IETE RFC 7231

HTTP /2
P IETF RFC 7540/RFC 7541

TLS IETF RFC 8446
Ethernet TCP IETF RFC 793

REST IPv4

oGL

Communications

IETF RFC 791 [5]
IETF RFC 2460 [6]
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oGL

Communications

MAPY 5G N13 Interface Procedures

A Nudm_UEAuthentication Service
U  Authentication Information Retrieval
U  Authentication Confirmation

U Authentication Result Removal
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MAPY 5G N13 Interfac€all Emulation

Call Generation

1] MAPS AUSF (N13 RELEASE1T ) - [Call Generation -Default]

Status

- o x
[y, Configurations Emulator Reports Editor DebugTools Windows Help _ &=
REEEEE T TR
BECLIE i

Script Name Call Info Script Exscution

Total lterations | Complsted Iterations ~

OGL

Communications

<

2 Nudm_UEAU_AUSF_Controlgls  UEPrafieD002 Start Mone Unknown i
3 Nudm_UEAU_AUSF_Controlgls  UEPrafieD003 Start Mone Unknown 1 0
4 Nudm_UEAU_AUSF_Controlgls  UEPrafieD004 Start Mone Unknown 1 0
L3 Mudrn IFa1L ALISE Canbral ale 1 IF Prefil=INNA Chark M 1 ke ean 1 n v
< >
,
Delete | Insert | Refresh | start | strtan| stop || swpaifw| abort | abortal| (:a” Receptlon
B Colurn Width f—— I ShowLatest
=2 MAPS UDM (N13 RELEASE17) - [Call Reception] - u] X
AUSF uoM & Cor Emulstor Reports Editor Debug Tools  Windows Help REES
DOST http:/ = B — o =
e P 5B B RBRICSE s £ 200
00 Ok 122704102000 =pplicatienl[gng | Gerpt Name | Profile: | CallInfo | Script Execution | Status | Events | Results [
POST frudmeucauds! fimsi 00101301 2041 631 fauth-events ( UDM_HTTP2_Cannestion_Mornitor.dis UDM Server Clients - AUSF,  [INSESEN|  Moritoring HTTP2 Connection Status Mane Unknown
1227.04.225000 wausfInstan Completed niicalion y Nane:
501 CREATED "servingles|| 3 Kuudm_LEAU_Conirol gls imsi 00101301 2041631 Completed ! on Veeors sent None Fass
12:27.04.253000 b 4 Nudm_UEAU_Control gl suci-0-001-01-0-0-0-301 2041632 Completed o Wectors sent Mone Pass
5 Kud_UEAU_Control als imsi 001013012041 632 Completed t on Vestars sent Mane Pass
]
Stop | Stop Al | Abort [ AbortAl [ ¥ showRecords [ Select Active Call [~ AutoTrash Trash
< > ||« Save |  CoumnWidh ————— T ShowLatest
% Scpts ' Message Sequence { Event Config 3, Scint Flow [ A LR Find
Status: 1
@ Initialisation Errors | @ EmorEvents method - BOST
00 :path : /nudm-ueau/wl/suci-0-001-01-0-0-0-3012041€31/security-info
” scheme : hrep
d ‘WS.UW o000 -authority - 192 .168_1.20:6665
content—type : application/json
accept : application/json,

application/problemt+ison
content-length : 113

"ausfInstanceld”:"7£54c042-7££8-4224-b377-b8e43£0bT7163"
"servingNetworkName” : "5G:mnc001 mcc00l . 3gppnetwork org”
1

Y, Scipts ) Message Sequence / Eveni Config ), Serpt Fow /.

@ _Initialisation Errors

| @ ErrorEvents | @ CapturedErrors | @ LinkStatusUp /|
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MAPY 5G N17 Network Architecture
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Protocol Stack Specification

ISON Supported Protocols Standard / Specification Used
N17 Interface (EIR) 3GPP TS 29.51Release 17)
HTTP | HTTP2 JavaScript Object Notation (JSON) IETF RFC 8259
TCP TLS HTTP IETF RFC 7231
HTTP /2 IETF RFC 7540/RFC 7541
IP TLS IETF RFC 8446
Ethernet TCP IETF RFC 793
IETF RFC 791 [5]
REST IPv4
IETF RFC 2460 [6]

oGL

Communications
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MAPY 5G N17 Interfadgall Emulation

MAPS AMF (N17 RELEASE17) - [Call Generation -CallGenDefault]

i@(onfigurations Emulator Reports Editor Debug Tools Windows Help

- [m] X

-8 x

QERBs2 @R Y| s

e )

B [sa

]

Communications

NS5g-eir_AMF_Control.gls UEProfile0003 None Unknown 1 0
3 N5g-eir_AMF_Control.gls UEProfile0004 Start None Unknown 1 0
4 NRn.cir 8MF Cantral als 1IF Penfile1NN5 | Nana | lnknaun 1 n ¥
< >
3
Delete | Insert | Refresh | start | startal| ciop [¥| stopal [w| abort | abortal|
Save Column Width - f—— T Show Latest
AMF Find
GET /nSg-eir-eic/v1/equipt ?pei=imei-353877068325243%gpsi=msisdn-3012041632 — g
[ L Shopitisisdn W 122318 950000 MAPS EIR (N17 RELEASE17) - [Call Reception] - u] X
% Configurations Emulator Reports Editor DebugTools Windows Help - & %
5 : 1 PR ] = n ]
e Rl MIE I EIEEICR-]
] SrNo l Script Name I Profile I Call Info I Script Execution I Status l Events | Results I
1 EIR_HTTP2_Connection_Monitor.gls EIR Server Clien MF. Monitoring HT TP2 Connection Status None. I Unknown
i Completed WHITELISTED None |
) s % 3 N5g-eir_Control.gls imei-359877068325249 Completed I WHITELISTED None Pass
\_ Scrpts ), Message Sequence ( Event Corfig ), Scrit Fow /.
1
) Eros | @[T stop | stopal [ abort [ AbortAl [ ¥ showRecords I SelectActive Call [~ AutoTrash Trash
Save |  ColmnWidh ~—— f——— T Show Latest
AMF EIR fnd
Status: 0
:method : GET
- :path : /nSg-eir-eic/vl/equipment-status?pei=imei-3558770€932524¢
d 4 :scheme : http
el ]12'44""—'5'40'SDDD :authority : 152.168.12.29:6€€6€
: application/json,
application/problem+json
< >
Scripts )\lleosageSe:pence/( Event Config )\ Script Flow /

Errors | @ Error Events | @ Captured Errors | @t 4
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MAP3 5G N20 Network Architecture
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Protocol Stack Specification

Supported Protocols

Standard / Specification Used

REST
IPv4

oGL

Communications

JSON N20 Interface
HTTP/2 N20 Interface (SMSRAMF) TS29.540
TS29.518
TCP TLS JavaScript Object Notation (JSON) IETF RFC 8259
HTTP IETF RFC 7231
P HTTP /2 IETF RFC 7540/RFC 7541
Ethernet TLS IETF RFC 8446

TCP

IETF RFC 793

IETF RFC 791 [5]
IETF RFC 2460 [6]

64



oGL

Communications

MAPY 5G N20 Interface Procedures

A Nsmsf procedures
U Registration using Activate service procedure

U De-Registration using Deactivate service procedure
U Send SMS payload in uplink direction procedure

i  Namf_Communication Service procedure
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