™ PacketExpert™1G
O Gl , Record Only, Playback Only (PXE105)
C‘o,-n'm,m;wmm_\- Quick Verification Guide

If this is the first time use of PacketExpert™ 1G unit, then it is recommended to follow all the steps explained in
PacketExpert-1G-Quick-Install-Guide before proceeding with the steps below.

Normal Instructions — Follow these precisely

REFER TO PACKETEXPERT™ 1G QUICK INSTALL GUIDE FOR SOFTWARE AND HARDWARE INSTALLATION
PROCEDURE.

° ‘Record Only’, ‘Playback Only ‘are optional applications and requires purchased licenses to be installed.

° Plug-in the USB installation stick (pen drive) provided with the shipment package by GL Communications.
° Execute GLHWL.icenselnstaller.exe from the USB Installation Stick to install the optional application licenses.
° Follow onscreen instructions, the license for the purchased optional application will be installed.

° Run T1E1AppList.exe available in the C:\Program Files\GL Communications Inc\GL Hardware License Installer (or
C:\Program Files\GL Communications Inc\GL Hardware License Installer) directory and confirm that the purchased
Wirespeed Record / Playback licenses (PXEL105) is listed against the hardware purchased.

Untitled - TIE1&ppList - m| ¥
Eile Edit Miew Help Utilities

=y = & 7

Part # | Application Serial # "
PHE105 Wirespeed Record/Playback 170K
PxE105 Wirespeed Record/Playback 17
PXET05 Wirespeed Record/Playback 1T
PXE105 Wirespeed Record/Playback 17K
PHE105 Wirespeed Record/Playback 17
PXET05 Wirespeed Record/Playback 1T
PHE105 Wirespeed Record/Playback TR

=/ Note:

o When the application is |0cated, if the fOllOWiIlg ‘License Error’ is prompted, then This application requires the below license ta run :
you may have not installed the Hardware licenses. You can do so as explained in Application Part Number ; PYETOS
the above section at any time after installing the software. Description: Wirespeed Recard/Playback
e Ensure that warranty license (GLSupportWarrantyLicenselnstaller.exe) is farthis deee
installed and also confirm that Wirespeed Record / Playback (PXE105) is listed in Please contact GL Communications to purchase License
Warranty Application List. Refer to PacketExpert-1G-Quick-Install-Guide.

Quick Verification

The following verification is performed in 3 steps: first, we will verify 'Record Only', by capturing Ping traffic to a file.
Secondly, we will use the same captured file to verify 'Playback Only', by playing back the same file and capturing using
Wireshark.

For ‘Record Only’, ‘Playback Only’ functional verification, self-test can be performed using a single PacketExpert™
1G unit. The test setup requires 2 PCs/laptops which are connected through 1G ports - Port 2 and Port 3 of the
PacketExpert™ 1G hardware unit using Ethernet cables (for Electrical Interface test). Here, PC1 is connected to Port2
and PC2 is connected to Port3 of the hardware unit, as shown below. First, we will conduct a simple Ping test between
PC1 and PC2 and verify the ‘Record Only’ functionality.
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The following test requires PacketExpert 1G application (PXE100) and ‘Record Playback’ application (PXE105)
licenses to be installed on PC1. It also requires Wireshark to be installed on both PC1 and PC2. If you do not have
Wireshark, please download from here — https://www.wireshark.org/download.html. After successful Software
installation, plug in the PacketExpert 1G Hardware unit to USB port of PC1. Connect Port 2 to Ethernet interface of
PC1 and Port3 to Ethernet interface of PC2 as indicated in the figure below:

GL Communications Inc. PacketExpert

= Port2(p1) Port 3 (P2)

PC1 PC2
Record Only (or) Playback Only
(or) Record and Playback

Note: For Optical Interface test, use SFP Transceivers, LC optical cables and media converters. In this case test also
requires NIC cards with optical ports on the PC.

Step 1: Note down the IP Addresses

We need IP addresses of PC1 and PC2 to conduct Ping test. Note down the IP addresses of both the PCs. Ensure the IP
address of PCs and PacketExpert™ unit are on the same subnet. In this example, the IP Addresses used are:

» PC1-192.168.1.60
» PC2-192.168.1.65

Note: Make sure that the PC-1 and PC-2 IP address are in the same subnet series.

Step 2: Connect the cables

Perform Test on Port 2 and Port 3 (Electrical or Optical Interface)

° For Electrical Interface type, connect Port 2 to PC1 using Ethernet cable as shown in the figure.

o Similarly, connect Port 3 to PC2 using Ethernet cable

° For Optical Interface type, plug-in SFP Transceivers to the optical ports and connect LC optical cable between Port 2 and
PC1, (refer to figure). Similarly, connect Port 3 and PC2.

Note: Make sure SFP is properly locked, and the optical cable is properly plugged-in.

GL Communicationsinc. PacketExpert GL Comnmminicationsinc. PacketExpert

Port 1 Port 2 Port 4 Port 1 Port2 Port3 Port4
= —— =l | e
[ [ W ||

Z

1 =

I I
Ethernet cable SFP Transceivers and LC optical cable
PC1 PC2 PC1 PC2

® GL Communications Inc.

818 West Diamond Avenue - Third Floor Gaithersburg, MD 20878
(V) 301-670-4784 (F) 301-670-9187 Web Page: http://www.gl.com/  E-Mail Address: info@gl.com

Page 2



https://www.wireshark.org/download.html

oaGL

Communications

PacketExpert™1G
Record Only, Playback Only (PXE105)
Quick Verification Guide

Step 3: Launch PacketExpert 1G Application

° In PC1, right-click on the PacketExpert 1G shortcut icon

e

ZEEEGE on the desktop and select "Run as administrator"
to launch PacketExpert 1G application.

Note: The application may take some time to get started due
to hardware and software initializations.

° By default, the PacketExpert is invoked displaying All Port
Bert application. Load Record Only from the Applications
drop-down list as shown in the figure.

e  Verify that the Link Status is UP on both ports, that is, the function tree should display

Port 2 and Port 3 with green LEDs link status (refer to figure).

Note: If the LED shows red, then link is down. Refer to PacketExpert-1G-Quick-

Install-Guide for Troubleshooting steps to get the links UP.

Step 4: Configure Interface parameters

@Gl PacRetEXpert = BERTT
File View System Windows Help
I:‘ = |:||:| EE ? X Application: |All Port Bert E
All Port Bert
= All Port Bert Bert/Loopback
= Port 1 All Port Loopback
® Interface RFC 2544
e Bert RFC 2544 Slnile Porti
Tx Config Playback Only
Rx Config PacketBroker
Resuts E"IXT;ES‘SH'AM Traffic G tor & Anal
) ) ul eam Traffic Generator & Analyzer
zlt Erhror Insertion ExpertTCP (Beta)
rap

1]

Record Only (Pass Through)
=1 Pa
Filter Config
Filter Setup
Port Statistics
=] Port 3
@ Interface
ilter Conhig
Filter Setup
Port Statistics
Record Configuration
Record Statistics

Link Up Status

Start

For 1G Electrical or Optical connections,

On the function tree, double click on Interface, from the Interface window select the ports from the Port Selection drop-down list

and do the following for port 2 and port3:

e Interface Type = Electrical (or) Optical

@ GI_ PacketExpert - Record Only

(depending on the ports connected) Gle View System Windows Help
° Llnk Speed — AutO l:‘ % DD EE {? x Application: |Record Only [v]
= Record only (Pass Through) | |
i i i - Port2
e Click on the Apply button (this will set the . rort seecton oot B
Interface Type in the hardware) Fitter Config e
Filter Setup X
. . L - Settings
e Wait for some time as the port auto- e ot astattcs e interface Type [clecrical ]
negotiates with its link partner. Verify the ® Interface Interfacs Type | Bectrica _ &
. Filter Config Auto-Negotiation | comrlete Link Speed | Auto A
fOI IOWI ng Filter Setup Status [ pigable Auto Negatiation
- Port Statistics Speed | 1000Mbps
,SAuto(—jNeglygggt:\(;lr; sta(t_L:csﬂ: Comple':e(,:i e RecordConfigrsten Duplx ade [ Ful Dupex
pee = pS | € connecte Flow Control | Enabled
card is configured for 1000 Mbps. Else, it :
should show 100 Mbps or 10 Mbps Ready

depending on the NIC card's speed)

e Similarly, repeat the above procedure for Port 3
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Step 5: Start ‘Record Only’ (without Filters)

e From function tree, double click on Filter config under Port 3 to see the filters. Initially Filters are not set, and the screen appears
as shown below.

o Similarly check it for Port 2, by selecting Port 2 from the Port Selection drop down.

o Click Start to start the ‘Record Only’ application.

i Flle Misw System  Windows Help
D = DD DD ? x Anphcatlnn Record Only
Record nly (Fass Throvsh)
= Port 2
8 kb Port Selection | port 3 v| | Display Mode  Raw v
Filter Config ekt
Filter Setup Copy
Paort Statistics Fram | 1 w| Tal|1l 4
= Port 3
® Interface Fiker Mo, OFFset | Type Bytes 0-7 Biytes 8-15 Bytes 16-23 Biytes 24-31 Bytes 32-39
Filter Config 1 a Yalue 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Filter Setup Mask 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Part Statistics 2 o alue 00-00-00-00-00-00-00-00 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Record Configuration Mask 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Record Statistics 3 o alue 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00 - 00-00-00-00-00-00-00-00
Mask 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
4 o Yalue 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Mask 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
5 a Yalue 00-00-00-00-00-00-00-00 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00 - 00-00-00-00-00-00-00-00
Mask 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00 | %
< ¥
Edit
Filker Mumber |1 v
OFfset Fields
o Dst MAC Address Apply Field. Type  Data Surnmary s
Dst MAC Address  Value 00-00-00-00-00-00 HRHERE KRR
Layer Selection Mask  00-DO0-00-00-00-00
St MAC Address  Walue 00-00-00-00-00-00 FH-KR-RE-RK-KE-R
Layer 2 | Ethernet |+ [CIWLAN  Number of YLAM stacks |1 Iask 00-00-00-00-00-00
Ether Len/Type Walue 00-00 petvs
Layer 2.5  Mone v Mumber of MPLS labels |1 Mask, oo0-00
1P Pratocal Value ] ANY
Layer 3 |IP - Mask, Jali]
< » Stc IP Address Vale 0.0.0.0 R
Layer 4 | UDP v Apply Mask  0.0.0.0 M
v
£ >

Step 6: Conduct Ping Test (without Filters)

e On PC1, invoke the command prompt, and Ping PC2's IP Address, as shown in the figure below
o Verify that Ping works fine. Observe that all 4 Ping trials have succeeded, with no frame loss.

BN Administrator: Command Prompt

C:wUserssglitteam>ping 192.168.1.65

Pinging 192.168.1_.65 with 32 hytes of data:
Reply from 192_.168_1_65: hytes=32 time<ins
Reply from 192.168.1.65: hytes=32 time<lins
Reply from 192.168.1.65: hytes=32 time<lins
Reply from 192.168.1.65: bytes=32 time<{ims

Ping statistics for 192.168.1.65:

Packets: Sent = 4. Received = 4, Lost = 8 (Bx loss>,
Approximate round trip times in milli—seconds:

Minimum = Ams,. Maximum = Bms,. Average = Bms

TTL=128
TTL=128
TTL=128
TTL=128

C-sUszerssglitteam>
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Step 7: Configure Filters

e Stop ‘Record Only’ application by clicking on the Stop button. W Gl PacKetExpert - Hecord Only

e Record Only Filter and Capture features allows you to conduct the Ping test ~ [jalcl View System Windows Help
(both directions) with filtering. Follow the steps below: Load PacketExpert Configuration File

> From File - select Load PacketExpert Configuration File option. save PacketExpert Configuration File As

> Navigate to the PacketExpert Installation folder, and within that folder Factory Use

go to MAPS\PacketExpert\Profiles folder, Exxit:

Eg: "C:\Program Files\GL Communications
Inc\PacketExpert\MAPS\PacketExpert\Profiles" folder.

» From \Profiles folder, select “RecordPingPackets.pex.RecordOnly.xml” file.

@ [oad Ethernetiester Conhiguration File m

1T <« MAPS » PacketExpert » Profiles » v O Search Profiles P
Organize + New folder =~ 1 @
S
[ This pr o Marme Date rodified Type
[ Desktop PacketExpert 27-06-2017 192:59 File falder
& Documents =] RecordPingPackets.pex.RecardOnly.xml 28-06-2017 10:02 ML Docu

e Local Disk (C2)

- Mew Yolume (D

i

(
- MindQlrmage (B
(F:)

i

- e Yolurme

o Local Disk () & — | B

File narme: RecordPingPackets.pexRecordOnlyxml [vl EthernetTester Configuration Fi[v]

l Open l ’ Cancel ]

¢ In the function tree, under Port2, double click on “Filter Config” to open in one of the RHS panes. The filters within this file
have been setup to filter on ICMP Request (Ping Request) packets flowing from PC1 to PC2:

Filter ICMP packets (EthernetLen/Type=0x08-00) and Filter IP Protocol Type field=0x01(ICMP).

= Recond Dol (ans Throuoi | .,

=] Port 2 —
® Interface Port Selection| Port 2 [v] Display Mode | Raw - |
[FlEnatic

Filter Setup Copy . .
par st Fomft ] 7ot [w
=2 Port 3
@ Interface Filter Mo, = Offset | Type Biykes 0-7 Byhes §-15 Bytes 16-23 Eivtes 24-31 Byhes 32-39
Filter Config 1 0 Walue 00-00-00-00-00-00-00-00  00-00-00-00-05-00-00-00 00-00-00-00-00-00-00-01  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Filter Setup Mask 00-00-00-00-00-00-00-00 | 00-00-00-00-FF-FF-00-00  00-00-00-00-00-00-00-FF | 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00

Port Statistics
Record Configuration

Record Statistics Edit
Filter Murnber |1 [vl
Offset Fields
o Dst MAC Address Apply Field, Tvpe Data Surmmary
Dst MAC Address  Walue 00-00-00-00-00-00 p ot e O+
Laer Selection Mask  00-00-00-00-00-00
Src MAaC Address Value 00-00-00-00-00-00 ER-KE-RR-KE-ER-RE =
Layer 2 |Ethernet [V] [CJwLan  number of YLAM stacks |1 Mask. 00-00-00-00-00-00
Ethier Len]Type Valoe [EE] [E=Ei]
Layer 2.5 [Hone  [w] Mumber of MPLS labels |1 Mask  FF-FF
1P Protocol Value 1 1
Layer 3 | IP [v] Mask  FF
Src IF Address Walue 0.0.0.0 LR R .
Laverd uDp [ Apply Mask  0.0.0.0 b

o Similarly, Port3 is also configured to filter ICMP packets. This will capture ICMP Reply (Ping Reply) packets flowing from
PC2 to PCI. This can be verified opening the “Filter Config” dialog for Port3.
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e Double click on the "Filter Setup” and verify that filter is enabled as shown in the figure for both Port 2 & Port 3.

(@ GI' PacKetExpert - Record Only - RecordPingPackets. pex. Recordonly.xmi

Fle View System Windows Help

D % DD BB 7 x Application: |Record Only M
= Record Only (Pass Through) Filter Setup
= Port 2
@ Interface Port Selection | Port 2 M [ Reset ] [Activabe All ][Deactivate AJI] Operation | OR, M
Filter Config )
Filter Setup Filter Summary
F1
Part Statistics
= Port 3
& Interface Filter Mo NOT Accepted Frame Count
Filter Config 1 [ mor 4
Filter Setup

e In the function tree, double click “Record Configuration” to open the dialog in one of the RHS panes:

o Verify that the number of frames set to be captured is set to 8 (on both Port2 and Port3) - 4 Ping Request and 4 Ping Reply.

Select file type as “NGPCAP”. Click on browse E] and save capture file name as “PingCapture.ntar” in the PacketExpert
installation folder path. Refer to the below screenshots.

(- Nk PacketExpert - Record Only - RecordPingPacKkets. pex. RecordOnly.xml

Fle View System Windows Help
2 D % |:||:| EE @ x : Application: |Record Only M
S Record Only (Pass Through) | | Lo s
= Port2
@ Interface Capture Ports Capture File Name
Filter Config sm Files\GL Communications Inc\PacketExpert\SampleFiles\PingCapture E]
Filter Setup ) NGPCAP M
Port tatistics Fle Type
&2 Enable Split Recording
@ Interface
File Mames
Filter Config
Filter Setup () Seq File Name
Port Statistics (@) DateTime Formatted Names [DD_MM_y_HR_MM ||
Record Configuration
Record Statistics
@ Save As E
&« v 4 < PacketExpert » SampleFiles w (O Search SampleFiles el
Organize + Mew folder == - 0
v PacketExpert [d Name
BitFiles £ SampleFile
Docs
DriverFiles
hip E]
MAPS
RecPlaybkTestFiles
SampleFiles
s 3] 3 F—TE— 2]
File name: | PingCapture M
Save as type: | NGPCAP Files (*.ntar) M
A Hide Foldess l Save I [ Cancel ]
Ready

e  Start ‘Record Only’ application by clicking on Start button.
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Step 8: Conduct Ping Test (with Filters)

e On PC1, invoke the command prompt, and Ping PC2's IP Address, as shown in the figure below.

B Administrator: Command Prompt EI@

C:vUserssglitteam>ping 192.168.1.65

e Inthe ‘Record Only’ application, from the function tree, click on “Record Statistics” and the Statistics dialog opens in one of
the RHS panes as shown in the figure below:
o Verify that the “Transferred Frames” count is 4 for Port2, 4 for Port3 Aggregated to 8.

e Record Only function will automatically stop after capturing 8 frames.

Record Statistics | Part 2 Part 5 Aggregate
Capture Duration 00:00:03 00:00:09 00:00: 16
Total Rx Frames 30 39 B89

Frames not matched ko Filker 19 26 45

Frames matched to Filker 4 4 8
Overflowed Frames ] i 0
Overflowed Counk ] 0 0
Transferred Frames | 4 4 3 |
Disk. Wirite Fate (Bytes/Sec) 0 i i

Disk. Write Buffer Utilization %) - - 0.00
Capture File Size (Bytes) 360 360 720

e Go to the PacketExpert installation directory and find the “PingCapture_ DD_MM_YY_HR_MM.ntar” captured file created in
the folder.

e Open the “PingCapture_ DD_MM_YY_HR_MM.ntar” file in Wireshark, which will be displayed as shown in the figure below.

o Verify that the file has 8 frames, 4 ICMP Request and 4 ICMP Reply.

1 7.000002000  192.168.1.60 192.168.1.65  ICMP 74 Echo (ping) request 1d=@x@001, seq=33/8448, ttl=128 (reply in 2)
2 2.00O35EE00  192.168.1.65 192.168.1.68  ICMP 74 Echo (ping) reply  id=0x@001, seq=33/8448, ttl=128 (request in 1]
3 1.21275500@  192.168.1.60 192.168.1.65  ICHP 74 Echo (ping) request 1d=@x@001, seq=34/8704, ttl=128 (reply in 4)
4 1.913016600 192.168.1.65 192.168.1.68  TCMP 74 Echo (ping) reply  id=0x@001, seq=34/8704, tt1=128 (request in 3
5 2.@2674532@ 192.168.1.6@ 192.168.1.65  ICHP 74 Echo (ping) request 1d=@x@001, seq=35/8%6@, ttl=128 (reply in &)
£ 2.027093500  192.168.1.65 192.168.1.68  TCMP 74 Echo (ping) reply  id=0x@0@1, seq=35/896@, tt1=128 (request in 5)
7 3.040671100  192.168.1.60 192.168.1.65  ICHP 74 Echo (ping) request 1d=@x@001, seq=36/9216, ttl=128 (reply in &)
8 3.040037500  192.168.1.65 192.168.1.68  TCMP 74 Echo (ping) reply  id=0x@001, seq=36/9216, tt1=128 (request in 7]

e This concludes 'Record Only* verification. Now, we will proceed to 'Playback Only* verification.
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Step 9: Launch ‘Playback Only’ Application

 Load Playback Only from the Applications drop-down list STl e

File View GSystem Windows Help

as shown in the figure. |:| = |:||:| HH 7 X Application: |Record Only E
All Port Bert
= Record Only (Pass Through) Bert/Loopback
= Fort 2 All Port Loopback
@ Interface RFC 2394
T2 e ror)
Filter Setup
Port Statistics PacketBroker
= Port 3 Expn_zrtSAM
® II?tEI'fECE E‘I:;he;sﬂtfgerBZEgﬁc Generator & Analyzer
Filter Config
= Playback Only
= Port 1
e Verify that the Link Status is UP on both ports, that is, the function tree ® Interface
should display Port 2 and Port 3 with green LEDs link status (refer to Port Statistics
figure). = Port 2
@ Interface \\‘ Link P
A . Port Statietics SrAMS
Note: If the LED shows red, then link is down. Refer to PacketExpert 1G = Port 3 /'
Quick Install Guide for Troubleshooting steps to get the links UP. @ Interface
Port Statistics
Playback From File Configuration
Flayback from file Statistics

Step 10: Configure Interface parameters

For 1G Electrical or Optical connections,

On the function tree, double click on Interface, from the Interface window select the ports from the Port Selection
drop-down list and do the following for port 2 and port3:

Interface Type = Electrical (or) Optical (depending on the ports connected)

e Link Speed = Auto

e  Click on the Apply button (this will set the

;
Interface Type in the hardware) == = e
e Wait for some time as the port auto- [1= 00 B ® X : Avpicaton: [payback only v]
negotiates with its link partner. Verify the B Pk Only T
following: ® mnterface Port Selection
Port Statistics Status
Auto-Negotiation status = Complete, Speed o k. @ e —
. . — Interface Type | Electrical ¥
= 1000 Mbps (if the connected NIC card is L Pt Interface Type | Eectrical " -
'ar . 5
configured for 1000 Mbps. Else, it should ® Interface AutorNegotiation | compiete Link Speed | Auto Ad
. Port Statist DD' ble Auto Megotiati
show 100 Mbps or 10 Mbps depending on blayback From Fie Confiuraton Speed | 1000MEps bl Auto Hegatistion
the NIC Cal’d'S Speed) Playback from file Statistics Duplex Mode | Full Duplex
Flow Control | Enabled
e  Similarly, repeat the above procedure for

Port 3
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Step 11: Start Wireshark capture on PC1 and PC2

e OnPC1 & PC2, open Wireshark, from main menu, select

Capture - Options Ml The Wireshark Network Analyzer
File Edit View Go | Capture Analyze Statistics Telephony |
4d 1 @ @ Options... Cirl+K —
A | Apoly a display fiter A Start Cirl+E
P
B Stop Cir+E
Capture Filters... F
Refresh Interfaces F5
vw'
o Select the Interface connected to Port2 and click Start
M Wireshark - Capture Interfaces ? X
Input Qutput Options
Interface  Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MB) Capture Filter

Ethernet v/ Ethernet enabled default 2

Enable promiscuous mode on all interfaces Manage Interfaces. ..

Capture filter for selected interfaces: | | Enter a capture filter ... v ] Compile BFFs

Start Close | Help

e Enter “icmp” in the Filter box and press Enter — this will make Wireshark to filter only ICMP (Ping) packets.

,d *Ethernet

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

(Il RE QRes=F al=EaaqaH
A [icmp |
Mo, Time Source Destination Protocal Length Info

o Repeat the above steps on PC2 also, so that PC2 also captures ICMP packets only.
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p— PacketExpert™1G
‘O' Gl , Record Only, Playback Only (PXE105)
Communications Quick Verification Guide

Step 12: Start ‘Playback Only’ (with the previously captured file)

e On PC1, from PacketExpert File menu = select Load Record Only

Configuration File option. LE. dels Lls e

Load Record Only Configuration File

o Navigate to the PacketExpert Installation folder, and within that folder go to 5ave Record Only Configuration File As
MAPS\PacketExpert\Profiles folder, Factory Use 4
Eg: "C:\Program Files\GL Communications Exit

Inc\PacketExpert\MAPS\PacketExpert\Profiles" folder. . S

T <« MEPS » PacketExpert » Profiles » ~ O Search Profiles R
Organize New folder - M @
e From \Profiles folder, select I This pC & Hame . Date madified  Type
[ Desktop PacketExpert 27-06-2017 1259 File folder
“PlaybackPingCapture.pex.PlaybackOnly.xml” file ] Docurnents [2] FlaybackPingCapture pexPlaybackOnlyxml 28-06-20171011 XML Docu

o Local Disk (T
- Mewsolume (D)
= Win10lmage (E)

- Mews Walume (F)

e In the function tree, double click on “Playback From File = Lol Disk 8) () oy - | B

Configuration” to Open in one of the RHS panes: File nare: | PlaybackPingCapture. pex PlaybackOnlyaxml [V] EthernetTester Configuration FI[V]

[ open ][ Cancel ]

¢ Inthe Playback File Name path, browse to PacketExpert

installation folder change the file extension to ‘.ntar’ and o o [T = O Communcatonsin » pockatmgmt | v | © | | sewen ckempen B
select “PingCapture_DD_MM_YY_HH-MM.ntar”’ Organize ~  New folder Ee o @
(this file is same as the previously captured file) @ onwme B teme peremedied e |
B This pC EitFiles 212:48 PM File folder =
[El Docs 212:42 PM File folder
. . S . i DriverFiles 112 12:48 PM File folder
o Verify that Playback Ports is “As per File” so that traffic I Deskiop hip 11/22/2022 12:48 P File folder =
. . . . [Z Documents  [w][<] m J 2]
is sent out on both Port2 and Port3, just like how it was . [— Iv] [Vercar ries cormn r
DAT Files(GL Hw Format) (*.dat)
captured. HDL Files(GL Format) (*hdl)
PCAP Files (*.pcap)

INGPCAP Files (*.pcapng)

e Verify that Playback Size is “EOF” (or “End of File”) so

that all 8 packets in the file are transmitted just once.

xpert - Playback Only

Fle View System Windows Help

D % DD EH '? x Application: Playback Only [v]
=} Playback Only Playback From File Configuration
=] Port 1
@ Interface Playback Ports |- Playback File Name
Port Statistics 1 tExpert\SampleFiles\PingCapture_21_01_25_14_30.ntar
=] Port2 2
@ Interface _ Playback Size
Fort Statistics sperTE 0 () Frames () Repeat File
=] Port 3
@ Interface Status

[Playback From File Configuration F

File Info | Fie Size on disk: -
File Size on Onboard Buffer: -
Frame count: -
Port List: -

Playback from file Statistics

Progress

On board Buffer Status

0GB Full
0 268
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p— PacketExpert™1G
‘O' Gl , Record Only, Playback Only (PXE105)
Communications Quick Verification Guide

o Click Start to start Playback. Wait till playback is over. After playback is done, verify that the “Playback from File
Configuration” screen looks as shown in the screenshot:

xpert - Playback Only

File View System Windows Help

l:‘ % |:||:| EE ? x Application: |Playback Only [v]
=] Playback Only | Playback From File Configuration
= Port 1
@ Interface Playback Ports -~ Playback File Name
Port Statistics 1 C:\Program Files\GL Communications Inc\PacketExpert!sz E]
= Port 2 2
@ Interface _ Playback Size
-
Port Statistics &= 0 O Frames | () EOF | (O Repeat File
= Port 3
@ Interface =

Port Statistics
Playback From File Configuration Playback Done

Playback from file Statistics

File Info | File Size on disk: 0.859 (KB)
File Size on Onboard Buffer: 0.7500 (KB}
Frame count: 8
Port List: (2,3)

Progress

On board Buffer Status
0 GB Full

Ready

e Inthe LHS tree, double click “Playback from File Statistics” to open the Statistics window in one of the RHS panes.
o Verify that each Port — Port2 and Port3 have transmitted 4 frames each, totalling to 8 frames aggregate.

= Playback Only Playback Fromn File Skatistics
= Part 1
& Interface
Part Statistics Plavback Statistics | Port 1 | Port 2 | Pork 3 | Aggregate
& Port 2 Flayback Time 00:00:06  O0:00:06  O0:00:06  O0:00:06
@ Inkerface Transferred Fra.., 0O 4 4 a8
Port Statistics Total Frames kra... 0 4 4 8
= Part 3
& Intetface
Part Skatistics
Playback From File Configuration
I Playback From file Statistics

® GL Communications Inc.

818 West Diamond Avenue - Third Floor Gaithersburg, MD 20878
(V) 301-670-4784 (F) 301-670-9187 Web Page: http://www.gl.com/  E-Mail Address: info@gl.com

Page 11




PacketExpert™1G
Record Only, Playback Only (PXE105)
Quick Verification Guide

oaGL

Communications

Step 13: Verify Wireshark capture files

e On PC1, stop capture, and verify that 4 Ping requests are captured as shown below:

| |icrr||:|
Na. Time  Seource Destination Protocol  Length Info
6 1.917 192.168.1.68 192.168.1.65 ICMP 74 Echo (ping) request id=8x@@@l, seq=33/8448, ttl=128 (no response found!)
8 @.917 192.168.1.60 192.168.1.65 ICMP 74 Echo (ping) request id=8x@eel, seq=34/8784, ttl=128 (no response found!)
11 @.685 192.165.1.68 192.168.1.65 ICMP 74 Echo (ping) request id=8x@eeel, seq=35/896@, ttl=128 (no response found!)
16 @.891 192.165.1.68 192.168.1.65 ICMP 74 Echo (ping) request id=8xeeel, seq=36/9216, ttl=128 (noc response found!)
e Similarly, on PC2, stop capture and verify that 4 Ping reply messages are captured as shown below:
| |icmp
Mo, Tirne Source Destination Protocol  Length  Info
16 12.85@923 192.168.1.65 192.168.1.6@ ICHP 74 Echo (ping) reply 1d=0x2201, seq=33/8448, ttl=128
22 13.883542 192.168.1.685 192.168.1. 6@ ICHP 74 Echo (ping) reply 1d=0x0201, seq=34/8704, ttl=12&
26 14. 877523 192.168.1.65 192.168.1. 6@ ICHP 74 Echo (ping) reply 1d=0x2201, seq=35/8968, ttl=12&
29 15. 891461 192.168.1.65 192.168.1. 6@ ICHP 74 Echo (ping) reply 1d=0x@201, seq=36/9216, ttl=123

This concludes ‘Playback Only verification’.

For technical issues contact GL Communications Inc at info@gl.com.

(V) 301-670-4784 (F) 301-670-9187
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