— PacketExpert™ - Record Only, Playback Only, Record & Playback
< GL (PXG105)

Quick Verification- 10G Ports

Communications

If this is your First-Time-Use of PacketExperf™ 10G unit, then we recommend you follow all the steps explained in
PacketExpert-10G-Quick-Install-Guide before proceeding with the steps below.

Normal Instructions — Follow these precisely

REFER TO PACKETEXPERT™ 10G QUICK INSTALL GUIDE FOR SOFTWARE AND HARDWARE
INSTALLATION PROCEDURE.

° ‘Record Only’, ‘Playback Only’ and ‘Record and Playback’ are optional applications and requires purchased licenses to be
installed.

° Plug-in the USB installation stick (pen drive) provided with the shipment package by GL Communications.

° Execute GLHWL.icenselnstaller.exe from the USB Installation Stick to install the optional application licenses.

° Follow onscreen instructions, the license for the purchased optional application will be installed.

o Run T1E1AppList.exe available in the C:\Program Files (x86)\GL Communications Inc\GL Hardware License Installer (or
C:\Program Files\GL Communications Inc\GL Hardware License Installer) directory and confirm that the purchased
Wirespeed Record /Playback-10G licenses (PXG105) is listed against the hardware purchased.

3 Application Tools

File Horme Share Wiew Manage o
J. e
| « v ™ « GL Communications Inc » GL Hardware License Installer v O Search GL... @
(. MName Date modified Type Size
i 8 T1E1AppList.exe 182 KB
, ppLIst A Untitled - T1E1AppList - o x -
File Edit View Help Utilities
DeEH | & ?

Part # |App|ication | Serial # A
PXG105 Wirespeed Record/Playback-10G peveved
PXG105 Wirespeed Record/Playback-10G preered

| PXG105 Wirespeed Record/Playback-10G prrcees
PXG105 Wirespeed Record/Playback-10G preered
PXG105 Wirespeed Record/Playback-10G preceey
PXG105 Wirespeed Record/Playback-10G preered

| PXG105 Wirespeed Record/Playback-10G e g

& < >
v
Read —
1item 1itemn selected 187 KB o E} =

Note: When the application is started, if the following ‘License Error’ is prompted, then you may have not installed the
Hardware licenses. You can do so as explained in section above at any time after installing the software.

License Error

Quick Verification

The following verification is performed in 3 steps: first, we will verify 'Record Only', by capturing Ping traffic to a file.
Secondly, we will use the same captured file to verify 'Playback Only', by playing back the same file and capturing using
Wireshark. Thirdly, we will verify 'Record and Playback' by playing back the Ping traffic file, and at the same time
recording ARP traffic to a file.

For ‘Record Only’, ‘Playback Only’ and 'Record and Playback’ functional verification, self-test can be performed
using a single PacketExpert™ 10G unit.
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P GL PacketExpert™ - Record Only, Playback Only, Record & Playback
—— Quick Verification- 10G Ports

Communications
Test Setup:

The setup requires two switches with at least one 10G port and one 1G port. We will connect the two switches using the
10G ports, and connect PacketExpert™ 10G Hardware unit in between the two 10G ports, so that the traffic between
the two switches passes through PacketExpert™ [10G ports. We will connect two PCs —PC1 and PC2 to the 1G ports of
the switches, and send Ping traffic between PC1 and PC2. Since PC1 and PC2 are located in different switches, Ping
traffic passes through the 10G ports of PacketExpert™. We can then record this traffic to verify the Record
functionality, and playback the recorded traffic to verify the Playback functionality.

1G Electrical 10G Optical PacketExpert™ 10G 10G Optical 1G Electrical

RN /- ~ /
=1 5 il B —H EE-m

Porti Port2 4
10G/1G Switch1 EEE— 10G/1G Switch2

Ping Requests
PCL | ========mmmmmmmmmmeooooooooooooooe- > | P2

Pihg Replies

In this example, we are using the PC connected to PacketExpert™ 10G unit as PC1, so we just need another PC to act
as PC2 as in the above figure, for which we are using another PC/laptop 'Test PC'.

Here, Ethernet port of PCL1 is connected to Switch-1 Port (1G) and Ethernet port of PC2 is connected to Switch-2 port
(1G) using Ethernet cables. Connect Switch-1 (10G) port to Port 1 (10G) of PacketExpert™ hardware unit and Switch-
2 (10G) port to Port 2 (10G) of PacketExpert™ hardware unit using SFP Transceivers and LC optical cables.

The following test requires ‘Record and Playback’ application (PXG105) licenses to be installed on PC1. It also
requires Wireshark to be installed on both PC1 and PC2. If you do not have Wireshark, please download from here —
https://www.wireshark.org/download.html. After successful Sofiware installation, plug in the PacketExpert™ 10G
Hardware unit to USB port of PC1.

10G/1G Switch-1 10G/1G Switch-2

10G Optical Ports 16
Electrical

1G 10G Optical Ports |
Electrical

(Optical)

~ RecordOnly

Note: For Optical Interface test, use SFP Transceivers and LC optical cables. In this case test also requires NIC cards
with optical ports on the PC.
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PacketExpert™ - Record Only, Playback Only, Record & Playback

o G l (PXG105)
. Quick Verification- 10G Ports

Communications

Step 1: Note down the IP Addresses

We need IP addresses of PC1 and PC2 to conduct Ping test. Note down the IP addresses of both the PCs. Ensure the IP address of
PCs and PacketExpert™ unit are on the same subnet. In this example, the IP Addresses used are:

> PC1-192.168.1.60
> PC2-192.168.1.120

Note: Make sure that the PC-1 and PC-2 IP addresses are in the same subnet series.

Step 2: Connect the cables

Hardware unit = Switch = PC connection:
e Connect the PC1 NIC card to the 1G port of Switchl using Ethernet cable, and connect the USB cable to the hardware unit USB

port and the other end of the cable to USB port on PC1, as shown in the figure below:
10G/1 G Switch-1

1G Electrical 10G Optical Ports 10G SFP and optical cables

Record 0_ nly _|

usB

o Similarly, connect PC2 NIC card to the 1G port of Switch2 using Ethernet cable, and Switch2 10G port to PacketExpert™ 10G
Port2, using 10G SFP and optical cables, as shown below:

10G/1 G Switch-2

1G
Electrical

10G Optical Ports

{Optical)

Test PC2

10G Optical Ports

Step 3: Launch PacketExpert™ 10G Application

"
e On PC1, right-click on the PacketExpert™ 10G shortcut icon S5 on the desktop and select "Run as Administrator” to launch

PacketExpert™ 10G application.
e The Launcher screen should invoke without any errors and display the screen as shown below. Click on Launch 10G option, to

invoke the application with 10G ports as shown in the screen below.

Port1 Port2
10Gb 10/100/1000 Mb

LAUNCH 106 LAUNCH 16
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PacketExpert™ - Record Only, Playback Only, Record & Playback
(PXG105)
Quick Verification- 10G Ports

oGL

Communications

. . R &9 GL PacketExpert10G - BERT
Note: The application may take some time to get started due to
. YR . File View System Windows Help
hardware and software initializations. :
|:| % |:||:| EE ? x - Application: | All Port Bert
.. . . - All Port Bert
o By default, PacketExpert is invoked displaying All Port Bert S AllPort Bert BertjLoopback
.. L B Part1 All Port Loopback
application. Load Record Only from the Applications drop-down @ mierace RFCDEFSS‘FD}DD ‘"
. . . IPLinkSim
list as shown in the figure. = BertT IPLinkSim
* Config
Rx Config Playback Only
Results Record And Playback
Bit Error Insertion E:g:gﬂfr
Graph Multi-Stream Traffic Generator & Analyzer
FCS Error Insertion ExpertTCP (Beta)

e Verify that the Link Status is UP on both ports, that is, the function tree should display Port 1 and
Port 2 with green LEDs link status (refer to figure). If not check connections again.

Note: If the LED shows red, then link is down. Refer to PacketExpert-10G-Quick-Install-Guide
for Troubleshooting steps to get the links UP.

Step 4: Start ‘Record Only’ (without Filters)

5] Record Only (Pass Through)
=] Port 1
Filker Config
Filter Setup

Port Statistics K
= Port 7 Link UF

@ Interface /,StaTUS

Filter Config

Filter Setup

Port Statistics
Record Configuration
Record Statistics
Reports

e From function tree, double click on Filter config under Port 1 to see the filters. Initially Filters are not set, and the screen appears

as shown below.

o Similarly check it for Port 2, by selecting Port 2 from the Port Selection drop down.
e Click Start to start the ‘Record Only’ application.

& GL PacketExpert10G - Record Only

File Vview System Windows Help
l:‘ % |:||:| EE kd x Application: |Record Only [v]
= Record Only (Pass Through) | |53
= Port 1
@ Interface Port Selection |Port 1 [v] Operation |OR [v]
- v|Enable
Filter Setup
Port Statistics 4 Filter Name Mode
= Port 2 1 Filtert (@) Packet Mode () Raw Mode
@ Interface
Filter Config Filter Selection Filters
Filter Setup = @ Layers =
Port Statistics - B MAC
Recard Conf‘ig.uraton @ Source MAC Address
Record Statistics e Destination MAC Addi
Reports @ Len/Type B
= @ vLAN Layer >
@ v
& VLAN Priority
= @ MPLS Layer
@ MPLS Label
SR 3
& TO5/D5CP
& Protocal
& Source IP Address ["]
(= I | (2]
Layer Layer Summary
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Quick Verification- 10G Ports

\ — 4

Communications

Step 5: Conduct Ping Test (without Filters)

e  OnPC1, invoke the command prompt, and Ping PC2's IP Address, as shown in the figure below
e  Verify that Ping works fine. Observe that all 4 Ping trials have succeeded, with no frame loss.

Bl Administrator: Cormmand Prampt = | O |
C:Userssglitteam>ping 192 _168.1.128

Pinging 192_.168.1.128 with 32 hytes of data:
192 .168.1.128: bytes=32 time<ims TTL=128
192.168.1.128: bytez=32 time<lms TTIL=128
192 .168.1.1208: bytes=32 time<ims TTL=128
Reply from 1?2.168.1.128: hytez=32 time<imsz TIL=128

Ping statistics for 192.168.1.128:
Packets: Sent = 4, Received = 4, Lost = B
Approximate round trip times in milli-—seconds:
Minimum = Bms,. Maximum = Bmz. Average = Bms

({@x lossl,

C:slzersswglitteam>

Step 6: Configure Filters

e Stop ‘Record Only’ application by clicking on the Stop button.

Record Only Filter and Capture features allow you to conduct the Ping test S View System  Windows Help
(both directions) with filtering. Follow the steps below.

Load Legacy Configuration File

Load PacketExpert10G Configuration File

Save PacketExpert10G Configuration File As

Factory Use

Exit

From File - select Load PacketExpert 10GConfiguration File option.
Navigate to the PacketExpert 10GInstallation folder, and within that folder go to MAPS\PacketExpert\Profiles folder,
Eg: "C:\Program Files (x86)\GL Communications Inc\PacketExpertl10G\MAPS\PacketExpert\Profiles" folder.

From \Profiles folder, select “RecordPingRequests.pex10G.RecordOnly.xml” file.

@ load ernetTester Configuration File a
L <« GL Communications Inc » PacketExpert10G » MAPS » Packetbxpert » Profiles » v O Search Profiles R
Organize » Mew folder == - | o
[ This PC i MName - Date modified Type Size
; Local Disk (C:) PacketExpert -2017 1953 File folder

—. Local Disk (D) % RecordPingRequests.pex10G.RecerdOnly.pex10G.RecordOnly 07-2017 15:44 XML Document 0 KB
s Local Disk (E5)
- Local Disk (F)
- Win 10 Image (G
File name: | RecordPingRequests.pex10G.RecordOnly.pex10G.RecordOnly w | | EthernetTester Configuration Fi|w
l Open ] I Cancel I

e In the function tree, under Portl, double click on “Filter Config” to open in one of the RHS panes. The filters within this file
have been setup to filter on ICMP Request (Ping Request) packets flowing from PC1 to PC2:

Filter IP Protocol Type field=0x01(ICMP).

QGL Communications Inc.
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O GL PacketExpert™ - Record Only, Playback Only, Record & Playback
— Quick Verification- 10G Ports

Communications

e By Default, Protocol 1 is enabled to filter ICMP Packets for Portl and Port 2

@ GL PacketExpert10G - Record Only - RecordPingRequests. pex10G.RecordOnly. pex10G-RecordOnly.xml

File View System Windows Help
l:‘ % DD EE ‘? x Application: |Record Only [v]
= Record Only (Pass Through) | |[Fl=5
= Port 1
@ Interface Port Selection |Port 1 [v] Operation |OR [v]
Filter Config =
— +|Enable
Filter Setup il
Port Statistics + | Fiter Name Meds
=) Port 2 1 Filter1 (®) Packet Mode () Raw Mode
@ Interface
Filter Config Filter Selection Filters
Fiiter Setup - @ Layers ~ Enable Protocal
Port Statistics = @ MAC Warning : Protocol is not
Record Configuration @ Source MAC Address ava;l;b;e when higher layers are
ki enabled.
Record Statistics @ Destination MAC Add)
Reports @ Len/Type = Protocol | 1
= 63 VLAN Layer
@ vLan D >
@ VLAN Priority
= @ MPLS Layer
@ MPLS Label
WP
@ TOS/DSCP
 Protocol
@ Source IP Address ¥
(%] I | (2]
Layer Layer Summary
IPv4 ¥T05) —> 1 —> (==)XXXX —> (==)X.XX.X

e Similarly, Port2 is also configured to filter ICMP packets. This will capture ICMP Reply (Ping Reply) packets flowing from
PC2 to PCI. This can be verified by opening the “Filter Config” dialog for Port2.

e In the function tree, double click “Record Configuration” to open the dialog in one of the RHS panes:
o Verify that only Portl is set to capture (we will capture only Ping Requests on Port1 first)
o Verify that the number of frames to be captured is set to 4 > 4 Ping Requests.

e Verify that the file type is set to “NGPCAP”, and the capture file name is “PingRequest.ntar” in the PacketExpert installation
folder path.

&9 GL PacketExpert10G - Record Only - RecordPingRequests. pex10G.RecordOnly.pex10G. RecordOnly.xml

File View System Windows Help

l:‘ % DD HE ? x Application: |Record Only [v]
= ecord Ony (Pass Throush)
= Port 1
@ Interface Capture Ports Capture File Name
Filter Config 1 | sram Files (x86)\6L Communications Inc\PacketExpert10G \PingRequest | E]
Filter Setup Zz
Port Statistics File Type |NGPCAP [v]
& Port 2 Capture Size
@ Interface
Filter Config | 4 (O Size MBytes (%) Frames | () Max Capadity () Continuous
Filter Setup
Port Statistics [[] stop Capture on Buffer Overrun
Stas
Record Statistics F
Reports

progres: I

On board Buffer Status
0 GB Full

e Start ‘Record Only’ application by clicking on Start button.
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P PacketExpert™ - Record Only, Playback Only, Record & Playback
« GL (PXG105)

Quick Verification- 10G Ports

Communications

Step 7: Conduct Ping Test (with Filters) and capture Ping Requests on Portl

e On PC1, invoke the command prompt, and Ping PC2's IP Address, as shown in the figure below.

B Adrinistratar: Camimand Prampt l =" | (=] |_i:h
Cisllzserssglitteam>»ping 192.168.1.128 ~

e In the ‘Record Only’ application, from the function tree, click on “Record Statistics” and the Statistics dialog opens in one of
the RHS panes as shown in the figure below:

o Verify that the “Transferred Frames” count is 4 for Portl, O for Port2 Aggregated to 4

File ‘Wiew Swstem Windows Help
— ok
l:' = |:||:| EE 7 x Application:
= Record Only {(Pass Through) F!.
= Port 1
@ Interface
F?Iter Config Record Statistics | Port 1 | Port 2 Aggregate
Filker Setup Capture Duratian OMO0:36 0000 00:00:36
Part Statistics Total Rx Frames 41 49 40
B Fort 2 Frames nok matched to Filker 37 0 37
# Interface Frames matched to Filter 4 n] 4
Filter Config Overflowed Frames 0 0 a
Filter Setup ? F'I’F'lnl-\lF'l'dl f’;nl \ok : E :
o ransferred Frames
Port Statisk
R D; o aFls |cst. Disk Write Rate (Bytes/Sec) 0 1] 1]
&EOrd Lanriguration Disk Write Buffer Utiization (%) - - .00
Record Statistics Capturs Fils Sizs (Bytes) 440 0 440
Reparts

e Stop ‘Record Only’ application by clicking on Stop button.
e Go to the PacketExpert installation directory, and find the “PingRequest.ntar” captured file created in the folder.
e Open the “PingRequest.ntar” file in Wireshark, which will be displayed as shown in the figure below.

o Verify that the file has 4 frames, all 4 are ICMP Ping Requests.

M PingRequest.ntar - X

File Edit ‘iew Go Capture Analyze  Statistics  Telephony  “Wireless  Tools  Help

AW 1@ RE Qes=F8==2QaQm

[ |P.|:|:Iy a display filker ... =Chrl-f > - Expression.. +

Mo, Time Source Destination Protocol  Length Info
1 2.200202208 192.165.1.628  192.168.1.128  ICHP 74 Echo (ping) request Id=@x@0@1, seq=356/25681, ttl=128 (no response found!)
2 2.999900928  192.168.1.6@  192.168.1.128  ICHP 74 Eche (ping) request 1Id=0x@001, seq=357/25857, tt1=128 (no response found!)
3 2.014221808  192.168.1.6@  192.168.1.120  ICMP 74 Eche (ping) request iId=2«@@@1, seq=358/26113, ttl=128 (no response found!)
4 3.92791@02@ 192.168.1.6@ 192.165.1.12@ ICHP 74 Echo (ping) request Id=@x@221, seq=35%9/26369, ttl=128 (no response found!)

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

Ethernet II, Src: Giga-Byt_S4:ab:3e (@@:1f:d@:54:3b:3e), Dst: Giga-Byt Sc:ff:fl (fcraa:ld:oc:ff:6l)
Internet Protocol version 4, Src: 192.168.1.6@, Dst: 192.168.1.12@

Internet Control Message Protecel

fr aa 14 9c ff 61 @@ 1f d@ 54 ab 3= 05 2@ 45 @0 see..d@.. WTuxlLE
22 Jc 11 Se @2 @2 82 @1 a5 2e c@ a8 @1 3c c@ ab i aaaas L
@l 73 @5 @0 4b f7 @@ @1 @1 &4 61 62 B3 &4 BS 66 ¥ K. dabedef
67 68 69 fa 6b 6c &d e AF 7@ 71 F2 73 74 75 76 ghijklmn opgrstuw
FF Bl B2 63 B4 B85S BB BF 6B B9 wabcdefg hi
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O GL PacketExpert™ - Record Only, Playback Only, Record & Playback
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Step 8: Repeat Ping Test (with Filters) and capture Ping Reply on Port2

e In the ‘Record Only’ application, from the function tree, click on “Record Configuration” and the dialog opens in one of the
RHS panes, and change the settings as below:

» Change the capture filename to “PingReply” (retain the path)
» Change the Capture Ports selection to Port2 as shown in the figure below

@ GI PacketExpert10G - Record Only - RecordPingRequests. pex10G.RecordOnly.pex10G.RecordOnly.xml

File View System Windows Help
l:‘ % |:| EE ? x Application: |Record Only [v]
= Record Only (Pass Through) | Record Configuration
= Port 1
& Interface Capture Ports Capture Filz Mame
Filter Config 1 rogram Files (x86)\GL Communications Inc\PacketExpert10d\PingReply [I]
Filter Setup ) NGPCAP [Vl
Port Statistics File Type
= Port 2 Capture Size
@ Interface
Filter Config 4 () Size MBytes (%) Frames () Max Capadty () Continuous
Filter Setup
Port Statistics [ stop Capture on Buffer Overrun
Record Configuration Status
Record Statistics F
Reports
Progress I
On board Buffer Status
0 GB Full
o 36GB

e Start ‘Record Only’ application by clicking on Start button.
e OnPC1, Ping PC2's IP Address again, as shown in the figure below.

B Adrministrator: Comrmand Prompt =NREl X

C:“Userssglitteam>ping 192.168.1.128 -

e In the ‘Record Only’ application, from the function tree, click on “Record Statistics” and the Statistics dialog opens in one of
the RHS panes as shown in the figure below:

o Verify that the “Transferred Frames” count is 4 for Port2, 0 for Portl Aggregated to 4

&9 GL. PacketExpert10G - Record Only - RecordPingRequests. pex10G.RecordOnly.pex10G. RecordOnly.xml

File Wiew System Windows Help
|:| % |:||:| EE ? x Application:
= Record Only (Pass Through) F!
= Port 1
@ Interface
F?Iter config Record Statistics | Port 1 | Port 2 Aggregate
Filker Setup Capture Duration 00:00:00  00:00:53  O0:00:53
Part Statistics Tatal R Frames zz &5 107
= Port 2 Frarmes not makched ko Filker i} a1 a1
@ Interface Frameas matched ko Filker i} 4 4
Filker Canfig Overflowed Frames a ] ]
Filter Setup ? erF;oweléll Eount g 2 2
- ransferred Frames
Port Statisti
o Ddr c aF's 'cst, Dok Write Feate (Eytes/5ec) ] i i
tard -onfguration Disk Write BUffer Utilization (%) - - 0.00
Record Skatistics Capture File Size (Bytes) o 440 440
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Communications

e (o to the PacketExpert installation directory, and find the “PingReply.ntar” captured file created in the folder.
e Open the “PingReply.ntar” file in Wireshark, which will be displayed as shown in the figure below.
o Verify that the file has 4 frames, all 4 are ICMP Reply messages.
‘ PingReply.ntar
File  Edit  Wiew Go Capture Analyze Statistics  Telephony  Wireless Tools  Help
Am 2@ REQes=F 8= =Eaqaan
| |Ap|:|lv a display filker .. <Ctrl-f=
Mo, Time Saurce Destination Protocal  Length Info
1 2. aeeeeaaad 192.168.1.128@ 192.168.1.60 ICHP 74 Echo {ping) reply id=2x@@01, seq=368 26625, ttl=128
2 1.@1348742Q 192.168.1.120 192.168.1.60 ICHP 74 Echo (ping) reply id=@x@@el, seq=361/26881, ttl=128
3 2. @2F48E000 192.1688.1.128 192.168.1. 68 ICHP 74 Echo (ping) reply 1d=@x@00l, seq=362/27137, ttl=128
4 3. 1431 688 192.168.1.128 192.168.1. 6@ ICHP 74 Echo {ping) reply 1d=@x@801, seq=363/27393, ttl=128
Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 1
Ethernet II, Src: Giga-Byt Sc:ffi6l (foiza:ld:oc:ff:6l), Dst: Giga-Byt S4:abi3e (@0:1f:d@:54:ab:3e)
Internet Protocel wWersion 4, Src: 192.168.1.12@, Dst: 192.168.1.6@0
Internet Contreol Message Protocol
2@ 1f d@ 54 ab 3e fc aa 14 9c ff 61 @8 @@ 45 2@ P P P T S
28 3c 70 ad @0 @@ 50 @1 46 Of c@ a8 @1 78 c@ ad R { PR Foo.ox.
@1 3c @@ 22 53 3 @0 @1 @1 &8 61 &2 63 &4 E5 66 W€ 500, Jhabodef
67 68 69 6a 6b 6c 6d Be 6 7@ F1 F2 73 ¥4 ¥5 76 ghijklmn opgrstuw
77 6l 62 63 &) A5 65 67 BE A9 wabcdefg hi
°

Step 9: Launch ‘Playback Only’ Application

This concludes 'Record Only' verification. Now, we will proceed to 'Playback Only' verification.

) A ) A ¢ GL PacketExpert10G - Record Only - RecordPingRequests. pex10G. RecordOnl
e Load Playback Only from the Applications drop-down list as shown inthe  [ei vew system windons el
- = DD oo '1? x Application: |Record Only
flgure. 0= - AllPort Bert =
= Record Only (Pass Through) BertjLoopback
= Port 1 All Port Loopback
@ Interface RFC 2544
Filter Config isll;llzgl:nn
Filter Setup Record Onl
Port Statistics bad
=] Port 2 Re;?é\ilﬁﬂnép\aybai
@ Interface Pa roKer
F?HH Config stftle:ssh'igm Traffic Generator & Analyzer
Filter Setup ExpertTCP (Beta)
o Verify that the Link Status is UP on both ports, that is, the function tree should display Port 1 = Playback Only |
=] Port 1
and Port 2 with green LEDs link status (refer to figure). Sy Link UP
Port Statistics 'T '
S |7
Note: If the LED shows red, then link is down. Refer to PacketExpert 10G Quick Install Guide § Inteface |
for Troubleshooting steps to get the links UP. Playhack From File Configuration
Plavback from file Statistics
Reporks
Step 10: Start Wireshark capture on PC1 and PC2
. . . ,‘ The Wireshark Network Analyzer
e On PC1, open Wireshark, from main menu, select Capture 2 Options | o & .
File Edit View Go | Capture Analyze Statistics Telephony
4 1 @ & Options... Ctrl+K —
[ Apply - A Start Ctri+E
L] P Ctri+E
Capture Filters... P
Refresh Interfaces F5
T
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Communications Quick Verification- 10G Ports

L -

e Select the Interface connected to Portl and click Start

,‘ Wireshark - Capture Inteffaces

Input Qutput Options

Interface  Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MB)

Capture Filter
Ethernet v Ethernet enabled default 2

Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: [ | Enter a capture filter ... '] Compile BPFs

i

Enter “icmp” in the Filter box and press Enter — this will make Wireshark to filter only ICMP (Ping) packets.

£ ~Ethernet
File Edit Yiew Go Capture Analyze Statistics Telephony Wireless Tools Help
[ e l) R Qaag?ﬂ;%&&&ﬂ
M [iemp
Mo. Time Source Destination Protocol Length Info

e Repeat the above steps on PC2 also, so that PC2 also captures ICMP packets only.

Step 11: Start ‘Playback Only’ (with the previously captured file) on Port1

On PC1, from PacketExpert File menu - select Load PacketExpert 10GConfiguration File option.

Navigate to the PacketExpert Installation folder, and within that folder go to MAPS\PacketExpert\Profiles folder,
Eg: "C:\Program Files (x86)\GL Communications Inc\PacketExpertl0G\MAPS\PacketExpert\Profiles" folder.

e From \Profiles folder, select “PlaybackPingReply.pex10G.PlaybackOnly.xml” file

(1’5 Load EthernetTester Configuration File

L <« GL Communications Inc » PacketExpert10G » MAPS » PacketExpert » Profiles »  « & Search Profiles el
Organize + Mew folder s+ [N 9
I This PC [A] Name Date modified Type Size
PacketExpert )5-07-2017 19:53 File folder
‘e Local Disk (Cs) = s o -
%] PlaybackPingReply.pex10G.PlaybackOnly 10-07-2017 16:15 XML Document 0 KB
e Local Disk (D:)

= Local Disk (E:)

= Local Disk (F:)
- Win 10 Image (G

File name: | PlaybackPingReply.pex10G.PlaybackOnly [Vl EthernetTester Configuration Fi[v]

i Open ‘ [ Cancel ]

In the function tree, double click on “Playback From File Configuration” to open in one of the RHS panes:

In the Playback File Name path, verify that the filename selected is “PingReply.ntar” in the PacketExpert10G installation
folder (this file is same as the previously captured file)

o Verify that in Playback Ports, only Portl is selected so that traffic is sent out on Port1 only.
Verify that Playback Size is “EOF” (or “End of File”) so that all 4 packets (Ping Reply) in the file are transmitted just once.

@GL Communications Inc.

818 West Diamond Avenue - Third Floor Gaithersburg, MD 20878
(V) 301-670-4784 (F) 301-670-9187 Web Page: http://www.gl.com/  E-Mail Address: info@gl.com
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GL Packetixpert10G - Playback Only - PlaybackPingReply: pex10G. PlaybackOnly.xml

File View System Windows Help

D % |:||:| EE ? x Application: |Playback Only M
= Playback Only | Playback From File Configuration
= Port 1
@ Interface Playback Ports | Mplayback File Mame
Part Statistics GL Communications Inc\PacketExpert10G\PingReply.ntar E
& Port2 2
@ Interface Az per File Playback Size
Port Statistics 0 (CFrames | B ECF| () Repeat File
Playback From File Configuration

Playback from file Statistics
Reports

Status

-

File Info

Progress

On board Buffer Status

0 GB Full
0 8GB

o Click Start to start Playback. Wait till playback is over. After playback is done, verify that the “Playback from File
Configuration” screen looks as shown in the figure:

N el PacketExpert10G - Playback Only - PlaybackPingReply. pex10G.PlaybackOnly.xml
File Wiew System Windows Help

D % DD EE 7 x Application: |Playback Only M
= Playback Only Playback From File Configuration
=] Port 1
@ Interface Playback POrts  —playback File Name
Part Statistics i C:\Program Files (x86)\GL Communications Inc\PacketExp E]
= Port 2 2
@ Interface As per File Playback Size
Port Statistics 0 (OFrames (& () Repeat File
| Playback From File Configuration
Playback from file Statistics Status
Reports
Flayback Done

File Info | Fie Size on disk: 0.430 (KB
File Size on Onboard Buffer: 0.5000 (KB)
Frame count: 4
Port List: {1,1)

Progress [

0n board Buffer Status
0 GB Full

e Inthe LHS tree, double click “Playback from File Statistics” to open the Statistics window in one of the RHS panes.
o Verify that Portl has transmitted 4 frames, totalling to 4 frames aggregate

&) G PacketExpert10G - Playback Only - PlaybackPingReply. pex10G.PlaybackOnly.xml

File Wiew Swskem ‘Windows Help

l:‘ % |:||:| EE ? x Application: |Playback Only M
= Playback Only F'I.a':.-hau:l::. From Fil
=] Port 1
@ Interface
Fart Statistics Flavback Statistics | Part 1 Fart 2 | nggregate | |
B Part2 Playback Time 00:00:0% | 00:00:00 00:00: 03
& Interface Transferred Frames ta on board buffer | 4 ] 4
Part Statiskics Tatal Frames kransmitted 4 0 4
Plavback From File Configuration
Playback. from File Statiskics
Reports

® GL Communications Inc.

818 West Diamond Avenue - Third Floor Gaithersburg, MD 20878
(V) 301-670-4784 (F) 301-670-9187 Web Page: http://www.gl.com/  E-Mail Address: info@gl.com
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Step 13: Verify Wireshark capture files

e On PC1, stop capture, and verify that 4 Ping Reply messages are captured as shown below:

M ringReply.ntar
Eile  Edit Miew Go Capture Analyze  Statistics  Telephony  Wireless  Tools  Help

Am 2@ Resz=F sz Eaaan

Filter: | icmp ~ | Expression... Clear Apply Save

Mo, Time Source Destination Protocol  Length  Info
1 @. 2222000208 192.166.1.128 1592.168.1.6@ ICHP 74 Echo (ping) reply 1d=8x0081, seq=36@8/26625, ttl=128
2 1.a13487422 192.1e8.1.128 192.1e88.1.6@ ICHP 74 Echo (ping) reply 1d=2x0221, seq=361l/26881, ttl-128
3 2.@27488SE8 192.166.1.128 192.168.1.68 ICHP 74 Echo (ping) reply 1d=2x08@1, seq=362/27137, ttl=12&
4 3. 41431628 192.168.1.128 192.168.1.6@ ICHP 74 Echo (ping) reply 1d=2x88@1, seq=363/27353, ttl-125

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 1

Ethernet II, Src: Giga-Byt_Sc:ff:6l (fciaa:ld:Sc:ffi6l), Dst: Giga-Byt_S4:abide (@2:11:d@:54:ab:i3e)
Internet Protocel Wersion 4, Src: 192.168.1.12@8, Dst: 192.168.1.6@

Internet Centrol Message Protocel

3@ 1f d@ 54 ab 3e fc aa 14 Sc ff 61 @5 @@ 45 @@ P - e T
2@ 3c 72 ad 20 @@ &0 @1 45 @f c@ af @1 7B c@ as P o Fooo.x.
21 3c @2 @8 53 f3 @@ @1 @l 68 £l A2 63 B4 BS 66 L€ 5... .habcdef
E7 BB 69 63 cb 6c &d G2 6 7@ 71 72 73 74 75 76 ghijklmn opgrstuw
F7 Bl 62 63 &4 65 66 AF 6E &9 wabecdefg hi

Step 14: Start ‘Playback Only’ (with the previously captured file) on Port2

e In the function tree, double click on “Playback From File Configuration” to open in one of the RHS panes:
¢ Inthe Playback File Name path, change the filename selected to “PingRequest.ntar” and retain the filepath as before

e In Playback ports, select only Port2 so that traffic is sent out on Port2 only.

19 GL PacketExpert10G - Playback Only - PlaybackPingReply.pex10G. PlaybackOnly.xml
File View System Windows Help

D % DD EE ? x Application: |Playback Only [v]
= Playback Only ‘ Playback From File Configuration
= Port 1

@ Interface Elayback Ports | piayhack File Name

Port Statistics 1 Communications IncPad@tExpertlUG E]
=] Port 2 2

@ Interface As per File Playback Size
Port Statistics 0 OiFrames  (EOF  (O)RepeatFile

Flayback From File Configuration

Flayback from file Statistics Status

Reports

Playback Done
File Info | Fie size on disk: 0.430 (KB}
File Size on Onboard Buffer: 0.5000 {KE)

Frame count: 4
PortList: (1,1)

Progres- I
On board Buffer Status
0 GB Full
[u] 8GB
e Click Start to start Playback. Wait till playback is done. Verify that Playback from file statistics shows 4 frames being sent out
on Port2, aggregated to 4 frames as shown below:

€9 GL PacketExpert10G - Playback Only - PlaybackPingReply. pex10G.PlaybackOnly.xml

File Wiew Swstem ‘Windows Help

l:‘ = I EE % X - application: [Playback Only [V]
= Playback Only |
= Port 1
@ Interface
Part Statistics Playback Statistics | Port 1 Port 2 Aggregate
=] Port 2 Playback Time 00:00:00 | 00:00:03 | | 00:00:03
@ Interface Transferred Frames to on board buffer 0 4 4
Port Statistics Total Frames transmitted ] 4 4
Plavback From File Configuration

Plavback from file Statistics
Daonnrke

L Communications Inc.

818 West Diamond Avenue - Third Floor Gaithersburg, MD 20878
(V) 301-670-4784 (F) 301-670-9187 Web Page: http://www.gl.com/  E-Mail Address: info@gl.com

Page 12




PacketExpert™ - Record Only, Playback Only, Record & Playback
(PXG105)
Quick Verification- 10G Ports

oGL

Communications

Step 15: Verify Wireshark capture files

e On PC2, stop capture, and verify that 4 Ping Requests are captured as shown below:

‘ *Ethernet (not tcp port 3388)  [Wireshark 1.10.8 (v1.10.8-2-g52a5244 from master-1.10)]

File Edit View Go Capture Analyze Statistics Telephonl Tools  Internals  Help

O adE ) ERXS A¢esdTLIEE Qb #EMX O

Filter| | icmp ~ | Expression... Clear Apply Save

Mo, Time Source Destination Protocol  Length  Info

5.435592000 192. 192.168.1.120 request id=0x0001, seq=325,/17665, ttl=128

33 6.446041000 192.168.1.60 192.168.1.120 ICMP 74 Echo (ping) reguest id=0x0001, s5eq=326/17921, ttl=128
37 7.460117000 192.168.1.60 192.168.1.120 ICMP 74 Echo (ping) request id=0x0001, seq=327/18177, ttl=128
40 8§.474013000 192.168.1.60 192.168.1.120 ICMP 74 echo (ping) request 1d=0x0001, seq=328/18433, ttl=128

Frame 28: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0

Ethernet II, Src: Giga-Byt_54:ab:3e (00:1f:d0:54:ab:3e), Dst: Giga-Byt_9c:ff:61 (fc:aa:l4:9c:ff:61)

Internet Protocol Version 4, Src: 192.168.1.60 (192.168.1.60), Dst: 192.168.1.120 (192.168.1.120)

Internet Control Message Protocol

0000 fc aa 14 9c ff 61 00 1f dO 54 ab 3e 08 00 45 00  ..... a. T.>..E.

0010 00 3c 21 e4 00 00 80 01 94 d8& cO a8 01 3c <0 a8 R . <. .

0020 01 78 08 00 4c 16 00 01 01 45 61 62 63 64 65 66 .¥%..L... .Eabcdef

0030 7 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghijkimn opgrstuv

0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

e This concludes ‘Playback Only’ verification. Now we will proceed to ‘Record and Playback’ verification.

Step 16: Launch ‘Record and Playback’ Application

e Load 'Record and Playback® from the Applications drop-down list as shown in the figure.
File View System Windows Help
D % DD EH ‘1? x Application: |Record Only
= Record Only (Pass Through) ;!ﬁggfé;d{
=] Port 1 All Port Loopback
@ Interface RFC 2544
Filter Config IPLinkSim
Filter Setup éperi?fj"gnw
Paort Statistics Playback Onl
= Port 2 RPB bade |
B H H H H @ Interface Packetbroker
e Verify that the Link Status is UP on both ports, that is, the function tree should e Cnt A i Generati & Analyzs
iiter Setup ExpertTCP (Beta)

display Port 1 and Port 2 with green LEDs link status (refer to figure).

Record and Playback
=]

Po
Filter Config
Record Playback Statistics
Port Statistics

=] B
Filter Config
Record/Playback Statistics
Part Statistics

Record To File Configuration
£,

Olmsinmcle il 5,

Step 17: Start Wireshark capture on PC1 and PC2

M The Wireshark Network Analyzer

On PC1, open Wireshark, from main menu, select Capture - Options

File

4d 1

Edit

View Go

@

Capture  Analyze

@

Statistics  Telephony

Options...

-k | =
N

R

\estan Lr+R

Capture Filters...
Refresh Interfaces

ey

F5

® GL Communications Inc.
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Page 13

E-Mail Address: info@gl.com



) PacketExpert™ - Record Only, Playback Only, Record & Playback
o G l (PXG105)
Communications Quick Verification- 10G Ports

L _

e Select the Interface connected to Portl and click Start

M Wireshark - Capture Interfaces ? X
Input Qutput Options
Interface  Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MB) Capture Filter
Ethernet v Ethernet enabled default 2
Enable promiscuous mode on all interfaces Manage Interfaces...
Capture filter for selected interfaces: | | Enter a capture filter ... '] Compile BPFs
=

e Enter “icmp” in the Filter box and press Enter — this will make Wireshark to filter only ICMP (Ping) packets.

#4 “Ethernet

File Edit VWiew Go Capture Analyze Statistics Telephony Wireless Tools

NG Q= = ==

Help

= = G e 5 K

P
A
0

M [icmp
= =
Mo- Time

—l

Source Destination Protocol Length Info

e Repeat the above steps on PC2 also, so that PC2 also captures ICMP packets only.

Step 18: Start Record on both ports and Playback on Portl (with the previously captured file)

e On PC1, from PacketExpert File menu - select Load PacketExpert 10G Configuration File option.
¢ Navigate to the PacketExpert Installation folder, and within that folder go to MAPS\PacketExpert\Profiles folder,
Eg: "C:\Program Files (x86)\GL Communications Inc\PacketExpertl0G\MAPS\PacketExpert\Profiles" folder.

e From \Profiles folder, select “PlaybackPingRecordArp.pex10G.RecordAndPlayback.xml” file

("’f load Ethernetlester Configuration File w
U <« GL Communications Inc > PacketExpert10G > MAPS » PacketExpert » Profiles » « @) Search Profiles ol
Organize * MNew folder =~ 1 @
B This PC o~ Mame Date modified Type Size
% Local Disk (C3) PacketExpert 10-07-2017 16:30 File folder
 Local Disk (D) | PlaybackPingRecordArp.pex10G.RecerdAndPlayback 0-07-2017 17:00 XML Document 0 KB
- Local Disk (E:)
- Local Disk (F:)
= Win 10 Image (G =
File name: | PlaybackPingRecordArp.pex10G.RecordAndPlayback [vl EthernetTester Configuration Fi[v]
I Open l ’ Cancel ]

In the function tree, double click on “Playback From File Configuration” to open in one of the RHS panes:

In the Playback File Name path, verify that the filename selected is “PingReply.ntar” in the PacketExpert10G installation folder
(this file is same as the previously captured file)

e Verify that Playback port is set to Portl, so that traffic is sent out on only Portl.

® GL Communications Inc.

818 West Diamond Avenue - Third Floor Gaithersburg, MD 20878
(V) 301-670-4784 (F) 301-670-9187 Web Page: http://www.gl.com/  E-Mail Address: info@gl.com
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o Verify that Playback Size is “EOF” (or “End of File”) so that all 4 packets (Ping Reply messages) in the file are transmitted just
once.

dGL PacketbExpert10G - Record And Playback - PlaybackPingRecordArp-pex10G.RecordAndPlayback.xml

File view System Windows Help
l:‘ % |:||:| EE ? x Application: |Record And Playback [v]
= Record and Playback F'Iavbad& From File Configuration
= Port 1
® Interface Playback Parts - playback File Name
Filter Config 1 25 (x36)\GL Commurnications Inc\PacketExpert10G\PingReply. ntan ‘E]
Record Playback Statistics 2 ]
Port Statistics As per File Playback Size
=] Part 2 -
0 )
@ Interface ! O Frames @ EOF O Continuous
Filter Config
Record Playbadk Statistics Transfer Rate | 150,00 Mbps
Port Statistics Status
Record To File Configuration
| Playback From File Conﬁgurah’onl |‘
Aggregate Statistics File Info
Aggregate Filter Statistics
Progress
0On board Buffer Status
0 GB Full
0 4GE

¢ In the function tree, double click on “Record to File Configuration” to open in one of the RHS panes:

e Inthe Capture File Name path, verify that the filename is “RecordPlaybackCapture.ntar” in the PacketExpert10G installation
folder

o Verify that the Capture Size is set to Continuous, as we do not know the exact number of ARP frames we will be receiving

&) GI_ PacketExpert10G - Record And Playback - PlaybackPingRecordArp.pex10G.RecordAndPlayback.xml
File Wiew System Windows Help

l:‘ % |:||:| EE 7 x Application: Record And Playback [v]
= Record and Playback Record to File Configuration
= Port 1
® Interface Capture Ports Capture File Name
Filter Config i iications Inc\PacketExpert 106G \RecordPLaybackCapture.ntar E]
Record/Playback Statistics 2 Fie Type |NGPCAP [v]
Port Statistics
& Port 2 Capture Size
@ Interface
Filter Config o O size MBytes OFrames OTime
Record/Playback Statistics
Port Statistics |:| Stop Capture on Buffer Overrun
Record To File Configuration Status
Playback From File Configuration -
Aggregate Statistics
Aggregate Filter Statistics Progress
On board Buffer Status
0 GB Full
1] 4GB

e In the function tree, double click on “Filter Config” under Portl to open in one of the RHS panes:

o Verify that the filter is set to MAC Layer, Len/Type field and it is set to capture ARP packets (Len/Type field = 08-06) as shown
in the figure.

® GL Communications Inc.

818 West Diamond Avenue - Third Floor Gaithersburg, MD 20878
(V) 301-670-4784 (F) 301-670-9187 Web Page: http://www.gl.com/  E-Mail Address: info@gl.com
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File View System Windows Help

L= WHE % ¥

Application: |Record And Playback

= Record and Playback
= Port 1
@ Interface
Record/Playback Statistics
Port Statistics
= Port 2
@ Interface
Filter Config
Record/Playback Statistics
Port Statistics
Record To File Configuration
Flayback From File Configuration
Aggregate Statistics
Aggregate Filter Statistics

Port Selection| | Port 1

Enable

# _ Filter Name
1 | Filter1

w Operation |OR  |w

Mode

Filter Selection
= @ Layers
= ¥ MAC
@ Source MAC Address
@ Destination MAC Add
L2 Len Type
= & YLAN Layer
@ VAN ID
@ VLAN Priority

Filters
~ Enable LenType

LenType
i} 1 Warning : Leni{Type is not
Bytes available when higher layers

v bled.
Value |08 . 0§ |SrEEna
Mask |FF —|FF

= @ MPLS Layer

@ MPLS Label

- @ P
& Tos/DscP
@ Protocol
% Source IP Address | ¥

£ >
Layer Layer Summary
MAC W00 o W00 -.X'.X'-.X'.X'

e Similarly, verify the same filter is set on Port2 also
e Click Start to start Record and Playback

Step 19: Try to Ping from PC1 to PC2

e On PC1, open command prompt and try to ping PC2 as shown below:

BN Administrator: Command Prompt

lC:\I.Isers\gl:i.tteam)ping 172 _168.1.128

inging 192.168.1.128 with 32 hytes of data:

eply from 172.168.1.68: Destination host unreachable.
eply from 192.168.1.680: Destination heost wunreachable.
eply from 172.168.1.60: Destination host unreachable.
eply from 192.168.1.608: Destination host unreachable.

Ping statistics for 192.168.1.1208:

Packets: Sent = 4. Received = 4, Lost = {@x loss>.

C:sUserssglitteam

e Verify that all 4 pings fail. This is because Record and Playback application does not work in Passthrough mode, so packets are
not forwarded between Portl and Port2.

Note: Before sending out a Ping packet (ICMP Request packet), PC1 tries to resolve the IP address of PC2, using the ARP protocol.
So, Portl will receive ARP Request frames trying to resolve PC2's IP Address to its MAC address. Since these ARP frames are also
blocked by Port1, it will never reach PC2. So, PC1 will repeatedly try to send ARP packets trying to resolve PC2 IP address. So, in
this test, instead of capturing ICMP packets, we will try to capture these ARP packets and verify if capture works fine.

OGL Communications Inc.

818 West Diamond Avenue - Third Floor Gaithersburg, MD 20878

(V) 301-670-4784 (F) 301-670-9187  Web Page: http:/Aww.gl.com/
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Step 20: Try to Ping from PC2 to PC1

e Similar to the previous step, on PC2, try to ping PC1 so that we can capture some ARP packets on Port2 also. Verify that all 4 Ping
attempts fail.

B CAWINDOWS \system32hemd.exe — Ox

r o

a
ab
a

o

Step 21: Verify Results

e Wait till playback is over. After playback is done, verify that the “Playback from File Configuration” screen looks as shown in
the figure:

Fle View System Windows Help

— oo ication:
l:‘ = |:||:| oo ? x Application: |Record And Playback hdl
=) Record and Playback | Playback From File Configuration
= Port 1
@ Interface Playback Parts - playhack File Name
Filter Config 1 C:\Program Files (x86)\GL Communications Inc\PacketExpert10G'P B
Record/Playback Statistics 2 )
Part Statistics As per File Playback Size
= Port 2 0 i
@ Interface u O Frames @ ECF O Continuous
Filter Config
Record/Playback Statistics Transfer Rate | 150,00 Mbps
Port Statistics Status
Record To File Configuration
= layback D
Playback From File Configuration Playback Done
Aggregate Statistics File Info | File Size on disk: 0,430 (KB)
Aggregate Filter Statistics File Size on Onboard Buffer: 0.5000 {KB)

Frame count: 4
Port List: (1,1)

Progress [N

On board Buffer Status

0 GB Full
1] 4GB

e Inthe LHS tree, double click “Record/Playback Statistics” under each port (Portland Port2) to open the Statistics window in
two of the RHS panes.

o Verify that Portl has transmitted 4 frames.

o Verify that each Port — Portl and Port2 have captured and transferred some frames.

Note: There can be variable number of ARP frames captured, because PC1 and PC2 may keep sending other ARP frames (i.e. ARP
frames for other IP addresses other than PC1 and PC2, Ex: for Default Gateway). So, it's not guaranteed that specific number of

ARP frames are captured.

QGL Communications Inc.
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& GL. PacketbExpert10GTG - Hecord And Playback

File “igw Swstem ‘Windows Help

|:| = |:||:| DD 7 X #pplication: \Record And Playback [v]
= Record and Playback
=] Part 1
@ Interface Pt Seleckion [vl Reset
Fileer Config _ Playback Statistics | ¥alues Record Statistics Walues
RBEDrd,I'PFa';l-'baEk Statistics Plavback Time 00:00:03 Capture Duration 00:01:49
Port Statistics Transferred Frames to on board buffer | 4 Total Rx Frames 411
=2 Fort 2 Total Frames kransmitked 4 Frames not matched to filker 10
@ Interface Frames matched ko filker 153
Filter Config Orverflowed Frames 0
RecordyPlayback Statistics ?VB"FI!_UWBEC'I ED'-”"t Ul o
- ransferred Frames
Port Skatiski
fotond To e i Disk Wrike: Rate (Bytes/Sec) 0
&cord To Fle anfiguration Disk Wiite BuFfer Utilization (3] -
Playback From File Configuration Capture File Size (Bytes) 14 688

Adgregate Statiskics
Aggregate Filker Statistics

& GL Packetbxpert10G - Record And Playback - PlaybackPingRecordArp.pex10G.RecordAndPlayback.xml

File WView System Windows Help
: — S e
I:‘ = |:| EE 7 x Application: |Record And Playback [v]
= Record and Playback F‘.ECord,.'F'Iaybad{ Statistics
=] Port 1
@ Interface Port Selection [vl
Fitter Config N Playback Statistics |values | Record Statistics | values
RecordfP-Ia?badc Statistics Playback Time 00:00:00  Capture Duration 000134
Port Statistics Transferred Frames to on board buffer 0 Total Rx Frames 172
=) Port 2 Total Frames transmitted 0 Frames not matched to filter 75
@ Interface Frames matched to filter 43
Filter Config Overflowed Frames 0
| Record/Playback Statistics | ?V’arﬂf‘;"’"‘eﬂ ?“”t 23
— ransferred Frames
Port Statisti
R Du:II-T F.ISCES f i Disk Write Rate (Bytes/Sec) a
&cord o Hie Lonhguration Disk Write Buffer Utiization (%)| -
Playback From File Configuration Capture File Size (Bytes) 4128
Aggregate Statistics
Aggregate Filter Statistics

e Click Stop button to stop Record and Playback.

e On PCl1, stop capture, and verify that 4 Ping Reply messages are captured as shown below:

,‘ PingReply.ntar
File  Edit Miew Go Capture Analyze Statistics  Telephony  Wireless Tools  Help

Aamo® Re=2==fF LI =EQAQaH

Filter: | icmp ~ | Expression.. Clear Apply Save

Mo, Tirme Source Destination Protocol  Length  Info
1 2. 22aa20a2aa 192.168.1.12@ 192.168.1.6@ ICHP 74 Echo (ping) reply 1d=0x0021, seq=36@/26625, ttl=128
2 1.913487488 192.1668.1.128 192.168.1.6@ ICHP 74 Echo (ping) reply 1d=0:x0081, seq=361/26881, ttl=128
3 2.@27A88500 192.168.1.12@8 192.168.1.6@ ICHP 74 Echo (ping) reply 1d=2x0021, seq=362/27137, ttl=128
4 3. 241431688 152.168.1.128 192.168.1.68 TCHP 74 Echo (ping) reply id=@xeeel, 5Eq=363f27393, ttl=128

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (522 bits) on interface 1

Ethernet II, Src: Giga-Byt Sc:ff:el (fcraa:ld:Sc:ff:6l), Dst: Giga-Byt_S4:ab:3e (@@:1f:d@:54:ab:3e)
Internet Protocol Yersion 4, Src: 192.168.1.12@, Dst: 192.168.1.6@

Internet Control Message Protocol

aoo2 8@ 1f Jd@ 54 ab 3e fc aa 14 S9c ff &1 28 @2 45 20 S T
GE10 @@ 3c F@ ad 20 @2 20 @1 46 @f c@ a8 @1 78 c@ a8 P 4 TR

2022 @l 3c 22 2@ 53 f3 @2 @1 @1l 68 6l 62 63 &4 65 &6 PSR- habcdef
Q030 67 68 6% fa b 6c Ad fe &f 7R F1 72 73 74 75 76 ghijklmn epgrstue
G4 FF 6l B2 63 64 65 66 67 68 69 wabcdefg hi
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Communications

PacketExpert™ - Record Only, Playback Only, Record & Playback

(PXG105)
Quick Verification- 10G Ports

e On PC1, go to the PacketExpert10G installation folder, and open 'RecordPlaybackCapture.ntar* file with Wireshark. In the
filter window, apply filter to check ARP packets meant for PC2's IP address, in this case 192.168.1.120, as shown in the figure
below:

Enter filter text like this: “arp.dst.proto_ipv4 == 192.168.1.120” to check ARP frames meant for PC2. Verify that some ARP
frames are displayed.
M RecordPLaybackCapture ntar
File  Edit  MWiew Go  Capture  Analyze  Statistics  Telephony  Wireless  Tools  Help
4w s RE QRes=EF i = aqaaH
[ [arp.dst proto_ipv4 == 192.168.1,120
Mo. Time: Source Destination Protocol  Length Info
43 19.44487200@ Giga-Byt_S54:ab:3e Broadcast  ARP 6@ Who has 192.168.1.1287 Tell 192.168.1.6@
44 2@.3517174@@ aiga-Byt_S54:ab:i3e Broadcast ARP 6@ Who has 192.168.1.1287 Tell 192.168.1.6@
48 21.36566968@ aiga-Byt_S4:ab:i3e Broadcast  ARP 6@ Who has 192.168.1.1287 Tell 192.168.1.6@
53 22.35493920@ Giga-Byt_S4:ab:3e Broadcast  ARP 6@ Who has 192.168.1.1287 Tell 192.168.1.6@
565 23.36240058020 Giga-Byt_S4:ab:3e Broadcast  ARP 6@ Who has 192.168.1.1287 Tell 192.168.1.6@
57 24360754020 Giga-Byt_S4:ab:3e Broadcast  ARP 6@ Who has 192.168.1.1287 Tell 192.168.1.6@
59 25.35985790@ Giga-Byt_S54:ab:3e Broadcast  ARP 6@ Who has 192.168.1.1287 Tell 192.168.1.6@
61 26.3575@45020 Giga-Byt_S4:ab:Ze Broadcast  ARP 6@ Who has 192.168.1.1287 Tell 192.158.1.6@
63 27.3558604020 Giga-Byt_S4:ab:3e Broadcast  ARP 6@ Who has 192.168.1.1287 Tell 192.158.1.6@
&4 28.355@3650Q Giga-Byt_S4:ab:3e Eroadcast  ARP 6@ Who has 192.168.1.1287 Tell 192.168.1.6@
Frame 43: 6@ bytes on wire (48@ bits), 6@ bytes captured (482 bits) on interface 1
Ethernet II, Src: Giga-Byt_ 54:ab:3e (@@:1f:d@:54:ab:3e), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (regquest)
ff ff ff ff ff ff 2@ 1f d@ 54 ab 3e @8 @A @@ @1  ........ -
05 @2 25 @1 22 @1 @2 1f d@ 54 ab 3e ¢@ a8 @1 3¢ ........ LTora €
22 22 00 02 22 22 c@ af @1 Y5 00 90 20 00 @2 @2  ........ e
22 22 02 92 22 22 22 99 92 @2 @@ @@ 0 saieeees
o Verify that some ARP frames are captured as shown in the figure.
o Clear the filter, and enter filter text to filter ARP frames meant for PC1 (from PC2), in this case 192.168.1.60. Enter filter text

like this: “arp.dst.proto_ipv4 == 192.168.1.60”, to verify that some ARP frames are displayed, as shown in figure below:

M RecordPLaybackCapture.ntar
File  Edit Miew Go Capture Analyze  Statistics  Telephony  Wireless Tools  Help
A m 3@ RE e i (EaaQa
[ Jarp.dst.proko_ipwe4 == 192.168.1.60]
Mo, Tirne Source Destination Protocol  Length  Info
1 2.00200200028 Giga-Byt Sc:ff:6l Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.128
3 2.842976020  Giga-Byt Sc:ff:6l Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.12@8
7 1.883574402 Giga-Byt Sc:ff:6l Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.12@8
11 2.48417950@ Giga-Byt_dc:2@:az Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.65
13 3.@2798310@ Giga-Byt Sc:ff:6l Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.12@8
14 3.4@2348000 Giga-Byt_dc:2@:az Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.65
16 3.8@3437700 Giga-Byt_ Sc:ff:6l Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.12@8
17 4.4@2491800 Giga-Byt_dc:2@:a2 Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.65
19 4.8@3952700 Giga-Byt_ Sc:ff:6l Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.12@8
26 7.925754200 Giga-Byt Sc:ff:cl Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.128
28 5.803775000 Giga-Byt 9c:ff:cl Eroadcast ARP &0 Who has 192.168.1.6087 Tell 192.168.1.120
32 9.804232800 Giga-Byt Sc:ff:c6l Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.12@8
35 12.819924808 Giga-Byt Sc:ff:6l Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.12@8
37 11.88349102 Giga-Byt Sc:ff:6l Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.12@8
38 12.468861500 Giga-Byt dc:2@:a2 Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.65
39 12.88372330@ Giga-Byt Sc:ff:6l Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.12@8
42 13.402106200 Giga-Byt_dc:2@:az Broadcast ARP 6@ Who has 192.168.1.6@7 Tell 192.168.1.65
A5 snnamAEAS S fde de.nn lmmmodmm i ann P a aena sa Tell a;n acnoa er
Frame 1: 6@ bytes on wire (48@ bits), 6@ bytes captured (482 bits) on interface @
Ethernet II, Src: Giga-Byt Sc:ff:61 (fc:aa:l4:9c:ff:61), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Reseolution Protocel (request)
ff ff ff ff ff ff fc aa 14 9c ff 61 25 @6 @@ @l -
03 00 @6 B4 2@ @1 fc aa 14 9c ff 61 c@ a8 @1 73 PP 4
22 22 Q2 22 @2 2@ c@ a8 @1l Sc o2 Q2 o2 22 o2 e P
22 22 92 2@ @2 22 o2 @2 o0 o2 o2 a@
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(PXG105)

O GL PacketExpert™ - Record Only, Playback Only, Record & Playback
— Quick Verification- 10G Ports

Communications

Step 22: Start Playback on Port2 (with the previously captured file) and verify results

¢ In the function tree, double click on “Playback from File Configuration” to open in one of the RHS panes:
e In the Playback File Name path, change the filename to “PingRequest.ntar”, while retaining the path
e Change the Playback Ports to Port2 so that traffic is sent out on only Port2.

&9 GL PacketExpert10G - Record And Playback - PlaybackPingRecordArp.pex10G.RecordAndPlayback-xml

Fle View System Windows Help

I:‘ % |:||:| EE ? x Application: |Record And Playback [v]
= Record and Playback
= Part 1
@ Interface Playback Ports playback File Name
Filter Config 1 | (%86)\GL Communications Inc\PacketExpert 10G\PingRequest.ntar |E]
Record/Playback Statistics M
Port Statistics S per Fiie Playback Size
= Port 2
® Interfoce 0 () Frames | (® EOF | (O Continuous
Filter Config
Record/Playback Statistics Transfer Rate | 150,00 Mbps
Port Statistics Status
Record To File Configuration
| Playback From File Conﬁguraﬁon| F
Agaregate Statistics File Info
Agaregate Filter Statistics
Progress
On board Buffer Status
0 GB Full
1] 4GB

e Click Start to start Record and Playback
o Wait till Playback is done. Verify that Port2 has sent out 4 frames

& GL PacketExpert10G - Record And Playback - PlaybackPingRecordArp.pex10G.RecordAndPlayback.xml

File WView System Windows Help
l:‘ % |:||:| EE ‘? x Application: |Record And Flaybadk [vl
= Record and Playback Record/Playback 5
=] Port 1
@ Interface Port Selection [vl Reset
Filter Config N Playback Statistics |values || Record Statistics | values
Record,’PlIaybadc Statistics Playback Time 00:00:03 | Capture Duration 000134
Port Statistics Transferred Frames to on board buffe] 4 Total Rx Frames 17z
=] Port 2 Total Frames transmitted 4 Frames not matched to filter 5
@ Interface Frames matched to filter 43
Filter Config Overflowed Frames 0
Overflowed Count ]
Transferred Frames 43
) ) Disk Write Rate (Bytes/Sec) 0
Record To File Configuration - Disk Wirite Buffer Utiization (%) -
Playback From File Configuration Capture File Size (Bytes) 4128

e OnPC2, in Wireshark, stop capture and verify that 4 Ping Requests are captured in Wireshark as shown below:

M “Ethernet (not tcp port 3389) [Wireshark 1108 (v1.10.8-2-95235244 from master-1.10)]

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

e@edE ¢ ELEXS AesdTL EE QA0 @M% O

Fi\tar: | Expression... Clear Apply Save

Mo. Time Source Destination Protocol  Length  Info

28 5.435592000 192.168.1.60 192.168.1.120 request 1d=0x0001, seq=325/17665, tT1=128
33 6.446041000 192.168.1.60 192.168.1.120 IcMP 74 echo (ping) request id=0x0001, seq=326/17921, trl=128
37 7.460117000 192.168.1.60 192.168.1.120 ICMP 74 echo (ping) request 1id=0x0001, seq=327/18177, ttl=128
40 8.474013000 192.168.1.60 192.168.1.120 ICMP 74 echo (ping) request 1d=0x0001, seq=328/18433, ttl=128

Frame 28: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0

Ethernet II, Src: Giga-Byt_54:ab:3e (00:1f:d0:54:ab:3e), Dst: Giga-Byt_9c:ff:61 (fc:aa:14:9c:ff:61)
Internet Protocol version 4, Src: 192.168.1.60 (192.168.1.60), Dst: 192.168.1.120 (192.168.1.120)
Internet Control Message Protocol

0000 fc aa 14 9c ff 61 00 1f dO 54 ab 3e 08 00 45 00 ceevado. JT.= L E.
0010 00 3c 21 e4 00 00 80 01 94 d8 cO a8 01 3c cO a8 oo L <.
0020 01 78 08 00 4c 16 00 01 01 45 61 62 63 64 63 66 .X..L... .Eabcdef
0030 67 68 69 6a 6b 6¢c 6d 6e &f 70 71 72 73 74 75 76  ghijkimn opgrstuv
0040 77 61 62 63 64 65 66 67 6B 69 wabcdefg hi
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