O GL MAPS™ LTE eGTP — S5S8 (PKS142) and PacketLoad (PKS172, PKS174)
C‘om:vnunicati(ms QUiCk Vel’ification GUide

If this is your First-Time-Use of MAPS™ LTE eGTP (S5S8 interface) application, then we recommend you follow all
the steps explained in MAPS-LTE-eGTP-Quick-Install-Guide to install MAPS™ LTE eGTP application before
proceeding with the steps below.

PacketLoad Web Configurations
PacketLoad is available in following platform variants -

° PacketLoad™ 4 x 1Gbps (PKS172) - Data Traffic Generator 1U Rack Appliance with 4 x 1Gbps NIC interfaces: total
capacity of up to 4 Gbits/sec Stateful TCP/HTTP Traffic.
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o PacketLoad™ 4 x 10Gbps (PKS174) - Data Traffic Generator 2U Rack Appliance with 4 x 10Gbps NIC interfaces: total
capacity of up to 40 Gbits/sec Stateful TCP/HTTP Traffic
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° Place the device on a sturdy surface or install into a 19” rack.

° Do not block any airflow vents for proper operation and cooling. The system uses side and back vents for cooling.

o On a single-4-port setup, the first 2 ports (non-Management) from left to right (EthO and Eth1) are Server ports, and the last 2
ports (Eth2 and Eth3) are Client ports. The ports are paired “Eth0-Eth2” and “Eth1- Eth3”. For multi-box configurations, all
ports can be configured as Servers or Clients. The ports are used as Server—Client pairs for testing the DUT. Appropriate
Ethernet cables should be used.

° Insert the power cable into device and then into the power outlet. The switch in the back of the system turns on the system.
Insert the Ethernet cable into port MGMTO, and the other end into your Laptop or PC, or your network
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Access the Configuration

e Assignan IP address to the PacketLoad device. :“P“M“d ‘"_"192168 :W ——
Make sure that the PC and the PacketLoad ittt i A
device are in the same subnet ™
. : ' . Packetload
e Access the device using the browser by entering 55 GL Comrannications Inc. Control Center
the IP address assigned to the PacketLoad : ‘
appliance, http://192.168.1.1
Note: The Login page also provides the PacketLoad (
appliance model details such as the Serial Number, Please Login kodeldiackeloadltRReronnend
Software Version, IP address, MAC Address, and cenaltumbers ggggggggg@q
other related information as seen in the figure SystemRevision: 00000003
Username: root Mgmt 0 TP Address: 192.168.1.1
Password: eees Mgmt 0 MAC Address: 00:26:14:02:29:28
o Provide the following login credentials: e Mt Abass: oo s
> Username = root Svster!'l Date: Tue Sep 6 15:27:44 IST 2016
Free Disk Space: 832,70 GB
> Password = root

° Click “Login” button and login to the main menu as seen in

the figure below. o Bw e e
g Gl[’?cke“.("adlm User: root ""f h\ o m
e Under the Administration menu click on Configure e Sundes ancinige Resiis B
System and select the System Setup from the drop down B e e
to configure the IP address for Management Ports (Mgmt e
0’ Mgmt 1) Manage Payloads v Create Test Configurations s Manage Test Configurations ~ ~
Administration
Configure System Logout User's Guide
Multi-System Setup
Restore Defaults
Firmware Update
Change Login
Reboot System
Halt System

° Configure the system by defining all the new parameters

» Assign new IPV4 address (make sure that the PC and
PacketLoad should be in the same subnet series)

- Gll’i(wl(ellllad'" User: root

ications Inc.

> Enter all the other network parameters and save the
configuration e T
Model: PacketLoad 634 "Performer"
- - - Mgmt 0 Mgmt 1
» Click on Save a_nd Commlt: Pack_etLoad will save all the ova Addre e e T s
changes made into the configuration and restart the e Toammo] il | Somarevesex  cwmmoiazy
networking configuration. Networlc: 192.168.12.1 19216820 | | Mgmt01P Address:  192.166.12.60
Gateway: 192.168.12.1 192.168.2.0 Mgmt 0 MAC Address:  00:26:14:02:29:d0
. Mgmt 1 IP Address: 192.168.2.1
Note: - Record these values for future reference if needed. Brasdcast 10216012255 19216822550 1| | mgmt 1 MAC Address: 00:26:14:02:29:01
DNS Server: 192.168.1.2] 192.168.2.0; System Date: Mon Apr 24 10:31:16 IST 2017
DNS Domain| Free Disk Space: 843.93 GB
. PacketLoad now will be found at the new address as configured, e Peckeyen
to access the device go to web browser and enter the new address -
Save Commit
http:// new_address
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o To change the login credentials, click on the Configure System Administration
under Administration and select Change Login.

Conure System v logout  User's Guide
System Setup

Multi-System Setup
Restore Defaults
Firmware Update

*

Reboot System

Halt System

o Enter the new Username, Password and click on the Update Login.

Change System Login

Username:
Password:

Confirm Password:

PacketLoad Software Installation

PacketLoad software installation is required to load different traffic (HT TP/PCAP) configurations on to the PacketLoad 1G/10G
Hardware device.

e Runthe MAPS-PacketlLoadx64.exe executable file from GL’s installation USB stick. Follow the on-screen instruction to
complete the installation procedure.

° Double-click on the PacketLoad shortcut icon EEHEIREE ctreated on the desktop to invoke MAPS™ Packet Load application.

° By default, Testbed Setup Configuration window is invoked. By default, ‘TestBedDefault’ configuration is loaded in the
window. Verify and validate the highlighted parameter settings:

Client IP Address = [Local IP address]

PacketLoad IP Address = [Device Management Port IP address]
PaketLoad Traffic Type = HTTP/PCAP Traffic

PaketLoad Traffic Mode = GTP to GTP

GG MAPS {Message Automation Protocol Simulation) Packetload - [Testbed Setup - TestBedDefault]

@Cﬂfwatinns Emulstor Reports Editor  Debug Tools  Windows  Help

QE s PR o s s sl
~a= =]

Config |va|ue |
=] Padketioad _HDTrafficType
Client IP Address 10,10.1.29 Seleck Option
Packetload IP Address 10,10, 1.6 !
t Packetload Traffic Type HTTP Traffic i |— P Traffic ;l
....... Packet oad Traffic Mode GTP Ta GTP
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PacketLoad Profile Configuration
° From main window, select Editor = Profile Editor. This will invoke Profile Editor window.

° By default, in the Profile Editor window PacketLoad Configurations file is displayed.
° On the left-pane, select PacketL.oadConfiguration, and set the PacketLoad Traffic Type as PCAP/HTTP.
° If PacketLoad Traffic Type is set to PCAP, the following are configured -
HTTP Rate Percentage =0
PCAP Rate Percentage = 100
° If PacketLoad Traffic Type is set to HTTP, the following are configured -
HTTP Rate Percentage = 100
PCAP Rate Percentage =0
o

Depending on the PackLoad device connected (1G/10G), configure the Total Port Bandwidth in Mbps
For 1G PacketLoad device, configure Total Port Bandwidth in Mbps = 1000
Similarly, for 10G PacketLoad device, configure Total Port Bandwidth in Mbps = 10000

° Click on H to save the profile. Exit from Profile Editor window.

] MAPS (Message Automation Protecel Simulatien) PacketLoad - [Profile Editor - Packetload Configurations]
u Configurations Emulator Reports Editor Debug Tocls Windows Help
QE DB BN« E sl L O
HR .
it Proliles (E dit-F2) Config Value ~
QISR P EN R | (=) PacketloadConfiguration | Primary_Traffic_Type
Configuration Type Dynamic Select Option
PacketLoad Traffic Type
Total Port Bandwidth in Mbps PCAP 5|
" "HTTP Rate F‘é'rcenrage . . . "
PCAP Rate Percentage
HTTP File Mame 1024_Bytes bt
PCAP File Mame ETSl.pcap
H=l HTTP
= GET Vs POST a7
= SYN Burst Rate 20
TCP Session Termination FIN
TCP Session Optimization Standard Session
- Session Max Segment Size 1424
— Zero Data Transaction Disable
H=l Dynamic User Contrel
Maximum Number of Users Per Client Port 100000
H=l TCP
= MNumber of Client TCP Ports 16384
- TCP Port Mumber Start 32768
— TCP Port Number End 65330
I~ System Configuration Mode Single Packetload Clients-Servers
= Server GTP Encapsulation Enable
 Client GTP Encapsulation Enable
= Port Configuration Mode Transparent Mode
H=l HD Traffic Parameters
L;l Devices 1
Lj Devices 1 Add | Insert Delete |
| HD Management IP Address 192.168.12.60 oY (1| pionertes
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° Click on Start to start the Test Bed Setup.

5 Note:
Ensure to start Packet Load before running LTE eGTP (S5S8) application configured.

° The PCAP or HTTP traffic configuration can be verified in the PacketLoad web browser (http://192.168.1.1), refer to figure

T our Etho  Etht  Eth?  Eth3 l" L "l
™ .
PacketLoad" =% e 50806 L4 Packetload LR D @ O 9O @ E I
Y@ TR e Mode - Server_Client e 16 1 1 T e 8 G1 Commumications Ine Mode - Server_Client &= &= = E f—
Current Configuration: «GLConfig.cig» e} Current Configuration: «GLConfig.cg» S —
New Test Modify Test
= odify Te New Test ‘Modify Test
Iteration Time: ~ 1.2 hours Size (bytes): 6644 MSS: 1424 PDU: 1514
[ stop | Abort | [ Rate |
[Tt acton | o] Tol i pace] 0] Packets | stop |[ Abort | Re-Run [ Detail [ Rate |
[Padketioss | 0][%Packetioss | o] Dynamic User Mode [Total T Packets[ 0 | Total R Packess || 0]
Packetloss || 0] % Packetloss | 0] Dynamic User Mode
( HITP ) Mode: MANUAL RUN -
oL Troper o Tteration: 1 e Mode: NA
i Goanertins] | ][ Closed Gonnections | 0 T e | o Tteration: NA
= PCAP TX Packets | 0 || PCAP RX Packet= || 0 | -
[sexcomecson hate [ 144782 ][ comention e[ 0] Connection Rate: 0 State: Continuous
Ad [Acive [ o]
[eleced | o

MAPS™ LTE eGTP (S5S8) application Verification

Functional verification of MAPS-LTEeGTP application requires a system with 2 NIC cards for testing. MAPS-LTEeGTP is
configured as PDN GW (Packet Data Network GateWay) on one NIC and as SGW (Serving Gateway) on the other.

Note down the IP address of NIC1 and NIC2, in this example the IP addresses used and configured are:
> NIC1 IP address is 192.xx.xx.125, and configured as PDN GW

> NIC2 IP address is 192.xx.xx.124, and configured as SGW
*Note: In this test scenario, we have configured MAPS™ LTEeGTP as SGW generating calls and PDN GW to receive calls.

First MAPS™ L TEeGTP (GUI) — (PGW)

Adapter Infoimation

ADAPTER INDEX FOR IP TRANSPORT HANDLER

e Right-click on the MAPS-LTEeGTP application using shortcut icon created on the
desktop and select ‘Run as Administrator’. This instance of MAPS™ is configured for
Call Reception

e  While invoking the first MAPS-LTEeGTP instance, verify the following in the
Protocol Selection window -

> Protocol Standard is setto LTE eGTP

> Protocol Version to RELEASE 9
> Select Node as PDN GateWay. Click Ok

Mumber Of Devices = &

[apTer Index =
MAC Address = 0-7-e5-b5-fe-5
Ip Address = 192,168, 13,124
Ip Address = 192.168,13.130

Tt den = T
MAC Address = fc-aa-14-32-bd<6
Ip Address = 192.168,13.125
Ip Address = 162.168.13. 127

Adapter Index =0

MAC Address = fc-aa-14-92-bdc8

Ip Address = 192,168, 13.120

Ip Address = 192.168.13.121

Ip Address = 192.168.13.123

Ip Address = 122.168,13.128 v
< >

x®
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e By default, Testbed Setup window is displayed, loaded with & Configurations _Emulstor _Reports _Editor_Debug Tools_Windows _Help
TestBedDefault configuration. Verify and validate the following o = | i » B | (N B ER) ||:| = B2
parameter settings: H R

> The Display Adapter Info option from the Help menu o
displays all the network adapters available in the system. Comfig (Halus
Choose and set the Traffic Adapter Index value displayed oy e
against the IP address in use. 5 BGW 1

Set PGW IP Address to 192.xx.xx.125 (NIC1 IP address) == TRl 2

PGW Port 2124

Set PGW Port to 2124 PGW IP Address for Traffic 182.168,13.125
Set SGW IP Address to 192.xx.xx.124 (NIC2 IP address) 5 :;”:c"::ff;;:;;j: 2152
Set SGW Port to 2124 SGW IP Address 192.168.13.124

S5GW Port 2124
- =l Traffic Parameters
‘ Traffic Enable

Set Traffic = Enable

Set PacketLoad Traffic Type = PCAP/HTTP Traffic [Note:
Make sure that the same PCAP/ HTTP traffic type is also
configured in the PacketLoad Testbed Setup]

YV VYV VY

PacketlLoad Traffic Type PCAP Traffic
PacketLoad Management IP Address 192.168.12.60

=l Protocol Configuration Options

> Set PacketLoad Management IP Address = PacketLoad Primary DNS IP Address 162.168.1.3
. Secondary DNS IP Address 88828
Device IP Address Gateway IP Address 192,168,121
A H Subnet Mask 255.255.0.0
> Click Save button and save the changes to the same 5] APN Configuration 2

End User Configuration M5_Profilesxml
Type Of UE Smulation Profiles

the TestBedDefault configuration file.

CSV FileName W92.168.13.13 e A MS_Profil
e  From main window, select Editor = Profile Editor. This
will invoke Profile Editor window. 2SI BEET - LS (EC
HE .
i i ) . #t | Profiles [EditF2)  ~ |Config Value
e  On the Profile Editor window, click on and select % | Frame Pattam ABCDEFI12233
MS_Profiles. Click on OK. 2 MSProfiledn2 (8 Frame Size
) Frarne Size Type Variable-Inereazing
3 M3Profile0n3 Maximum Frame Size 1000
e  Select MSProfile001, scroll-down to Mobile Traffic 4 MSPralie0ns Q’“:;.“‘“;:f“am‘i“ e
" . 5 MSProfile005 rame Type e
Parameters, and set the Traffic Type as HDTraffic. o Packet Numbers 100
& M3Profile00G —  Inter Frame Gap 100
7 MSProfile007 —  GTPU Rermote Address 192.168.3.1
8  MSProfieDos L=l Mobile Traffic Pararmneters
e Clickon E to save the profile. . - TCP Serverlp 192.168.114.65
P 9 MSProfie00s L TCP portfor HTTP 20
10 MSProfiledln - 05 Socket Disable
e  Start the PGW TestBed Setup.

e  Onthe same MAPS-LTEeGTP main window, from Configuration menu - select Incoming Call Handler Configuration
and invoke the window. Verify that S5S8CallControl.gls script is set against Create Session Request message. Exit from the

window.
(n ] Incoming Call Handlers Configuration - default - = ﬁ
tezzage Mame Scipt Mame Sernipts
SESECalContiol gls SESECaContmal gls @ Sequence
Echo Regquest Fath Management Frocedures.gls
Delete Session Request ) Random
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Second MAPS™ LTEeGTP (GUI) — (SGW) R

~

e Right-click on the MAPS-LTEeGTP application using shortcut icon created on the
desktop and select ‘Run as Administrator’. This instance of MAPS™ is configured for
Call Generation.

ADAPTER INDEX FOR IP TRANSPORT HANDLER.

Number Of Devices = 4

apter I
MAC Address = 0-7-e9-b5-fe-5
Ip Address = 192.168.13.124

Ip Address = 192.168.13.130

Iapter Tndex =
MAC Address = fc-aa-14-92-bach.
Ip Address = 192.168.13.125
Ip Address = 192.168.13.127

e  While invoking the second MAPS-LTEeGTP instance, verify the following in the
Protocol Selection window - U
> Protocol Standard is setto LTE eGTP Py

Ip Address = 192.168.13.121
Ip Address = 192.168.13.123

> Protocol Version to RELEASE 9 1o Addhess - 192168.13, 123 v

< >

> Select Node as Serving GateWay. Click Ok L&

e By default, Testbed Setup window is displayed. Click and select TestBedDefault_S5S8 and check for the parameter
default values as listed below:

> h . I d f . f h I 61 Configurations Emulator Reports  Editor Debug Tools Windows Help
T ¢.aD|spayA apter Info option ron_1t el—_|ep OF e sl ¢ H: S L6
menu displays all the network adapters available in the 0
system. Choose and set the Traffic Adapter Index value — S — |
. . . onfig alue
displayed against the IP address in use. = SGW Configuration '
|- Traffic Adapter Index
> Set SGW IP Address to 192.xx.xx.124 (NIC2 IP
addl‘eSS) zg:::oiddless ;?;41 68.13.124
> SetSGW Portto2124 e e
> Set PGW IP Address to 192.xx.xx.125 (NIC1 IP e o Code
add ress) Mobile Network Code
=] PGW Cenfiguration
> Set PGW Port to 2124 | POMIP Address
> Traffic = Enable et _—
> Set PacketLoad Traffic Type = PCAP/HTTP Traffic Packationd Munsgement P Addhess 192160260
[Note: Make sure that the same PCAP/ HTTP traffic type PacketLoad Traffic Mode GTP To GTP
is also configured in the PacketLoad Testbed Setup] T S
> Set PacketLoad Management IP Address = r— e

PacketLoad Device IP Address
> Click H Save button and save the changes to the same TestBedDefault_S5S8 file.

LE Configurations Emulator Reports Editor Debug Tools  Windows Help

e  From main window, select Editor = Profile Editor. = Z » 3|8 B e '~ [f D
This will invoke Profile Editor window. Sl Ol v ¢ Wikt io

CLIE
] . . ] # | Profes [EdtF2) __ ~  Config [vatue
e On the Profile Editor window, click on and 1 MSS558Fmofle0001 L Packet Numbers 100
select MS_S588PI’OfI|ES. Click on OK. 2 MSS558Pafilea0002 [ Imter Frame Gap 100
— GTPURemote Address 192.168.3.1
3 MSSSS8Profils0003 {=] Mobile Traffic Parameters
e Select MSS5S8Profile0001, scroll-down to Mobile 4 MSS558Profile0n04 [~ UDP SrcPort 2152
Traffic Parameters, and set the Traffic Type as 5 MSSE58Piofie0005 [ UDP DstPort e
¢ ! yp ) - TCP Serverlp 192.168.114.65
HDTraffic. §  MSSSSaProfils000G L 7CP port for HTTP 20
7 MSS558Profile0007 = Transmission Type Once
8 MSSSSEPIoile0008 —  Start File Count 1
. H . § —  Traffic File Name www.etsi.org
e Clickon to save the profile. 9 MSST8EPfie0003 L File Count For Concurrent and Sequential 3
10 MSS5E58Profile0ln |- File Playback Count 1
11 M55558Pofile0011 |- TxFile For Once Transmission from List 5
e  Start the SGW TestBed Setup. | 05 Socket Disable
12 MSSE58PofieDll2 Yeafi Type i
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7
e Inthe second MAPS-LTEeGTP (SGW) instance, click the Call Generation =% jcon on main window, and invoke the Call
Generation window.
> By default, you will observe multiple call instances loaded with S558SessionControl.gls scripts and
MSS5S8Profile00** profiles. Note: If the profile is not loaded, click on the call instance in the Profile column and
select the configured MSS5S8Profile0001 profile and set it for the call instance.
> Select the call instance loaded with S5S8SessionControl.gls script and MSS5S8Profile0001 profile in the Call
Generation window and click __ Stat | button to initiate the call generation.
e  Wait for the calls to terminate and verify the call flow under the Message Sequence tab at both generation and reception end.
e  Select any message in the ladder diagram and observe the respective decode message on the right pane for the respective
message.
MAPS (Message Automation Protocol Simulation) Serving GateWay (LTE eGTP RELEASES ) - [Call Generation - CallGenDefault] = =
B Configurations Emulator Reports Editor Debug Tools Windows Help HEE
QL% BB IE S66 <L 0
HE . B ldal
SrMa  Seri Call Info Script Execution Status Events E Result Total lterations  Completed Iterati.. &
i 55! Start | SESSION-TERMINATED nere (NI =
2 55305 ession Start | Hone Urknown 1 [
a SREASssinnCankol ls MSSRSAPfilRNING Shart | Hene | Vrkrrwr 1 n o
< m >
add Delete Insert Refresh Start Start Al Stop Al Abart Abort Al
Save Column Width {1 [ ] Show Latest
SGw FGW & Find _
Create Session Request 19.12-95 757000 0000 Version SR Baee - oo, 6TP-C :
4 ListEEEssonliesperse 12:12:36.873000 oo TEm D T miane meeseee -
N T e el )
LA Dielete Session Fespanse S - ooo0g i;g\i\enca HNunber : 0 (x000000)
) et 000C Information Element Id = 00000001 Internaticnal Mobile Subscriber
000D Length = g (x0008)
T e  hottantzosest
oolg Hirlii];fma:ion Element Id : 01001100 MSISDMN
0015  Length = & (x0005)
00lE Instance = ....0000 (o)
MEISDH = 201z041631
w |[loozl U;:;ai:::;;inlzi::::néu;? : 01010110 User Lacation Info (ULI) v
< m > < m >
Scipls ) Message Sequence { Event Config ), Serpt Flow
@ Initialisation Errars @ Error Events @ Captured Errors @ Link Status Up=0Down=0
e Return to first instance of MAPS-LTEeGTP (PGW), click ﬁj" icon and invoke the Call Reception window. Observe that the
calls are automatically received running the Rx script.
s | User Defined Graphs - =
e On MAPS™ SGW (or PGW) main menu, from Report menu T
- select User Defined Statistics to invoke Statistics window. - @ Fi o = I
e  Similarly, from MAPS™ SGW (or PGW) main menu, from l==no l—l e TI - \j T "l_l

Report menu = select User Defined Graphs to invoke Graphs
window as shown below. All the four graphs Bandwidth on
each port, HTTP and TCP Traffic Graph, and number of Added
and Stopped Users ratio Graph are displayed as shown in the
figure below.

n Microsec

HTTP Latency_Stats
HITE Latency_Curent

—— HTTP Latency_tin

— HITR Latsncy_Max.

in Mucresec

TCP_Latericy_Current
— TCP_Latency_pn
TP _Latarvy_Max

Acded 4399
I Stocoed; 39998
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