O GL IPNetSIm™ 1G Rack (IPN502)

. Quick Verification
Communications

If this is your First-Time-Use of IPNetSim™ rack option, then we recommend you to follow all the steps
explained in IPNetSim-Quick-Install-Guide before proceeding with the steps below.

Quick Checkout

The IPNetSim™ 1G functional verification can be performed using a single IPNetSim™ 1G/10G hardware unit.

‘IPNetSim’ test scenario is demonstrated on 1G/10G rack unit and a Test PC, where Ethernet port of Rack PC is
connected to Port 1 (1G) of IPNetSim™ hardware unit and Ethernet port of PC2 is connected to Port 2 (1G) of
IPNetSim™ hardware unit using Ethernet cables, as shown in the figure.
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The IPNetSim™ application and the related license are pre-installed on the rack PC. Plug the monitor and get
started with the application as explained in the steps below.

Before we perform the actual test, perform the following changes in both the Rack PC and PC2. Disconnect PCs
from the public or private networks and create a small isolated network. Turn-off windows firewall for both private
and public networks on each PC. Assign Static IP address to each PC, subnet masks, and default gateway
addresses.

The IPNetSim™ acts as a transparent bi-directional link between PC1 and PC2, and they work as if connected
directly, back-to-back.

This is the simplest possible network configuration, and helps configuring WAN conditions in a simple lab setup,
emulating real world conditions without any elaborate setup.

We will conduct a simple Ping test between IPNetSim™ PC1 and Test -PC2, verify the basic Stream Definition and
WAN Emulation functionality.

Note: To use LC optical cables (for Optical Interface) in the following test, requires NIC card with optical ports on
the PC.

Step 1: Note down the IP Addresses of PC1 and PC2

We need IP addresses of PC1 and PC2 to conduct Ping test. Note down the IP addresses of both the PCs. In this example, the

IP Addresses used are:
> PC1-192.168.1.60

» PC2-192.168.1.127
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Step 2: Connect the cables

Perform Test on Port 1 and Port 2 (Electrical or Optical Interface)

e For Electrical Interface type, connect Port 1 to PC1 using Ethernet cable as shown in the figure. Connect Port 2 to PC2
using Ethernet cable

e For Optical Interface type, plug-in SFP Transceivers to the optical ports and connect Port 1 and PC1, and connect Port 2 and
PC2 using LC optical cable (refer to figure).

Note: Make sure SFP is properly locked and the optical cable is properly plugged-in

GL Communications Inc. IPNetSim GL Communications inc. IPNetSim
Port 1 Port 2 —Port 1 Port Port 1 Port 2: Port 1 Port
— —— =
- ||| [ eoee o = (=] | [=m]| coee o
- Pi (e} Status Programmable 110 Stalus

10110011000 Mbp) 10 Gbp! 10011000 Mbp 10 Gbp

1 i | |
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Ethernet Cable SFP Transceivers and connect LC optical cable

PC1 PC2 PC1 PC2

Step 3: Launch IPNetSim 1G Application

FPQ;
7
IPMetSim1G,
e Double click on the IPNetSim1G shortcut icon ==& created on the desktop and the application should invoke without

any errors.

Note: The application may take some time to get started due to hardware and software initializations.

Step 4: Load the pre-configured Stream definition
e From IPNetSim main screen, go to File menu - select Load PacketExpert

Configuration File option.

View System Windows Help

Load IPNetSim1G Configuration File
Save IPNetSim 1G Configuration File As

Factory Use

Exit

e The Load Configuration file dialog pops up. Navigate to the IPNetSim 1G installation folder, eg: C:\ProgramFiles(x86)\GL
Communications Inc\IPNetSim1G\.MAPS\PacketExpert\Profiles folder. Select “PingFilter.pex10G1G.IPNetSim” file and
click “Open”.

@ Load EthernetTester Configuration File
« « 4|17 « IPNetSim1G > MAPS > PacketExpert » Profiles > v &/ | Search Profiles r
Organize *  New folder =~ T @
IPNetSim-IPNSO®]  hame - Type Size
(@ OneDrive ™ PacketExpert File folder
— (2] [ PingFitterpextosiG PNetsimi XML Document 0KB
[ Desktop
& Documents %]
File name: | PingFilter.pex10G1G.IPNetSim.m| [V] EthernetTester Configuration Fi["]
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e On clicking “Open”, the configuration file is loaded. This predefined configuration file includes a single stream, which is
pre-configured to filter only ICMP packets:

Note that the Stream definition is in Raw Mode, and has Bytes 12 and 13 (Ethernet Length/Type field) set to filter 08-00 (IP),
and Byte 23 (IP Header Protocol field) set to filter 01 (ICMP). Same Stream definition is configured in both directions P1 >
P2 and P2 - P1 to filter only ICMP packets in both directions.

= towersm ooty

= Port 1
@ Interface
M
Statistics f'sstt'rea"” Ta"”e | Name
eam
= Port 2 | Stream Definition |W’hN Emulation Parameters
@ Interface
Statistics
P1->P2
Eam stics Mode
Graph () Packet Mode] (3)Raw Mode | Offset | 0
Reports
Bytes slees [0 [T 2325 [6[7
Byte 0-7
Byte 8-15 =|| walye |00 JOO J0OO (0O |00 |00 (OO (OO
Byte 16-23
Byte 24-31 Mask |00 |00 J00 |00 |00 j00 J00 |00
Byte 32-39
o
Byte 45-55 ||
(Sl (2]
Bytes Valug Mask
o0-7 00 00 0O 00 OO0 00 0D OO OO0 0D 00 QO Q0 OO0 OO 00
8-15 00 00 00 00 00 Q0 00 00 Q0 Q0 FF FF OO 00
16-23 00 00 0O 00 OO0 00 Oy/01 |OO 0D Q0 QO Q0 00 00 FF
24-31 00 00 0O 00 OO0 OO0 0D OO O0 0D 00 QO Q0 OO0 OO 00
32-39 00 00 0O Q0 QO 00 0D OO Q0 0D QO QO 00 OQ OO0 00
40-47 00 00 QO QO OO 00 OO OO Q0 0D QO QO Q0 OO0 OO OO0
48-55 00 OO0 0O 00 OO0 00 0D OO OO0 0D 00 Q0 Q0 OO OO0 00

e Click on tab WAN Emulation Parameters. Initially impairments are not configured, and the screen appears as shown
below:

Stream Config
# | Stream Name Name | Streaml
=
Stream Definition | 'WAMW Emulation Parameters |
VAN Stream Type () Symmetrical (%) Asymmetrical
Parameters [p1->pP2 P1-> P2 Manual | p2->P1 P2 ->P1Manual [
Traffic Bandwidth 1000.00 Mbps 1000.00 Mbps
Latency Mone None
Packet Loss Mone Drop MNone Drop
Packet Reordering Mane Reorder Mone Reorder
Packet Duplication Mone Duplicate MNone Duplicate
Logic Error Insertion Mone Insert Mone Insert
P1-=P2 P2-=P1
Packet Loss Packet Loss
Min| 0 Frames Max |0 Frames Min| O Frames Max |0 Frames
Rate Rate
Rate| 0.00 %o Rate| 0.00 %o
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Step 5: Configure Interface parameters

From IPNetSim function tree, double click on the Interface option, to open “Interface” in one of the window on the RHS panes,
select the ports from the Port Selection drop-down list and do the following for port 1 and port2:

o Interface Type = Electrical (or Optical if using Optical setup) s

e Link Speed = Auto (for Electrical only, for Optical it & %mmméé ‘W;dm; Hlm g
automatically selects 1000Mbps)

e Click on the Apply button (this will set the Interface Type in the . e e £ P
hardware) T TEj;:::j el e st St o o [5]

e Wait for some time as the port auto-negotiates with its link et || s gL
partner. Verify the following: oo o ‘:‘e f‘

e Link Status = Up (indicated by the Green LED next to “Link”), o tegotision
Speed = 1000 Mbps. Similarly repeat the above procedure for Dum::: FHD:
Port 2. Flow Control | Enabled

Step 6: Verify Links

o Verify that the Link Status is UP on both ports, that is, the LHS tree should display 1G: 2 ports with green LEDs link status
(refer to figure). If the LED shows red (refer to the figure), then link is down.
o Refer to troubleshooting steps below to get the links UP:
» Check if the Electrical/Optical cables are connected to the correct

. . P File Wiew System Windows |
ports (i.e. Ports 1 and 2 are connected) - refer to the figure above. :
. . (=0 2 x
> Check if there are any loose connections and secure the cables o |
properly & potd

» If still link is not UP, double click ""Interface' under the port in the | e
LHS tree to launch the "*Interface dialog in one of the RHS panes.  Link UP status ¢<‘—-—-—_-_._._:th1:terface
Click the "'Apply"* button. This will reinitialize the port and will S Corti
force it to go through the auto negotiation cycle again. P

» The above steps should get the link UP. If problem still persists, Reports

contact GL Communications Inc.

Step 7: Start IPNetSim

e Click Start to start the IPNetSim application.

Step 8: Conduct Ping Test (without impairments)

e On PC1, open a command prompt, and Ping PC2's IP B Adrministrator: Cormmand Prommpt

/\ddress,aSShOVVn ”]theflgure below C:sUserssglitteam?ping 192_168.1.127

1 1 1 i 1 Pinging 192.168.1.127 with 32 bytes of data:
o Verify that Ping works fine. Note that all 4 Ping trials have Reply fron 155 1661 137 hytesoas tinecims TTL=128

i 0, Reply from 192.168.1.127: time{ims TTL=128
SUCCGedEd,VVnh 0% loss. Reply from 192.168.1.127: time<ims TTL=128
Reply from 192.168.1.127: hytes=32 time<ims TTL=128

Ping statistics for 192_168.1_12%:

Packets: Sent = 4, Received = 4, Lost = B {(Bx loss).
Approximate round trip times in milli-seconds:

Hinimum = Bmz,. Haximum = ims,. Average = Bnz

C:sUserssglitteam>
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e From IPNetSim function tree, click Stream Statistics option, the “Stream Statistics” opens in one of the window on the RHS
panes. Select Stream1, and verify the following:

Stream Statistics

#|streamMame || | Statistic |valueP1->P2  |PercentPi->P2  |valueP2-P1  |PercentPz->P1 |

1 Streaml Tx Bytes 312 NA 312 MA
10 Sec Average Throughput 0.000 NA 0.000 NA
1 Min Average Throughput 0.000 NA 0.000 NA
10 Min Average Throughput 0,000 NA 0,000 MA
Rx Frames 4 NA 4 MA
T Frames 4 NA 4 MA
Dropped Packets (Bandwidth C... i 0.000 [u} 0.000
Mo Of Packets With Errors 1] 0.000 0 0.000
Dropped Packets (Packet Loss) 0 0.000 1] 0.000
Duplicated Packets 0 0.000 [v] 0.000
Reordered Packets i 0.000 [u} 0.000

e This shows that 4 ICMP Ping request packets received on P1 was forwarded out on P2. Similarly, all 4 ICMP Ping Reply
packets received on P2 was forwarded out on P1.

Statistics Value P12>P2 Value P2-> P1
Rx Frames 4 4
Tx Frames 4 4

Step 9: Configure impairments — 50% packet loss in P1 = P2 direction and 1 sec constant delay in P2 2 P1
direction

e Stop IPNetSim by clicking on the Stop button.

e On PC1, in the function tree, click Stream Config, and the Stream Config window opens in one of the panes on RHS.
Select Streaml, select “WAN Emulation Parameters” tab, select Packet Loss in the Parameters list. Go to the “Rate”
edit box at the bottom, below “P1 = P2” and enter 50 as shown in the figure below:

"ﬁ

# | Stream hams Mame
1 Streaml =
Stream Definiti WAN E F.

Wil Stream Type () Symmetrical () Asymmetrical

Parameters |p1-=pz | P1 - P2 Manual | pz-»p1 P2 - P1 Manual
Traffic Bandwidth 1000,00 Mbps 1000,00 Mbps

Latency Mone Single Delay, 1000 ms

Packet Loss Drop hone Drop
Packet Reordering Mone Rearder Mone Reorder
Packet Duplication More Duplicate: Mone Duplicate
Logic Error Insertion Mone Inserk Mone Inserk

P1-=P2 P2-=P1

Packet Loss Packst Loss

Min| 0 Frames Max 0 Frames Min| 0 Frames Max 0 Frames
Rate Rate
WARNING: WARNING!

For PacketLoss rate less than
0,099%, only rates which are multiple of
0.002 are allowed

For PacketLoss rate less than
0,099%, only rates which are multiple of
0.002 are allowed

Rate| 0,000 W

|Rate 50,000 ¥ |
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e Under P2 - P1, select Latency in the Parameters list. Go to the “Latency” selection at the bottom, below “P2 - P17,
select “Single Delay” and enter 1000 in the Min box as shown in the figure below:

# | Stream Mame Mame

1 Skreaml

Stream Definition | WAMN Emulation Parameters

WAN Stream Tvpe () Symmetrical (5 Asymmetrical

Parameters [p1-2p2 |P1 -> P2 Manual | P22 Pl | P2 - P1 Manual |

Traffic Bandwidth 1000.00 Mbps 1000,00 Mbps

Latency Mone Single Delay, 1000 ms

Packet Loss 50.000 % Drop Hone Drop

Packet Reordering Mone Reorder Mone Reorder

Packet Duplication Mone Duplicate Mone Duplicate

Logic Error Inserkion Mone Insert Mone Inserk

P1-=P2 P2->P1
Latency Latency
(®) Single Delay Min | 0 msec | (@ single Delay Min | 1000 msec
() UniForm Distribution Max | 5000 msec O Uriform Distribution Ma | 2000 msec
() Random Exponential Distribution () Random Exponential Distribution

e Click “Start” again to restart [IPNetSim with impairments.
Note that 50% packet loss is configured in only one direction (P1 - P2). This means that every 1 out of 2 packets received
on P1 will be dropped. Also, Latency of 1000 msec is configured in the reverse direction (P2 - P1). This means that every
packet received on P2 will be delayed by 1000 msec.

Step 10: Conduct Ping Test (with impairments — 50% packet loss and Single Delay of 1000 msec)
e On PC1, enter the Ping command again, and -
verify that this time, the results shows 2 trials B Administrator: Command Prorpt
passed and 2 trials failed (Request timed out),

with 50% loss. Also, verify that the
. P . T Pinging 192.168.1.127 with 32 hytes of data:
Aol Ty Rig o RS VR TIIESE o C 7 From 192.168.1.127: bytes=32 time=18A@ns TTL=128

H Request timed ount.
show values around 1000 msec as shown inthe e et e p 4 ST N T T SRR EPITT S T 5 S P

figure below: Hequezt timed ount.

C=~Userssglitteam>ping 192.168.1.127

Ping statistics for 192.168.1.127:

Packets: Sent = 4, Recedived = 2, Lost = 2 (58 lossz).
Approximate round trip times in milli-—seconds:

Minimum = 1888ms,. Maximum = 188ims,. Average = 1088ms

e On the PC1 IPNetSim, again open “Stream Statistics” and verify the following values:

e [msame ]
St Statisti
> P1->P2TxFrames =2 e
> P2 > P1 Tx Frames = 2 #|streampame || | statistic |valieP1->p2  |PercentP1->P2  |valueP2-3P1 _ |PercentP2->p1 |
1 Streami T Bytes 15 NA 155 NA
» P2 > P1RxFrames=2 10 Sec Average Throughput 0.000 NA 0.000 NA
1Min Average Throughput 0.000 NA 0.000 NA
> Value P1 > P2 Dropped Packets 10 Min Average Throughput 0.000 NA 0.000 NA
- RucFi P! NA z NA
(Packet Loss) = 2 T Frames NA NA
> Percent Pl 9 P2 Dropped PaCkets Dropped Packets (Bandwidth C... 1] 0.000 a 0.000
(Packet Loss) = 50.000 i o o
Duplicated Packets i 0. 000 a 0.000
Reordered Packets 1] 0.000 a 0.000

e This means that, P1 received 4 ICMP Ping Requests, but forwarded only 2 ICMP Ping Requests out on P2 (dropped the
other 2). P2 = P1 direction does not have Packet Loss configured, so it forwards the 2 ICMP reply packets received back,
out on P1, but after introducing a delay of 1000 msec, so the result displays 1000 msec round trip time.
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