MAPS™ 5G N4 Interface Emulator
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Overview

GL’s MAPS™ 5G N4 interface can emulate PFCP (Packet Forwarding Control Protocol) signaling messages, as defined by 3GPP
standards. PFCP used on the interface between the control plane and the user plane function. In the above network diagram, N4 is
the reference point in the Control and User Plane Separation (CUPS) architecture. The PFCP protocol is used on N4 reference point
between Session Management Function (SMF) and User Plane Function (UPF) in 3GPP mobile core interfaces, as specified in 3GPP TS
23.501 and 3GPP TS 23.502 (Release 17).

GL's MAPS™ 5G N4 interface emulator can emulate and test SMF and UPF elements. SMF in the 5G N4 interface is primarily
concerned with managing the UEs PDU sessions. Its responsibilities include the establishment, modification, and release of the PDU
sessions. UPF in the CUPS architecture is responsible for handling user data packet forwarding and reporting the traffic usage data to
the SMF.

Besides emulating network elements SMF and UPF, it also supports error tracking, regression testing, load testing. It can run pre-
defined test scenarios against 5G interface test objects in a controlled and deterministic manner. Easy to use script syntax allows
user to create conformance test cases based on the test plan.

The application supports utilities such as Message Editor, Script Editor, and Profile Editor that allow new scenarios to be created or
modified using messages and parameters.

For more information, visit MAPS™ 5G N4 Interface Emulator webpage.

Main Features

e Emulate SMF and UPF elements

e Supports 5G Control Plane and User Plane

e Generates and process PFCP (valid and invalid) messages

e Supports Command Line Interface (CLI) through a client-server model, enabling users to control all features via Python APIs

e Supports various PFCP session procedures like Session Establishment, Session Modification, Session Deletion and Reporting
Traffic Data Usage

e Supports GTP Traffic (GTP User Plane Data) such as, HTTP/TCP, UDP, PCAP playback scaling up to 40 Gbps per chassis

e Supports scripted call generation and automated call reception

e Supports GTP Traffic (GTP User Plane Data), HTTP traffic generation capability

e Supports customization of call flow and message templates using Script and Message Editor

e Ready-to-use scripts for quick testing

e Provides Call Statistics and Events Status

e Automation, Remote access, and Schedulers to run tests 24/7
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Testbed Configuration

The testbed setup window allows user to setup the required test environment in N4 interface. The SCTP Configuration parameters
consists of Source / Destination IP address, and Port numbers to be configured in MAPS™ to emulate SMF and UPF entities in N4
interface. MAPS™ can then generate and receive messages to / from valid IP Address in the 5G network. End user configuration profile
used to configure MAPS™ 5G N4 with supported SMF and UPF parameters.

IMAPS SMF (N4 RELEASETT ) - [Testbed Setup -TestBedDefault] [m] x
[ Configurations Emulator Reperts Editor Debug Tools Windows Help REE
el a1 1 EXd FFEEICR=]
W E| o
Cenfig Value v Enable
L Adapter Index 0
Hel SMF 1
L) SMF 1
SMF IP Address 192.168.12.89
gMB Traffic IP Address 192.168.12.89
SMF Port 82305
=] PLMN Identities
I: Mobile Country Code 001
Mobile Network Code o1
=] UPF Configuration 1
L UPF Configuration 1
UPF IP Address 192.168.12.35
UPF Port 8305
Local FTEID Allocation SMF
UPF Traffic IP Address 192.168.12.35
= Traffic Enable
= Packetload Traffic Type HTTP Traffic
— Packetload Management IP Address 192.168.12.55
L=l DMN Configuration 3
=] DNN Configuration 1
DNN Mame default
) IPvd Range
|: Start IP 192.168.121.1
EndIP 192.168.140.250
#] IPv6 Range
# DNN Cenfiguration 2
# DNN Cenfiguration 3 Start Edit
@ _Initialisation Errors |_@_ErorEvents

Figure: Testbed Setup
Pre-processing Tools

MESSAGE EDITOR - The message editor allows user to build a template for each protocol message type. The value for each field may be

changed in the message template prior to testing. The protocol fields comprises of mandatory fixed parameters, mandatory variable
parameters, and optional variable parameters.

'S Message Editor - Untitled - o X
File View Direction Tools Help
= Hd ? X
Frame No B-PFCP

5

1 Session Madification Request = 52 ~|
Message Priorty: Session E stablishment Request = 50
Version Session E stablishment Response = 51
T Session Modifcalion Request = 52

Message Type Session Modification Response = 53
Length Session Deletion Request = 54
Session Endpoint Identiier Session Deletion Response = 55
s Nurb Session Report Request = 56

St Session Report Response = 57

Message Priorty
& Informationlements

£} Update PDR
Information Element Id o
PFCP Layer 2
0000 S -1 SEID field is present
0000 Message Priority: 1. Present
0000 spare o

00l..... PFCP Version 1

0000 Version
0001 Message Type 00110100 Session Modification Request
0002 Length 44 (x002C)
0004 Session Endpoint Identifier %0000000000000000
000C Sequence Nuuber 0 (x000000)
000F Spare ....0000 (0)
000F Message Priority 0000.... (0)
Update PDR

0010 Information Element Id
001z Length
PDR ID

%0009 Update PDR
28 (x001C)

Information Element Id %0038 Packet Detection Rule ID
Length 2 (x0002)
Rule ID 0 (x0000)
I
0014 Information Element Id = x0002 PDI
001C  Length = 18 (x0012)
Source Interface =
Information Element Id = x0014 Source Interface
Length = 1 (x0001)
Interface value = ....0000 Access 4
< >

Figure: Message Editor
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Pre-processing Tools (Contd.)

SCRIPT EDITOR - The script editor allows the user to create / edit scripts and access protocol fields as variables for the message template
parameters. The script uses pre-defined message templates to perform send and receive actions.

& ScriptEditor - [C:\Program Files\GL Communications Inc\MAPS3G- N4\ MAPS\NA\RELEASE 7\SMF\Scripts\PFCP SessionControl.gls] - m} X
& File View Edit Shortcuts Tools Help - 8 x
~

DS x = Z ||?‘ ? ‘
Command Window x| |4 Untitled 1 PFCPSessionControl pox X
[l N Tnitializing Darameterst st sss kst sss st st s S g
[#- Conditional & Flow Control 2 //Debug Log options 2
[#- Variable 3 //CallFlowDebug == 1 g
[#-Maps CL1 4! AuthenticationLogs=0; //To display Authentication Parameters —
[#-Logs [ Comment 5; PDUSessionLogs=0; //To display PDU Session Parameters

[#-Init & GTPSessionLogs=0; //To display GTP Command Parameters

[ Child Seript Ti if (CallFlowDebug=—=1)

[#]-DataBase B ToggleScriptFlow(l);// Utility to enable scriptFlow

--Send Report % endif

- Resume 10

- Return 11li PFCPScriptId = "FFCP";

--Indude EIdDispStrl="3SMFSE

- Exit EIdDispStr2=" UFPFZ H

[#- Utility Functions EeyIdentifier: KIdDispStrl,SMFSEID,KIdDispStr2,UPFSEID;

[#- Traffic Commands MzgHandler: "SGMessageHandlex";

Sequencelo = 0}

Stophll = 0;

TrafficVerification= "Unsuccessful";
TxCount=0;

RxCount=0;

nFileCount=1;

TrafficState="Hull";

File_TxCount=
File ExCount=0;

DNNName = $_DNNName;

BllocUniqueld "GTPUTEIDDL" GIPUIEIDDL:

////CLI Parameters
if (EnableCLI)
ReportEvent (StartStatus = "Running");
endif
LoopCountl = 0;
MsgSeqgCount = O;

ady [Line Count - 295 | Line: 1 Cel: 1

Figure: Script Editor

PROFILE EDITOR - The profile editor allows loading profile to edit the values of the variables using GUI, replacing the original value of the
variables in the message template. An XML file defines a set of multiple profiles with varying parameter values that allow user to
configure call instances in call generation and to receive calls. The MobilelPCore.xml profile used during script execution includes traffic
parameter settings - HTTP Server IP address, TCP port, UDP Source and Destination ports and other traffic related parameters.

3 MAPS SMF (N4 RELEASETT ) - [Profile Editor -MobilelPCore] - O X

(" Configurations Emulator Reports  Editer  Debug Tools  Windows  Help - 8 x

YY1 BT P EEEICE-]
HE| . 9|

# | Profiles (EditF2] Config Value v Enable
=| Traffic Pararmeters
L= Mobile Traffic Parameters
I Udp SrcPort 2152
- Udp Dst Port 2152
- HTITP Server IP Address 192.168.15.250
- TCP port for HTTP 20
- TCP Connection |dentifier 1
- Transmission Type Once
[~ Start File Count 3
- Traffic File Name img3a flixcart.com
- File Count For Concurrent Or 5. 7
- OS5 5ocket Enable
- TxFile For Once Transmission F.. 2
- File Playback Count 6
L TrafficType HOTraffic Add | Insert Delete
Properh'esl
Insert Delete Clear B
@ Initialisation Errors | @ Error Events | 4

Figure: Profile Editor
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Call Generation and Call Reception

In call generation, MAPS™ is configured for the outgoing messages, while in call receive mode, it is configured to respond to the
incoming messages. Tests can be configured to run once, multiple iterations and continuously. Also, allows user to create multiple

entries using quick configuration feature.

The editor allows to run the added scripts sequentially (order in which the scripts are added in the window), or randomly (any script
from the list of added script as per the call flow requirements).

The test scripts are started manually at call generation and at the call reception, the script is automatically triggered by incoming

messages.
MAPS SMF (N4 RELEASE17 ) - [Call Generation -CallGenDefault] — [m] x
My Configurations Emulator Reports Editor Debug Tools Windows Help -8 x
= ; i oA | Iy I Iy n P
5 Lsa/v@u ¥ EeaE L 00
& =]
U= HE . 2l
Script Name: Call Info Script Exec... | Status Events ~
Stat
2 PFCPSessionContol als Start Mane Urknowr 1 ]
3 PFCPSessionControl als Start Mo Urknowr 1 i
4 PFCPSessionControl gls Start Nane Unknown 1 1} v
]
Delete | nsert | Refresh | start | sttan| ciop [v| stpan fw] aoor [ abortan|
Save | CoumnWidh —— ——— [ Showlatest
SMF UPF Find
DFCP Layer = -
0000 § .-1 SEID field is present
. T N 0000 Message Priority: . Present
¢ t
ession Establishment Response 101342649000 0000 FO (Follow On) . Not Eresent
0000 Spare - {0)
Session Modification Request 0000 Version = PFCP Version 1
10:13:43.643000 0001 Message Type = 00110010 Session Establishment
g Modification Fi 0002 Length = 156 {x005C)
L e T e A ) 10:13:43.671000 0004 Session Endpoint Identifier = x0000000000000000
D 000C Sequence Number =0 (x000000)
10:13.46.463000 0O00F Spare = ....0000 {0}
3 P 000F Message Priority = 0000. ... (0}
ession Deletion Response RS Node 1D -
0010 Information Element Id = x003C Node ID
0012 Length =5 (x0005) =
. 5 W s P, s
%, Scrpls , Message Sequence { Event Conflg ), Senpt Flow /.
Figure: Call Generation
MAPS UPF (N4 RELEASE17) - [Call Reception] - ] X
% Configurations Emulator Reports Editor DebugTools Windows Help - &%

Besas@ud¥ sl L0000

| 5rNo_ | Sciipt Name | Profile [ CallInfo

| Script Execution I Status

| Events I Events Profile | Results

1 PFCPManagementHandler.gls

UPFSessionControl.gls _

<

UEIPAddress :,192.168.15.141 SMFSEID : 0x0000000000.

ConnectionlD :,1

Heartbeat Failed

Completed
Completed None | NN T

Pass

None

[ stop | stopar | abort [ Abortal [ ¥ showRecords ™ Select Active Call I~ AutoTrash Trash

I” Show Hidden Calls

Column Width = j————— T Show Latest

Save I

SMF UPF

Session Establishment Response

Maodifi

Session ion Request

Session Modification Response

Session Deletion Request

Session Deletion Response

16:30:18.374000

16:30:18.334000

16:30:18.396000

16:30:48.430000

16:30:48.431000

Find

PFCP Layer

0000 S
0000 Message Priority:
0000 FO (Follow On)
0000 Spare
0000 Version

0001 Message Type

0002 Length

0004 Session Endpoint Identifier
000C Sequence Number

000F Spare

000F Message Priority
Node ID

Information Element Id
Length

Node ID Type

Spare

IPV4 Address

CP F-SEID

0010
0012
0014
0014
0015

1 SEID field is present
. Present

. Not Present

- (0)

..... PFCP Version 1
00110010 Session Establishment Reque
148 (x0094)
x0000000000000000
1 (%000001)

....0000 (0)
0000.... (0)

x003C Node ID

5 (x000s)

....0000 IPv4 address
0000.... (0)
152.1€8.1.223 (xCOAS01DF)

LI 1

<
 Scipts )\ Message Sequence { Evert Corfig ), Scipt Fow /

Pl ~ 7 S e =

Document Number: PKS501-03

Figure: Call Reception
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Emulation of 5G N4 Signaling Procedure

The below call flow shows the messages flow between SMF and UPF that are emulated using MAPS™ application.

£ o B

Session-Establishment-Request

Session-Establishment-Response

Session
Establishment

Session-Modification-Response

Session-Deletion-Request

Session-Deletion-Response

Session
Deletion

Session-Maodification-Request
Session
Modification

Figure: 5G N4 Signaling Call Flow
Supported Protocols and Specifications

PFCP

UDP

IP

L2

L1

Supported Protocols

Standard / Specification

N4 Interface (SMF - UPF)

TS29.244 (Release 17)

PFCP 3GPP TS 29.244 (Release 17)
ubP IETF RFC 768

IETF RFC 791
IPv4

IETF RFC 2460
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Command Line Interface (CLI)

The MAPS™ 5G N4 (UPF) can be configured as a CLI server application for remote control via command-line clients, including Python.
These clients can execute various functions remotely, such as initiating the testbed setup, loading scripts, profiles, and applying user
events such as send digits/file/tones, detect digits/file/tones, dial, originate call, terminate call, start and stop traffic. Users can also
generate and receive calls through commands. This client application is distributed along with MAPS™ Server application.

| & Python 3.7.5 Shell - O x

File Edit Shell Debug Options
Python 3.7.5 (tags/v3.7.5:5c02a3%a0k, Oct 15 2019,
(BMDE4) ] on win32

Type "help"™, "copyright™,

=T

= RESTART: C:\Program Files\GL Communications Inc\MAPSSG-N4\MAPSCLI\PvthonClient
‘examples\UPF\N4 Recv Call.py

H4 Server Connection...True

N4 Testbed Starting...True

N4 Loading Profile...Trus

UPF Waiting for N4 Session Call... UPF Waiting for Incoming handler...
wait_event == Session Estaklishment Request

Received Reguest = Session Establishment Reguest

Session Modification Response Sent

Call State = Session Modification Response Sent

Session Deletion Response Sent

Call State = Session Deletion Response Sent

Total Message Count : &
N4 Call's LastMSGRcov
Time Stamp Route
17:56:51.037

Window Help

00:11:34) [M5C v.1l51l6 €4 bit

"oredits"™ or "license ()" for more information.

True

Message

<— Session Deletion Reguest

LR S NI} Call HESSagE FlDw R R R
DUT (UEF) L= CLI {5MF)
Tims Stamp Route
17:56:39.764
17:56:40.890 -
17:56:40.905
17:56:41.001 -
17:56:51.037
17:56:51.07%9 -
N4 Script Stopping...Trus

N4 Serwver Disconnecting...True

Message
Session
Session
Session
Session
Session
Session

<— Ezstaklishment Regquest
Establishment Response
Modification Reguest
Modification Response
Deletion Reguest

Deletion Response

22>

Ln:32 Col: 4

Figure: Sample Python Client

Cli MapsCLI UPF (N4 RELEASET ) — m] *
5 File Edit View -
= | x®,

W View Latest Command

X

0 2024-1-16 17:56:29.700000

i 2024-1-16 17:56:41.103000

1:: 2024-1-16 17:56:29, 359000 :
1 : LoadProfile "MobileIPCore.json™
1:: 2024-1-16 17:56:29.811000 :
11 2024-1-16 17:56:40.887000 :
11 2024-1-16 17:56:40.993000 :
1 : UserBvent 200001 "GetCallStatus™;
11 2024-1-16 17:56:51.075000 :
11 2024-1-16 17:56:51, 184000 :
1:: 2024-1-16 17:56:52,397000 :
1:: 2024-1-16 17:56:52,505000 :
1:: 2024-1-16 17:56:52,612000 :
1:: 2024-1-16 17:56:52,723000 :
1:: 2024-1-16 17:56:52,833000 :
1:: 2024-1-16 17:56:52,943000 :
1:: 2024-1-16 17:56:53.055000 :
1:: 2024-1-16 17:56:53.151000

1:: 2024-1-16 17:56:53.261000 :
ServerLogierrCode = 0,errString = connection has been gracefully dosed for Clientld =1

Start "TestBedDefault.xml” ;

IncomingCallHandler # "Session Establishment Request™="UPFSessionControl.gls™, TsApiClient™="True";
UserEvent 200001 "SendSessionEstablishmentResponse™;
UserEvent 200001 SendSessionModificationResponse™;

UserEvent 200001 "SendSessionDeletionfesponse”™;
UserEvent 200001 "GetCallstatus™;

UserEvent 200001 "GetMessageCount™;
UserEvent 200001 "GetlastReceivedMessage”;
UserEvent 200001 "GetMessagelnfo™s "Tndex"=0;
UserEvent 200001 "GetMessagelnfo™s "Tndex"=1;
UserEvent 200001 "GetMessagelnfo™s "Tndex"=2;
UserEvent 200001 "GetMessagelnfo™s "Tndex"=3;
UserEvent 200001 "GetMessagelnfo™s Tndex"=4%;
UserEvent 200001 "GetMessagelnfo™# "Tndex"=5;
StopScript 200001;

NUM [SCRL

Figure: MAPS™ CLI Server

© GL Communications Inc.
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Buyer’s Guide

Item No Product Description

PKS501 MAPS™ 5G N4 Interface Emulator

ETH101 Mobile Traffic Core - GTP

ETH102 Mobile Traffic Core - Gateway

Item No Related Software

PKS305 MAPS™ 5G Multi-Interface Emulation

PKS500 MAPS™ 5G N1N2 Interface Emulator

PKS502 MAPS™ 5G Service based Emulator (Pre-requisite base license for all service based (Open API)
interface emulations)

PKS503 MAPS™ 5G N8 Interface Emulator (Requires PKS502)

PKS504 MAPS™ 5G N10 Interface Emulator (Requires PKS502)

PKS505 MAPS™ 5G N11 Interface Emulator (Requires PKS502)

PKS506 MAPS™ 5G N12 Interface Emulator (Requires PKS502)

PKS507 MAPS™ 5G N13 Interface Emulator (Requires PKS502)

PKS502 MAPS™ 5G N17 Interface Emulator (Requires PKS502)

PKS508 MAPS™ 5G N20 Interface Emulator (Requires PKS502)

PKS509 MAPS™ 5G N21 Interface Emulator (Requires PKS502)

PKS510 MAPS™ 5G N22 Interface Emulator (Requires PKS502)

PKS511 MAPS™ 5G N29 Interface Emulator (Requires PKS502)

PKS511 MAPS™ 5G N51 Interface Emulator (Requires PKS502)

PKS170 CLI Support for MAPS™

Note: PCs which include GL hardware/software require Intel or AMD processors for compliance.

For complete list of MAPS™ products, refer Message Automation & Protocol Simulation (MAPS™) webpage.

For more details on supported MAPS™ 5G interfaces, refer to 5G Core (5GC) Network Test Solution webpage.
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