MAPS™ 5G N11 Interface Emulator
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MAPS™ 5G N11 Interface Emulator
Overview

GL's MAPS™ 5G System as a service-based architecture, includes a set of Network Functions (NFs) providing services as defined in
3GPP TS 23.501 (Release 17). The service-based interfaces use HTTP/2 protocol with JavaScript Object Notation (JSON) as the
application layer serialization protocol.

GL’s MAPS™ emulate Session Management Function (SMF) within the 5G Core offering services to the Access and Mobility
Management Function (AMF) via the Nsmf service-based N11 interface. The above network architecture represents the service-
based interface, with focus on N11 between AMF and SMF. Here, any node SMF act as "NF Producer", where the specification is
TS29.502 (Release 17).

The NF, SMF and AMF are the entities in 5G Core Network (5GC), which supports the following services via the Nsmf and Namf
service-based N11 interface.

o Nsmf_PDUSession: Create SM Context, Update SM Context, Release SM Context, Notify SM Context Status and Retrieve SM
Context operations

¢ Namf_Communication: NIN2 Message Transfer (UE Specific) operations based on N11 interface

Besides emulating network elements SMF and AMF functions, it also supports error tracking, regression testing, load testing. It can
run pre-defined test scenarios against 5G interface test objects in a controlled and deterministic manner. Easy to use script syntax
allows user to create conformance test cases based on their test plan.

MAPS™ 5G N11 Interface Emulator supports powerful utilities such as Script Editor and Profile Editor which allows new scenarios to
be created or existing scenarios to be modified using messages and parameters.

For more information, refer to MAPS™ 5G N11 Interface Emulator webpage.
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Main Features

Emulate SMF and AMF elements

Supports Nsmf_PDUSession and Namf_Communication services

Services use REST APIs based on HTTP and JSON data format

Supports Command Line Interface (CLI) through a client-server model, enabling users to control all features via Python APIs
Supports TLS and TCP transports

Supports scripted call generation and automated call reception

Supports customization of call flow and message templates using Script and JSON messages
Ready-to-use scripts for quick testing

Provides Call Statistics and Events Status

Generate multiple subscribers using the CSV profiles

Automation, Remote access, and Schedulers to run tests 24/7

Testbed Configuration

The testbed setup window allows user to setup the required test configurations in N11 interface. It includes a list of variables that are
declared and assigned before starting the script. Testbed Setup defines the MAPS™ parameters which communicates with the rest of
the test network. End user configuration profile is used to configure MAPS™ 5G N11 interface with the supported AMF and SMF
parameters.

X

MAPS AMF (N11 RELEASE17) - [Testbed Setup -TestBedDefault]
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Figure: Testbed Setup
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Pre-processing Tools

SCRIPT EDITOR - The script editor allows user to create/edit scripts and access protocol fields as variables for the message template
parameters. The script uses pre-defined message templates, to perform send and receive actions.

& ScriptEditor - [C:\Users\sneha.GLIROOT\Desktop\February 2024\5g\MAPS5G-N11\MAPS\N11\RELEASE17\SMF\Scripts\Nsmf_Session_Control.gls] - m] X
& File View Edit Shortcuts Tools Help - &%
= It
DEH X * B2 e ?
Command Window Ax|| 4 Nsmf_Session_Control bx F
EJ- Action 1 CallFlowDebug=0; A %
i-Send 2/ if (EnableCLI) 2
- Recv 3 CallFlowDebug=1l; //To log MessageSequence, messsage contentes g
i Decode 4 endif —
+-Bind 5 if (CallFlowDebug==1)
i+ Unbind 6 ToggleScriptFlow(l);// Utility to enable scriptFlow
i Load Profile 7 endif
Start Timer 8
Stop Timer 9! GetLength(RecvApiName,RecvApilength);
- Stop Retransmit Timer 10! GetLength(RestApiCallld,RestApiCallldLength);
[#)- Conditional & Flow Control 11
[#- Variable 321 finnnns Added for Python CLI
[#-Maps CLI 13 ReportEvent (StartStatus = "Ru ng"):
[#-Logs / Comment 14; LoopCountl = 0;
(- Init 15 MsgSeqCount = 0;
[#- Child Script 16; if (IsApiClient) //For CLI Received Call
[#-DataBase EnableCLI = 1;
- Send Report 18! endif
~-Resume 19 EnableCLI = 1; //[Veda K.: 05.01.2024] - Hardcoded to debug CLI issue
~-Return 0; // Initialization
Indude ErrorCode = "NULL";
Exit ErrorDetail = "NULL";
Utility Functions IsDnnAllowed=0;
Traffic Commands IsIpAllocated=0;
SUPIstr="SUPIoxGPSI :";
DNNstr=" DNN
ContextIdstr ntextID :";
KeyIdentifier:SUPIstr, SUPI,GPSI,DNNstr,Dnn; S
>
Ready |Line Count - 98| Line :1Col:1 4

Figure: Script Editor

PROFILE EDITOR - This feature allow loading profile to edit the values of variables using GUI, replacing the original value of variables in
the message template. An XML file defines a set of multiple profiles with varying parameter values which allow user to configure call
instances in call generation to receive calls. The Profiles include 5G parameters, that is required to configure the multiple UEs to
emulate Signaling and Traffic.

MAPS AMF (N11 RELEASE17) - [Profile Editor -UE_Profiles_N11AMF] - a X
[ Configurations Emulator Reports Editor DebugTools Windows Help - & x
2| | 4 = [} £
Q“&’l%‘.‘.g(&.ooi—a@v
HR| . ]
Profiles (Edit-F2) A | Config Value IV Enable
1 MSIN3012041631 B MSIN3012041631
2 MSIN3012041632 H=) Mobile Identity
SUPI 001013012041631
ST IMEI 350877068325248
4 MSIN3012041634 IMEISV 1234567890123001
S MSING012041635 MSIN 3012041631
 AMF Client Selection Client1
B MSDNS012031635 H=) Serving Network
7 MSIN3012041637 McC 001
8 MSIN3012041638 MNC 0l
H=) SM Parameters
AR e PDU Sessionld ]
10 MSIN3012041640 PDU Session Type 1pv4
11 MSIN3012041641 SSC Mode SSC Mode 1
12 MSING012041642 DNN Name internet
=] Integrity Protection Maximum Data Rate
13 MSIN3012041643 I: UP Integrity Protection for UL 64 kbps
14 MSIN3012041644 UP Integrity Protection for DL 64 kpbs
H=) Requested NSSAI
15 MSIN3012041645
SST eMBB
16 MSIN3012041646 D o1
17 MSIN3012041647 L=) Traffic Parameters
L : :
18 MSIN3012041648 =] Mobile Traffic Parameters
- Udp Src Port 2152
19 MSIN3012041649 L Udp Dst Port 2152
20 MSIN3012041650 [~ HTTP Server IP Address 192.168.1.220
21 MSIN3012041651 [ Fcliponfortiip 2
I Transmission Type Once
Zisha0i0dis52 I Start File Count 1
23 MSIN3012041653 [ Traffic File Name www.etsi.org
S 3041564 - File Count For Concurrent Or Sequential 3
- File Playback Count 1
2NN 120165 L 05 Socket Disable
26 MSIN3012041656 - TxFile For Once Transmission From List 1 Add Insert Del
27 MSIN3012041657 v Properties
Insert Delete | Clear
@ Initialisation Errors | @ ErrorEvents Y
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Call Generation and Reception

In call generation mode, MAPS™ is configured for the outgoing messages, while in call receive mode, it is configured to respond to the
incoming messages. Tests can be configured to run at once, multiple iterations, and continuously. Also, allow user to create multiple
entries using quick configuration feature.

The editor allows to run the added scripts sequentially (order in which the scripts are added in the window) or randomly (any script
from the list of added script as per the call flow requirements).

The test scripts are started manually at the call generation and at the call reception the script is automatically triggered by incoming
messages.

MAPS AMF (N11 RELEASE17) - [Call Generation -CallGenDefault] - [m] X
&Cnnﬁgurations Emulator Reports Editor Debug Tools Windows Help - [1E %

R PN EEE IO
N i“ﬁ

Script Execution Status Total lterations | Completed Iterations

Stat
2 MSIN301204163 Start None Unknown 1 0
< >
)
Add_| Delete | Insert | Refresh | start | startal| siop [v| stopal [w| abort | abortal|
Save |  Column Width f—— T ShowLatest
AMF SMF b
POST http://192.1€8.1.1€5:5055/nsmf-pdusession/vl/sm-contexts ~

accept : application/json,
application/vnd.3gpp.ngap,
201 CREATED 15:14:09.454000 application/problemtjson

ke content-type : multipart/related; boundary=d2€93e9ddss3ced€lesl

POST /namt adll wts/imsi- 012041631_3/n1 g

15:14:08.502000 --d2€93e3dda53ce4€1631
200 Content-Type: application/json
15:14:03.502000
: s 9 i
POST /nsmf-pdusession/v1/sm-contexts/imsi-001013012041631_3/modify 161409543000 anType":"3CPR_ACCESS™,
"dnn":"internet”,
201 CREATED 15-14:09.571000 "gpsi”:"msisdn-3012041€31",

"nlSmMsg": {
"contentId”: "Sgnas-sm"

POST /nsmf-pdusession/y

fimsi- 3012041631_3/release

15:14:11.958000

204 NO-CONTENT "pduSessionId”:1,
15:14:11.975000 e R

v
< > >
; Scripts ywm,( Event Config >\ Script Flow /
@ Initialisation Errors | @ ErrorEvents | @ CapturedErrors | @ Link Status Up=0 Down=0 | A
Figure: Call Generation
MAPS SMF (N11 RELEASE17) - [Call Reception] - [m] X
% Configurations Emulator Reports Editor DebugTools Windows Help RS
Ly = | 2 ; 0 sl e n
5 Bsav@h ¥ isZ L 00O
| SN | Script Name [ Profie | CallInfo | Script Execution | Status | Events | Results
1 SMF_HTTP2_Connection_Monitor.gls SMF Server Clients : AMF, o step | Connect Server Unknown

SUPIorGPS| :,imsi-001013012041631.. DNN - intemet Completed SM Context Released None

< >

[ stoo [ stopal [ abort [ AbortAl [ ¥ ShowRecords I~ SelectActive Call I AutoTrash Trash

Save |  ColumnWidth

- f—— T Show Latest

AMF SMF L]

Status: 1 ~
:method : POST

:path : /. ion/vl/

20 15:30:29.250000 sscheme, -whoep

:authority : 192.1€8.1.1€5:5055
POST /namf-comm/v1/ue-contexts/imsi-001013012041631_2/n1-n2-messages 15:30:29.282000 accept : application/json,
:30:29. application/vnd.3gpp.ngap,
200 0K, application/problemtjson
15:30:29.302000 content-type : multipart/related; boundary="ede73243a5303a721€54
POST /nsmi-pdusession/v1 /sm-contexts/imsi-00101 3012041631_2/madify TR ”c"o“‘;exjfi:z:ﬂ; 12 e

201 15:30:29.357000 --"ede78248a5309a721€54"

Content-Type: application/json
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15:30:32.140000 y
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Figure: Call Reception
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Nsmf_PDUSession Service

Create SM Context Service Operation

MAPS™ for 5G N11 interface emulate services between AMF and SMF network functions.

The Create SM Context Service Operation is used to create an individual SM context for a given PDU session, in the SMF, or in the V-
SMF for HR roaming scenarios.

In this procedure, AMF creates an SM context using the HTTP POST method as shown below.

5GC Network
SMF ’

POST../sm-contexts (SmContextCreateData) ———

AMF sends a POST request to the resource representing the SM contexts collection resource of the SMF

On Success, "201 Created" shall be returned

The SMF rejects the request if the UE is outside of the LADN service area

On Failure or Redirection during a UE requested PDU Session Establishment, one of the HTTP status code is returned

Update SM Context Service Operation

The Update SM Context service operation is used to update an individual SM context and/or provide N1 or N2 SM information re-
ceived from the UE or the AN, for a given PDU session, towards the SMF, or the V-SMF for HR roaming scenarios.

The NF Service Consumer (AMF) updates an individual SM context and/or provide N1 or N2 SM information to the SMF using the HTTP
POST method as shown below.

5GC Network
SMF '

POST../sm-contexts
(SmContextRef)/modify(SmContextUpdateData)

AMF sends a POST request to the resource representing the individual SM context resource in the SMF

e On Success, "204 No Content" or "200 OK" is returned

The SMF may indicate to the NF Service Consumer that it shall release EBI(s) that were assigned to the PDU session by including
the releasekEbilist IE, for example when a QoS flow is released

On Failure, one of the HTTP status code is returned

© GL Communications Inc.


https://www.gl.com/images/brochures/maps-5g-n11-brochure-create-sm-context-service-operation.jpg
https://www.gl.com/images/brochures/maps-5g-n11-brochure-update-sm-context-service-operation.jpg

Page 6

Nsmf_PDUSession Service (Contd.)

Release SM Context Service Operation:

The Release SM Context service operation is used to release the SM Context of a given PDU session, in the SMF, or in the V-SMF for
HR roaming scenarios.

AMF releases the SM Context of a given PDU session using the HTTP "release" custom operation as shown below.

5GC Network
SMF ’

POST../sm-contexts/
(SmContextRef)/release(SmContextReleaseData)

o AMF sends a POST request to the resource representing the individual SM context to be deleted

e On Success, the SMF returns a "204 No Content" response with an empty payload body in the POST response

o [f the POST request contains a vsmfReleaseOnly indication, the V-SMF release its SM context and corresponding PDU session
resource locally, i.e. without signaling towards the H-SMF

e On Failure, one of the HTTP status code is returned

Notify SM Context Status Service Operation

The Notify SM Context Status service operation is used by the SMF to notify the NF Service Consumer about the status of an SM con-
text related to a PDU session in the SMF, or the V-SMF for HR roaming scenarios.

The SMF notifies the AMF using the HTTP POST method as shown below.

5GC Network
SMF ’

POST {smContextStatusUri}
(SmContextStatusNotification)

A

e The SMF sends a POST request to the SM Context Status callback reference provided by the NF Service Consumer during the
subscription to this notification

o [f the notification is triggered by PDU session handover, the notification payload contains the Cause IE with the value
"PDU_SESSION_HANDED_OVER"

e On Success, "204 No Content" is returned

e On Failure or Redirection, one of the HTTP status code is returned

© GL Communications Inc.
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Nsmf_PDUSession Service (Contd.)

Retrieve SM Context Service Operation

The Retrieve SM Context service operation is used to retrieve an individual SM context, for a given PDU session, from the SMF, or
from the V-SMF for HR roaming scenarios.

AMF retrieves an SM context using the HTTP POST method (retrieve custom operation) as shown below.

5GC Network
o

POST../sm-contexts/
{SmContextRef}/retrieve(SmContextR etrieve Data)

o AMF sends a POST request to the resource representing the individual SM context to be retrieved

e On Success, "200 OK" is returned

o [f the target MME capabilities were provided in the request parameters, and if the target MME supports the non-IP PDN type,
the SMF is returned

e On Failure, one of the HTTP status code is returned

© GL Communications Inc.
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Namf_Communication Service

The SMF uses NIN2 Message Transfer service operation to transfer N1 and/or N2 information to the UE through the AMF by
following the below procedures:

Network Triggered Service Request

PDU Session establishment

PDU Session modification

PDU Session release

Session continuity, service continuity and UP path management

Inter NG-RAN node N2 based handover

SMS over NAS procedures

UE assisted and UE based positioning procedure

Network assisted positioning procedure

UE configuration update procedure for transparent UE policy delivery

5GC Network
AMF '

POST../uecontexts/ {ueContextld}/n1-n2-
message(N1N2MessageTransferReqData)

202 or 200
D (N1N2MessageTransferReqData) ~~
Cmmm—————————— 403 N1N2 Message Transfer Effor meoeccmmcoeaao

The SMSF sends a POST request to transfer N1 and N2 information which include a NIN2MessageTransfer Notification URI to
AMF in the request message

On Success, 200 OK response is received. The AMF shall set the cause IE in the NIN2MessageTransferRspData as
"N1_N2_TRANSFER_INITIATED"

On Failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the POST response body

© GL Communications Inc.
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Command Line Interface (CLI)

The MAPS™ 5G N11 (AMF) can be configured as a CLI server application for remote control via command-line clients, including Python.
These clients can execute various functions remotely, such as initiating the testbed setup, loading scripts, profiles, and applying user
events like call generation, termination, and traffic control. Users can generate and receive calls using commands.

| & Python 3.7.5 Shell - O X

File Edit Shell Debug Options Window Help

Python 3.7.5 (tags/v3.7.5:5c02a39a0b, Oct 15 2019, 00:11:34) [M3C v.1916 64 bhit A
(AMD64)] on win32

Type "help", "copyright", "credits" or "license()" for more information.

>

= RESTART: C:\Program Files\GL Communications Inc\MAPSSG-N11%\MAPSCLI\PythonClien
tiexamples) AMF\N11 PlaceCall.py

N1l Server Connection... True
N1l Testbed Starting ... True
N11 Profile Loading... True

Waiting for AMF - SMF Connectivity
N1l Nawf_Session_Control.gls Script Started...

ProfileloadStatus == Profile loaded

Starting N11 script True

Create SM Context Recguest Initiation ... N1l swmContextReleaseType= ReleaseSNC
ontext

N1l user_ event= CreateSMContextRegquest
UserEvent3tatus= Applied

CallInitiated3tateStatus = Initiated
CallInitiated3tate= 0
responseitatus_1 = SN Context Created

responseltatus_2Z = N1 N2 TRANSFER Response_Sent
responseitatus_3 Session Establish Accept
responseitatus_4 Update3NContextRequest Sent
responseitatus_5 SM Context Updated

N1l ReleaseSNContext_status= Applied

True

CreateSNcontext Response Status... SM Context Released
MAPS N11 MsgCount: 7

MAPS LastM3GRov.....

[}

Time Stamp Route Message

11:12:58.747 <= 204

%ﬁttt**%ﬂﬂ#**%tnkps N11 Hessage FlOW R

Time Stamp Route Message

Message decode...

11:12:57.709 - POST - /nswf-pdusession/vl/sm-contexts
11:12:57.709 -> POST - /nswf-pdusession/vl/sw-contexts

Message decode...
11:12:58.034 <= 201

Figure: Sample Python Client

CTi MapsCLI AMF (N11 RELEASE17) - O X
] File Edit View - & X
D B x‘

IV Wiew Latest Command

1::2024-1-30 11:12:06,453000 : Start "TestBedDefault.xml" # "_TypeOFUESimulation"="xXML"," _DefaultProfile"="AMF_Profiles.xml"; A
1::2024-1-30 11:12:09.832000 : LoadProfile "AMF_Profiles, xml"

1::2024-1-30 11:12:54.,935000 : StartScript 1 "Namf_Session_Control.gls" "MSIN3012041631" 1 # "IMSI"=( binarystring )001013012041631,"EnableCLI"=1;
1::2024-1-30 11:12:57.669000 : UserEvent 1 "CreateSMContextRequest”;

1::2024-1-30 11:12:58.225000 : UserEvent 1 "ReleaseSMContext";

1::2024-1-30 11:12:58.876000 : UserEvent 1 "GetCallStatus";

1::2024-1-30 11:12:59,966000 : UserEvent 1 "GetMessageCount”;
1::2024-1-30 11:13:00.076000 : UserEvent 1 "GetLastReceivedMessage";
1::2024-1-30 11:13:00,193000 : UserEvent 1 "GetMessagelnfo"# "Index"=0;
1::2024-1-30 11:13:00.297000 : UserEvent 1 "GetMessagelInfo"# "Index"=1;
1::2024-1-30 11:13:00,418000 : UserEvent 1 "GetMessagelnfo"# "Index"=2;
1::2024-1-30 11:13:00.629000 : UserEvent 1 "GetMessagelnfo"# "Index"=3;
1::2024-1-30 11:13:00.854000 : UserEvent 1 "GetMessagelnfo"# "Index"=4;
1::2024-1-30 11:13:00,959000 : UserEvent 1 "GetMessagelnfo"# "Index"=5;
1::2024-1-30 11:13:01.169000 : UserEvent 1 "GetMessagelnfo"# "Index"=6;
1::2024-1-30 11:13:01,394000 : StopScript 1; v

r

[Num 4

Figure: MAPS™ CLI Server

© GL Communications Inc.
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Supported Protocols and Specifications

JSON
HTTP/2
TCP TS
IP
Ethernet
REST
Supported Protocols Standard/ Specification
N11 Interface (SMF - AMF) TS29.502 (Release 17)
JavaScript Object Notation (JSON) IETF RFC 8259
IETF RFC 7231
HTTP/2
IETF RFC 7540/RFC 7541
TLS IETF RFC 8446
TCP IETF RFC 793
IETF RFC 791 [5]
IPv4

IETF RFC 2460 [6]

© GL Communications Inc.
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Buyer’s Guide

Item No Product Description

PKS505 MAPS™ 5G N11 Interface Emulator

PKS305 MAPS™ 5G Multi-Interface Emulation

Item No Related Software

PKS500 MAPS™ 5G N1/N2 Interface Emulator

PKS501 MAPS™ 5G N4 Interface Emulator

PKS502 5G Service based Emulation (Prerequisite base license for all service based (Open API) interface emulations)
PKS502 MAPS™ 5G N17 Interface Emulator

PKS503 MAPS™ 5G N8 Interface Emulator (Requires PKS502)
PKS504 MAPS™ 5G N10 Interface Emulator (Requires PKS502)
PKS506 MAPS™ 5G N12 Interface Emulator (Requires PKS502)
PKS507 MAPS™ 5G N13 Interface Emulator (Requires PKS502)
PKS508 MAPS™ 5G N20 Interface Emulator (Requires PKS502)
PKS509 MAPS™ 5G N21 Interface Emulator (Requires PKS502)
PKS510 MAPS™ 5G N22 Interface Emulator (Requires PKS502)
PKS511 MAPS™ 5G N29 Interface Emulator (Requires PKS502)
PKS511 MAPS™ 5G N51 Interface Emulator (Requires PKS502)
PKS170 CLI Support for MAPS™

Note: PCs which include GL hardware/software require Intel or AMD processors for compliance.

For complete list of MAPS™ products, refer to Message Automation & Protocol Simulation (MAPS™) webpage.

For more details on supported MAPS™ 5G interfaces, refer to 5G Core (5GC) Network Test Solution webpage.
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