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Overview

Includes Protocol Analysis &
Traffic Analysis Views
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GL’s Packet Analyzers with enhanced Packet Data Analysis (PDA) for live monitoring of signaling
Filter and Search Features and traffic over different transmission lines, including T1, E1, T3, E3, and OC-3 STM-1/ OC-12
IR B STMVI-4. PDA then processes the captured packets, identifies, and segregates calls based on
signaling and traffic parameters.

PDA is distributed with GL’s ISDN, SS7, CAMEL, MAP, INAP, CAS, UMTS, and GSM protocol
Analyze Signaling Protocols analyzers, allowing users to capture, analyze, and report of every call-in detail.
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For operators looking for cost-effective and simple plug-and-play solution, GL offers
NetSurveyorWeb™ Lite (PKV169), an integrated and simplified web-based system that is
distributed at probe level. The NetSurveyorWeb™ Lite works with any GL’s protocol analyzer
Automatic & Manual probes as an addon tool, enhancing the capabilities of network surveillance for 24/7 availability,
Termination of Recording real-time and historical storage of CDRs, non-intrusive monitoring, handling larger volume of
IR R RN I data at probe level, play voice files, analyze voice/fax traffic, perform critical voice/fax/delay
measurements, consolidate different reports, build custom KPIs, filters to quickly drill-down to
calls-of-interest, alerting, and reporting. Both the web-server components and database engine
run on the probe system, allowing for easy plug-and-play and simplified deployment process to
start monitoring the networks.

Active Calls, Call Graph, Call
Summary

SEEEEEEENEEEEESR When used in conjunction with Voice Band Analyzer and Call Data Records, the captured

signaling and voice can be used to trouble-shoot customer complaints of voice call quality,
voiceband data, fax quality, tones, and dual tone transmission issues.

For more details, visit https://www.gl.com/call-data-recording-and-analysis.html, https://
Traffic Optimization / www.gl.com/distributed-probe-level-web-based-network-monitoring-system.html.
Engineering / Statistics
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Customize Decode Options
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PDA Main Features

Packet Data
Analysis

Triggers and
Actions

Auto ISDN
Trigger & Capture
Options

Auto SS7 Trigger
& Capture
Options

Export Options

Record/Playback

Call Detail
Recording

Remote Monitoring

Additional
Features

e A host of counters gives the user an
instantaneous snapshot of the traffic on
the network.

e Pictorial representation of the statistics
including ladder diagrams for the calls of
various protocols.

e Ability to export and analyze call detail
records of completed calls in CSV file
format.

e These reports can be further analyzed
using GL’s NetSurveyorWeb™ Lite.

Filter captures based on protocol
parameters followed by a set of actions for
the completed calls.

e Capture ISDN calls with CRV, ISDN
message type, channel, direction, called
and calling numbers.

e Supports capturing ISDN calls with or
without NFAS options
Detect and capture SS7 calls by defining
DPC, OPC, and CIC groups.

e Capture SS7 calls on multiple T1 E1
trunks using a signalling link on a
different physical trunk than the
telephony circuits.

e Exports Summary View information to a
comma delimited file for subsequent
import into a database or spreadsheet.

e Capability to export detailed decode

information to an ASCI! file

Recorded trace files can be played back
using HDLC playback application.

Call Detail Recording feature includes data
link groups that help in defining the
direction of the calls in a given network and
form logical groups comprised of
unidirectional (either 'Forward' or
'Backward') data links.

Remote monitoring capability using GL's

Network Surveillance System.

e Status bar displaying information
regarding running percent utilization,
Number of frames captured, CRC errors
and Frame errors etc.

e Trace files for analysis can be loaded

through simple command-line
arguments.

e Multiple trace files can be loaded
simultaneously with different GUI
instances for offline analysis.

NetSureyorWeb™ Lite Main Features

Call Detail
Records

Filter & Search
Calls of
Interest

Key
Performance
Indicators
(KPI's

Physical Layer
Monitoring

Alerts and
Indicators

Ability to customize column views with
sorting capabilities for call detail records.
Easy navigation of records to display
Previous or Next Hour, Day, Month, Year
through navigation tool

Ability to export the call detail records
displayed based on time filter or record
index as PDF and CSV

Ability to play voice files for GSM and TRAU
protocols

Decode SMS in different languages for GSM
CDRs

Provides options to view CDR, Ladder
Diagram, and Protocol Decodes of a selected
frame in a single view.

Drill-down to calls of interest with filter and/
or search options

Customize Filters (Date, Time, and other call
control parameters.

Apply single or multiple filters for data
analysis; use logical operators between
filters

Voice Quality (MOS, R-Factor)

Signal level, Nosie Level, and Echo
Delay Measurements (RTD, OWD)
Signaling Messages and Traffic Types
Call Duration and Call Volume

Call Status (Completed, Busy, Success,
Failure)

Physical Layer Alarms (Link Status, Carries
Loss, Sync Loss, ...)

Automatically alert users when “Calls of
Interest” occur

Set alarm conditions and generate alerts of
different types like email alert, visual alert,
audible alert, or even log into tables for
future analysis.

Provides database query methods to gather
status, statistics, events, and results.

Automatically alert users when “Calls of
Interest” occur

Set alarm conditions and generate alerts of
different types like email alert, visual alert,
audible alert, or even log into tables for
future analysis

Provides database query methods to gather
status, statistics, events, and results
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ISDN and SS7 Protocol Analyzer Features

Summary, Detail, and Hex dump Views

The analyzer displays Summary, Detail, and Hex Dump Views in
different panes. The ISDN Summary View displays Device
Number, Frame Number, Time, Length, C/R, SAPI, TEI,P/F, N(S),N
(R), Func, CRV, Called and Calling No and so on. The SS7 Summary
View displays Frame Number, Time, Length, BSN, BIB, FSN, FIB,
SCCP message type, called / calling number, and so on. User can
select a frame in Summary View to analyze and decode each
frame in the Detail View. The Hex dump View displays the frame
information in HEX and ASCII octet dump formats. The contents
of detail and hex dump view can also be copied to clipboard.

T 1SDN Protocol Analysis Q.93x 64-bit - O X
Flle View [aptura Statistics Database  Call Detail Records  Configure  Help

S| Amjua) =[e] \Bws 5% ol B[ | Gomo |
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10 1 00
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0003 N(R) = 0101000, (40}
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Off-line Viewing C:\Program Files\GL Communicat |27 946 Frames

Figure: ISDN Summary, Detail, & Hex dump Views
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Figure: SS7 Summary, Detail, & Hex dump Views

Real-time and Offline Analysis

Users can capture and analyze ISDN frames using either real-time or
remote analyzers, and record all or filtered traffic into a trace file.
The recorded trace file can be used for offline analysis or
exported to a comma-delimited file, or ASCII file. Real-time
capturing requires user to specify timeslots, bit inversion, octet
bit reversion, user/network side, FCS, and data transmission rate.
Recorded trace file can be played back on T1/E1 using the HDLC
file Playback application.

Protocol Capture Configuration - o

PORTACTIONS | Pot\TS |00 |01 |02 (03 (04 |05 |06 |07 (08 |09 |10 (11 (12 (13 |14 |15 (16 [17 |18 |19 (20 |20 |2 |2
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[ cs [y
" S6kbps C 15

sl
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€ Nx56 Kbps (bits 1-7) (ot} i © Network Paste Al
Crssrp@sze) || C% |5 Y ™ Bt Inversion 150

Peste Cpboard to Pt List
‘Multiple Hyper-Channels-
I™ Octet Bit Reversion Paste List

oo 4 (MSB <->1SB)

Figure: Stream / Interface Selection
Filtering and Search

Users can record all or filtered traffic into a trace file. Filter and
search capabilities adds as another powerful feature to the ISDN
analyzer. These features isolate required frames from all the
captured frames in real-time/remote/offline.

Users can specify custom values for frame length to filter frames
during real-time capture. The frames can also be filtered after
completion of capture based on C/R, SAPI, TEl, CTL, different
ISDN message types and more.

Similarly, search capability helps user to search for a particular
frame based on specific search criteria.

Space Delimited Length List to Exclud,
’7|5 7

Exclude F\SLII Exclude LS51 Clear ALL

~CTL Valha

r~Filter Selection

e

-8 DataLink

-y 0.9 Layer 3
Deactivate

Activate I

&l Selected
Layper I Field I Filter Value
LAPD C/R Command[User). Response(Network )
LAFD CTL Information, Supervisory, Unnumberer
K E— | i

Conditions for all selections
“(" AND < OR H = Include Exc\ude| Deactivate Sel | Dreactivate 4l |

Figure: Real-time and Offline Filter
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Packet Data Analysis (PDA)
Graphs in PDA — Summary View

Active Call Graph — A line graph, depicting the Number Of Calls
Vs Time.

Summary View

The Call Summary part contains the description of the TDM calls. This
view is the primary gateway through which all the other call related
options provided by Packet Data Analyzer could be exercised.

Active: Calls
"4 Packet Data Analyzer - Summary View - o x
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[ BH G » 3 & [1sDN ~|[Show All Sessions -l
Call Summany | Afrt Summeny |
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G Gy “ o v > AES “s s e % % i % bl
Time
Active Calls Graph / CallGragh J, Call Summary

ISUP Calls

Display statistical information on number of ISUP calls that are
attempted, established, failed including the traffic statistics if each
call.

Figure: Active Calls Graphs

ISDN Call Graph — The Call Graph displays the message sequence

T — o =] ofcaptured ISDN call, with decode of the selected message dis-
File View Call Summary Protocol Configurations GUI Configurations Help .
G T IEIEIETIE fisu ~[ohon AT Sossions =l played to the right of message sequence.
Cal Summany | Alen Summny |
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IR IR E R D ~][Show All Sessions =R
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0 ISUPCongledCale 3 + isoioiovonotss 2 Nomslcdcomng 1 2 Crosode i o e o
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n — ‘ e -
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Figure: ISUP Call p_— :
ISDN Calls
. L. . . 4l | (3| K] | 3
Display statistical information on number of ISDN calls that are

attempted, established, failed including the traffic statistics if each

call.

™1 Packet Data Analyzer - Summary View
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Figure: ISDN Call

Figure: IS

DN Call Graph
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Packet Data Analysis (PDA)

ISUP Call Graph — The Call Graph displays the message sequence
of captured ISUP call, with decode of the selected message
displayed to the right of message sequence.

¥ Packet Data Analyzer - Surmary View

[E=3ECE =

File View Call Summary Brotocol Configurations GUI Configurations Help

¢F W G > 3 & [ET R ~ |[show All Sessions -
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a4 600 co00x
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“ctive Cals Greph Y, Call Graph {_CallSummary

Export CSV

This option is used to export Traffic Call Detail Records (CDRs from
PDA) and Frame Summary for the selected protocols in the
specified path. Two sub folders "CDR" and "Frame Summary" will
be created under specified directory. Traffic CDR files and Frame
summary files are created under these specific sub directories.

Figure: ISUP Call Graph

Signalling Parameters — The Call Summary tab displays the
signaling parameters of each call for ISUP, ISDN, CAMEL, INAP,
MAP, and CAS in a tabular format.

A Packet Data Analyzer - Summary View - O X

File View CallSummary Protocol Configurations GUI Configurations Help

=
[ uH Y » 8z & [IsDN "~|[Show All Sessions -
Cal Summary | Aot Summary |
Caller Callee Device TimeSlot CalReference ~
 ___sso0 ] o ] . [ o [ e |
5555000 8752706 1 [} 2818 v
< >
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Caller 5554000
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Calld 5
Call Status Terminated

16010101 00:00:04
16010101 00:00:05
16010101 00:00:05

Call Iritiated Time
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Cal Stop Time

Call Duration

Call Teminatar

Call Faiue Reason

Session Request Delay (msec)
Session Discannect Dielay (msec]
Past PickUIP Delay [meec)

Total Signaling Frames ]

Active Calls Graph % Cal Graph % Call Summary

C5V Export X
File

Select Protocols

ISDN

Probe Mame | ISDN

[ Write Call Detail Record (CDR)
o

¥ \Write FrameSummary

C5V File Configuration

Directory | C:\Program Files\GL Comi . . | [ Create Protocol Sub-Folder

File Name: ProtocolName_ISDN_Year_Month_Date_Hr_Min

Create Mew File After

(" SV File Size " Record Count ¥ Time Duration | 1 Min

Activate | Close |

Figure: Export to CSV

Triggers and Action Settings

Triggers and Action Settings allow the user to filter calls based on
certain SS7 and ISDN parameters followed by a set of actions for
the completed calls.

Action column lists one or more actions to be performed on the
filtered calls. The actions include saving call to a file, recording
audio to a file, sending an email, posting alert summary, viewing
custom calls in summary view, creating Call Detail Records in CSV
file format, and extracting Fax from calls in TIFF format.

Figure: Signalling Parameters

Save Call

The Save Call feature enables the user to save a particular call
either in GL’s proprietary *.HDL file format or in Ethereal *.PCAP
file format or *.PCAPNG file format. Call Summary details could
also be saved for a particular call as a *.rtf file. This is especially
useful to get data from real-time traffic locations to the lab for
detail analysis of a flawed call.

ma Save Call X
Calls) Selected Calls)
CalNum_1
=
=
File Type

¥ HDLFile [~ PCAFFE [~ PCapng

0 [ Call Summary

Path ‘E “Program Files\GL Communications InchUsh E1 Analyzert,

[ Ovemwits Files  Save Calls) Esit

Figure: Save Call

Triggers and Action Settings - Untitled X
File

Trigger List Filter Selection

=& ISDN

£'2 Calling Party
& Called Party
& Cal Reference
@ Failed Calls
e A Calls

Triggerl

Enter Trigger Mame Enter Sting Yalug

Trigger! ’27 Conditions
" And % Or
Add Delete Defictivate
Action
3 = Extract Fax Image Options
ave Lal
Audio Recording File Name Mask
UUser Defined [e_sv_2M_%D_hmzs
- .
EZTSZE:LW Filez Destination Directary

| C:5Program Files\GL Cammunications | .

Call Detail Record
Extract Fax Image

Ok LCancel

Figure: Triggers and Actions Settings
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L NetSurveyorWeb

Quick CDR \ All Calls

NetSurveyorWeb™ Lite

My Account

Protocol Type [N hd

Date [2018-06-26 | ]2018-06-28 | Tme:: [ 00:00:00 = [ 23:59:59 = | WHECED

Ll Today ‘esterday Last7 Days Last 20 Days All
Passed Calls o
. Actions v uery Execution Time : 0.09707 Seconds
Failed Calls = Query
- —— R EEER LT A
DR
| SlNo CALLID PROBENAME  START TIME CALLER CALLEE CRV TXPORT RXPORT TIMESLOT BEARER CHANNEL INTERFACE TYPE INTERFACE Ji
- O callplew B 1 12 Glindia-Isdn-T1 2018-06-27 14:53:33.376 7685612112 8556782112 5 1 2 23 12 Primary Rate Interface 0
Basic KPIs o Call Flow I% 2 11 GLIndia-Isdn-T1 2018-06-27 14:53:13.683 7685612111 8556 g 1 2 a3z 11 Primary Rate Interface 0
_ O callplew B 2 10 GLindia-Isdn-T1 2018-06-27 14:53:01.101 7685612110 8556782110 7 1 2 23 10 Primary Rate Interface 0
o Call Flow I% 4 9 GLIndia-Isdn-T1 2018-06-27 14:52:03.226 7685612109 8556782109 6 1 2 23 9 Primary Rate Interface 0O
- R
O calipew B 5 7 Glindia-Isdn-T1 2018-06-27 14:51:129.268 7685612108 8556782108 5 1 2 23 8 Primary Rate Interface 0
o Call Flow a & 8 GLIndia-Isdn-T1 2018-06-27 14:51:28.564 7685612107 8556782107 4 1 2 23 7 Primary Rate Interface O
{2’
O cairow B 7 & Glindia-Isdn-T1 2018-06-27 14:51:17.430 7685612106 8556782106 2 1 2 23 5 Primary Rate Interface 0
_ o Call Flow a 8 3 GLIndia-Isdn-T1 2018-06-27 14:51:00.000 8556782104 7685612104 12 2 1 23 4 Primary Rate Interface O
_ O calFow B s 5 Glindia-Isdn-T1 2018-06-27 14:50:59.992 8556782103 7685612103 11 2 1 23 3 Primary Rate Interface 0
o Call Flow a 10 2 GLIndia-Isdn-T1 2018-06-27 14:50:59.985 6556782102 7685612102 10 2 1 23 2 Primary Rate Interface O
O calflow B 11 Glindia-Isdn-T1 2018-06-27 14:50:59.978 8556782101 7685612101 8 2 1 23 1 Primary Rate Interface 0
8] Call Flow a 12 1 GLIndia-Isdn-T1 2018-06-27 14:50:59.971 8556782102 7685612100 8 2 1 23 o Primary Rate Interface O -
4 »
( ) Quick View CDR

The real-time data view provides visibility into each individual
call. Each call can be investigated based on call control, signaling
and traffic parameters. Flexible filtering can help you organize
and identify “Calls of Interest”. The CDR view includes -

Frame Summary

Frame summary view provides summary of signaling data along
with the decodes in the form of Hexdump.

Traffic Summary

This option is currently available only for IP calls. Each call can be
expanded to reveal per stream RTP statistics. The RTP/audio
parameters such as payload type, total packet count, missing /
duplicate / reordered / discarded packet count or %, MOS/R-
Factor, cumulative packet loss, delay, and jitter values are
displayed.

Graph View for each call

Quick CDR View is a combination of Custom Filters and Column
View, user can create their own Quick View groups and add the
required columns in the created group to be displayed on the
Data View. Default Quick CDR View is provided for all the
protocols such as All Calls, Failed Calls, Passed Calls, VoLTE
Enabled Calls, CS Fallback, Poor LMOS, Good LMOS, Longer
Duration Calls, and more.

Multi-protocol call flow

This feature is useful in testing inter-operability of different types
of networks, say for example SIP-to-SS7. The Multi-protocol Call
Flow provides the flow of messages exchanged between different
nodes in the form of a ladder diagram along with the ability to
display respective signalling decodes, thus providing visibility into
complete end-to-end call flow.

. . pe . (o))

This call flow graph allows easy verification of the messages . :
exchanged and the status of the call. -
Users can also select any messages and observe the corresponding msumam | e I SR
decode message details in the decode view. A2 429 S - ouiil, (59

H 2016-06:27 145333531 ” e - 2ee0nte. (7o)
Merge View — - o108 0L.051

2018-06-27 14523353 e e (2)

This feature display Ladder diagram and Decodes of the selected
message in a single view. Hide/Show any of these views in order to
easily view the information properly.

20180627 1452:32694
20180627 145252218
20180627 1453:52.374

20180627 145258516

Navigation and Search Tools

Navigate through records easily using Previous and Next Hour,
Day, Month, and Year options as required. A particular call of
interest can be searched using the Quick Search option.
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Figure: Ladder Diagram and Protocol Decodes
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Delay Measurement (OWD)

NetSurveyorWeb™ Lite also works with Delay

Measurement tools to analyse captured voice traffic and provide
precise one-way delay metrics. For a given call which traverse
through Gateway, traffic is sampled at both TDM and IP analyzer
at the same point of time running in the same server. These
captured segments of SIP and ISDN calls will be saved in *.pcm
formats. These samples will be given to delay measurement
module which compares the samples based on the timestamp
and provides the delay metrics.

st 2018-10-08] 3[2018-10-1

Delay KPI

Average Delay In and Out

The below KPI shows average delay for In and Out direction. It is
categorized as <51 sec, between 51-100 Msec, between 101-150
Msec, and greater than 150 Msec.
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Buyers Guide
XX100 — ISDN Analysis Software (T1 or E1)

XX120 — SS7 Analyzer Software (T1 or E1)

Related Software
PKV169 — Network Surveillance Lite Software (Does not include

PC; Includes Oracle 11g Express Edition and requires
respective real-time protocol analyzer licenses on the
Probe PC)

Requires one of the following protocol analyzer licenses.
PKV100 — PacketScan™ (Real-time and Offline) for SIP, MGCP,

Megaco, H.323.
PKV103 — IP Based GSM & UMTS Analysis, requires PKV100

PKV105 — SIGTRAN Analysis, requires PKV100

PKV107 — LTE (Long Term Evolution) Analyzer, requires PKV100

XX150 — GSM Analysis Software (T1 or E1)

Related Hardware
PTEOO1 — tProbe™ Dual T1 E1 Laptop Analyzer

XTEOO1 — Dual T1 E1 Express (PCle) Boards

TTEOO1 —tScan16™ T1 E1 Boards

FTEOO1 — QuadXpress T1E1 Main Board

ETEOO01 — OctalXpress T1E1 Main Board plus Daughter Board

UTEOQO1 — Portable USB based Dual T1 E1 Laptop Analyzer
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