Analysis of Fax over IP, TDM, and PSTN - FaxScan™

4-Wire Capture

VolP Capture

2-Wire Capture

FaxScan™ (VBA038, PKV104)
Fax Decode and Analysis

Overview

Call-center quality engineers, brokerages, government agencies, and other entities have a need to monitor fax transactions. Monitoring
is done by recording the analog or IP traffic using suitable call capture applications. These files need to be decoded to investigate issues
with protocol messages and Fax image quality.

FaxScan™ application is used to process 2-Wire and 4-Wire voice band capture files as well as Win PCAP captures to provide analysis of
the T.38 packets, T.30 frames, a Fax TIF image decode, and general call-flow indicators for detail analysis. It is a valuable T.30 and T.38
debug and test tool, aiding significantly in system development. Fax sessions can contain standard G3 or V.34-based sessions.

FaxScan™ can work with popular packet capture applications such as GL’s PacketScan™ or Wireshark®, as well as TDM / 2-Wire capture
applications such as GL’s tProbe™ T1 E1 FXO FXS Analyzer, and VQuad™ Dual UTA. FaxScan™ is also available as an integrated analysis
module within Voiceband Analyzer.

FaxScan™ can

e Process up to V.34 T.30 recordings in 2-Wire, 4-Wire, p-Law, A-Law, 16 bit, 14 bit, and 13 bit PCM captures (requires VBA038
License)

e Process V.34 T.38 IP captures and SIP/RTP PCAP captures (requires PKV104 License). Win PCAP captures can be processed from
T.38 packets alone or as part of a capture file with multiple SIP calls

For more details, please visit FaxScan™ webpage.
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3 modes of operation depending on the type of input file: PCM, SIP, and T.38

e Supports 2-Wire or 4-Wire PCM captures that are sampled at 8-Khz only
— G.711 A-Law, p-Law encoded 8-bit PCM data formats

— 13-bit linear PCM, and16-bit linear PCM data formats

e Supports Modems: V.8, V.17,V.21,V.27,V.29, V.33, and V.34
e Output contains page-by-page packet statistics and Fax image summary
e Fax image output in TIFF-F format (as specified in RFC 2301)

o Creates detailed SIP Ladder diagram files for SIP calls
e Reports Modem Rate, Resolution, Encoding, and Page Size
— 2400, 4800, 7200, 9600, 12000, 14400, 16800, 19200, 21600, 24000, 26400, 31200, or 33600 bits per second

— HIGH (204x196dpi), LOW (204x98dpi), or SUPER_HIGH (204x391dpi).
— Modified Huffman (MH), Modified READ (MR), or Modified-Modified READ (MMR).

— A4,B4, or A3

e Single and multi-page ECM and non-ECM fax sessions are supported
e Integrated with GL's Voice Band Analysis product for Automated Operation

Supported Data Rate and Protocol

The FaxScan™ supported transmission Group 3 protocols include:
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Supported File Formats
e Analog Inputs
— G.711 A-law encoded 8-bit samples
— G.711 plaw encoded 8-bit samples
— 16-bit linear samples that utilize only the low 13 bits. The upper 3 bits are sign extended
— 16-bit linear samples utilizing all 16-bits

e IP Inputs
— PCAP files with SIP, RTP, T.38 packets captured on Windows® OS and the Ethernet interface

e Fax Image Output
— Class-F TIFF format as specified in RFC 2301

FaxScan™ for 2-Wire and 4-Wire Captures (PCM)

FaxScan™ processes two synchronized audio recordings captured using tools such as GL’s Fax Simulator and MAPS™ FXO FXS
applications. A fax machine can be connected to tProbe™ in the monitoring mode using RJ-11 splitter. In place of a fax machine a fax
call can also be achieved using MAPS™ FXO FXS application or Fax Simulator.

ﬁ tProbe ™
#
T1/E1 Analyzer
with
WCS FAX Tx/Rx
MAPS FXO FXS FaxScan™

Fax signals captured as 2 PCM files
(the transmitting and the receiving signals)

Figure: FaxScan Dual PCM Recording
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FaxScan™ for 2-Wire and 4-Wire Captures (PCM) (Contd.)

The FaxScan™ reports for PCM files takes the form of a ladder diagram. The ladder listing is used to print the events in the list in three
time-ordered columns, calling terminal, neither, and called terminal respectively.

Some of the parameters summarized are:

e Bad Lines — The number of bad lines received.

e Total Lines — The total number of lines.

e Pages — The number of pages processed.

e Bytes — The number of bytes processed by the high-speed (non V.21) modem.
e Trains — The number of training signals processed.

Sender ID — The sending fax machine identification number

e Receiver ID — The receiving fax machine identification number
=1o1x|

Ml1_2_10_45_tx - Notepad

File Edit Format Yiew Help

T30 Analysis

PCM A: "vectors\pcm_vectors\1_2_10_45_tx.pcm"
PcM B: “vectors\pcm_vectors\1_2_10_45_rx.pcm"
version: 0. 1 —
Pages send: 1
Pages Rcvd: 1
Total Lines: 1116

Pages with Errors: 0
Pages Indicating Errors: 0

ECM_Used: YES

Polling:

DIS Frames:

DCS Frames:

DTC Frames:

FTT Frames:

DCN Frames:

MCF Frames:

PPR Frames:

RTN Frames:

RTP Frames:

EOM Frames:

TCF Count:
Initial Data Rate: 33600 bps.
Last Data Rate: 28800 bps.

Initial symbol Rate: 3429
Final symbol Rate: 3429
Initial Modem: v34
Final Modem: v34 _

=4
o

T Summary of

FAX Call

ocooOoOWHRRFOORE

- Entry 1 ——————--mmmmm o
Time: Oms
From: NONE
Event: EVT_NOTICE

Info type: FT_MESSAGE

Msg:
$pate: Mmar 06 2013 10:19:16 ?I

Total Bad Lines: 0 Input File

Detailed FAX
Call

|FaxTap analysis pPackage version 1.06 released:

=

Figure: FAX PCM Ladder File

13.12,2002 02:96 FROM: Fax TO: 95472306 PAGE: 091 OF DO1

urgen

facsimile

To: Fax Sampler

Fax Number: 9,4472306

From: Serdar KACAR

Fax Number: 4472306

Business Phone;

Home Phone:

Pages: 1

Date/Time: 12/13/2002 2:46:26 AM

Subject: http://groups.google .com/groups?hl=en8lr=&ie=UTF-8&threadm=34F49A14

Estimating the reflection amplitude requires some math. The 1 & Q tap
values

(after convergence) give you the impulse response of the inverse channel
filter, If He(z) is the channel filter and Hd(z) is the DFE filter, you

have

He(z)Hd(z) = 1 (approximately). Solve for Hc(z) and take an inverse FFT
to get he(n), the channel impulse response.

The reflection amplitude should not vary much over time in a cable
system,

since it is usually caused by an unterminated splitter or a nearby TV/VCR

tuned to another channel. Using the speed of light in the cable, about 1
ns

per foot, the ‘dominant’ feedback tap in the DFE tells you how far away
the impedance mismatch is.

Figure: Decoded FAX TIFF Image
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FaxScan™ for Fax over IP (SIP/RTP, SIP/T.38)

FaxScan™ supports T.38 and pass-through modes for capture and analysis of Fax over IP. Calls are captured using GL’s PacketScan™ -
All IP analyzer via port mirroring on a Ethernet switch. The PacketScan™ monitors, decodes, and records the captured sessions as a
single PCAP file and then these captures are fed to FaxScan™ software for Fax decode and analysis.

Pass through mode

G.711
Mirror ( )

Port

Mirror
Port

PacketScan™ PacketScan™

Figure: FAX Over IP T.38 and Pass-through Mode
The following features are supported:

e Analysis of files captured by popular IP capture tools in Transparent (pass-through mode) and T.38 mode.
e Single- and multi-page ECM and non-ECM fax sessions are supported.

e Decoding of transmitter-only captures is supported for non-ECM faxes.

e ECM faxes must have both transmitter and receiver packets present in the capture.

e OQutput contains page-by-page packet statistics and fax image summary.

e Fax image output in TIFF-F format.

e Generates a SIP ladder file with a summary of the fax call flow.

— 1o x|
— 192.168.30.105 192.168.30.106 A File Edit Format Wew Help
"'"5. 0ga500 192.168.30.105 192.168.30.106 I~
0.015477
0.039287
0.051864
0.061300
0. 063990
0.064530
0-070997, <======5DP: T38
0.081044
1.037958
1.049871
1.051197
1.061246
1.651391
4.501823
31.672036
31.677318
32.948875 o
32.963361 I LI
=

Figure: FAX SIP Ladder Files
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Batch File Processing

Files can be processed on a per line basis in a DOS window or more conveniently by using Batch files. Generally, running FaxScan™
through a batch script avoids the tedious process of bringing up the Command Window manually, and keying in a command for each
analysis to be conducted.

Command Line Syntax

The FaxScan™ command line syntax for SIP is as follows:
Bin\Faxscan.exe SIP -p ladder-diagram -f pcap-file
Where

-p = folder to output TIFF-F files

-f pcap-file = pcap file containing SIP traffic

The FaxScan™ command line syntax for PCM is as follows:
Faxscan.exe PCM -f first-pcm-file —-s second-pcm-file —e pcm-encoding
Where

-f = One side or dual side recording

-s = Second file for dual recordings

-e = alaw, plaw, lin16, lin13 PCM encoding

The above commands will generate ladder diagram and a tiff file in the FaxScan™ installation directory after decoding and analyzing
PCAP or PCM fax captures.

BN CindowshSystern 32emd.exe

C:“\FProgram Files“GL Communications Inc“FaxScan>set CM{_DEU_TESTING=unittest“SIP
C:“Program Files“~GL Communications Inc“FaxScan>mkdir unittest>SIP

C:“Program Files“~GL Communications Inc“FaxS8can>hin“FaxS8can.exe SIP vectorsn\EIP_vectors\rtp.pcap
1>test_sip.log

C:“Program Files“~GL Communications Inc“FaxScan>hin“FaxS8can.exe SIP vectorsnEIP_vectors:\tiB.pcap
1>>test_sip.loyg

C:“Program Files“~GL Communications Inc“FaxS8can>hin“FaxS8can.exe SIP vectorsnEIP_vectorsibad_fax_cal|
1 8 _cal_test.pcap 1>>test_sip.loyg

C:“Program Files“~GL Communications Inc“FaxScan>hin“FaxS8can.exe SIP vectorsnEIP_vectorssecm_v2?.pcal
1 1>>test_sip.loyg

C:“Program Files“~GL Communications Inc“FaxScan>hin“FaxS8can.exe SIP —f wectors SIP _vectorssnon—ecm_v27|
.pcap 1>>test_sip.loyg

Figure. command Line SyntaX for SIP :\Program Files\GL Communications Inc“FaxScan>set CHR_DEU_TESTING=unittest\FCH

:\Program Files\GL Communications Inc“FaxScan>mnkdir unittest“PCM
:\Program Files\GL Communications Inc:\FaxS8can>rem goto last:
:\Program Files\GL Communications Inc“FaxS8can>rem

:\Program Files\GL Communications Inc:\FaxScan>rem

iNProgram Files\GL Gommunications Inc\FaxS8can>bin‘Fax8can.exe PCM —f wvectors\pcm_vectors~i_2_18_45_rx.p|
lcm —s vectorsi\pcm_vectorshl_2_10_45_tx.pcn —e mulaw 1>test_pcm. log

C:\Program Files“\GL Communications Inc“FaxScanl>fc vectors\pem_resultsni_2_18_45_tx.fax_ladder
unittest\PCHMNI1_2_18_45_tx.fax_ladder 1>>test_pem. log

IC:\Program Files\GL Communications Inc“FaxS8can>fc ~B vectors\pcm_results\l_2 10 45 tx.tif
unittest PCM L1 _2_1@ 45 tx.tif
Comparing g;lig VECTORS“PCM_RESULTS\1_2 18 45 tx.tif and UNITTEST~PCHM~1_ 2 1@ 45 TX.TIF

IC:\Program Files“\GL Communications Inc“FaxScan>rem

C:\Program Files“\GL Communications Inc“FaxS8can>rem

C:\Program Files\GL Communications Inc“FaxScan>bin“FaxScan.exe PCM -e LIN12 —HI
—f vectors\pcm_vectorsn2HPtoCanon2.pcm 1>>test_pcm.log

Figure: Command Line Syntax for PCM

< GL Communications Inc.
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Integrated into Voice Band Analyzer (VBA)

The FaxScan™ is integrated as an option in the GL Voice Band Analyzer. It can be used to analyze both 2-Wire and 4-Wire voice band
captures for all types of traffic including fax traffic. The Voice Band Analyzer can be set up for Manual, Batch, and Automatic
operations. Users can decide if they want fax images or to include the log file with additional information on messages used during the

fax transaction.

2 NRT Voiceband Analyzer - Vba1 = &
Profiles Logging Help
Input | File | Directory [ Start [ Elepsed [ Stat [ Modem() [ Modem | SymRa... | SymRat [ Encod [ ECM [ Poll [ PgSize | Resol
Speechlevel | |E1 7685612901 CA\Users\Srk. 05/19/201513. 60476 Success V7. V.17. 2400 2400 MMR tue fake A4 204438
P | [wa o 78856129010 CAUsers\Sik..  05/19/201513.. 60.476 AUN
Line Echo
Traffic Clossifer FaxScan Configuration FaxScan Configuration
FaxScan
Conﬁgurel Parameters Display Corfigure ~ Parameters |Dsplav|
Tone Decoder
—Select Display / Report Fields —Output Files
Right-Click to
l:onfweEech
Modem / Data Rate: ¥ Initisl ¥ Final ¥ Output Fax Ladder (fax_ladder)
More M . Symbol Rate: .......... W Initial [ Final ¥ Output Debuaging Irfo (Jog)
e T ¥ Encodng ™ ECM Used ¥ Poling Used
Alaw - Select Data Format Pages: ¥ Size  [v Resolution i~ Signaling Frames

E1 File |C:\Users\Srikanth\Desktop\7685612901_8556782101_Feb20_E0201_157_2015_0220_175333

=i

‘W1 File |C:\Users\Srikanth\D esktop\7685612301_8556782101_Feb20_W0101_157_2015_0220_17593:

Ready |Manual |Log disabled

Results: 7

FaxScan™ — Verbose Log File

Verbose output is useful in examining the T.38 protocol. When verbose output is enabled, each packet is decoded and its type is

12901_8556782101_Feb20_vbs.csv / 7685612301_8!

(]

[ Recd I Sert
[~ Emored [T Indicated in Emor

¥ Report Fax Signaling Frames

Lines: | Total | Emored — Fitter
Bytes W Rec'd ¥ Wiitten to Image ¥ Fitter 60 Hz
Frame Counts

[Cois T ocs T o7C [T FIT [ DCN
[T MCF[” PPR [~ RTN [~ RTP [T EOM
I~ Training Court

[ ox ]

Cancel

Apply

[ oc |

Cancel |

Apply

Figure: FaxScan in Voiceband Analyzer

printed. T.30 events are also decoded and shown. A small section of verbose output is shown in the figure below. You should use
caution when requesting verbose output, as log files are much larger than those generated without verbose output.

loix
File Edt Format View Help
(000:000) A [*ft_syn.c 0088]| Post record to the synopsis event: EVT_NOTICE |
(000:000) A *ft_syn.c 0089, Info: FT_MESSAGE = |
(000:000) A *ft_syn.c 0090, Info sz: 31
(000:000) A *ft_syn.c 0091 Src: FT_SRC_NONE
(000:000) A *fr_syn.c 0095 MSG: Earliest media
starts at 1.651
(000:000) A [*ft_syn.c 0126]| Node time: 0 head time: 0O
(000:000) A [*ft_syn.c 0141]| Insert at tail
(000:000) A ["ft_process.c 0056]| FT_T30_open: tiff: |vectors\SIP_vectors
I\t38. pcap.CALLO0L_1.tif|
(000:000) A "ft _process.c 0077]| Log options: 0x0000000c
(000:000) A "ft process € 0080] | FT_T30_Open: set session type:
(000:000) A o 0069 FT_T38_open called, t38.) verswn 0
(000:000) A "ft t38 hw. c 0084 Allocate 4480 for jitter buffer
(000:000) A *t38_dec.c 0215 Decoder context size: 324 pefined size: 324
(000:000) A [*t38_dec.c :0216]| Context at 0x0000000002611960
(000:000) A [¥t38_dec.c :10217]] $ sizeof JITTER frame: 192
(000:000) A [*r38_dec.c :0369] | DEC_set_T38_options: Type: 1 TCF: 2 Ver: 0 FEC
itype: 1  #sig: 5 #Data: §
(000:000) A ?"tzs_dec < :0370]| Max Jitter:
(000:000) A [*r38_dec.c :0378]| starting f‘lags 0x0000
(000:000) A [*r38_dec.c :0389] | set Fax5Scan packet delay to: 50
(000:000) A *t38_dec.c 10406]| Computed Max_Jitter: 50
(000:000) A *t38_dec.c 0407 Setting max queue to 20 entries
(000:000) A *t38_dec.c 0408 setting max packet delay 50
(000:000) A *t38_dec.c 0409 size per entry: 224
(000:000) A *t38_denc.c 0103 Sent Queue minimum to S
(000:000) A *t38_denc.c 0133 Initial pkt[19] seq: 65535
(000:000) A *t38_denc.c 0133 Initial pkt[18] seq: 65534
(000:000) A *t38_denc.c 0133 Initial pkt[17] seq: 65533
(000:000) A *t38_denc.c 0133 Initial pkt[16] seq: 65532
(000:000) A *t38_denc.c 0133 Initial pkt[15] seq: 65531
(000:000) A [*r38_denc.c 0133]| Initial pkt[14] seq: 65530
(000:000) A [*r38_denc.c 0133]| Initial pkt[13] seq: 65529
000:000) A [*t38_denc.c 0133]| Initial pkt 12% seq: 65528
000:000) A [*t38_denc.c 0133]| Initial pkt[11] seq: 65527
000:000) A [*t38_denc.c 0133]| Initial pkt[10] seq: 65526
000:000) A [*t38_denc.c 0133 Initial pkt[9] seq: 65525
(000:000) A [*t38_denc.c 0133 Initial pkt[8] seq: 65524
000:000) A [*t38_denc.c 0133 Initial pkt[7] seq: 65523
000:000) A [*t38_denc.c 0133 Initial pkt[6] seq: 65522
000:000) A [*t38_denc.c 0133 Initial pkt[5] seq: 65521
000:000) A [*t38_denc.c 0133 Initial pkt[4] seq: 65520 ;l

Figure: Verbose Output
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Buyer’s Guide

Item No Product Description

VBAO38 FaxScan™ for PSTN, TDM

PKV104 FaxScan™ for T.38

Item No Related Software

VBA032 Near Real-time Voice-band Analyzer

EXT001 GL Insight™ - Single Fax Analysis - TDM

EXT002 GL Insight™ - Single Fax Analysis - IP

PKV100 PacketScan™

VQT022 VQuad™ 2 Ports Fax Emulation (2-Wire and 4-Wire)
VQT022a VQuad™ 8 Ports Fax Emulation (2-Wire and 4-Wire)
VQT035 2-Wire Voice/Data Capture

Note: PCs which include GL hardware/software require Intel or AMD processors for compliance.

For more details, please visit FaxScan™ webpage.
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