O G l PacketScan™ LTE (PKV107)

Communications Quick Verification Guide

It is assumed that the PacketScan™ Analyzer Software and License installations (PKV100, PKV107) are already
performed referring to the Software Quick Installation Guide (Packetscan-Quick-Install-Guide.pdf). Now proceed with
the verification steps below for capturing and analyzing LTE protocol.

° PKV107 license supports analysis of LTE eGTP, S1AP, X2AP, and S6a Diameter interfaces.

I-:r" Note:
. Verify that Widows® Firewall is disabled before proceeding with the instructions given below. You should Turn off Windows Firewall on Windows® and
on any 3" party Anti-Virus software that may be installed on the PC to make sure that Firewall is not blocking any packets or frames.

Verification

¥

o Right click on the PacketScan shortcut icon E&=525E8 created on the desktop and select ""Run as Administrator' to launch
the application. The application should invoke without any errors.

Follow the steps below for functional verification of PacketScan™ Real-time analysis feature.
° From the PacketScan™ main menu, select Configure - Settings. This will invoke Configure Editor of PacketScan

Settings window.

° Expand LTE option, from the drop-down list check the options Enable/Disable VOLTE Processing. Make sure that Release
15 for eGTP protocol version is selected.

° Expand Miscellaneous and check the Enable/Disable LTE Signaling Processing option. Refer to the below screenshot.
Click on Apply and Exit.

B Configuration Editor of PacketScan (All-in-one) Settings. C\Program Files\GL Communica... — O X
~
4
Enable/Disable Vol TE processing:
eGTP Protocel Version: Release 15
STAP (&MNAS) Protocol Version: Releaze 15
S1AP SCTP Protecel Payload Identifier: 1818
K2AP SCTP Protocal Paylead |dentifier: 2727
Diameter 56a Release Version: Release 15

IMSI MIMNC Digits Length

Enable/Disbale LTE signalling processing:
Mumber of protocol decoder to be created:
Point Code Notation:

Mumber of frames to be processed per second in offline 0

Uru-ru
g

Enable/Disbale IuPS signalling processing: O
Enable/Dishale GB signalling processing: O
Active call timer 360

MISCELLENEOUS
Settings.

Apply | Default | Expand | Collapse | Exit |
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° A warning message will appear to restart the PacketScan Analyzer. Click on OK.
o Close the PacketScan™ application and invoke again to apply the changes as per configuration settings.
o Select Capture - Stream/Interface Selection and select the Ethernet card on which packet needs to be captured.

° From the PacketScan main menu, select Capture - Capture File Options 2 Card and Stream Selection option to choose
the particular Cards/ NIC.

B Card & Strearm Selection — O x
Save Load Default

Capture File Options Stream / Interface Selection
m Card & Streamn Selection Ethernat Boards

S Capture Filter [ Microsaftn.0.0.0

Gui & Protocol Options [ Microsoft0.0.0.0

[ Microsoftn.0.0.0

[ Microsoft0.0.0.0

[ nkel(F 1211 Gigabit Metwork Conrection] 92.165,12.87
Intel[R] Ethermet Connection [2) 12194192 168.12.88

° On the left pane, select Capture File Options and verify that Circular Capture Buffer is checked.
° Now, on the left pane, select Capture Filter option, under Filter Selection, expand UDP option and select UDP Source Port.
In the UDP Source Port option, click on Add and enter the following Source Port numbers ‘2123, 2124, 2152,

° Similarly, under UDP option, select UDP Destination Port. In the UDP Destination Port option, click on Add and enter the
following Destination Port numbers ‘2123, 2124, 2152°.

° Click on SCTP protocol and check Filter all SCTP data option. After configuration, close the Capture Filter window.

Save Load Default

Capture File Options
nﬂj Card & Stream Selection I” Record Frames As |5 6 I” Packet Slicing Length [14

ﬁ? Capture Filter Capture Fileers
Gui & Protocol Options GlEEcecion UDP Source Port

= e
Source Part
Q Pratocol

© MAr 2123
&P 2124
@ TCP 2152
]

EEE

& Port
%= Inner IP
B Inner UDP

W SCTP
EE P

& ATP Add

B MGCP
@ MEGACD
@ Haza
@ ATSP

@ Include © Exclude Deactivate Sel | Deactivate Al

Lr" Note:

. Above port settings is applicable to filter LTE traffic. The above mentioned UDP port numbers are applicable in this example only. User can delete the UDP
port numbers in the Capture Filter to configure the ports as required.
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° From the PacketScan™ main menu, select File = Start Real-time or click Start Real-time &= icon from the toolbar.
° If the Temp.hdl file already exists in the PacketScan installation directory, a warning message will appear to replace Temp.hdl
file, click Yes to overwrite the file.

° Generate traffic by playing HDL file using PacketscanUtilities application. From the PacketScan installation directory

Packetscanlltilities o lication. This will

(C:\Program Files\GL Communications Inc\PacketScan) double-click on
invoke PacketScan Utility application.

»  Select Utilities > HDL Playback from the menu.

PacketScan Utilities

Utilities
| HDLPlayback

Address Translation

Exit

» In the Device option, from the drop-down list, select NIC card on which PacketScan™ Real-time capture is configured.
Note: Ensure that selected NIC card is enabled in PacketScan™ under Capture = Stream/Interface Selection.

» Inthe Select HDL File option click on browse button to browse and select C:\Program Files\GL Communications
Inc\PacketScan\SampleTraces\L TE\LTE-EndToEnd-Call.hdl file name and click on Open.

» Enable Maintain Timing option and click Start.

Playback from File x

Device |132168.1.31 Intel(R] Ethernet Connectio |

Select HDL File
|E:‘\F'mgram Filez\EL Commurications InchPacketScanSam J

[ Maintain Tirmirg

[ RepeatCounter : 0

I 24%
| Stop Cloze
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° In the PacketScan™, observe the eGTP decodes displayed in PacketScan™ analyzer summary and detail views.

% PacketScan (IpProt) 64-bit - O X
File ¥iew Capture Statistics Database Call Detail Records Configure Help
| 1 (S| Alwlu/m TR ALY AT Sua| 5] [0 Eelo |
Device Frame# TIME {Relative) Length (Bytes) Emor Packet Type Source IP Address Destination |P Address | Source Address | Destination Address| Source Port  |Destination Port|
MAC IP IP IPv6 IPv6 upp uop
] 152 1 ] Z
171 18216812111 1921681226 2123 2123 v
>
== = eGTFP Layer == -~
eGTP (Yersion-9)
0024 TEID 1 TEID Present
0024 Piggybacking (F) - . Ho piggvbacked message
0024 Version o1n GTP-C
002E eGTP Hessage Type 00100000 Create Sesszion Regquest
002C MHessage Length 204 (=00CC)
002E Tunnel Endpoint Identifier (TEID) 0 (=00000000)
0032 eGTP Sequence Humber 0 (=000000)
0035 Spare 00000000 £0)
IMSI
0036 Information Element Id 00000001 International Mobile Subscriber Identity (IMSI)
o037 Length 2 (=0008)
0039 Instance L. 0000 (o
eGTP Mobile Identity 001013012041631
MSISDH
no4a2 Information Element Id 01001100 MSISDH
0043  Length 5 (=x0005)
0045  Instance nooo (0
HSISDH 3012041631
User Location Info (ULI)
004E Information Element Id 01010110 User Lacation Info{ULI}
004C  Length 13 (=000D)
004E  Instance 0ooo {0y
O04F  CGI 0 Not Present
004F SAT Hot Present
O04F RAI ..0.. Hot Present
004F  TAl .1... Present
004F ECGI Fresent
0050  TAI-MCC
0051 TaI-MNC o1
0053 Tracking Area Code (TAC) 2 (=0002)
0055 ECGI-MCC
0056 ECGI-MHC 01
0058  ECI (E-UTR&N Cell Identifier) 50456066 (....0011 00000001 11100110 00000010}
Serving Hetwork
00sc Informnation Element Id 01010011 Serwing Network
005D  Length 3 (=0003)
005F  Instance = ....0000 () e
< >
Capture Rate: 1.64 Mbps C:\Program Files\GL Communications Inc\Packe [Captured 38 frames Missed Frames: 0

o

° From the PacketScan™ main toolbar, click on the PDA M icon to invoke PDA (Packet Data Analyzer). From the drop-
down protocol list select LTE. Select the call in the call summary to view detail analysis of each session, and call graphs for
the captured LTE calls.

104 Packet Data Analyzer - Summary View - o X
File View Call Summary Protocol Configurations GUI Configurstions  Help
4
FoumR G 2 & [LTE | [show all Calls -]
Call Summary | Fiegistaton Summany | Alert Summny |
AtttachResult EmmCause EsmCause S1AuthenticationResult S6a Authentication Result
< >
Columnwidth _F—————" [~ Absolute Timing |~ Show Latest
~
Time Fameft 1921681227 1921681226 192168121 ™ Complste Stack
MAC Layer =
P— > era |AUENSssags - Allach RequestPON e I R
Source Address D7s08sC
00363 . o5 Autberiistionrfomsion Request Longen/Protessl Type = 20800 Ttemner I(IEva)
} IF Layer =
Infomati - z
™ n Answer Version =
00.04.081 5 el al Internet Header Length (In 32 bit words) =
wrlinkNAST ransport - Authentioation R Differentiated Services Field =
00.04.083 6 36412 @ 36412 Differentiated Serwices Codepoint =
i Zxplicit Congession Nowit - (Nov ECH-Capable Tramspors)
004115 7 iz | pInkNASTransport - Authentizatin Rle 3412 5 Has No 15 Segmencarionofeload -
A } Total Tength -
1004 160 s sz [dpminAS g Socuiy Mode & a1 T -
Reserwved Bit
1008186 o e |UDInkNAST anspor - Securiy Mods Co . Den't ragmens
More fragments
IgninkNAS Transport - ESH Information Fragmens Offses
0004192 12 ETER 36412 Time 7o Live
UplinkNAS Transpert - ESM Infarmation R Erstocsl
0004218 14 6412 slikatlLL L 36412 Header Check Sum
Update-Lacation Request Source IP Address 0AB0C1B)
00.04.225 15 3863 B d tination IP Address :COAZ0C1R)
. SCTP Layez
1004261 i 053 4 UpdateLocation Answer Souree Dors Nuther
§ [~ Destination Dors Number
Create Sesgion F Verie
0004269 0 . reate Sesgian versticasion Teg
JR—
Chunk Type
00.04.356 23 U bit Ordered DATA chunk
Beginning/Ending bits = 11 Unfragmented Message
00.04.372 2 Lengta -
Creats Sessipn = z
00.04.377 25 2123 4 (088 Jession Ty Stream Tdencifier =
Stream Sequence Number -
w008 301 = ern |gECertenSehR e - Aash Acos . Papioaa srovocsl Iaemcifier = x00000012 S1AP
ad Parameter Padding = x00
InfialCortentS etupResponse SLAP Layer -
00.04.390 7 36412 36412 Ep— R
UplinkNAS T - Attach Complete-d Extensibility Marker =0
0004.422 8 W12 [ LSEPECE . 2o SOnAt = ) oI notce Tadex -
. [ Ppeseepes JEp—
Actve Calla Graph ) Call Graph Call Summary
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