Q GL PacketExpert™ - Record Only

Quick Verification

Communications

If this is your First-Time-Use of PacketExpert™ 1G unit, then we recommend you follow all the steps explained in PacketExpert-
1G-Quick-Install-Guide before proceeding with the steps below.

Normal Instructions — Follow these precisely

REFER TO PACKETEXPERT™ 1G QUICK INSTALL GUIDE FOR SOFTWARE AND HARDWARE INSTALLATION
PROCEDURE.

‘Record Only’ is an optional application and requires purchased licenses to be installed.

Plug-in the USB installation stick (pen drive) provided with the shipment package by GL Communications.

Execute GLHWL.icenselnstaller.exe from the USB Installation Stick to install the optional application licenses.

Follow onscreen instructions, the license for the purchased optional application will be installed.

Run T1E1AppList.exe available in the C:\Program Files (x86)\GL Communications Inc\GL Hardware License Installer (or
C:\Program Files\GL Communications Inc\GL Hardware License Installer) directory and confirm that the purchased
Wirespeed Record /Playback licenses (PXE105) is listed against the hardware purchased.

. GL Hardware License Installer  application Tools

File Home Share Wiew Manage

: -) - t C:\Program Files (<B6)VGL Communications InchGL Hardwvare License Installen V]

L Mame Date modified Type Size
] T1E14pplist.exe 12-01-2016 15:14 Application
Untitled - T1E1AppList = = “

File Edit ‘iew Help Utilities
0D d =1k

Part#t | Application [ serial # "
Wirespeed Record/Playback 177132
Wirespeed Record/Playback 177138
Wirespeed Record/Playback 177148
Wirespeed Record/Playback 177154
Wirespeed Record/Playback 17724
with IPLinkSim 177132
‘with IPLinkSim 177148 v

]

Titern  1item selected 187

Ready MNUr

Note: When the application is started, if the following ‘License Error’ is prompted, then you may have not installed the
Hardware licenses. You can do so as explained in section above at any time after installing the software.

License Error

Quick Verification

For ‘Record Only’ functional verification, self-test can be performed using a single PacketExpert™ 1G unit. The test
setup requires 2 PCs/laptops which are connected through 1G ports - Ports 2 and Ports 3 of the PacketExpert™ |G
hardware unit using Ethernet CAT5 cables (for Electrical Interface test). Here, PC1 is connected to Port2 and PC2 is
connected to Port3 of the hardware unit, as shown below. We will conduct a simple Ping test between PC1 and PC2 and
verify the ‘Record Only’ functionality.
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The following test requires PacketExpert 1G application (PXE100) and ‘Record and Playback’ application (PXE105)
licenses to be installed on PC1. After successful Software installation, plug in the PacketExpert 1G Hardware unit to
USB 2.0 port of PC1. Connect Port 2 to Ethernet interface of PC1 and Port3 to Ethernet interface of PC2 as indicated
in the figure below:

PacketExpert

Port 2

(Electrical/optical)

Port 2(P1)  Port 3 (P2) Test PC

U S

PC1 PC2
Record Only

Note: For Optical Interface test, use SFP Transceivers and LC optical cables. In this case test also requires NIC
cards with optical ports on the PC.

Step 1: Note down the IP Addresses

The IP Addresses for Ports 1 to 4 on PacketExpert™ are pre-configured as listed below:
» Portl: 192.168.1.101
> Port2: 192.168.1.102
> Port3:192.168.1.103
> Port4: 192.168.1.104

We need IP addresses of PC1 and PC2 to conduct Ping test. Note down the IP addresses of both the PCs. Ensure the IP address of
PCs and PacketExpert™ unit are on the same subnet. In this example, the IP Addresses used are:

> PC1-192.168.1.194

> PC2-192.168.1.181

Note: Make sure that the PC-1 and PC-2 IP address are in the same subnet series.

Step 2: Connect the cables

Perform Test on Port 2 and Port 3 (Electrical or Optical Interface)

° For Electrical Interface type, connect Port 2 to PC1 using Ethernet CAT5 cable as shown in the figure.

° Similarly, connect Port 3 to PC2 using Ethernet CAT5 cable

° For Optical Interface type, plug-in SFP Transceivers to the optical ports and connect LC optical cable between Port 2 and
PC1, (refer to figure). Similarly, connect Port 3 and PC2.

Note: Make sure SFP is properly locked and the optical cable is properly plugged-in.

GL Communicationsinc. PachetExpert GL Communicationsinc. PacketExpert
Port 1 Port2 Port4 Port 1 Port2 Port3 Port 4
-— =1 _— L -_— e -_— e L e I -_— - -_— —
LI I [ W]
Z
| =
Il 3]
Ethernet CATS cable SFP Transceivers and L.C optical cable
PC1 PC2 PC1 PC2
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Step 3: Launch PacketExpert 1G Application

° In PC1, Right click on the PacketExpert 1G shortcut icon Ed&isem: on the { Fle View System Windows Help

desktop and select "Run as administrator" to launch PacketExpert 1G (1= B3| 2 X : asoicaton: [aporte=rt E
application. o AllPortBert bl
= Port 1 RFC 2544 (Single Port) -
i i - @ Interface All Port Loopback bc
Note: The application may take some time to get started due to hardware D4 Bert Bert/Loopback
initializati T Config RecordOny |
and software initializations. o Confs e v
Results Playback Only 0
.. . . Bit Error Insertion Record And Playback
° By default, the PacketExpert is invoked displaying All Port Bert Graph iy
application. Load Record Only from the Applications drop-down list as FCS Error Insertion T Link
shown in the figure below.
. . . . . . = Record Only (Pass Through)
e Verify that the Link Status is UP on both ports, that is, the function tree should display Port 2 R e
and Port 3 with green LEDs link status (refer to figure).
iiter Config
Filter Setup
. . . . Port Statisti
Note: If the LED shows red, then link is down. Refer to PacketExpert Quick Install Guide for 3 po,tf % Link Up Status
Troubleshooting steps to get the links UP
ilter Config
Filter Setup
Port Statistics
Record Configuration
Record Statistics
Reports
Start

Step 4: Configure Interface parameters

For 1G Electrical or Optical connections,

On the function tree, double click on Interface, from the Interface window select the ports from the Port Selection drop-down list
and do the following for port 2 and port3: ’ .

I File View System Windows Help

l:‘ = EE| 7T X EAppliaﬁon: Record Only e

e Interface Type = Electrical (or) Optical = Record Only (Pass Through)
H Port 2
(depending on the ports connected) g = Port selecton | BN ‘ Tx Pause Frame
g e [V] Pause Duration | 100 Quanta
: Port Statisti i
e  Link Speed = Auto G Ptz k@ Settings
@ Interface - Interface Type |Electrical [V]
H H : Filter Config Interface Type | Fectricl [pisable Auto Negotiation
e  Click on the Apply button (this will set the Port Statistics Autodlegotiation [ complete &
i Record To File Configuration Status Link Speed | Auto hd
Interface Type in the hardware) B e Sroeis Speed | D00Mbps
. . . :“H S;ahshcs Duplex Mode | Full Duplex
e  Wait for some time as the port auto-negotiates sper | | e
with its link partner. Verify the following: Flow Control | Enable

Auto-Negotiation status = Complete, Speed =
1000 Mbps (if the connected NIC card is configured for 1000 Mbps. Else, it has to show 100 Mbps or 10 Mbps depending on the

NIC card's speed)

° Similarly, repeat the above procedure for Port 3
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Step 6: Start ‘Record Only’ (without Filters)

° From function tree, double click on Filter config under Port 3 to see the filters. Initially Filters are not set, and the screen
appears as shown below.

° Similarly check it for Port 2, by selecting Port 2 from the Port Selection drop down.

° Click Start to start the ‘Record Only’ application.

{ PacketExpert - Recond Only - Untitled g@a
i Fle Wiew System ‘Windows Help
l:‘ % DD EE| ‘? x ;Appllcatlnn: Record Only -
= Record Only {Pass Throuc JF[<1¢ EIE3
= Port 2 =
@ Interface Part Selection |Port 3 % Display Mode | Raw R |
Filter Canfig Bk
Port Statistics Copy
5 b opsratn (08 (v aaten accent [v]  pen[t[v] e[t [y]
Cterfare
Filker Mo, Offset  Type Bytes 0-7 Bytes 8-15 Bytes 16-23 Bytes 24-31 Bytes 32-39
Port Statistics | 1 i Value 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Record Ta File Configurati Mask 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Record to file Statistics 2 o alug 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Filter Statistics Mask 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Reparts 3 o Yalue 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Mask 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
4 o Yalue 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Mask 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
S o Yalue 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Mask 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00 | %
< 3]
Edit
Filter Mumber | 1 s
Offset Figlds
o Dst MAC Address Apply Field, Type Data Summary -~
Dst MAC Address  Value 00-00-00-00-00-00 KR-HK-XK-mA-KR-mK
Laver Selection Mask  00-D0-00-D0-00-00
SrcMAC Address  value 00-00-00-00-00-00 KR-mX-XK-mA-KR-mK
Layer2 |Ethernst s | [WLAN  Number of VLAN stacks || Wack  O000.00-00-00-00
Ether Len|Type Value 00-00 -
Layer 2,5 |Mone hd Mumber of MPLS labels |1 Mask, 00-a0
IP Protocol Yalue 0 ANY
Layer 3 |IP ~ Mask a1}
2| 2 Src IP Address Yalue 0.0.0.0 hre gyl
Layer 4 |LIDP ~ Mask, 0.0.0.0 [
v
< >
Ready

Step 7: Conduct Ping Test (without Filters)

° On PC1, invoke the command prompt, and Ping PC2's IP Address, as shown in the figure below
° Verify that Ping works fine. Observe that all 4 Ping trials have succeeded, with no frame loss.

Command Prompt

e s i s 2
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Step 8: Configure Filters

° Stop ‘Record Only’ application by clicking on the Stop button.
° Record Only Filter and Capture features allows you to conduct the Ping test (both directions) with filtering. Follow the steps
below:

{ Packetbxpert - Record/Only - Untitled

» From File - select Load PacketExpert Configuration File option.

il File | View System ‘Windows Help
» Navigate to the PacketExpert Installation folder, and within that folder go to Load Legacy Configuration File Rec
MAPS\PacketExpert\Profiles folder, A toad Packetexpert Configuration Fie |i
Sawe PacketExpert Configuration File As —]
Eg: "C:\Program Files (x86)\GL Communications Factory Use » po
Inc\PacketExpert\MAPS\PacketExpert\Profiles" folder. X | Exit 3
» From \Profiles folder, select “PingArpFilter.pex.RecordOnly” file.
° In the function tree, under Port2, double click on “Filter Config” to open in one of the RHS panes. The filters within this file

have been setup to filter on ICMP Request (Ping Request) packets flowing from PC1 to PC2:
Filter ICMP packets (EthernetLen/Type=0x08-00) and Filter IP Protocol Type field=0x01(ICMP).

= Record Only (ass Through)
= Port 2
® Interface PUrtSEIEcﬁUn| Port 2 v | |Displav Mode | Raw v ‘
Filter Config Enable
Filter Setup Copy . .
Port Statistics From|1  |sf To|t [
= Port 3
@ Interface Filter Mo, =~ Offset = Type Bytes 0-7 Bytes &-15 Bytes 16-23 Bytes 24-31 Bytes 32-39
I=L b 1 1] Value 00-00-00-00-00-00-00-00 _00-00-00-00-08-00-00-00  00-00-00-00-00-00-00-01  00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Mask 00-00-00-00-00-00-00-00 |UU-UU-OD-DU-FF-OD-DD-UU | [00-00-00-00-00-00-00-FF | 00-00-00-00-00-00-00-00  00-00-00-00-00-00-00-00
Port Statistics
Record Configuration Edit o
Record Statistics Filter Mumber | 1 .
Reports Offset Fields
a Dst MAC Address Field. Type Data Summary A
DstMAC Address  Value 00-00-00-00-00-00 OGO
Layer Selection Mask  00-00-00-00-00-00
S SrcMAC Address  Value 00-00-00-00-00-00 OO0 =
Layer 2 |Ethernet || [IvLaN  Mumber of VLAN stacks |1 Mask 00-00-00-00-00-00
— Ether Len/Type Value 08-00 08-XX%
Layer 2.5 |Mone hd Number of MPLS labels |1 Mask FF-00
s TP Protocol Value 1 1
Layer 3 |IP “ Mask F
s SrcIP Address Value 0.0.0. KL KY e
Layer 4 |LDP v Mask  0.0,0.0 bl

o Similarly, Port3 is also configured to filter ICMP packets. This will capture ICMP Reply (Ping Reply) packets flowing from
PC2 to PCI1. This can be verified by opening the “Filter Config” dialog for Port3.
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° In the function tree, double click “Record Configuration” to open the dialog in one of the RHS panes:

o Verify that the number of frames set to be captured is set to 8 (on both Port2 and Port3) - 4 Ping Request and 4 Ping Reply.

° Change the file type to “PCAP”, save the recorded file as “Test” in the PacketExpert installation folder path.

Record to File Configuration

Capture Ports Zapture File Mame .A.
Z CProgram Files (x&60GL Communications Inc\PacketExpert) Test
3 —
File Type |PCAP el
Capkure Size
g C} Size MBvtes E} Frames 'C} Max Capacity {:} Conkinuous
[[]5top capture on Buffer Cwerrun
Skatus =
[
Frogres [N
On board Euffer Status
0 GB Full
0 ZGE | [
e  Start ‘Record Only’ application by clicking on Start button.
Step 9: Conduct Ping Test (with Filters)
° On PC1, invoke the command prompt, and Ping PC2's IP Address, as shown in the figure below.
B Command Prompt
C:\Z\Usersh\woip>ping 192.168.1.181
o In the ‘Record Only’ application, from the function tree, click on “Record Statistics” and the Statistics dialog opens in one of

the RHS panes as shown in the figure below:

° Verify that the “Transferred Frames” count is 4 for Port2, 4 for Port3 Aggregated to 8

Record to file Statistics

Record Skatiskics | Pork 2 Paork 3 Aggregate
Capture Duration 00:00:03 00:00:09 00:00:16
Tokal Rz Frames 30 38 69
Frames not matched ko filker 19 26 45

Frames matched ko Filter 4 4

Overflowed Frames ] 0

Overflowed Count i 0 i
4 4
V] 0

Transferred Frames |
Disk, \Write Rake (Bvtes/Sec)

Disk, Write Buffer Ukilization {3
Capture File Size (Bvtes) 360 360 720

@GL Communications Inc.

818 West Diamond Avenue - Third Floor Gaithersburg, MD 20878
(V) 301-670-4784 (F) 301-670-9187 Web Page: http://www.gl.com/  E-Mail Address: info@gl.com

Page 6




O PacketExpert™ - Record Only
— Quick Verification

Communications

o Go to the PacketExpert installation directory, and find the “Test.pcap” captured file created in the folder.
o Open the “Test.pcap” file in Wireshark, which will be displayed as shown in the figure below.
° Verify that the file has 8 frames, 4 ICMP Request and 4 ICMP Reply.

‘ Test.pcap [Wireshark 1.10.8 (v1.10.8-2-g52a5244 from master-1.10]]
File Edit Yiew Go Capture Analyze Statistics Telephunl Tools Internals  Help

e ® 4 ERXR I Ae»2TFLIEE QA XN X| T
Filter: Expression.. Clear Apply Save
Mo. Time Source Destination Protecol  Length  Info

1 request seq=17 /4352, ttl1=128 (reply in 2)
2 0.000218800 192.168.1.181 192.168.1.194 ICMP 74 echo (ping) reply 1d=0x0001, seq=17/4352, ttl1=128 (request in 1)
3 1.001874600 192.168.1.194 192.168.1.181 ICMP 74 Echo (ping) request id=0x0001, seq=18/4608, tt1=128 (reply in 4)
4 1.002366500 192.168.1.181 192.168.1.194 ICMP 74 echo (ping) reply 1d=0x0001, seq=18/4608, ttl1=128 (request in 3)
5 2.005089800 192.168.1.194 192.168.1.181 ICMP 74 Echo (ping) request id=0x0001, seq=19/4864, tt1=128 (reply in &)
6 2.005184300 192.168.1.181 192.168.1.194 ICMP 74 echo (ping) reply 1d=0x0001, seq=19/4864, tt1=128 (request in 5)
7 3.008018800 192.168.1.194 192.168.1.181 ICMP 74 Echo (ping) request id=0x0001, seq=20/5120, tt1=128 (reply in 8)
8 3.008098200 192.168.1.181 192.168.1.194 ICMP 74 echo (ping) reply id=0x0001, seq=20/5120, ttl1=128 (request in 7)

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

Ethernet II, src: Giga-Byt_9c:ff:63 (fc:aa:14:9c:ff:63), Dst: 40:8d:5c:77:e4:b8 (40:8d:5c:77:e4:b8)
Internet Protocol Version 4, Src: 192,.168.1.194 (192.168.1.194), Dst: 192.168.1.181 (192.168.1.181)
Internet Control Message Protocol

HEHEE

0000 40 8d 5c 77 e4 b8 fc aa 14 9c ff 63 08 00 45 00 @& ‘w.... ...C..E.

0010 00 3c 72 b0 00 00 80 01 43 49 c0 a8 01 c2 cO a8 P CL......

0020 01 b5 08 00 4d 4a 00 01 00 11 61 62 63 64 65 66 ....MI1.. L. abodef

0030 67 68 69 6a 6b 6c 6d 6e &6f 70 71 72 73 74 75 7 ghijkimn opgrstuv

0040 77 61 62 63 64 65 66 67 6B 69 wabcdefg hi

O@r File: "C:\Users\vidya\Desktop\Test.pcap” 74... | Packets: & . Displayed: 8 (100.0%) - Load time: 0:00.001 Profile: Default
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