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Overview

GL's enhanced PacketCheck™ is a PC based Ethernet / IP BERT and throughput (up to 800 Mbps)
test tool that is comprehensive and very easy to use as a general purpose network performance
analysis tool for 10Mbps, 100Mbps and 1Gbps LANs and WANs.

The application truly takes confusion out of Ethernet and IP testing at all protocol layers - from
raw Ethernet frames to IP/UDP packets.

PacketCheck™ now has features like transmission of prerecorded file traffic. This is a new traffic
generation mode that can duplicate packet traffic as it occurred at a particular Ethernet inter-
face. A new Command Line Interface (CLI) has also been added that supports all the GUI
functionalities of PacketCheck™. This will permit easy scripting and automation. Also, a powerful
Report Generation feature allows easy generation of user friendly reports.

PacketCheck™ has wide ranging applications - including maximum IP bandwidth measurement
between two points, Round Trip Delay (RTD) between two IP address locations with microsecond
accuracy, Locating LAN Data Switch packet dropping and errors occurrence, detection of traffic
overload, testing network behavior with real world traffic like IPTV, VoIP and more.
PacketCheck™ makes use of the PC's network interface card (NIC) to transmit and receive
Ethernet or IP packets over the network. Throughputs up to 800 Mbps can be easily tested. The
application generates multi stream Ethernet/IP/UDP traffic and measures end to end perform-
ance such as Byte Error Rate, Total Packets, Packet loss, Out of Sequence Packets, and Errorred
Packets.

For detailed information on PacketCheck™, refer to http://www.gl.com/packetcheck.html.

Main Features

e Test Ethernet traffic of up to 800Mbps bandwidth

e Generates full duplex IP, UDP, or Ethernet frame traffic to transmit and/or receive traffic on
any of the four layers (Layer1/ Data Link / Network / Transport) with on-demand bandwidth

e Multistream Traffic generation with independent configuration parameters and measure-
ments for each stream

e PRBS Pattern Generation/Verification of various patterns like QRSS, 26-1, 29-1, 211-1, 215-1,
220-1, and 223-1

e Measures Byte Error Rate, Declares Sync/Sync Loss and Monitors Performance Statistics like
Throughput, Packet loss, Out of order packets, Calculates Round Trip delay

e Run Time Impairments generation of various impairments like Insert/Delete Bytes, Change
Bytes etc.

e Jumbo frames are supported, in addition to all normal frame sizes from 64 bytes to 1518
bytes

e Customizable protocol headers like MAC Source/Destination address, Length/Type field, IP
Source/destination address, and UDP Source/Destination Port
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Ethernet BER Testing Ethernet BER Testing...
At Layer 1 At Layer 3
PacketCheck™ supports BER testing at Layer 3 as well as at

The physical layer abbreviated as “PHY” is the only layer over OSI

model where data is physically moved across the network Layer 4.

interface. PacketCheck™ can be configured to Layer 1 BER testing The Network Layer (Layer 3) uses routing technologies to con-
automatically by setting other layers to None. nect various systems within a network or to connect multiple
Two PCs are connected using Ethernet cable for Layer 1 testing: networks together through Gateways.

In Layer 3 testing, packets are routed between the Source and
Destination PCs based on both the IP address and MAC ad-
dress. So, both the MAC address and the IP address have to be
configured for Layer 3 testing.

PC1-Tx Mode PC2 - Rx Mode

Transmit

Physical connection

&
€

Receive Since IP networks encompass various types of physical net-
works consisting of LAN and WAN links, there is lot of scope
Test PC #1 Test PC #2 o
for packet modification, packet loss, and out of order packets.
At Layer 2 GL's PacketCheck™ helps measure these metrics of the IP net-
The bridges, switches, and network interface cards (NIC) work at work.
Layer 2 (Data Link) and handle physical addressing, packing data
into frames, and sequencing data frames. The Layer 2 consists of
Logical Link Control (LLC) and Media Access Control (MAC) Scenario 1 - Source & Destination PC are located within the
sub-layers, which route the packets based on the MAC address. same IP network, and hence are directly reachable.

So, only the MAC addresses need to be configured for layer 2

testing. This test is performed in order to:

e Test the capability of the switch to handle the MAC frames at
various bandwidths

| Transmit
———————>
I

e Test the forwarding capacity of the switch (based on the MAC -
addresses) !

e Measure the ability of the switch to deliver the frames in MAC Addes - aa-aa-a-a 0323 mera;:bb—bb—bb—bb—bb—bb
sequence IP address = 192.168.1.1 " IPaddress = 19216812

e Verify incoming data by analyzing bit patterns of the received

frames
Scenario 2 - Source & Destination PC are located at different

Scenario 1 - Source & Destination PC in the same LAN, IP-networks, and are connected through routers.

connected through a single switch.

Port Port2 o
Source PC 1P address = 192.168.1.100 1P address = 192.168.2.100 Destination PC

MAC address =11-11-11-11-11-11 MAC address = 22:22-22-22-22-22.

1
1
| <o | Transmit
PR R (. 1> AR A Suit
1 e 1
= Switch

§
d

{

Router (default gateway)

|
|

12
Scenario 2 - Source & Destination PC located at different LANs
connected through multiple switches.

At Layer 4

The Transport Layer (Layer 4) provides end-to-end, error-free
reliable data transfer. TCP and UDP are the most common
Layer 4 protocols. For Layer 4 testing, source and destination
UDP ports need to be configured in addition to MAC and IP
addresses.
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Interface Selection and Details

The MAC address and IP address of the available network cards in a
PC are automatically displayed using I/F (Interface) selection option
in the GUL.

In “Normal” mode, application can be configured to perform “Tx” |
“Rx” | “Tx and Rx” on multiple streams. In “Loopback” mode the
packets (layer2/3/4) received from a device (DUT) are transmitted
back to the same device without any modifications of the pattern.

PacketCheck - Initial config x|

Mode 5 election
’V & Nomal ¢ Loopback

I/F Selection

Realtek RTLET33/810x Family Fast Ethernet NIC [192.168.1 .E'j

Name |\Device\NPF_{7577FEFD-DF5C-4847-9

Description IHeaItek FTL8139/810x Family Fast Eth

MAC Address |0-13-20-20-d0-65

IP é&ddress |1 92168.1.67 . 1821631163

Link Type |Ethemet [802.3)

Current Link 5peed |1 00 Mbps

tax Payload Size I1 500 bytes

Media State IEonnected

Traffic Generation Modes

PacketCheck™ can transmit data in 2 modes — Burst Mode and IFG
Mode. In Burst mode, traffic is generated in bursts, while maintain-
ing the user defined bandwidth. In IFG (Inter Frame Gap) mode,
traffic is generated constantly, while maintaining the user defined
Inter Frame Gap.

Parameter Configuration

Various test parameters can be configured for all the PCs
connected to DUTs before starting the test using the Configuration
GUI window. Some key parameters include — Layer/Direction
selection, Layer 2 MAC settings, Layer 3 IP settings, Layer 4 UDP
settings, Stream Payload, Tx & Rx Parameter Settings, RTD (usecs),
and various impairments settings.

~+| Normal Configuration

[Sioh T Sueamtiame ] Loy [ac [P | UDP | Paylond
T
Di [TxRx > ] I
Leyel/DiIMAE P | uop iPayLnad
Layer 2 |None o
Layer
Layer3 [10 Dir [T hx =]
Layer 4 |1l | Layer 2 |Ethemet ¥
Layer3 |IP =
Insett | Add | Delete Start T('f"": iy Logerd [UDP =
Burst (Rate +
© IFG (IFG vab
< i
Traffic Generation Mode:
Insert Add | Delete Start
) - ST Wi | e =] € Burst (Rate value will be use
Layer 1 BER testing on Single Stream  IFG (IFG value will be used)
9 val use
<

Layer 2/3/4 BER testing on Multiple Streams

Parameter Configuration contd..

Layer — MAC, IP, UDP Parameters

e [Layer 2] - Ethernet

Configure with source and destination MAC Addresses (6 byte
hex format). The source address can be automatically fetched
from the PacketCheck™ application, while the destination MAC
address can be obtained using ‘Resolve IP to MAC' feature. In
addition, user can specify the Length/Type field value.

e [Layer3]-IP

Configure with source and destination IP Addresses. The source
address can be automatically fetched from the Pack-
etCheck™ application. Users can define destination IP address
and configure various IP header fields like TOS field, TTL field
and protocol field. “Build MAC Header Automatically” option
helps user to easily obtain MAC addresses while performing
Layer3/Layer4 testing.

e [Layer 4] - UDP

Requires source and destination UDP ports to be defined for
Layer 4 testing, which can also be changed as per the user’s
requirements.

Layer/Dir - MAC IIF' I UDP | PayLoadI Ts Palametelsl R F’aramelers' RTD I Impailmemtsl

Layer 2

Source MAC Addr IUD-1 3-20-ec-d0-E5 Usze |/F Addrl
Destination MAC Addr[00-13-20-D5-66-06 Resolve

Len/Type Field Yalue IDE-DD User defined
zl

IPAddiess | 192 . 168 . 1 . 50
MAC fddiess [001320D56886
Result W

Ok Cancel

Layer/Dir | MAC (1P UDP | PayLoad| Tx Parameters | R Parameters | ATD | Impaiments |

uuuuu 1 =D

Destination IP addresss | 192 . 168 . 1 . 50 Ping

SubnetMask [ 255 . 255 . 255 . 0O
~IP Spocfing

I~ Eratie Stat |1 End |25

0 0 0 0 I Enable

T0S/DS |00 TTL |128  Protocal |17
IV Build MAC Header Automatically

Default Gateway

Payload

Users can choose to insert various types of payload into the
stream like PRBS patterns (through predefined files), and
user-defined fixed patterns of up to 24 bytes, HDL File.
Transmission of pre-captured HDL file (GL's proprietary file)
allows simulation of real-world traffic (such as IPTV, RTP,...).
Option is provided to insert Sequence number to the payload to
identify Lost/Out of order packets and to insert Magic

pattern to uniquely identify test packets.

Layer/Dir | MAC | IP | UDP | PaylLoad ||Tu Parameters | R Parameters | H

[V Enable Sequence Number
[V Enable Magic Pattern I?a-33-88-4?-34-B2—4b-5f-4?-4c-UU-DD-DD-DD Default

-Source

Source Type |HDL File v | Fixed Pattem

PRBS Pattem v

¥ Irivert Pattern

HDL File [E-\Frogram Files' _]

O GL Communications Inc.

818 West Diamond Avenue - Third Floor, Gaithersburg, MD 20878, U.S.A
(Web) http://www.gl.com/ - (V) +1-301-670-4784 (F) +1-301-670-9187 - (E-Mail) gl-info@qgl.com



http://www.gl.com/
mailto:gl-info@gl.com
http://www.gl.com/images/brochures/packetcheck-bro-interface-config-settings.gif
http://www.gl.com/images/brochures/packetcheck-bro-stream-configuration.gif
http://www.gl.com/images/brochures/packetcheck-bro-layer-parameters-settings.gif
http://www.gl.com/images/brochures/packetcheck-bro-layer-parameters-settings.gif
http://www.gl.com/images/brochures/packetcheck-bro-payload-settings.gif

Page 4

Tx Rx Parameters Settings

Tx Parameter settings are applicable to Tx or Tx Rx modes. Used to
configure Frame size, Bandwidth, Inter Frame Gap (IFG), and trans-
mission stop condition parameters, frame size of fixed / random
length, and define the transmission rate in various units.

Rx Parameter settings allow creation of log files for each stream. The
received frame details can be logged into a binary (*.bin), HDL, and
also BERT files.

Layer/Dic| MAC | IP | UDP | PayLoad| TxParameters [|Rs Parameters | RTD | Impaiments |

[~ Frame Size Stop Condition Rate [100000 [% =
& FivedSize (' Continuous
IFG |20 msec [T Take
€ Random (MinMax) & Increasing " EOF
:Dac(easing € Duration it 2
Statistical Distribution
€ N No of Frames |0

Min [1514  Max [1514  Range (60-8336)

| UDP | PayLosd] TxParameters| FixPaameters |RTD | Impaiments |
[V Record To Binary File | C:\Program Files\Gl Communications : _J Stop Condition

Layer/Dir | MAC | IP

& Continuous
[V Record To HOL File IC \Program Files\Gl Communications :
—j € Duration sec
IV Generate Bert Log | C:\Program Fles\Gl Communications . ..}
i el B [~ oo pramos [

Command Line Interface (CLI)

PacketCheck™ Command Line Interface (CLI) that supports all
the functionalities of PacketCheck™ can be accessed via Com-
mands, instead of the GUI. The CLI can be accessed through
GL’s proprietary WCS (Windows Client Server) architecture,
thereby allowing remote execution of commands.

Sample Script:

run task "PacketCheckServer:StartServer";

inform task "Init 2;";

inform task "Runscript O 'Scripts\Layer2_Test.txt' 0.0.0.0;";
inform task "Statistics 0;";

inform task "StopTraffic;";

inform task "GenerateReport pdf 'TestRpt' 'Good Test'
'www.gl.com' 'Copyright' ‘GL Logo JPG' ‘s1'; ",

|~ Untitled - GLClient o A -_Ul_ll
Fie Edk View Connect Script Log User Help

DEH 2845 nRDsR BB BE e 2

Impairments

Introduce impairments into the outgoing traffic using various
impairment types and duration.

Supports various types of impairments —DELETE BYTES, INSERT
BYTES, AND, OR, & XOR. Impairments can be introduced at specific
intervals or can be set to continuous insertion on each stream.

Layer/Dir | MAC | 1P | UDP | PayLoad| TxParameters | Rx Parameters | RTD | Impaiments

~Impairment Type | sal3(3:34(3 b

DELETE BYTES

INSERT BYTES
Options ~ Impairment Duration
Byte count C Repeat Il
Byte Offset |0 % Continuous

Activate I

Tx & Rx Statistics and Results

Once the test is started, users can view various statistics and
measurements performed for the configured streams. Some
parameters displayed include StreamID, Stream Name, Mode, Tx/
Rx Frames, Tx/Rx Rate, Lost Frames, Out Of Order Frames, Pattern
Error Frames, Good Frames, Non-test Frames Received, Byte Error
Rate, Error Status, Sync Loss Count, Error Count, & RTD.

£ Statistics Normal Mode

StraamNme
Streamld
Stream Name
Mode
T+ Frames
T Rate 19.95 Mbps
Fix Frames 37864
|iRx Rate 19.95 Mbps 19.9 Chream Mame
Lost Frames 1] 1]
Ot Of Order Frames i o || Streamld 0
Pattern Error Frames 1] 1] Stream Mare LoopbackSheam
Good Frames a a tode Loopback,
gntn Eesl galtnas Received g e g o Fx Frames o
yie Ermor Rate 00 + .
Error Status SYNC 5 ?“Eate gg& Mbps
SyncLoss Count a a #Frames I
RTD 43250 usecs 63|l T+ Frames 0.1 Mbps
Tx Frames 1]
-
4] | 3

Task 1: Device Number = 3 A
Task 1: Name = \Device{NPF_{0D510E32-386A-48FD-B92C-6D8CB387A9D5}
Task 1: Description = Realtek 10/100/1000 Ethernet NIC

Scheduler)

Task 1: MAC Address = 0-11-d0-dc-20-a2

Task 1: IP Address = 192.168.1.163 , 192.168.1.152, 0.0.0.0, 0.0.0.0, 0.0.0.0, 0.0.0.0, 0.0.0.0,

(Microsoft's Packet

0.0.0.0, 0.0.0.0 =

Task 1: Link Type = Ethernet (802.3) |- -Basicserver =lofx|
Task 1: Current Link Speed = 100 Mbps Flle Edit View Setup Help

Task 1: Max Payload Size = 1500 bytes Dl s ar & ¢

Task 1: Media State = Connected
Task 1: Connected: client #680 at 192.168.1.163

680(7): run task "PacketCheckServer.StartServer';
680(8): inform task “Init 3;';

Task 1: Task 1 started
inform task “Init 3;";
Task 1 informed

T oRTaTT JResdy : L7
task "SetStack 0 ethernet ipv4 udp;'; =

inform task "SetDirection 0 t<'";

inform task "IPv4Address 0 192.168. l 94 255.255.255.0 192.168.1.156;";

inform task "IPv4Params 0 0 128 17,

inform task "EnablelF‘vdAumBmldMACHdv 0 true'’

inform task "UDPParams 0 10001 20001;";
inform task "PRBSPattern 0 2°6-1 false:
inform task "EnableMagicPattern 0 true 72-39-68-47-34-62-4b-5f-47-4c-00-00-00-00;";
inform task “FrameSize 0 fixed 1514 1514;";

inform task "'StopTx 0 continuous 0 0:';

inform task ""Rate 0 10 Percentage;';

inform task ""StopRx 0 continuous 0 0:';

inform task "StartTraffic Burst";

inform task "'StopTraffic.';

L«

|ready ver3B|  Inum |

Buyer’s Guide

ETH100 — PacketCheck™

ETH200 — Two PacketCheck™ applications

Related Products

PXE100 — PacketExpert™

PKS100 - PacketGen™ (includes PacketScan™)
PKV100 - PacketScan™ (Online and Offline)

PKB100 - RTP Toolbox™

PKS110 - Packet H. 323

IPNO10 - IPNetSim™ - 100Mbps of through bandwidth
IPN100 - IPNetSim™ - 1Gbps of through bandwidth
IPN4QO - IPNetSim™ - 1Gbps w/ 4 links through bandwidth

PKS120 - Message Automation & Protocol Simulation (MAPS™ )
for SIP

PKS121 - MAPS™ - SIP Conformance Test Suite (Test Scripts)
PKS122 - MAPS™ - for MEGACO
PKS123 - MAPS™ - MEGACO Conformance Test Suite

PKS124 - Message Automation and Protocol Simulation
(MAPS™ ) for MGCP

MGCP Conformance Suite (Test Scripts)

PKS125 - MAPS™ -
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