MAPS™ 5G N1N2 (NGAP) Emulator
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Overview

GL’s Message Automation & Protocol Simulation (MAPS™) is enhanced to test 5G N1N2 interface that can emulate gNodeB (gNB),
and AMF (Access and Mobility Management Function) according to 3GPP standards.

It supports Non-Access-Stratum (NAS) signaling on N1N2 interface between UE and AMF. It also supports NGAP to emulate signaling
services between NG-RAN and AMF.

MAPS™ N1N2 Interface emulator supported procedures include - NG Reset, NG Setup, Initial Context Setup, UE Context Release,
Registration, De-registration, Primary authentication and key agreement procedure, Security mode control, Identification and PDU
session management and SMS over NAS. The application gives the users an unlimited ability to edit NGAP/NAS message and call
scenarios (message sequences).

In addition to control plane emulation the application supports generation and verification of traffic, including VoNR (Voice) calls
with SIP signaling and RTP Traffic generation. It also emulates mobile traffic such as HTTP, FTP, Video by playing back real capture
stateful over established TCP connection with additional licenses - Mobile Traffic Core — GTP (ETH101) and Mobile Traffic Core —
Gateway (ETH102).

GL MAPS™ is not only used for protocol validation but also for performance and capacity by emulating tens of thousands of 5G
subscribers.

MAPS™ 5G NGAP emulator supports utilities like Message Editor, Script Editor, and Profile Editor which allows new scenarios to be
created or modified using 5G NGAP/N1N2 messages and parameters.

For more information, please refer to MAPS™ 5G N1N2 Interface Emulator webpage.

Main Features

e MAPS™ 5G N1N2 interface emulates gNodeB and AMF

e Application supports 5G Control Plane and User Plane

e Supported traffic types includes mobile data traffic such as HTTP and VoNR

e Generates and processes NGAP/NAS (valid and invalid) messages

e Includes gateway functionality to forward mobile traffic over GTP to and from external IP network
e Customization of call flow and message templates using Script and Message Editor
e Ready-to-use scripts for quick testing

e Supports scripted call generation and automated call reception

e Provides detailed Statistics and Events Status

e Emulates tens of thousands of 5G subscribers

e Automation, Remote access, and Schedulers to run tests 24/7
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Testbed Configuration

The testbed setup window allows users to setup the required test environment with SCTP configuration in N1IN2 interface. SCTP
configuration parameters consist of Source/Destination IP addresses, and Port numbers to configure MAPS™ to emulate gNodeB and
AMF entities in NIN2 interface. MAPS™ can then generate and receive NGAP/NAS messages to/from valid IP address in the 5G
network. End user configuration profile is used to configure MAPS™ 5G N1N2 with supported gNodeB and AMF parameters.

MAPS gMB (NTN2 RELEASE13) - O X

Configurations Emulator  Reports  Editor Debug Teols  Windows  Help

Q& 5 ¢ & ¢ o 7

7] Testbed Setup -TestBedDefault =N =N =
HE ]
Cenfig Value [¥ Enable
L
H=l gMBConfiguration 1
L= gMBConfiguration 1
- Traffic Adapter Index 0
- gMBIP Address 192.168.1.31
- gMNB GTPIP Address 192.168.13.80
- GTP Port For Traffic 2152
- SCTP Mode Client
- Global RAN Mode Type globalgMB-ID
- gNEID 00000001
- Mg EMB Configuraticn Macro gNE Id
- Macro gNE Id 12345
- Short Macro gME Id 12345
- Long Macro gNEB Id 12345
- M3IWF Name GLWifi
- RAN MNode Mame gnk 000000001
- Paging DRX w128
- Cell Identity 000000001
H=] Supported TA List 1
L& Supported TA List 1

U=l Destination Parameters

L Select AMF Pool 1
H=l AMF Pool Cenfigurations
L=y AMF Pool 1

L& AMF Pool 1
H=l Traffic Parameters

- Traffic Disable
H=l MaohkilelPCore Traffic
L GTP Client IP Address 192.168.13.80
Hxl Packet Lead Traffic
- External Gateway Disable
- Gateway IP Address 192,168.13.90
- Subnet Mask 255.255.0.0
L= UE Simulation Parameters
- Type Of UE Simulation Profiles
- End User Configuration UE_Profilesxml
- CSV FileName C\Program Files\GL Commu...
L4l Auto Generated Users Info Start Edit

@ Initialisation Errors @ Error Events
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Pre-processing Tools

PROFILE EDITOR - This feature allows loading profile to edit the values of variables using GUI, replacing the original value of variables in
the message template. An XML file defines a set of multiple profiles with varying parameter values which allows users to configure call
instances in call generation to receive calls. The UE_Profiles includes 5G parameters, that is required to configure multiple UEs to
emulate Signaling, Traffic, VOLTE calls. User can configure Mobile Traffic parameters, allowing emulation of offline HTTP Traffic using
Mobile IP Core TCP Client Server connections.

MAPS gMB (N1MN2 RELEASETS) - O X
Configurations Emulator Reports Editor Debug Tools Windows Help
@ v | A
& g & ¥ @ 0 )
7] Profile Editor -UE_Profiles =N R ==
HE| . L%
# | Profiles (EditF2) ~ | Config Value ~ | ||[¥ Enable
1 MSIN3012041631 B MSIN3012041631
3 MSIN3012041532 H=l Registration Parameters
- Registration Type Initial Registration
3 MEIN3012041633 - SMS Over NAS Transpert Requested Supported
4 MSIN3012041634 - Follow On Request Mo Follow On Request Pend...
5 MSIN3012041635 - NG RAN Radic Capability Update Mot Needed
H=l Mobile Identity
6 MSIN3012041636 L Type OF Identity sucl
7 MSIN3012041637 H=l sUCl
5 MSINZD12041633 t SUPI Format IMSI
IMSI 001013012041631
9 MSIN3012041639 L vl 12340001
10 MSIN3012041640 ~ IMEI 359877068325248
11 MSIN3012041641 - IMEISVI 1234567890123001
12 MSIN3012041642 ~ MSISDN 3012041631
H=l GMM Capability
13 MSIN3012041643 - 51 Mode Not Supported
14 MSIN3012041644 - HO Attach Not Supported
- LPP Capabhility LPPin M1 Mede net suppor..,
15 MSIN3012041645
H=l Requested NSSAI
16 MSIN3012041646 L1| RMSSAL
17 MSIN3I012041547 - Include UEContextRequest |E True
15 MSIN301204154a - RRC Establlsh Cause . MO Signaling
HAl Tracking Area Information
19 MSIN3012041843 Htl Authentication Parameters
20 MSIN3012041650 - MAS Key Set [dentifier 7 Add | Insert Delete
31 MSINZ013041551 v - . TI'?,r—pPe Of S..ECLlrit}f F?.r?text Flag Mative Security Context Properties
Insert | Delete Clear
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Pre-processing Tools (Contd.)

SCRIPT EDITOR - The script editor allows user to create/edit scripts and access protocol fields as variables for the message template
parameters. The script uses pre-defined message templates, to perform send and receive actions.

& ScriptEditor - [C:\Program Files\GL Communications IncAMAPS5G-N1N2\MAPS\N1N2\RELEASE15\gNB\Scripts\SGNGAP_gNB.gls) . a X
& File View Edit Shortcuts Tools Help -] %
D B x = B |0 ?
Command Window  3(x/ | 4 SGNGAP_gNB box |iF
- Action 1 //UE Registration Procedure// A ;
[#- Conditional & Flow Control 2{ //Initiates Registration procedure by sending Registration Request Message // g
- Variable 3 g
[#-Maps CLI 4/ ParentScriptlId = "*"; —
[#- Logs § Comment 5 RANState="Null";
Init 6 AllocUniqueId "RAN" RAN UE _NGAPID:; //Signaling Binging Id
[#- Child Script 7. MsgHandler:"NGAPMessageHandler";
- DataBase 8 RegistrationiAttemptCounter = 0;
Send Report 9 PTI = O:
Resume 10, PDUSessionld = 0;
Return 11, NASCount = 1;
Include 12! AllocUniqueId "gNBDataTEID" gNBDataTEIDInt:
Exit 13, IntToHex (gNBDataTEIDInt, gNBDataTEID):
- Utility Functions 14 SetScriptVariable (ParentScriptld,gNBDataTEID=gNBDataTEID, gNBDataTEIDInt=gNBDataTE]
[#- Traffic Commands 15, //ErrorLog("gNBDataTEID",gNBDataTEID)
16 //gNBDataTEID = §_ gNBDataTEID++; //For Userplane
17, wait;
18
19
20
21; "NGAPMessageHandler":
22 GetMessageType "NgiP" NGAPMessageType
23 GetMessageType "MHM" MMMessageType
24 GetMessageType "SH" SMMessageType
25 GetMessageType "SH1" SMiMessageType
26
27 if (SMiMessageType != "")
28 goto SMiMessageType : "Default”;
29 endif
30 if (SMMessageType != "")
31 goto SMMessageType : "Default”;
32 endif
22 iFf IMMWecca~aTrima 1= My b3
< >
Ready line Coynt - 6011ine: 6 Col: 22 NIIM.

MESSAGE EDITOR - The message editor allows user to build a template for each protocol message type. The value for each field may be

changed in the message template prior to testing. The protocol fields comprise of mandatory and optional parameters.

'HS Message Editor - AuthenticationRequest -0 X
File View Direction Tools Help
= d ? X
= NAS ~
Extended Protocol Discriminator Registration Request = 65 _'j
Security Header Type Registration Reguest = 65
Registration Complete = 67
(=) InformationE lements Registration Reject = 68
- 5GS Registration Type and NAS Key Set |dentifier Deregistration Request (UE originating) = 63
Registration Type gelegistlagon éccepl ElfLEIEO{igin'alirlg]dT 7?1
X eregistration Reques erminated) =
;'Z"Sovl:enynsﬁeff::::iﬁer Dere;islra!ion Acgepl (UE terminated) = 72
: Service Request = 76
Type of Security Context Flag (TSC) Service Reject = 77
[=- 5GS Mobile Identity Service Accept = 78
Length | |Confiauston Update Command = 84
==== === NGAP Layer ============ = A
NGAP-PDU = CHOICE
Extensibility Marker =0
Choice Index =0
ProcedureCode = INTEGER
Contents = 4 id-DownlinkNASTransport
procedureCriticality = ENUMERATOR
Contents = 0 reject(l)
Value = Open Type
Length = 29
Extensibility Marker =0
ProtocolIE-Container = SEQUENCE OF
Iteration Count =3
ProtocolIE-Container = Instance 0
ProtocolIE-ID = INTEGER
Contents = 10 id-AMF-UE-NGAP-ID
procedureCriticality = ENUMERATOR
Contents = 0 reject(0)
Value = Open Type
Length =3
AMF-UE-NGAP-ID = INTEGER b4
< >
Ready NUM 4

© GL Communications Inc.
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Call Generation and Call Reception

In call generation mode, MAPS™ is configured for the outgoing messages, while in call receive mode, it is configured to respond to the
incoming messages. Tests can be configured to run once, multiple iterations and continuously. Also, allows users to create multiple
entries using quick configuration feature. The editor allows to run the added scripts sequentially (order in which the scripts are added in
the window) or randomly (any script from the list of added script as per the call flow requirements). The test scripts are started
manually at call generation, and at the call reception, the script is automatically triggered by incoming messages.

MAPS gMB (NTN2 RELEASE1S) - [Call Generation -CallGenDefault] - O x
\ﬁ, Cenfigurations  Emulator  Reports  Editor Debug Tools  Windows  Help - 8 x
O N E sl a ey
EHs B8 B g E 6lele LA

HR . LI
SrMo | Script Name Frofile Call Info Script E xecution Events Tatal lterations | Completed |terations #
10

2 BGMGAP_UESessionContral.als Start ‘ MNone Unknawn 10 1]

3 BGNGAP_UESessionCaontral.gls Start ‘ Mone Unknown 10 1]

4 BGNGAP_UESessionControl.gls Start ‘ None Unknown 10 o

5 BGNGAP_LESessionControl.gls Start ‘ None Unknown 10 1}

B BGNGAP_LE SessionControl. gls Start ‘ None Unknown 10 1}

7 BGMNGAP_UESessionContral.als Start ‘ MNone Unknaown 10 1] w
< >

add_| Delete | mnsert | Refiesn | strt | strta | [| stop ai | | Abort al|

Save | Colmn'Width ————f—— [ ShowLatest
- Find
aNBD MF O =
NGAD Layer = A
InitialJEMessage, Registation Request 17.24-18.013000 NEAD-POU = CHOICE
Extensibility Marker =0
4 DownlinkMAS Transport, Authentication Fequest e — Choice Tndesx _
InitiatingMessage =
UplinkMAS Transport, Authentication Response ProcedureCode =
17.24:18 091000 Contents = 15 id-InitialUEMessage
DownlinkNAS Transport, 5ecurity Mode Command procedureCriticalicy = ENUMERATCR
4 P 2 17:24,18,148000 Contencs =1 ignore(l)
" . Value = Open Type
UplinkNASTranspaort, S ecurity Mode Complete 172418 152000 Length ~1is
. . InitialUEMessage = SEQUENCE
4 IritislContetS etupRequest, Regishiation Accept DRI Ertencibilaty Marker -
™ ProtocollE-Container = SEQUENCE OF
IritizlContextS etupR esponse Tteration Count =7
T EHEZN N ProtocollE-Container = Instance 0
UplinkNAS Transport, Registration Complete =
17:24:18.231000 ProtocolIE-ID =
UplinkMAST t UL NAS T t. Session Establishment Request Contents = 85 id-RRN-UE-NEAR-LD
I SR I S e s D el 17:24:18.270000 procedureCriticalicy = ENUMERATOR
"D ossor et tupf e, DLNAS Trerspor, Session Esoblchment Accept 172818 357000 Cenvents - gp;?:;:"'”
. Length =3
PDUSessionResourceSetupResponse 17-2418 355000 RAN-UE-NGAD-ID - INTEGER
Length Determinant =z
UplinkNAS T ransport, UL NAS Transport, Session Establishment Request Consents = 10010
17:24:18.363000 ProtocollE-Container = Instance 1
4 PDUSessionResourceSetupRequest, DL NAS Transport, Session Establisk Accept 17-2418 447000 E’;ig:zzil;‘fiild :
. Contents = 38 id-NAS-PDU
PDUS sssionfesourceS atupFesponse 172410 455000 procedureCriticality - mmpmmaTon
c =0 0
UplinkMASTransport, UL NAS Transport, Session Aelease Aequest 17-2443. 184000 v:;‘izms - Opai?i;: !
Length =353
|4 PDUSessiorResouiceR sleaseCommand, DL NAS Transport, Session Release Command DR SR NAS-PDU — OCTET STRING
e NAS-EDU = 1000000005972004101000BF
PDUSessionA esourceReleaseResponse ProtocolIE-Container =
172443 246000 ProtocolIE-Field =
UplinkNASTransport, UL NAS Transport, Session Release Complete P 172443, 246000 E‘;:::::;I-’ID :
procedureCriticality NUMERATOR
UplinkMASTransport, UL NAS Transport, Session Aelease Aequest 179843 247000 ¥ Comtents =0 reject(0) ©
< > < >
5\ Seipls ' Message Sequence A Event Config 3, Scrpt Flow
@ |Initialisation Errors @ Error Events @ Captured Errors Link Status Up=1 Down=0

Figure: Call Reception

© GL Communications Inc.
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Call Generation and Call Reception (Contd.)

MAPS AMF (N1NZ RELEASE15) - [Call Reception] - m} X
% Configurations Emulator Reports Editor DebugTools Windows Help &%
¥ N 0 alre v e
FEBsB VPR ITE o ele 0o
SiMo_ | Soiipt Name | Profile | Callinfa | Script Exeoution | Status [ Everts Events Frofile_| Resuls | ~
9 AMFSessionCantrol.gls TS 041 C299E Complzted UE-CONTEXT RELEASED Mone Pass
10 AhdFSessionControl Th51.0u841C299F Completed UE-CONTEXT RELEASED Mone Pass
Completed None | [ Pax | v
1
| Stop | Stop Al ‘ Abort | Abort Al | ¥ ShowRecords [ Select Active Call [~ Auto Trash  Trash | Show Hidden Calls
Save | Column'widh ———— [ Showlatest
~ Find
oNBO M e
HGRP L.
TGaIE Mossags, Regioh alion Fadusst PE— —— s 2
o Extensibility Marker
DownlinkMNa5 Transport, Authentication R equest Choi Index
4 17-24:18.067000 e e
gMessage
UplinkM&5 T ranspart, Authentication Response ProcedureCode
17:24:18.130000
Contents
DownlinkNAS Transport, 5 ecurity Made Command procedureCriticalicy
< P a 17.24:18.133000 Contents ignore(1)
Value = Cpen Type
UplinkMAST) L5 ity Miode Complet
pli ransport, Security Mode Complete 17:24:13130000 Length Zolex
InitialUEMessage QUENCE
" IritialContestS stupR equest, Registation Accept TPEERTI tensibility Marker
Il o ProtocollE-Container = SEQUENCE OF
InitialContextS etupFiesponss ’ Iteration Count 7
TP HEAAID ProtocollE-Container Instance O
UplinkNAST t, Registration Complet ProtocollE-Field ENCE
plir ransport, Registration Complete RIEIEI roreeollE Ele
UplinkNAST t UL NAS T 1, Session Establishment R t Ceontents
2L ik e 17.24:18.312000 procedureCriticality
4 PDUS essionResourceSetupRequest, DL NAS Transport, Session E stablishment Accept 17.24:18.321 000 5:;::“5 - DPEEE;;E:"DJ
Length
PDUiSessionResourceSetupRespanse TR SEN-UE_NGAE-TD
T Length Determinant
UplinkMAS Transport, UL M&45 Transport, Session Establishment Request ’ Contents 10010
172418414000 ProtocollE-Container Instance 1
PDUS essionA Setuphl L OL NAS T t, Session Establishment Accept
< essionFlesourceS etupReques ransport. Session Establishment Accep! TR Toresall
. Contents —~NAS-EDUT
BDD Sessink soucesetuphicsboree 17,24:18.430000 procedursCriticality NRERATOR
C {0
UplinkNAS Transport, UL NAS Transport, Session Release Request 17.34:43.227000 v:;&:ms Dpe:e;:;z !
T Length
PDUSessionResourceReleaseCommand, DL NAS Transport, Session Releass Command - z
Ll 3 port, . WAS-PDU STRING
[ TR NAS-EDU ECSS7E004101000BF200
PDUSessionResouceReleaseResponse ProtocollE-Container
17:24:43. 288000 ProtocollE-Field
i ProtocolIE-ID
UplinkM&5T ransport, UL MAS Transpart, Session Release Complete PR — N e UserLocationinformation
UplinkMAS Transport, UL NAS Transport, Session Release Request 172443 269000 E;::::‘::Ecnncahw - Nmi?:i:}m
o Value :
PDUSessionResourceReleaseCommand, DL NAS Transport, Session Release Command
< 17:24:43.289000 Length
™ o UserLocationInformation
PDUSessionResouceReleaseResponse Choice Index
22423022000 userlocationInformationliR
UplinkNAST b UL NAS T L5 Release Complet Extensibility Marker =
i ransport ransport, Session Release Complete ST LI rren=i =
UplinkNAST ransport, Deredistration Fequest [ I v nR-CEI = b
< > < >
; Scripts %, Message Se\:pem:e,( Event Config >\ Script Flow
& Initialisation Errors & Error Events @ Captured Errors Link Status Up=1 Down=0

Figure: Call Reception
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Emulation of 5G N1N2 Signaling Procedure

The below 5G N1N2 signaling procedure indicates the messages flow between gNodeB (gNB) and AMF, which are emulated using

MAPS™ application.

5GC Network

Initial UEM essage, Registration Request

Downlink NASTransport, Authentication Request

REGISTRATION
Signaling

)

UPlinkNASTransport, Authentication Response

DownlinkNASTransport , Security Mode Command

NAS

UPlinkNASTransport, Security Mode Complete

Authentication
and Security

Initial ContextSetupRequest, Registration Accept

InitialContextSetupResponse

REGISTRATION

UPlinkNASTransport Registration Complete

Complete

UplinkNASTransport, ULNAS Transport, Session Establishment Request

PDUSessionResponseSetupRequest, DLNAS Transport, Session Establishment Accept

PDUSessionResponseSetupResponse

UplinkNASTransport, ULNAS Transport, Session Release Request

Start Uplink and

PDUSessionResponseSetupRequest, DL NAS Transport, Session Release Command

Downlink Data Transfer

PDUSesslonRespor

UplinkNASTransport, UL NAS Transport, , Session Release Complete

UplinkNASTransport, Deregestration Request

DownlinkNASTransport, Deregistration Accept

Deregistration

j

Signaling
UE ContextReleaseCommand
UE Context Release Complete } :ijlr:alse
Supported Protocols and Specifications
NAS : NAS
1
Relay : NG-AP
NG-AP '
scre : scr
5G-RAN 5G-RAN '
Protocol Layer Protocol P T P
Layer :

UE

gNodeB

N1/N2

AMF

Supported Protocols

Standard / Specification

N1N2 Interface (gNB - AMF)

TS24.501

System Architecture for the 5G

3GPP TS 23.501

Non-Access-Stratum (NAS)

3GPP TS 24.501

NG Application Protocol (NGAP)

3GPP TS 38.413

SCTP

RFC 4960

GPRS Tunneling Protocol for
User Plane (GTP-U)

3GPP TS 29.281

© GL Communications Inc.
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Buyer’s Guide

PKS503
PKS504
PKS505

PKS506

PKS507

For complete list of MAPS™ products, please refer to Message Automation & Protocol Simulation (MAPS™) webpage.

For more details on supported MAPS™ 5G interfaces, refer to 5G Core (5GC) Network Test Solution webpage.

Product Description
MAPS™ 5G N1N2 Interface Emulator

Mobile Traffic Core - GTP

Mobile Traffic Core - Gateway

Related Software

MAPS™ 5G Multi-Interface Emulation

MAPS™ 5G N4 Interface Emulator

MAPS™ 5G N17 Interface Emulator

MAPS™ 5G N8 Interface Emulator (Requires PKS502)
MAPS™ 5G N10 Interface Emulator (Requires PKS502)
MAPS™ 5G N11 Interface Emulator (Requires PKS502)
MAPS™ 5G N12 Interface Emulator (Requires PKS502)
MAPS™ 5G N13 Interface Emulator (Requires PKS502)
MAPS™ 5G N20 Interface Emulator (Requires PKS502)
MAPS™ 5G N21 Interface Emulator (Requires PKS502)

MAPS™ 5G N22 Interface Emulator (Requires PKS502)

MAPS™ 5G N29 and N51 Interface Emulator (Requires PKS502)
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